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A criminological perspective on sharenting risks and harms

Abstract

Sharenting is widely practiced and has attracted significant media and academic attention. While the
motives for sharenting are well researched, other aspects are less well understood. This chapter
explores sharenting from a criminological perspective. It focuses on the criminogenic features and
implications of sharenting practices, particularly the risks of cybersecurity and digital harms. We
argue that it is important to move away from a focus on the sharenters who are constructed as
scapegoats in the media and instead acknowledge that sharenters are embedded in socio-technical
contexts. It is crucial to pay more attention to the social media platforms on which sharenting is
taking place and how they are regulated. The chapter starts out with assessing the media
representation of risks associated with sharenting from a criminological perspective. Subsequently,
we turn to an overview over the types of crimes and social harms that are enabled by sharenting.
We then discuss the affordances! of social medial platforms and their regulations. Finally, we
conclude the chapter with suggestions for the mitigation of risks caused by sharenting and further
research needs. (Abstract 177 words)

Key words/terms: affordances, cyber security, digital harms, sharenting, social media platforms,
sociotechnical practice

Introduction

Sharenting involves the online dissemination of identifying and sensitive information of minors,
including photographs, information about health issues, birthdays, and the involvement in school
and sporting events (Tosuntas and Griffiths, 2024). Such information is shared by parents and other
guardians on a variety of social media platforms including Facebook, X (formerly Twitter), and
WhatsApp. The availability and dissemination of personal data online can produce risks such as
cybercrimes and other social harms (Lavorgna et al. 2023a; Ugwudike et al, 2024b), including serious
physical, psychological/emotional and financial harms (Agrafiotis et al, 2018; Burnes et al., 2020,
Lavorgna, 2020). Unlike common forms of data misuse in cases of data theft and other cybercrimes,
sharenting involves the voluntary disclosure of personal data on social media. Despite posing
significant risks for minors, sharenting is widely practiced (Bezakova et al, 2021). A survey of the UK

communication ombudsman conducted in 2018, documented that a high proportion (44%) of

1 According to Hutchby (2001) affordances enable and constrain actions.
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parents routinely shared child-centric information online (Ofcom 2018). Since the beginning of the
COVID-19 pandemic online communication has accelerated (Deejay and Henne, 2023). In addition to
maintaining friendships and family relationships online, the shift of schooling and educational
processes to social media platforms has amplified sharenting (Esfandiari and Yao, 2022; Tosuntas
and Griffiths, 2024). Public discourse and academic research on sharenting focus primarily on
sharenters and their motives but neglect the role of the social media platforms (Lavorgna et al,
2023a). This chapter supplements existing research by approaching sharenting from a criminological
perspective and highlighting how the socio-technical context in which sharenters make their

decisions can produce risks and harms for affected children.

This chapter offers an up-to-date overview of sharenting from a criminological perspective which
includes a review of the authors’ previous work on the topic. Our pioneering research is
contributing to the emerging criminological literature on sharenting. To the authors' knowledge, our
ESRC-funded project?, is at the time of writing, the only project grounded in criminology focusing
specifically on sharenting. As such, the readers will find references to work published by the authors

throughout this chapter.

We understand sharenting as ‘a sociotechnical practice encompassing social dynamics (the actions of
sharenters in posting child-centric data) and technical dimensions (the actions of platform
technologies in inviting and facilitating both the practice and associated data harms)’ (Ugwudike et
al., 2024a, p. 504, emphasis added). This means that it is not only necessary to be aware of the
motives and practices of sharenters, but that it is crucial to understand the affordances of platform
technologies that enable — and seduce — parents and other guardians to share personal information
of children (Ugwudike et al. 2024b). As we will show in this chapter, such a sociotechnical approach
has profound implications for the examination of criminological aspects of sharenting. We argue that
in order to understand the risk and risk management associated with sharing information about
minors it is important to understand how social media platforms facilitate the sharing of child centric

content and how sharenters engage with these platforms (Ugwudike et al. 2024b).

The chapter is structured as follows: Taking a criminological perspective, we begin the chapter by
assessing how sharenting risks are represented in the media and what consequences this coverage

has. Subsequently, we turn to the risks and harms created by sharenting. We are then turn to the

2 The authors of this chapter are currently conducting the multi-method research project ProTechThem —
Building Awareness for Safter and Technology-Savvy Sharenting. The project is led by Pamela Ugwudike (PI)
and funded by the UK’s Economic and Social Research Council. It examines sharenting practices in British and
Italian social media contexts and combines media and legal analyses, digital ethnographies, narrative
interviews, representative surveys, and Natural Language Processing (NLP). For further information see:
https://www.protechthem.org/
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interaction between sharenters and the social media platforms they are using and discuss the
affordances of these platforms (Ugwudike et al. 2024b). Following on that, we examine how
sharenting is regulated on social media platforms and with what consequences (see also Lavorgna et
al. 2023b). We conclude the chapter with a consideration of measures to protect children from the

risks of sharenting.

Sharenting in the media — the construction of moral panics

Sharenting involves many paradoxes. One of them is the paradox that although there is a wide
coverage of sharenting in the media, sharenting is simultaneously under-and-overreported
(Lavorgna et al., 2023a; Ugwudike et al., 2024a). On the one hand, given that sharenting is taking
place online and in the domestic sphere, harms and crimes related to sharenting are likely
underreported (Lavorgna et al., 2023a). On the one other hand there are far more media reports
about the risks of sharenting than there is coverage of specific instances of victimization. A media
analysis of newspaper articles published between 2013 and 2021 (Lavorgna et. al 2023a) found that
the following crimes against minors were discussed: harassment and bullying, child pornography,
and identity theft. In addition, the newspapers mentioned unwanted digital exposure and digital
commodification of minors, which are harmful even if they are not classified as criminal. Given that
the media play an important role in the construction and publicizing of moral panics, sensationalized

media coverage of sharenting could result in a moral panic (Ugwudike et al., 2024a).

Moral panics theory is a useful heuristic device for criminological studies exploring media coverage
of sharenting (Ugwudike et al., 2024a). In short, the production of a moral panic encompasses the
following elements: the moral entrepreneurs who are involved in constructing a problem, the
scapegoated outsiders who are considered responsible for the problem, a consensus among the
sensitized public, as well as the capacity of a moral panic to trigger public fear, and the sudden
change in media attention (Goode and Ben-Yehuda, 1994; Hall et al., 1978; Hier, 2019; MacRobbie
and Thornton, 1995). How does this apply to sharenting? Sharenting involves a wide range of moral
entrepreneurs, including cybersecurity specialists, health professionals, guardians such as teachers
and parents, as well as governmental institutions and non-governmental organizations, and
celebrities (Ugwudike et al., 20244, p. 508). Part of the public discourse constructed by these moral
entrepreneurs condemns parents and other guardians who engage in sharenting for exposing their
children to risks, while overlooking the socio-technical context in which parents are disseminating

child-specific information (we will discuss these factors below).
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Thus, the media discourse focuses on and assigns blame and responsibility to sharenters, but tends
to ignore structural conditions of sharenting, including the incentives to participate in digital
exchange, the impact of platform power, and the lack of regulation (Ugwudike et al., 2024a, pp. 514-
15). The media focus primarily on Facebook noting that this platform has a strong moderation
content policy which allows for the quick removal of inappropriate and harmful content (Lavorgna et
al, 2023a). There is also a lot of media attention concerning Instagram which is considered more
problematic. Less media attention has been paid to YouTube (also considered problematic) Twitter,
parents’ blogs and websites, or institutions’ websites (Lavorgna et. al. 2023 a). Overall, the media
construct sharenting as a moral panic which focuses on sharenters as scapegoats while neglecting
the role of platforms and how they are regulated (see also Ugwudike et al., 2024a). In the next
section, we will take a closer look at the crimes and harms associated with sharenting and its
structural context (e.g., the role of powerful social media platforms in inviting and enabling the

practice).

Data harms and cybercrimes

Sharenting can produce data harms such as privacy infringements (Nottingham, 2019), surveillance
(Ugwudike et al., 2024b), and cybercrimes (Williams-Ceci et al., 2021). Barnes and Potter (2021, p. 6)
identify the following sources of online harm to children “cyberbullying, grooming, access to adult
material of a violent or sexual nature, data mining and identify theft”. Images of minors that are
shared by strangers can also result in “digital kidnapping” which occurs when pictures are stolen,
misused, and posted on the website or profile of the thief (Esfandiari and Yao, 2022). The sharing of
personal information online can also result in cyberhate which involves victimization, devaluation,
and hostility (Wachs et. al, 2021). Whereas cybercrimes such as identity theft and identity fraud,
grooming and various forms of abuse are criminalised, this is not necessarily the case for data harms
“which might exploit identity related information to harass victims even if they do not meet the legal
threshold” (Lavorgna et al., 2023a, p. 476). Vicarious data harms (VDH) (Ugwudike et al., 2022) occur
when people disclose the data of others voluntarily and without malicious intent as is typically the
case with sharenting. In such cases, children can suffer vicarious harms such as privacy violations
because of the actions of others (their parents or guardians). Sharenting creates digital and online
identities without children’s consent (Ong et al., 2022) and can contaminate their digital footprints
(Beduschi, 2019). Thus, the sharing of child centric data can result in identity contamination when

data are stolen and misused, impacting on the digital footprints of minors.
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Sharenting practices and resultant harms (and risks) are summarized in the following master crime

script:

Lavorgna et al. 481
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Figure 1. A schematic representation of a master script for harmful sharenting practices

Source: Lavorgna et al., 20233, p. 481.

This master crime script highlights specific points of vulnerability in sharenting processes and
provides an overview over the stages, activities, and outcomes of sharenting (Lavorgna et al, 20233,
p. 480). First, content is either created or life-streamed which might involve harassment. Harm
manifestation can be observed when harassment occurs and when content is shared, visualized and
commented upon. The dissemination of content then leads to variety of data harms and cybercrimes
including bullying and other antagonistic behaviours, child pornography, identity theft, unwanted
digital exposure and digital commodification (which can lead to child neglect). Data harms and
cybercrimes might be committed by offline social networks (family, friends, acquaintances) or
strangers. The complaint of minors and the interventions of offline social networks might stop
sharenting and child neglect. However, if no effective interventions take place, sharenting will
continue. This master crime script takes the into consideration that “vulnerabilities manifest
themselves at various levels” given the “digital and multidimensional nature of sharenting”
(Lavorgna et al. 20234, p. 481). In the next section, we turn to the socio-technical context in which

sharenting takes place.
The socio-technical context of sharenting

From a criminological perspective it is important to understand the socio-technical context in which
sharenters are enabled — and seduced — to share child-centric material on social media. Social media
platforms can be understood as socio-technical assemblages (Lupton and Southerton, 2021). The use

of the platforms by sharenters are shaped by social expectations about maintaining relationships
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online through sharing news about children, money-making opportunities of influencers, informal
platform regulations, and legislation (Lavorgna et al., 2024). We will now first turn to the sharenters
and how they interact with social media platforms. Given the extensive research on the motives of
sharenters (see chapter 2 by Walreve, Vanwesenbeeck, and Chhangur in this volume), our short

discussion of sharenters focuses primarily on risk management.

Sharenting is particularly common in the United States and Canada and less frequent in Western
Europe, in addition the risk behaviour in the US appears to be higher than in Europe (Bezakova et al,
2021, p. 57). Thus, it is necessary to be mindful of national differences in sharenting which has
important implications for the risks posed to minors as well as for risk mitigation. A comparative
study of UK and Italian social media groups, consisting mostly of mothers of babies found that in
both groups, mothers sought advice for sleeping problems, nutrition, and health issues (Tartari et al.
2023). However, the group based in Italy was smaller and had fewer interactions than the UK based
group. Furthermore, the Italian social media users posted less detailed information, thus minimizing
the risk involved in sharenting, whereas sharenting was more extensive in the UK based group.
Moreover, this study suggests that once trust within a group is undermined, mothers employed
strategies to safeguard the privacy of their children, for example by deleting posts, blanking out
faces, or posting only questions, while sharing little personal information, as well as unfriending and
adjusting privacy settings (Tartari et al., 2023, p. 1461-1462). Thus, in contrast to public discourse or
media generated moral panic about the practice, which tends to blame parents and guardians for
putting children at risk, our findings suggest that sharenters ‘share with care’ (Tartari et al., 2023;
Walrave et al., 2023). Sharenting as well as efforts to minimize hazards have also been studied in
many countries including Spain, the Czech Republic, Turkey, Nigeria, and Iran (Esfandiari and Yao,
2023). Furthermore, there is a body of literature that explores ‘social media dilemmas’ (SMD)
balancing the benefits and risks of sharenting (Cino and Formenti, 2021; for a review see Tosuntas
and Griffiths, 2024). ‘Mindful sharenting’ is explored by Walrave et al. (2023), while Staes et. al
(2023) examine the privacy management strategies of grandparents (see also chapter 3 by Staes,
Hallam and Walrave in this volume). Beuckels et al (2024) examined the privacy management of
parent influencers and identified different types of sharenters (reckless sharenters, safe sharenters,
and authoritarian safe sharenters). We now turn to the affordances of social media platforms and

how they contribute to sharenting vulnerabilities.

Criminogenic features of social media platforms
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As we noted in the beginning of the chapter, the sharenting literature so far is focusing primarily on
the motives and practices of sharenters but tends to neglect the affordances of various platforms.
Social media platforms differ with respect to sharenting vulnerabilities, due to attractiveness,
shareability and availability (Lavorgna et al., 2023b). For example, social media platforms diverge
with respect to social influence and the monetizing of content (Lavorgna et al., 2023a; Lavorgna et
al., 2023b). Technologies shape how users engage with and contribute to content on social media
platforms and thus co-produce harms (Ugwudike et al., 2024b). For example, social media platforms
differ with respect to the length of posts, whether posts can be saved, bookmarked or shared,
whether photos and other media can be posted, all this has implications for the practices of
sharenting. Furthermore, platforms have different regulations whether users can stay anonymous or
whether they need to use their real names which has consequences for privacy management.
Furthermore, the affordances include reporting tools, blocking, and filtering of content, as well as
geofencing (preventing access from certain geographical locations). In addition, social media
affordances that are relevant for sharenting encompass privacy settings. All these affordances have
consequences for their users (Tufekci, 2017) as well as for those whose information are shared

(Ugwudike et al. 2024b).

In addition, it is important to understand how algorithmic filtering and recommendation systems
shape and encourage user engagement (Ugwudike et al., 2024b). An analysis of seven research
reports by Meta/Facebook Al on the topic of algorithmic filtering highlighted that content
personalization is predicted on user preferences (Ugwudike et al., 2024b, p. 9). This means that
content is pushed with the intention to ‘hook users’ (Wood et. al. 2023) and promote transgressive
behavior, such as sharenting. Thus, the affordances of social media platforms do not only facilitate
use — accessing, commenting on, and sharing content — but also invite harmful practices (Ugwudike
et al., 2024b). This means that more attention needs to be placed on the conditions which structure
the use of technology, in this case, how guardians use social media platform to share content —
whether it is to seek advice, maintain relationships, or for profit. Different social media platforms do
not only have different affordances, but also vary in their regulations and moderation practices

(Lavorgna et al., 2023b) which we will discuss in the next section.
The Regulation of Sharenting and Regulatory Risks

A recent global survey of online safety legislation (Song and Holzer, 2023) indicates that significant
progress has been made in developing cybersecurity legislation. This includes regulations explicitly
addressing children, for example United Nations: Child and Youth Safety Online, 2023; The Kids
Online Safety Act that was introduced by the US Congress, Nigeria’s Child Rights Act, Rwanda’s Child
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Protection Policy, as well as Chinas approach to the data protection of children. The laws seek to
prevent child online sexual abuse, stipulate parental consent, and regulate minor’s online access.
However, sharenting is not addressed by Song and Holzer (2023). Similarly, the Online Safety Bill
adopted by the UK government in 2023 which proclaims that it “will make the UK the safest place in

the world to be a child online” (https://www.gov.uk/government/publications/online-safety-act-

explainer/online-safety-act-explainer#what-the-online-safety-act-does) (see also Phippen and Bond,

2024), regulates access to harmful and age-inappropriate content and seeks to protect users from
illegal content such as child sexual abuse, but does not address sharenting. In the context of
sharenting, social media platforms are thus characterized by ‘regulatory risks’ — which include
regulatory gaps, as well as ‘sharenting vulnerabilities” which encompass not only the attractiveness
of sharenting and the shareability and availability of sensitive information, but also a lack of

guardianship (Lavorgna et al., 2023, p. 1043).

We are therefore turning our attention to the self-regulation of social media platforms and argue
that the (self)-regulation of social media platforms needs to be approached from an adapted ‘crime
proofing’ perspective (Lavorgna et al., 2023b). Crime proofing seeks to assess the risk of unintended
consequences that are embedded in and produced by legislative measures (Savona, 2017). The
adaptive approach of crime proofing extends this assessment to self-regulation which is particularly
relevant in the context of social media platforms (Lavorgna et al., 2023b, p. 1043). This framework to
assess self-regulatory practices encompassed the following elements: intended consequences;
regulatory risk; and sharenting vulnerabilities. The latter encompass how attractive the sharing of
information is, how easily information is available and can be shared, and the level of moderation
The regulatory risk element takes into consideration how accessible and consistent information is,

whether there are regulatory gaps, and how mechanisms are implemented (Lavorgna et al, 2023b).

Adopting the adoptive approach to crime proofing, an analysis of the terms and conditions of the
five platforms (Facebook, TikTok, Instagram, YouTube and Twitter) revealed several regulatory risks
(Lavorgna et al., 2023b). These risks include that relevant regulatory information is not necessarily
easy to find, parents and guardians are rarely directly addressed, furthermore, only few platforms
specifically are concerned with minors (Lavorgna et al., 2023b). In addition, regulations are not
consistent across platforms. Overall, regulations seek to prevent abusive behavior and the sexual
exploitation of children, or provide guidance on supervising and monitoring how minors use social
media platforms, but none of the platforms addresses sharenting in general as problematic
(Lavorgna et al., 2023b, p. 1045). This means that the overall responsibility for monitoring
inappropriate or harmful content is delegated to users, to online communities, and to administrators

who must interpret regulations that are primarily inaccessible, limited, and inconsistent. Given
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limited and ambiguous regulations, sharenters have inadequate support to negotiate the paradoxes
or social dilemmas of sharenting. In our conclusions, we turn to the question of how to best mitigate
this problem and make suggestions for the regulatory environment and the adoption of Natural

Language Processing (NLP) approaches.

Conclusions and Outlook

Given the centrality of social media and digital communication in contemporary societies (Fussey
and Roth, 2020), we believe that sharenting is a feature of digital parenting that is here to stay.
While we acknowledge that sharenting is potentially risky, we believe that the construction of moral
panics is counterproductive and overlooks the socio-technical context in which guardians are sharing
child-centric content. Instead, we argue that it is important to raise awareness among sharenters,
improve regulations and develop additional technical solutions which can support online

communities.

While it is important to raise awareness among sharenters, we believe that sharenting as a socio-
technical practice requires a multi-pronged approach of harm-reduction. Such interventions concern
regulations as well as (socio-)technical solutions. First, policy documents and guidelines need to
more fully address harmful sharenting practices in order to improve legislation as well as self-
regulation and moderation on social media platforms. This means that, in addition, aspects that are
already captured in regulations (for example nudity, sexual abuse and exploitation), the risks of
identity contamination need to be addressed and it needs to be recognized that all forms of

sharenting encompass risk, albeit to varying degrees.

Above, we have highlighted the affordances of social media platforms that are inviting harmful
behavior. However, technology can also be employed to reduce, if not prevent the co-production of
data-harms (Ugwudike et al., 2024b). Our team is currently developing a violation classifier model
based on Natural Language Processing (NLP) approaches with a socio-technical training regime,
including the use of modern Large Language Models as popularized by ChatGPT and its variants. Our
NLP model is trained incrementally, with domain experts providing and refining examples of
violations that are then used to re-train the model over a series of training sessions. Incremental
training helps ensure the NLP model focus on the violation behaviours domain experts consider
relevant even if they change over time. Moderators, other users, and social media companies can
use the NLP model to support identification of sensitive and emotive sharenting posts. The model

will allow them to flag risky posts to alert users, or for further investigation.
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We also believe that a comparative perspective can usefully provide insights into variations of risk
awareness and regulatory frameworks. Thus, we are calling for more comparative as well as

longitudinal research on sharenting as a socio-technical practice.
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