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Abstract— Error Correcting Codes (ECCs) are frequently 
adopted to guarantee the correct operation in the field of caches of 
high performance microprocessors. They require the addition of 
proper encoding/decoding blocks (referred to as checkers) to the 
cache array. The occurrence of faults affecting such checkers has 
been typically neglected so far, due to their limited area compared 
to the cache array. This may be no longer acceptable, due to the 
increasing likelihood of faults possibly affecting microprocessors 
implemented by deeply scaled technologies, and due to the 
increasing requirements in terms of reliability of several 
applications (e.g., data centers, autonomous vehicles, unmanned 
robots, etc.). Based on these considerations, in this paper we 
analyze the effects of bridging faults possibly affecting the ECCs’ 
checkers, for two frequently adopted kinds of ECCs. We will show 
that the 68% (or the 61%) of BFs possibly affecting the considered 
ECCs’ checkers are critical, since they may either inhibit the ECC 
correction ability of incorrect words read from the cache, or 
introduce errors in otherwise correct words read from the cache, 
with consequent risks for silent data corruption and 
microprocessor reliability. The remaining 32% (or 39%) of BFs 
may remain latent and accumulate with following faults or aging 
conditions affecting the cache, with consequent future risks for 
silent data corruption and microprocessor reliability. We then 
introduce a possible scheme to detect on line the occurrence of 
critical BFs that, compared to an alternate solution presented in 
the literature, features significantly lower impact on the ECC 
checker delay and area. 

Keywords— Silent Data Corruption, Error Correcting Codes, 
Microprocessor, Reliability, Cache. 

I. INTRODUCTION  

Reliability is becoming a main constraint for an increasing 
variety of application fields, such as autonomous vehicles, 
unmanned robots, healthcare, finance, etc. [1, 2, 3, 4]. It results 
in strong reliability requirements for the high performance 
microprocessors adopted for such applications [5]. Software 
and/or hardware protection approaches [5, 6, 7, 8, 9] are 
consequently typically useed to protect high performance 
microprocessors with respect to faults and aging conditions 
possibly affecting their operation in the field. Despite their 
adoption, silent data corruption (i.e., the occurrence of data 
corruption with no error indication provided by the adopted 
protection techniques) has been reported as likely [10], and 
constitutes nowadays one of the main reliability challenges, 
especially for microprocessors of data centers [11].  

Of course, the microprocessor reliability strongly depends 
on its caches’ reliable operation, which is usually guaranteed by 
using Error Correcting Codes (ECCs) [12, 13, 14].  

As known, ECCs mandate the addition of proper 
encoding/decoding blocks (hereinafter referred to as checkers) 
to the cache array. The occurrence of faults affecting such 
checkers has been typically neglected so far, due to their limited 
area compared to the cache array. This may be no longer 
acceptable, due to the increasing likelihood of faults possibly 
affecting microprocessors implemented by deeply scaled 
technologies, and due to the increasing requirements in terms 
of reliability of several applications (e.g., data centers, 
autonomous vehicles, unmanned robots, etc.) [6, 10, 11].  

     In fact, as an example, we can expect that faults affecting 
the component blocks of ECCs’ checkers may result in an 
output incorrect word, even if the original word read from the 
cache was error free. In this case, the checker would give an 
incorrect word to the cache output, that would be propagated 
throughout the system, with consequent risks for silent data 
corruption and microprocessor reliability. Other faults may 
instead not affect the cache output word, but constitute a future 
risk for silent data corruption and microprocessor reliability, in 
case of accumulation with following faults and/or aging 
conditions, such as Bias Temperature Instability - BTI [15, 16].  

Based on these considerations, in this paper we analyze the 
effects of resistive bridging faults (BFs) possibly affecting the 
ECCs’ checkers during their operation in the field. Preliminary 
analyses of this kind were introduced in [17]. 

As for single event transients (SETs) possibly affecting 
checkers, due to the checkers’ combinational structure, the 
likelihood that they propagate till the checker outputs, be 
sampled by checker outputs’ sampling elements and give rise to 
Single Event Upsets (SEUs) may be considered limited [18]. 
Moreover, proper design strategies for checkers’ outputs’ 
sampling blocks have been proposed (e.g., those in [19]), that 
can be used to avoid that unlikely checkers’ outputs’ SETs result 
in SEUs. Therefore, SETs possibly affecting ECCs’ checkers 
have not been included in our performed analyses.  

As representative case studies, we will consider checkers for 
two widely adopted ECCs for caches: the Single Error 



 
 

Correcting – Double Error Detecting (SEC-DED) Hsiao ECC 
[12], and the Double Error Correcting (DEC) Orthogonal Latin 
Square (OLS) ECC [14].  

We will show that the 68% (61%) of BFs possibly affecting 
the considered SEC-DED Hsiao (OLS) ECC checker are 
critical, since they may either inhibit the ECC correction ability 
of incorrect words read from the cache, or introduce errors in 
otherwise correct words read from the cache, with consequent 
risks for silent data corruption and microprocessor reliability. 
The remaining 32% (or 39%) of BFs possibly affecting the 
considered SEC-DED Hsiao (OLS) ECC checker may remain 
latent and accumulate with following faults or aging conditions, 
with consequent future risks for silent data corruption and 
microprocessor reliability. 

    Some solutions have been presented in [20-22] to prevent 
the catastrophic consequences of faults possibly affecting ECC 
checkers. In particular, in [20] the adoption of differential 
EXOR gates to implement ECCs’ checkers has been proposed. 
However, such an approach does not guarantee the detection of 
all critical faults possibly affecting all blocks composing the 
cache checkers. Instead, in [21, 22], the Authors propose the 
adoption of normal checkers (i.e., checkers of the kind in [23]) 
to implement the checkers of Hamming, BCH and Cyclic 
ECCs. In particular, the information bits produced at the output 
of the ECC decoding block are first re-encoded (by using an 
additional encoder), in order to regenerate the word read from 
the cache. Then, the regenerated word is subtracted (modulo 2) 
from the word read from the cache, in order to produce an error 
message. In case of a fault-free checker, the error message 
resulting from such a subtraction should be equal to the word 
generated by the ECC syndrome decoder block inside the 
checker. Based on this property, the Authors propose to detect 
the presence of faults affecting ECCs’ checkers by using a two-
rail code checker to compare the generated error message with 
the word at the ECC syndrome decoder output [22]. These 
solutions are effective in detecting faults affecting the checkers, 
but they imply a significant impact on the ECC checker delay 
(which may exceed the 100%, depending on the considered 
ECC). They also require non-negligible costs in terms of area. 

Based on these limitations of existing solutions, we here 
propose a novel lower-cost approach to detect, during the 
microprocessor in-field operation, the occurrence of critical 
BFs constituting a risk for silent data corruption and 
microprocessor reliability. Compared to the alternative solution 
in [22], our detector enables significantly lower impact on the 
ECC checkers’ delay (up to the -60%), and area (up to the -
27%). 

It should be noted that our detection approach can be 
adopted also for checkers of ECCs different from those 
considered here as realistic examples.  

The remainder of this paper is organized as follows. In 
Section II, we present the block structure and implementation 
of the checkers for the two considered case study ECCs. In 
Section III, we report the results of extensive electrical level 
simulations performed to analyze the effects of bridging faults 

possibly affecting such checkers. In Section IV, we introduce 
our detection approach and compare its costs to those of the 
alternate solution in [22]. Finally, in Section V, we draw some 
conclusive remarks. 

II. BLOCK STRUCTURE AND IMPLEMENTATION OF THE 

CONSIDERED ECC CHECKERS 

As representatives case studies, we consider checkers for 
two widely adopted ECCs for caches: 1) the Single Error 
Correcting – Double Error Detecting (SEC-DED) Hsiao ECC 
[12], whose checker conventional structure is represented in 
Fig. 1(a); 2) the Double Error Correcting (DEC) Orthogonal 
Latin Square (OLS) ECC [14], whose checker conventional 
structure is shown in Fig. 1(b).  

As an example, for both ECC checkers in Fig. 1 we 
considered the case of 16 information bits (d0…d15). For this 
case, the SEC-DED checker (Fig. 1(a)) requires the generation 
of 6 check bits [12], while the DEC checker (Fig. 1(b)) 
mandates the generation of 16 check bits [14]. We implemented 
both checkers considering a 16nm standard CMOS technology, 
with power supply voltage VDD=0.8V. 

As for the SEC-DED checker in Fig. 1(a), its Encoder (Enc) 
receives the 16 information bits (d0…d15) and generates 6 check 
bits (c0…c5), as described in [12]. The resulting word (d0…d15 
c0…c5) is stored in the cache.  

The SEC-DED checker includes also a Decoder, that 
receives the word read from the cache, and gives as output the 
corrected information bits (dc0…dc15), together with signals (E, 
DE) that indicate the presence of no error (E, DE) = (0, 0), 
single error (E, DE) = (1, 0) or double error (E, DE) = (1, 1) in 
the word read from the cache. In Fig. 1, the word read from the 
cache is denoted by (d’0…d’15 c’0…c’5) to indicate that it may 
differ from the correct word (d0…d15 c0…c5), due to faults (e.g., 
soft errors) affecting the cache. In case of no error, it is 
(d’0…d’15 c’0…c’5) = (d0…d15 c0…c5).  

As known, the Decoder consists of a Syndrome Generator 
(SG), which receives the word read from the cache (d’0…d’15 

Fig. 1. Schematic representation of checkers’ conventional structure for the 
considered: a) Single Error Correcting – Double Error Detecting (SEC-DED) 
Hsiao ECC [12]; b) Double Error Correcting (DEC) Orthogonal Latin Square 
(OLS) ECC [14]. 



 
 

c’0…c’5) and generates six syndrome bits (s0…s5). In case of no 
error in (d’0…d’15 c’0…c’5), all si = 0 (i=0 …5), otherwise (in 
case of single or double errors) at least one si =1. The SG block 
(Fig. 1(a)) has been implemented as in [12].  

The Decoder also presents a Syndrome Decoder (SD), that 
receives the syndrome bits (s0…s5) and generates 16 error bits 
(e0…e15) indicating the position of the erroneous bit in the 
information bits read from the cache (d’0…d’15). In case of no 
error, it is ek = 0 (k=0…15), while if bit d’k (k=0…15) is 
erroneous, then ek =1 (k=0…15). We considered the SD block 
implemented as in [12].  

The Decoder presents a Corrector block (C in Fig. 1(a)) that 
receives the information bits read from the cache (d’0…d’15), as 
well as the error bits (e0…e15) from SD, and generates the 
corrected information bits (dc0…dc15). It has been implemented 
by EXOR gates.  

Finally, the Decoder also presents an Error/Double Error 
block (E/DE) that receives the syndrome bits and generates 
signals (E, DE) described above.  

As for the DEC checker in Fig. 1(b), its Encoder (Enc) 
receives the 16 information bits (d0…d15) and generates 16 
check bits (c0…c15), according to [14]. The resulting word 
(d0…d15 c0…c15) is stored in the cache. 

The Decoder of the DEC checker receives the words read 
from the cache (d’0…d’15 c’0…c’15), and gives to its output the 
corrected information bits (dc0…dc15) [14], together with an 
error signal E indicating the presence of no error (E = 0), or 
single/double errors (E = 1) in the word read from the cache. 

The Decoder includes a Syndrome Generator (SG), which 
receives the word read from the cache and generates 16 
syndrome bits (s0…s15). In case of no error in (d’0…d’15 
c’0…c’15) all si = 0 (i=0…15), otherwise at least one si =1. It is 
implemented using EXOR trees, that receive the information 
bits (d’0…d’15) and regenerate the check bits (rc’0…rc’15), as 
shown in [14]. The syndrome bits (s0…s15) are obtained by 
comparing (by 2-input EXORs) each rc’i (i=0…15) bit with the 
respective check bit read from the cache c’i (i=0…15). 

 The Decoder includes also a Majority Voter (MV) that 
receives the syndrome bits (s0…s15) and generates 16 error bits 
(e0…e15) [14], that indicate the position(s) of the erroneous 
bit(s) in the information bits (d’0…d’15). In case of no error, it 
is ei = 0 (i=0…15), while in the presence of one (or two) error(s) 
on dk (k=0…15), for instance on dn (and dj), it is en =1 (en =1 
and ej =1). We implemented the MV block as in [14].  

The C block receives the information bits (d’0…d’15) and the 
error bits (e0…e15), and generates the corrected information bits 
(dc0…dc15) = (d0…d15). We implemented the C block of the 
DEC OLS ECC checker (Fig. 1(b)) as the C block of the SEC-
DED checker described before. 

Finally, the Error Det block in Fig. 1(b) has been 
implemented as a simple 2-input OR tree receiving the 
syndrome bits (s0…s15) and generating the error signal E. 

III. CHECKER BRIDGING FAULTS’ EFFECTS 

In this Section, we report the results of the fault simulations that 
we have performed by means of HSPICE [24], in order to 
evaluate the effects of BFs possibly affecting the ECC checkers 
described in Section II. 

In particular, for each checker block, we have considered all 
possible BFs, each with values of connecting resistance (RB) in 
the interval [0Ω,100kΩ]. We have also assumed faults 
occurring one at a time, as usual for on-line testing [25].  

As for the considered SEC-DED ECC checker, the obtained 
results are summarized in Fig. 2.  

We can see that, out of the considered 1190 checker BFs, the 
68% (808 BFs) result in an incorrect word given to the cache 
output, thus they are critical faults that can cause silent data 
corruption and compromise the microprocessor reliability. 

The remaining 32% of checker BFs (382 BFs) either result 
in an incorrect word written into the cache that will be corrected 
by the Decoder when read, or do not have any effect on the 
checker operation, thus they remain present in the checker as 
latent faults. However, latent faults may accumulate with 
following faults and/or aging conditions (such as BTI), thus 
constituting a future risk for silent data corruption and 
microprocessor reliability. 

More specifically, from Fig. 2 we can see that, for the 
Encoder, all its possible 354 BFs may result in an incorrect 
word written into the cache, that will be corrected by the 
Decoder when read. Thus, all Encoder BFs are latent faults, that 
constitute a risk for future silent data corruption and 
microprocessor reliability. 

Instead, also from Fig. 2, we can notice that, as for the 
Decoder, out of its possible 836 BFs, the 97% (808 BFs) result 
in an incorrect word given to the cache output. Therefore, they 
are critical faults that can cause silent data corruption and 
compromise the microprocessor reliability. The remaining 3% 
(28 BFs) do not have any effect on the checker operation, thus 
they remain present in the checker as latent faults, that may 

Fig. 2. Number of critical and latent BFs affecting the blocks of the 
considered SEC-DED ECC checker. 



 
 

accumulate with following faults and/or aging conditions, thus 
constituting a future risk for silent data corruption and 
microprocessor reliability. 

As for the considered DEC ECC checker, the obtained 
results are summarized in Fig. 3.  

We can see that, out of the considered 2784 checker BFs, the 
61% (1690 BFs) result in an incorrect word given to the cache 
output, thus they are critical faults that can cause silent data 
corruption and compromise the microprocessor reliability. 

The remaining 39% of checker BFs (1094 BFs) either result 
in an incorrect word written into the cache that will be corrected 
by the Decoder when read, or do not have any effect on the 
checker operation, thus these faults remain present in the 
checker as latent faults. Such latent BFs may accumulate with 
following faults and/or aging conditions, thus constituting a 
future risk for silent data corruption and microprocessor 
reliability. 

More specifically, from Fig. 3 we can see that, for the 
Encoder, similarly to the SEC-DED ECC checker, all its 
possible 736 BFs may result in an incorrect word written into 
the cache, that will be corrected by the Decoder when read. 
Thus, all the Encoder faults are latent faults, that constitute a 
risk for future silent data corruption and microprocessor 
reliability. 

Moreover, from Fig. 3 we can also notice that, for the 
Decoder, out of its possible 2048 BFs, the 83% (1690 BFs) 
result in an incorrect word given to the cache output. Therefore, 
they are critical faults that can cause silent data corruption and 
compromise the microprocessor reliability. The remaining 17% 
of Decoder BFs (358 BFs) do not have any effect on the checker 
operation, thus they remain present in the checker as latent 
faults, that may accumulate with following faults and/or aging 
conditions, thus constituting a future risk for silent data 
corruption and microprocessor reliability. 

Therefore, to summarize, our analyses highlight that a large 
percentage of possible BFs affecting ECC checkers are critical 

faults, that can cause silent data corruption and compromise the 
microprocessor reliability. They may: 1) inhibit the ECC’s 
correction ability, so that the word given to the cache output is 
the same as the (erroneous) word read from the cache, despite  
the presence of signal E = 1 (indicating that the word read from 
the cache is erroneous), or 2) introduce errors in otherwise 
correct words read from the cache, so that the word given to the 
cache output is different from the (correct) word read from the 
cache, depsite the presence of signal E = 0 (indicating that the 
word read from the cache is correct). 

IV. STRATEGY FOR CRITICAL FAULT DETECTION 

In order to address the problems highlighted by the analyses 
described in Section III, we here propose an approach to detect, 
during the microprocessor in field operation, critical faults 
possibly affecting ECC checkers for caches.  

It consists of adding to ECC checkers a Detector, as 
schematically represented in Fig. 4 for the case of the SEC-
DED ECC checker (Fig. 1(a)). However our Detector can be as 
well adopted also for the DEC ECC checker, as well as for 
checkers for other ECCs. 

Our proposed Detector compares the word read from the 
cache ((d’0…d’15 c’0…c’5) in Fig. 4) with the word given to the 
cache output ((dc0…dc15) in Fig. 4) and check bits generated 
from the information bits present in the word read from the 
cache ((c0R…c5R) in Fig. 4), and gives (EC1, EC2) = (0, 1) or (1, 
0) if they are the same, and (EC1, EC2) = (0, 0) or (1, 1) 
otherwise. 

Then, signals (EC1, EC2) can be analyzed together with the 
signal E generated by the checker Decoder to detect the possible 
presence of checker critical BFs. In particular, in case of fault-
free ECC checkers, it will be: 

(EC1, EC2, E) = (0, 0, 1) or (1, 1, 1), or  

(EC1, EC2, E) = (0, 1, 0) or (1, 0, 0). 

In fact, in the absence of checker critical BFs and no error in 
the word read from the cache, it is E = 0, (d’0…d’15) = 
(dc0…dc15) and (c’0…c’5) = (c0…c5), so that the Detector 

Fig. 3. Number of critical and latent BFs affecting the blocks of the 
considered DEC ECC checker. 

Fig. 4 Schematic representation of the proposed detection approach, for 
the case of the SEC-DEC checker. 



 
 

produces to its output (EC1, EC2) = (0, 1) or (1, 0), depending 
on the particular word read from the cache. The condition (EC1, 
EC2) = (0, 1) or (1, 0) is consistent with the indication E=0, so 
this combination is recognized as an indication of absence of 
critical BFs in the checker. Instead, in case of an incorrect word 
read from the cache, it is E = 1, and (d’0…d’15) ≠ (dc0…dc15) or 
(c’0…c’5) ≠ (c0…c5), so that the Detector produces to its output 
(EC1, EC2) = (0, 0) or (1, 1). 

Instead, in case of critical BFs affecting ECC checkers, it 
results: 

(EC1, EC2, E) = (0, 1, 1) or (1, 0, 1), or  

(EC1, EC2, E) = (0, 0, 0) or (1, 1, 0). 

In fact, in case of critical BFs affecting ECC checkers that 
inhibit the ECC’s correction ability it is E = 1 (indicating that 
the word read from the cache is erroneous), but the word given 
to the cache output is the same as the (erroneous) word read 
from the cache, so that the Detector produces to its output (EC1, 
EC2) = (0, 1) or (1, 0). Insetad, in case of critical faults affecting 
ECC checkers that introduce errors in otherwise correct words 
read from the cache, it is E = 0 (indicating that the word read 
from the cache is correct), but the word given to the cache 
output is different from the (correct) word read from the cache, 
so that the Detector gives to its output (EC1, EC2) = (0, 0) or (1, 
1). 

The Detector can be implemented as schematically 
represented in Fig. 4. In particular, it consists of: i) an Encoder 
(Enc); ii) a two-rail code checker TRC (e.g., of the kind in [25]). 
Enc regenerates check bits (c0R…c15R) starting from the 
information bits (d’0…d’15) present in the word read from the 
cache. TRC compares the complement of the information bits 
(d’0…d’15) present in the word read from the cache to the 
information bits (dc0…dc15) present in the word given to the 
cache output, and the complement of the check bits (c’0…c’5) 
present in the word read from the cache to the check bits 
(c0R…c5R) generated by Enc. The NOTs inside the Detector are 
employed to obtain the complemented versions of the 
information bits and check bits present in the word read from 
the cache. From Fig. 4, we can observe that Enc and the NOTs 
of the Detector elaborate the information in parallel with the 
ECC decoder block, so that the impact on the ECC checker 
delay due to our Detector is given by the delay of the TRC only. 

We have compared the impact on the ECC checker delay and 
area of our Detector to those of the alternate detector in [22], 
for the considered SEC-DED ECC and DEC ECC checkers.  

The achieve results are reported in Table 1 where, for each 
considered checker, we report the additional input-output delay 
(AD) and the additional area (AA), expressed in equivalent gates 
(EqG), required by the compared solutions. Moreover, Table 1 
also reports the percentage relative reductions in terms of 
impact on checker’s delay (AD%) and area overhead (AA%) 
enabled by our proposed detector. They are calculated as 
follows: 

 
 

TABLE 1. CHECKER ADDITIONAL DELAY AND AREA DUE TO THE COMPARED 

DETECTORS, AND RELATIVE REDUCTIONS ENABLED BY OUR SOLUTION. 

 

 

As can be seen from Table 1, compared to the solution in [22], 
our detector features a significantly lower impact on the ECC 
checker delay (-60% for the considered SEC-DED checker, and 
-54% for the considered DEC checker), and area (-25% for the 
considered SEC-DED ECC checker, and -27% for the 
considered DEC ECC checker). 

V. CONCLUSIONS 

We have analyzed the effects of bridging faults (BFs) 
possibly affecting checkers of two widely adopted ECCs for 
caches: the Single Error Correcting – Double Error Detecting 
(SEC-DED) Hsiao ECC, and the Double Error Correcting 
(DEC) Orthogonal Latin Square (OLS) ECC.  

We have found that the 68% (61%) of BFs possibly affecting 
the considered SEC-DED (DEC) ECC checkers are critical, 
since they can either inhibit the ECC correction ability of 
incorrect words read from the cache and given to the cache 
output, or introduce errors in otherwise correct words read from 
the cache and given to the cache output, with consequent risks 
for silent data corruption and microprocessor reliability.  

The remaining 32% (39%) of BFs possibly affecting the 
considered SEC-DED (DEC) ECC checkers either do not 
produce any effect, or introduce errors in the word written into 
the cache that will be corrected once such a word will be read. 
Therefore, they remain latent and may accumulate with 
following faults or aging conditions, with consequent future 
risks for silent data corruption and microprocessor reliability.  

We have then introduced a possible approach to detect on 
line the occurrence of critical BFs. Compared to an alternate 
solution presented in the literature, our proposed scheme 
features significantly lower impact on ECC checkers’ delay and 
area. 
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