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Abstract. Many networks face external attacks, necessitating security
investments to prevent the spread of infections. Our study addresses
the problem of optimal security investments for each node in a network
subjected to various strategic attacks. Specifically, we expand on previous
findings by introducing a new vector to enhance realism. Utilizing graph
theory and game theory approaches, we investigated the existence of
individual (Nash) and social equilibria in the game.
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1 Introduction

The security of networks against external attacks is a crucial aspect of cyberse-
curity. Typically, network nodes are safeguarded through security investments.
The selection of specific security investments is influenced by optimality condi-
tions, which depend on the network’s structure, the hierarchy of the nodes, and
the types of attacks deemed most harmful and frequent. Recent research at the
intersection of economics and computer science explores methods for estimating
effective security investments. A primary assumption in network security is that
if an agent (or node) fails to protect itself adequately, it not only increases its
own risk of infection but also raises the likelihood of spreading the infection to
other agents. However, models often assume symmetric networks, where either
there is no network and all agents interact equally, or all agents occupy identical
positions within the network. These symmetric network models are unrealistic
and do not facilitate a comprehensive understanding of how network structure
impacts equilibrium and optimal security investments. In reality, networks ex-
hibit significant heterogeneity among agents in terms of their overall relevance.
For instance, domains and routers vary in size and importance, and computer
users are typically connected to different numbers of users and occupy diverse
positions within the network. Understanding the impact of network structure
on security is crucial and has long been recognized as central to the study of
network security. A game theory-based approach is frequently used to analyze
network security, offering an effective framework to formalize a wide range of
attack and defense strategies.
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A large number of networks are subjected to external attacks. However, a
profile of security investments is assigned in order to prevent the propagation
of the infection. We studied the problem of optimal investments in security
for each node of a network subjected to different types of strategic attack. In
particular our contribution was to generalize the results present in the article
[1] introducing a new vector in order to make them more realistic. Bai et al.
examinated a similar problem [4]: in their model the resources can be transferred
to neighboring nodes in a reallocation phase. Differently from it, in our work
there is only one action phase: defenders and attacker know all the variables and
choose their way of acting based on them, then the infection occurs and spreads
over the network without a new possibility of action. In the framework of graph
theory and from the point of view of game theory [2] [5] [6] [7] we studied the
existence of individual (Nash) and social equilibria of the game [§].

The paper is structured as follows: In we provide a description
of defense and attack strategies within the considered model, and we state the
conditions for the existence of equilibria. In we present the theoretical
results to approximate equilibria in terms of the network metrics. is
about the numerical results obtained considering two relevant kinds of networks.
In we draw the conclusions and outline some future perspectives.

2 Model

2.1 Defender’s strategy and contagion

The defender’s strategy is modelled by the vector (¢;)icv, ¢ € [0, 1], represent-
ing the investment in security for the i-th network’s node, i.e. the probability of
the agent ¢ of remaining immune if the infection reaches it. Each node is then
considered susceptible with probability 1 — ¢;. Once a cyber attack hits a seed
node s, the threat propagates to any susceptible nodes connected to s. For con-
venience, let X; be a random variable which signals whether ¢ is susceptible or
not: X; = 1 if i is susceptible and X; = 0 otherwise. If X; is known, we can
define the set of susceptible agents as V; = {i € V|X; = 1} and the transmission
network Gy = G[V;] as the subgraph of G induced on V. Then the infected
agents are the nodes that are in the same connected component of the seed node
s. The figure [I] shows an example of susceptible nodes of a network and the
transmission network induced.

For each individual we introduce a utility function in order to represent the
will to reduce the spread of the infection on the network or to protect specific
network’s region. It depends on the probability of the agent of being infected
P;(G,q,P) and on cost function ¢(g;) due to having invested a certain level in
security:

ui(Ga q, 45) =1- P1<G7 q, 45) - C(ql)

We also define a utility function for the whole system:

W(G7 q, @) = Z uz(Gv q, ¢)

eV
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Fig. 1. In the graph on the left the susceptible vertices have been highlighted in green,
while the right graph shows the induced transmission network.

We want to study which is the best distribution of the defender’s resources
over the network. For this reason let us introduce two definitions of equilibria.

Definition 1 (Nash equilibrium). A security profile ¢¢ = (¢$,...,q%) is
called pure-strategy Nash equilibrium if no individual has an interest in being
the only one to change. Formally, Yi € V e Vq; € [0,1] we have u;(G, ¢¢,P) >

uz(Ga (q’w qe—z)7 (P)

Definition 2 (Social optimum). A security profile ¢° is called social optimum
if Vg € [0,1]™ we have W (G, ¢*,P) > W (G, q,P)

If there exist at least one Nash equilibrium, each individual has at least one
security profile ¢f from which it is not worthwhile to deviate when all the others
agents have the security profile ¢f. In fact, in that case, the utility function of
1 can only worsen or remain unchanged. On the other hand, if multiple agents
vary, the utility function of the whole system can be improved.

Acemoglu et al. [I] proved that given a network G = (V, E), a security profile
q and the uniform attack profile 1,, = (%, el %), then the probability of 7 getting
infected is given by P;(G,q,1,) = (1 — ¢)P;(G,q_;, 1,), where q_; denotes the
security investment profile except i and Pi(G,qﬂ-, 1,) is the probability that
the infection reaches the node 4. It is relevant to observe that the probability
E(G, q_;, 1,) does not depend on the investment ¢;, that means that the actions
of the other element of the network have collateral effect on the i-th element.
This phenomenon is called externality [3]. Externalities can be positive, if the
individual security investments reduce the probability of infection also for the
remaining part of the network, or negative, if they increase the probability that
an attacker will target another individual.

2.2 Attacker’s strategy

In a similar way, the attacker’s strategy is modelled by the probability vector
(¢i)icv, describing the probability to attack the i-th node. First of all, we exam-
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ined situations in which the attack vector is fixed, hereafter we analyzed models
in which the attack point is chosen in order to satisfy the attacker’s aim. In
this state the seed node depends on the topology of the network and on the
investment profiles in security. Indeed, after the observation of these features,
the offender selects the optimal strategy to achieve his goals that are modelled
by a utility function u, (G, q,P). Acemoglu et al. [1] consider in their model that
the attacker tries to maximize the damage caused to the network. However, in
the context of cybersecurity the nodes of a network have different importance
for the attacker, depending on his goals. For this reason, we introduce a vector
(n:)iev representing the importance for the attacker to reach the node 4. It is
reflected in the attacker’s utility:

ua(Ga q, ¢a 77) = Z ¢lI77(G7 q, ei) - g((bl)
i=1

where ((¢;) is the cost function due to the choice of attacking the vertex i and
I,(G,q,€e;) = >2;1;P;(G,q,€;). We can observe that if n = (,...,1), then
I,(G,q,¢e;) denotes the expected number of infected individuals when 4 is the
seed node, otherwise it is the probability of ¢ to being infected when the attack

vector is n: I;(G, q,e;) = P;(G,q,n).

2.3 Conditions for the existence and uniqueness of equilibria

If the node from which the infection starts is chosen randomly & = 1, =
(%, ey %), the only conditions requested for the existence of a Nash equilib-

rium are on the cost function ¢(g;). More precisely, we assume that the function
¢ :[0,1] — R* is continuously differentiable, strictly increasing, strictly convex
and satisfies the boundary conditions ¢(0) = 0, ¢/(0) = 0, and lim,_; ¢/(¢q) = .
Moreover, if ¢’(q) > n Vq € [0, 1], then the Nash equilibrium is unique. The cost
function depends on real-world constraints regarding existing vulnerabilities. In
the simulations we assume the cost function of the form ¢(¢q) = $¢*. In the case
of a strategic attack where the attacker’s goal is to maximize the overall damage
to the network, there are conditions on both the attacker’s and the defender’s
cost functions. We assume the attacker’s cost function of the form ((¢) = 4¢2.
If '(q)0 > 2n and 6 > n, then there exist a Nash equilibrium.

3 Approximations of the optimal security investments

We founded that if the cost function c satisfies the conditions listed above and
a = ’(0) is sufficiently large, we can approximate and characterize the value
of the optimal security investments. This value depends on the structure of the
graph and is expressed in terms of specific network’s metrics, easily to com-
pute, describing the network protecting value of each node. Furthermore, thanks
to these results it is possible to implement numerical simulations that show
the trend of the security investments for different network’s topologies and de-
fender/attacker preferences.
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Let us introduce the variables used in the network metrics.

Definition 3 (Protection). Let a{k =1 if j is included in all path from i to
k; ajy, = 0 otherwise. We define aj; = 0 and aj; = aj; =1 Vi # j.

Given a weight vector w, the variable ag('w) 1s called protection of j for the node
al(w) = Z wyal,
k

Definition 4 (Scaled protection). If there is a strategic attack the security
investments vary depending on the position on the network, consequently let us
define a variable d}, that denotes how much the protection of the node j for node
1 increases when k is attacked instead of having a uniform attack.

. ) 1 . )
] 50 J 57 J
dij, = ayy, — n E :aik = aj, — a;(1n)
k

Given a weight vector w, the variable d{(w) 18 called scaled protection of j fori:

dl(w) = aj(w)d), =Y aj(w)(a], —a](1,))
k

k

Definition 5 (Network separation). An agent’s investment for the social
optimum solution depends on the number of pairs of nodes that he blocks. Let

bl(ci’j) =1ifa}, =0 and aj, = 0 but the pair (i,j) stops the infection; bl(ci’j) =0
otherwise. The couple (i,j) is called separating pair. Given a weight vector w,

the variable bg(w) is called network separation of i and j and it is defined as
bi(w) = Y wilaja, — by;”)
kot
We also define the gatekeeping centrality of i as

si(w) = 3 aj(w)

The following two theorems underline that it is possible to approximate the
values of the equilibria using some matrices that are determined by the variables
just defined. The statement of theorem [l| summarizes the results of theorems 3
and 4 of the article [I], while the statement of theorem [2| generalizes the theorem
9 of the same article [1].

Theorem 1 (Approximations of the equilibria for the random attack).
Let ¢ be the cost function that verifies the necessary properties listed above and
let o = ¢’ (0) sufficiently large. Then, given a network G = (V, E) and an at-
tack vector @ = (¢1,...,¢n), the equilibrium security investment and the social
optimum are given by

¢~ (A+al) e
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¢~ (B+al) s
where e = (1,...,1), A is a n x n matriz, A;; :‘ag(é) if 7 # 1, Ay = 0,
s=(51(P),...,sn(P)) gatekeeping centrality, B;; = b} (P) is a nxn matriz of the

values of network separation and the notation a ~ b denotes ||a — bz = o ().

Theorem 2 (Approximations of Nash equilibrium for strategic attack).
Let ¢ be the cost function that verifies the properties listed above and let {(¢;) =
ggbf be the cost function of the attack. If « = ¢’ (0) and 0 are sufficiently large,
then, given a network G = (V, E) and a vector of preferences n = (n1,...,Mn),
the equilibrium security investment is given by

¢~ (D" +al) te
where e = (1,...,1), D is anxn matriz, D}; = af(ln)—&—%dg(n) ifi#j4,Di =0

and the notation a ~ b denotes la —bll2 =0 (%)

4 Numerical simulations
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Fig. 2. The first panel represents a community network, composed by three groups
of 10 nodes. In the second panel is shown the distribution of the optimal security
investments on the nodes of the network, for attacker’s different strategies.

Let us consider two exemplary networks in order to see the trend of security
profiles in different situations: in figure [2] are represented the results for a the
community network and in figure [3] for a core-periphery network. The figures
and show how to distribute resources for Nash equilibrium in three
different strategic attack situations. On the z axis there are the nodes of the
network labeled as in the previous figure. On the y axis there are the values
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Fig. 3. The first panel represents a core-periphery network with 40 nodes. In the second
panel is shown the distribution of the security investments on the nodes of the network,
for attacker’s different strategies.

of the security profile g; for each node, which are very small due to the chosen
c’(0) = « value, that is fixed and high in order to have a negligible error. More
precisely, the blue line refers to the situation in which the attacker wants to
maximize damage across the entire network n = (%, ceey %), the orange line
refers to an attack whose goal is to infect the node labeled 1 n = (1,0,...,0).
In the community network the yellow line refers to an attack that wants to
reach the central community n = (0,...,0, 1—10, cee }%’ 0,...,0), while in the core-
periphery network it wants to reach the core n = (55, . . ., 2%, 0,...,0). Analysing
the community network (ﬁg, it is noticeable that the most important agents
to protect are the linking ones and the central community. In fact, they also
prevent infection for the remaining regions of the network. Regarding the core-
periphery network (fig. |3), it is clear that the core plays a significant role and

for this reason it must be defended more than the peripheral nodes.

5 Conclusions

In this work, we have examined the existence and uniqueness of Nash and social
equilibria in the context of optimal security investments in general networks
subjected to strategic and targeted attacks and contagion. We demonstrated
that under certain conditions for the cost function, it is possible to approximate
these equilibria in terms of network metrics, making the results scalable to larger
networks. Initially, we analyzed a uniform attack on the entire network, followed
by a strategic attack aimed at maximizing the expected number of infected nodes,
and finally, we examined an attack defined by a vector of node relevance reflecting
the attacker’s objectives. We studied different types of networks and found that
cut vertices play a crucial role in locally blocking the infection. Additionally, we
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discovered that the Nash equilibrium for strategic attacks is less sensitive to the
weight vector than the other types of attacks. Understanding the relationship
between a node’s degree and the size of the investment is intriguing; therefore,
future experiments could involve studying a network built with a generative
model based on a given degree distribution.

Possible generalizations of these results will be the focus of future research.
In our current model, we assumed that attackers and defenders have complete
information. We plan to explore scenarios with partial information, analyzing
how the equilibrium changes if defenders do not know the attack strategy and
vice versa. Another interesting extension would be a dynamic version of the
game where defenders can update their strategies as the infection progresses.
This could involve moving defenses across node connections or adapting the
network topology to the attack, for instance, by relocating or shutting down
critical edges. Lastly, we aim to investigate the use of computational techniques
from statistical mechanics to find a better approximation of the optimal solution,
considering that the utility function can be viewed as the partition function of a
statistical mechanics system with long-range interactions mediated by potential
infection paths.
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