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Highlights

GRAAFE: GRaph Anomaly Anticipation Framework for Exascale HPC systems

Martin Molan, Mohsen Seyedkazemi Ardebili, Junaid Ahmed Khan, Francesco Beneventi, Daniele Cesarini, Andrea Borghesi,
Andrea Bartolini

e We present the first machine learning approach for high-performance computing (HPC) systems based on node telemetry
data, which predicts compute node availability.

e We present the first approach for anomaly prediction in HPC systems based on graphs and graph neural networks. The
proposed approach achieves an area under the curve (AUC) from 0.91 to 0.78, surpassing state-of-the-art (SoA), achieving
AUC between 0.64 and 0.5. The performance of the proposed approach is demonstrated on a Tier0 supercomputer dataset
publiclyavailable. The model training and validation code is made available in the accompanying code repository.

e We present a full-scale ML-ops framework for anomaly detection in HPC. The paper presents the complete machine learning
pipeline for operational data analytics in HPC systems. It consists of monitoring and data collection, model training, and
model deployment. Model deployment is done in a containerized way, utilizing the latest centralization and orchestration
approaches. All the model deployment, training, and validation code is presented in an accompanying GitHub repository. To
the best of our knowledge, this is the first framework for applying graph neural networks to a production-size supercomputer.

e We evaluate the proposed framework’s performance on a TierO production HPC system deployment. The proposed approach
requires sustains the anomaly prediction for all the supercomputer nodes every 120 seconds, requiring an additional 30%
CPU resources and less than 5% more RAM compared to monitoring only.
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Abstract

The main limitation of applying predictive tools to large-scale supercomputers is the complexity of deploying Artificial Intelligence
(AI) services in production and modeling heterogeneous data sources while preserving topological information in compact models.
This paper proposes GRAAFE, a framework for continuously predicting compute node failures in the Marconil00 supercomputer.
The framework consists of (i) an anomaly prediction model based on graph neural networks (GNNs) that leverage nodes’ physical
layout in the compute room and (ii) the computationally efficient integration into the Marconil00’s ExaMon holistic monitoring
system with Kubeflow, an MLOps Kubernetes framework which enables continuous deployment of Al pipelines. The GRAAFE
GNN model achieves an area under the curve (AUC) from 0.91 to 0.78, surpassing state-of-the-art (SoA), achieving AUC between
0.64 and 0.5. GRAAFE sustains the anomaly prediction for all the Marconil00 nodes every 120s, requiring an additional 30% CPU

resources and less than 5% more RAM w.r.t. monitoring only.
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1. Introduction

Driven by the need for greater computational performance,
today’s high-performance computing (HPC) systems are be-
coming increasingly more complex. The current generation of
petascale systems consists of hundreds of compute nodes, while
the exascale systems consist of thousands of compute nodes. In
addition to large scale, HPC systems are based on heteroge-
neous design, usually consisting of multiple AMD or NVIDIA
GPUs per compute node [1]. This increased size, combined
with cutting-edge technologies, heterogeneous design, and in-
tegration densities, increases the system’s complexity and cost,
directly transposing into more complex and failure-prone man-
agement and maintenance of the HPC installations. Machine
learning-powered Operational Data Analytics (ODA) is intro-
duced to support the HPC system administrators in addressing
this complex task.

Proactive management and anticipation (prediction) of ano-
malous operation of the HPC system or its parts grows in im-
portance with the system’s size and cost. In HPC systems,
anomalies refer to occurrences deviating from regular system
operations that jeopardize its availability (capacity to perform
computational tasks). In line with the recent works on HPC
anomaly anticipation [2, 3], anomalies in this work are syn-
onymous with the unavailability of the compute node to accept
compute jobs; these are periods where a compute node is of-
fline, removed from production, experiencing severe configu-
ration issues or is otherwise unavailable to the job scheduler.
According to Jauk et al. [4], anomalies can be at the node
level (in this context, availability of the whole compute node)
or component level (e.g., CPU [5], GPU availability [6]). In the
aforementioned survey paper [4], the authors survey state-of-
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the-art (SoA) methods for anomaly prediction, identifying two
major approaches, one based on telemetry data and the other
on log information. From the survey, the authors conclude that
node-level anomaly prediction is less studied, and all the ap-
proaches discussed are based on log information. All the pro-
posed approaches rely on the availability of datasets of produc-
tion systems with annotated data. According to a recent survey
on ODA frameworks deployed in production [7], only half of
the centers use a log-monitoring capable ODA framework. In-
deed, log collection has a significant performance impact (CPU
utilization) [8] than node telemetry. In addition, log data shows
higher privacy and security concerns than telemetry data, which
consists only of numerical time-series data. If we restrict to
telemetry data and node-level failures, only anomaly detection
approaches have been studied [2, 3]. With this regard, the ap-
proaches in the SoA focus on detecting anomalies reported as
the NAGIOS node’s drained state. So far, related works have
proposed models based on classifiers, autoencoders, and recur-
rent models, but all are trained per node.

Predicting anomalies is more complex than only detecting
deviations from regular behavior, as previous and forthcoming
system behavior should be considered. To cope with this diffi-
culty, we opted not to treat single nodes in isolation from each
other (as done in current solutions [2]) but rather to exploit the
fact that computing nodes are physically and logically tightly
coupled. In particular, nodes belonging to the same rack share
a similar behaviour [9]; our idea is to exploit this proximity-
based correlation to improve the overall accuracy. Moreover,
we target the rising edge anomalies or transitions from normal
operation to the anomaly. The persistence of the anomaly and
its resolution depend solely on the response time of the system
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administrators and are thus not a machine learning task.

In order to address the complexity of developing and de-
ploying the topology-aware machine learning models to large
production HPC systems, we introduce GRAAFE: graph ano-
maly anticipation framework for exascale HPC systems.
GRAAFE exploits Graph Neural Networks (GNNs), as they
are well-suited to learning tasks where there are complex de-
pendencies that can be represented as graphs[10]. GNNs have
never been applied to represent topological information in su-
percomputers, but we show that they can handle proximity
graphs defined by nodes in the same HPC rack; additionally,
since this approach deals with multiple nodes at the same time
(entire racks), it requires less models inference (only one per
rack).

When it comes to bringing these models into production,
current ODA frameworks lack a unified and standard frame-
work. Some prototype implementations have been proposed
to distribute model inference processing into the compute re-
sources [11] or to leverage spark run-time [12] but are no longer
adopted. In other fields, data analytics pipelines are used in
production by means of MLOps frameworks applying DevOps
principles and practices, such as continuous integration, de-
livery, and deployment, to the ML process for faster experi-
mentation and model development. With GRAAFE, we extend
the current ODA framework (namely ExaMon[13]) used in the
CINECA [14] datacenter with Kubeflow, a widely used MLOps
framework for Kubernetes.

Summing up, the paper’s main contributions are (1) the
Development of a GNN to predict real, node-level anomalies
that are shown to outperform other state-of-the-art approaches.
With a 4-hour look-ahead window, the GNN anticipates anoma-
lies with an accuracy of 0.91 AUC (Area-Under-the-Curve); to
the best of our knowledge, GRAAFE is the first work to demon-
strate the feasibility of anomaly prediction in a production su-
percomputer. (2) Large-scale training and validation (980 com-
pute nodes) followed by deployment at scale to evaluate its
real-world effectiveness. (3) Extension of an existing ODA at
CINECA’s facility with the GNN via MLOps.

The pipeline can be deployed with only an additional 30%
of CPU resources and less than 5% RAM usage increase. Of
these overheads, the pipeline execution accounts for less than
the 1%, making it scalable. (4) Ensure high reproducibil-
ity thanks to open-source code and the definition of detailed
computing requirements to implement the monitoring system
and MLOps framework for Tier-0 supercomputers. The source
code, detailed guidelines for the deployment of GRAAFE as
well as additional experimental results are available at https:
//gitlab.com/ecs-1lab/GRAAFE.

The remainder of the manuscript is organized as it follows:
Sec. 2 surveys the related literature; then, we have the core of
the proposed approach, divided into Sec. 3 which covers the
anomaly prediction problem and Sec. 3.3 that describes the de-
ployment of the MLOps framework; Sec. 4 evaluates the per-
formance of the method and Sec. 5 concludes the paper.

2. Related Works

We group the related works into three blocks: a) predictive
maintenance in HPC, b) GNNs, and ¢) monitoring frameworks
and MLOps for supercomputers.

2.1. Anomaly Detection & Prediction in HPC

One of the core objectives of ODA for HPC is anomaly de-
tection and prediction, identifying aberrant or atypical patterns
or behaviors from monitoring data [15] as soon as possible to
minimize the system downtime. These deviations may com-
prise any unusual occurrences concerning resource usage, per-
formance variations, or network traffic flow. This paper focuses
on node-level anomaly analysis using node telemetry data. Sev-
eral other approaches exist in the literature that either focus on
component-level anomalies or on predicting anomalies based
on log data [15, 4]. Approaches on log data deployed on a
complex in-production large-scale HPC system predict node
level anomalies with a future window of only 10 seconds [16].
Works with larger future windows, such as the work of De-
vesh Tiwari [17], or Yu Liu [18] focus on component failure
prediction (disk failure specifically). Liu et al. [18] propose
a disk failure prediction approach, training a generator adver-
sarial network (GAN) for anomaly detection based on SMART
disk monitoring data; the GAN is trained on normal data. The
proposed approach achieves high accuracy for both the startup
period and the lifetime use of the discs.

Considerations on performance, security, and privacy pre-
vent the deployment of system log collection in some HPC cen-
ters [8]. The only available monitoring data for the HPC sys-
tems in those centers, such as M100 in CINECA, is the node
telemetry data [19]. Minimal attempts have been made to cre-
ate a node-level anomaly anticipation system based on node
telemetry data. To the best of our knowledge, the only node
telemetry-based approach that mentions anomaly anticipation
is the work proposed by Borghesi et al. [2]. A self-supervised
autoencoder network generates the anomaly anticipation signal.
The autoencoder, trained to detect the anomalies, sometimes
also generates an anomaly signal that anticipates the anomalies.
The approach, however, fails to provide any estimate about the
future window of the anomalies. Based on the taxonomy [4],
the work presented in this paper is the first work that addresses
the question of node-level anomaly prediction based on node
telemetry data.

Based on the systematic literature review of predictive
maintenance methodologies across all disciplines, Carvalho et
al. [20] propose Random forest and artificial neural networks
(dense neural networks) as the best-performing approaches for
failure prediction. Behera et al. [21] propose a gradient-
boosting tree for failure prediction applied to the problem of
predictive maintenance of turbofan engines. Similarly, Zhang
et al. proposed boosted decision trees and deep neural networks
for anomaly detection in wide-area networks [22]. While Zhang
et al. propose an anomaly detection and not an anomaly predic-
tion method, since the approach is supervised, a similar method
can be extended to the problem of anomaly prediction. These
methods inspire baseline per-node methods implemented in this



work and are adapted for use as per-node anomaly predictors in
HPC compute nodes.

2.2. Graph neural networks (GNN)

Most anomaly detection methods for HPC operate at a
compute-node level, as they disregard the spatial structure of
HPC systems, which has been used to improve the performance
of predictive models [9]. These structures can be represented
as graphs, thus suggesting the usage of graph-specialized ML
models. GNNs are ML models for graph-structured data [10].
Graph Convolutional NNs (GCNs) constitute a special type of
GNN that relies on executing convolution operations. The con-
volutions combine insights from neighboring nodes to create
powerful embeddings used in downstream tasks, like labeling
or link prediction[23].

GNNss are very good at exploiting node proximity[24]. As
supercomputers are organized in racks of neighboring nodes,
GNNSs have great potential. For instance, GNNs can be trained
using labeled data more efficiently than per-node supervised
methods that tend to over-fit on the majority class. This advan-
tage is especially noteworthy when dealing with extremely un-
balanced classes typical of anomaly detection in HPC systems
[23]. The use of GNN to improve anomaly detection and pre-
diction performance has already partially been studied[25, 26].
For instance, Song et al.[27] use a couple of GNNs to identify
abnormal performance fluctuations in cloud environments. The
impact of proximity on the behavior of HPC nodes has been ex-
plored only in a limited way. Ghiasvand et al.[28] detect faults
using system logs that consider nodes’ proximity in terms of
hardware architecture, resource allocation, and physical loca-
tion.

The utility of graphs has been explored for anomaly detec-
tion in multivariate time series. Song et al. propose a GNN-
based approach for anomaly detection. The approach observes
the prediction error of the multivariate time series. Since this
approach requires the calculation of observation error, it can
only be used for anomaly detection, not prediction [29]. Con-
sequently, it cannot be used as a baseline of comparison in this
work.

2.3. Monitoring and ML ops frameworks in HPC

Operational data analytics (ODA) consists of two elements:
1) monitoring systems and 2) data analysis applications [30].
The monitoring systems in ODA are responsible for collecting
and analyzing data from various sources within the HPC sys-
tem. This data is then analyzed to provide actionable insights
to system administrators and other stakeholders.

The basis for the application layer of the ODA is the data
collection layer. Specifically for the HPC, several monitoring
frameworks have been proposed: ExaMon, Ganglia, Nagios,
and Prometheus [31]. The common denominator of all these ap-
proaches is that they need to have minimal impact on the overall
system performance, provide data with low latency, and are ca-
pable of being scaled to large HPC systems. Building on the
monitoring frameworks, there have been some attempts to inte-
grate the monitoring and the application layers[31]. The latest

such approach is Wintermute [11], an ODA system developed
for supercomputers. Wintermute comprises a custom-built dis-
tributed framework for “edge-telemetry data processing on the
HPC compute node”. Wintermute supports online access to the
data and OpenCV ML kernels. While its distributed and online
approach can reduce potential overhead in centralized process-
ing, it is limited to OpenCV ML operations. It does not support
continuous development and integration of the machine learn-
ing models.

The IT industry has addressed the drawbacks of data ap-
plication platforms by introducing MLOps platforms. MLOps
stands for "Machine Learning Operations”. It is a set of prac-
tices and tools that combine software (SW) development (De-
vOps) and ML to manage the entire lifecycle of ML models. It
focuses on creating reliable and scalable ML pipelines that can
easily be integrated into existing systems while ensuring these
models continuously improve. MLOps platforms are character-
ized by the following: 1) automation of repetitive tasks such as
data preprocessing, model training, testing, and deployment; 2)
a scalable design; 3) a modular deployment and easy integra-
tion with existing systems; 4) version control for code and ap-
propriate documentation to ensure the reproducibility of results;
5) real-time monitoring of model performance; 6) collaborative
development enabled by shared environments [32].

3. GRAAFE Architecture

The framework for exascale HPC systems (GRAAFE) com-
prises three main parts: The monitoring subsystem, the MLOps
subsystem, and the anomaly anticipation/prediction model.

3.1. Monitoring system

The CINECA datacenter features a holistic monitoring
framework, ExaMon, which aggregates a wide set of telemetry
data [31] collected via a set of plugins (one for each monitored
component) that read the sensor and communicate to the Exa-
monDB via MQTT messages. ExamonDB uses Cassandra and
KairosDB technologies. The different monitored components
are at the system level, the job scheduler, the cooling and power
provisioning equipment, while at the compute node level, Na-
gios and Ganglia for in-band telemetry and IPMI for out-of-
band telemetry. This work focuses on the Nagios state as ano-
maly label [3], and IPMI and Ganglia for node-level telemetry.
The complete list of collected metrics is described by Borgh-
esi et al. [19]. The Intelligent Platform Management Interface
(IPMI) provides remote telemetry access to the built-in sensors
for each node and its associated components, such as voltage
regulators and fans. The ExaMon monitoring system collects
sensor data with the IPMI interface with 20-second sampling
rate. It stores these data in its internal KairosDB database as
time traces and is remotely accessible through REST APIs [31].

3.2. Graph neural network model

To maintain the node physical proximity information in the
ML anomaly prediction task, in GRAAFE, we propose to use a



Graph Convolutional Network (GCN) based on 1) the hypoth-
esis that node physical proximity would benefit the anomaly
prediction task and 2) preliminary experiments demonstrating
its potential for improved performance. We encode the physical
layout of compute nodes within racks as graphs. The connectiv-
ity matrix defines the specific structure of the input graph data.
GCN can thus be thought of as a function that maps input data
X (representing vectors corresponding to nodes) and connectiv-
ity matrix N to y, which is a vector of labels corresponding to
each node in a graph: GCN(X, N) — y.

In this work, we have explored two types of graph structures
based on the physical proximity of the compute nodes in the
computing room: rack-level and room-level models. The room-
level model depicts the compute nodes as vertexes in a graph
that are connected to their neighbors in X, Y, and Z dimensions
(each node has a maximum of six neighbors). The weight of the
connection is inversely proportional to their distance. The rack-
level model achieved far superior performance and consisted of
a line graph where each compute node was connected to the
node above and below. The structure of the rack-level model is
depicted in Fig. 1. While conducting the experimental evalua-
tion, we did not conduct a comprehensive exploration of hyper-
parameters but instead relied on prior knowledge and manual
fine-tuning. The optimal hyperparameters and the connectivity
matrices for each model are described in the code repository.

The GCN models are trained on the supervised classifica-
tion task. Labels are obtained by considering a future time win-
dow T'; label 1 indicates anomalies, and O indicates normal sam-
ples. For each node and at any point in time, a label of value
1 (anomaly) is assigned if the node encounters any anomaly in
the future window 7'; otherwise, the label will be 0.
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Figure 1: The structure of the GCN network exploits the organization of com-
pute nodes in a rack.

3.3. Machine Learning Operations

The architecture of our novel high-performance comput-
ing monitoring and MLOps framework, as illustrated in Fig-
ure 2, is structured into three distinct layers: the data acqui-
sition layer, represented by the monitoring systems; the data
processing layer featuring a machine learning model, and a
version control layer incorporating the git repository and the
container registry. This three-layer structure follows the con-
ceptual framework for operational data analytics in HPC, intro-
duced by Netti et al. [30]. This paper focuses on the processing
layer, which is a unique implementation built upon the Examon
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Figure 2: HPC monitoring and MLOps framework.

FW | rack GNN | room GNN | DNN | GB RF DT | MC

4 0,91 0,59 0,64 | 0,63 | 0,61 | 0,51 | 0,5

6 0,89 0.58 0,66 | 0,64 | 0,59 | 0,5 0,5
12 0,84 0.47 0,65 0,63 | 0,59 0,5 0,5
24 0,78 0.58 0,62 0,6 | 055 | 0,5 0,5
32 0,75 0.55 059 | 0,58 | 0,55 | 0.5 0,5
64 0,66 0.42 0,5 048 | 049 | 049 | 0,5
96 0,62 0.58 055 | 0,51 | 0,58 | 0,51 | 0,5
192 0,55 0.52 047 | 048 | 0,52 | 05 0,5
288 0,53 0.50 052 | 0,51 | 0,52 | 049 | 0,5

Table 1: The rack-level GNN outperforms (achieves higher AUC score) all
other methods across all future windows (FW).

[31] monitoring and data acquisition system. The processing
layer is further divided into three sublayers: the on-premises
cloud layer (CINECA cloud), the container orchestration (Ku-
bernetes) layer, and the MLOps (Kubeflow) layer.

The data processing pipeline, where the machine learning
models are deployed, consists of a set of Python scripts respon-
sible for (1) extracting data from the monitoring system, (2)
preprocessing and transforming data to a suitable for the model,
(3) making predictions based on input samples (inference), and
(4) publishing the results to the monitoring system. The Output
of the processing layer is sent back to the Examon monitoring
system as another monitoring plugin, which allows easy inte-
gration into existing visualization and reporting systems [31].

4. Experimental Evaluation

We have conducted two main experiments: 1) anomaly pre-
diction capability of the GNN-based approach (Sec.4.1); and 2)
analysis of the deployment costs of the GNNs through MLOps
and Kubernetes (Sec.4.2).



4.1. Prediction performance of the GNN models

The Marconi 100 (M100) HPC system located in CINECA
was utilized to conduct an experimental evaluation. The dataset
comprises 31 months wherein all 49 computer racks of the Mar-
coni 100 system were subjected to observation. To establish an
efficient model, 80% of the data mentioned above was desig-
nated as the train set, while historically, the remaining 20% was
allocated for testing purposes.

The experimental part evaluated two GNN model architec-
tures: rack-level GNN based on the line graph and the GNN
covering the whole compute room. GNN approaches were
tested against all known per-node anomaly anticipation ap-
proaches to demonstrate the necessity of the GNN. The label
creation and the train/test split were the same across all exam-
ined models. Specifically, we have chosen the deep per-node
neural network (DNN), and random forest (RF) inspired by
Carvalho et al. [20] and the gradient boosting trees (GBT) and
decision trees (DT) inspired by Behera et al. [21]. The hyper-
parameters of all the models and the accompanying code for
the experimental evaluation are described and included in the
code repository. The experimental evaluation is also performed
on an open and publicly accessible dataset. This ensures trans-
parency and reproducibility of the experimental setup for fur-
ther research in this field.

4.1.1. Anomaly Prediction Model Performance

In line with other works in Operational Data Analytics and,
specifically, anomaly detection [3], the area under the Receiver-
Operator characteristic (ROC) curve (AUC) is selected as the
primary evaluation metric for the experimental analysis. The
predictive models output the probability of the anomaly for a
given future window (instead of just predicting class O or 1).
This helps system operators, as shown in Sec. 4.2.2. Further-
more, examining the whole ROC curve allows for a more gen-
eral analysis that does not favor only the performance of the
classifiers at a specific threshold. AUC is also chosen as a
primary performance metric as it protects from pitfalls shared
by other relatively more common metrics (precision, recall, f1)
[33]. For comparison against other methods, f1 scores, as well
as true positive, true negative, false positive, and false negative
numbers, are reported in the code repository.

We have compared two GNN approaches, the rack-level
GNN and the room-level GNN. Across all Future Windows
(FW), the rack-level GNN significantly outperforms all other
approaches that operate on per-node data. In contrast, the room-
level GNN achieves the AUC values even lower than the per-
node baselines. This suggests that, for the anomaly anticipa-
tion, the rack-level line graph GNNs are the optimal choice. All
AUC values are collected in Table 1 where rows denote future
windows (FW) and columns with different prediction methods.
The performance of all models decreases with future obser-
vation windows, showing the increasing difficulty in detecting
anomalies further away in the future. The comparative advan-
tage of the rack-level GNN model also decreases with larger
future windows. At the last observed window 288 (72 hours in
the future), the performance differences between various mod-

els become almost negligible. All models are slightly better
than the random choice model, which has a 0.5 AUC score.

The performance of the rack-level GNN model is above
0.65 AUC up to a future window of 64 (8 hours in the future).
Then, the performance of all other models (including the per-
node NN) dips to around the performance of the random choice.
In other words, predicting up to 16 hours in the future is only
possible with rack-level GNNs. The performance of all other
per-node models is within expectation. The best performing is
the per-node DNN, followed by GBT, RF, and, lastly, DT. The
experimental analysis shows that the rack-level GNN model is
far superior for predicting anomalies in HPC systems. For this
reason, the rack-level GNN is chosen as the model to be de-
ployed within the GRAAFE framework.

4.1.2. Importance of the graph structure

The work presented in this paper is motivated by introduc-
ing the graph structure for the predictive models in HPC sys-
tems. This section aims to answer a fundamental scientific
question related to this premise: What is the importance of the
graph structure, and how much does it contribute to the (per-
rack) graph models outperforming the per-node models?

Based on the predictive performance, the best-performing
model is the rack-based GNN model that takes a line graph of
a compute rack as an input. To evaluate the actual contribution
of the graph structure, we repeat the experimental evaluation
with the same structure of the graph neural network but with
the random graph as an input.

For each compute rack, the compute nodes (vertex of our
graph) are connected to random other compute nodes from the
same rack. For each compute rack, a different, random con-
nectivity is chosen. Than a new GNN is trained on this rack
structure, exaclty repeating the testing and training procedure
described above. This experimental procedure ensures that we
are estimating a random AUC across a wide number of possible
dummy graph topologies. Compared to the proposed model,
the GNN receives the same vertex attribute (node) data; the
only difference between the experiments is in the graph topol-
ogy (connectivity between vertexes).

As seen in sub-Figure 3b, the AUC of the rack graph mod-
els, trained on random graphs, is lower that the performance of
the rack models, trained on the proposed graph topology. The
difference in performance, as depicted in Figure 3a, increases
with the larger future window. As the performance of the pre-
dictive models decreases, so does the advantage that the sensi-
ble graph topology brings to the predictive model.

The results obtained by this experiment are significant as
they clearly demonstrate the impact the graph topology has on
the performance of the graph model. Both sets of models are
built on the same attribute training data; the graph’s structure
alone, however, results in a difference in AUC as high as 0.2.

The average performance of random rack models is only
slightly higher than the best-performing per-node model deep
neural network (DNN in table 1). This shows that, while there
is an advantage in processing the compute racks together, this
advantage is minimal if the correct graph structure does not sup-
port it.



The results also motivate future work in building predic-
tive graph-based models for HPC systems. Alongside the re-
search in novel modeling approaches and neural network struc-
tures, future research has to focus on finding better connectiv-
ity topologies between compute nodes. The connectivity be-
tween the compute nodes and the associated graph structures
discussed in this work is based on the physical proximity and
organization of compute nodes in a computing room. We pro-
pose a graph topology that produces good results and demon-
strates the importance of the graph topology. However, the
question of the optimal graph structure remains a topic of on-
going research.

AUC across future windows FW Random

topology
0092 4 0.72
085 6 0.70
o 12 0.66
g, 24 | 063
32 | o6l
;7*5 64 0.56
0 96 0.53
S e s e e e w e 192 | 052
Future window in hours 288 0.50

Random topology Proposed topology

(b) Average AUC for

(a) Average AUC for different future windows. random graphs.

Figure 3: The average area under the curve (AUC) of the random per-rack graph
topology is compared to that of the proposed per-rack graph topology. For each
of the per-rack models, a different random graph is initialized.

4.2. Deployment Evaluation

To implement the proposed framework, we employ a cloud
system co-hosted in the CINECA supercomputing facility (on-
premise) without creating any overhead on the HPC nodes.
This cloud infrastructure is based on the OpenStack version
of Wallaby. The nodes of this cloud system are composed of
Dual-Socket Dell PowerEdge servers, 2xCPU 8260 Intel Cas-
cadeLake processors (24 cores, 2.4GHz), 48 cores per node,
hyperthreading x2, 768GB DDR4 RAM, and an internal net-
work of Ethernet 100GbE. The OpenStack virtual machine ex-
ecutes the ExaMon production, which we extended with addi-
tional ones for the Kubeflow and Kubernetes pods needed by
the MLOps. The computational resources available for the Ex-
aMon monitoring systems are 300GB of RAM and 40 vCores.
We also collect standard Kubernetes metrics. For implement-
ing the MLOps framework, we used Kubernetes version 1.24
in our framework for automated deployment, scaling, and man-
agement of containerized applications. Our Kubernetes cluster
has 48 vCPUs and 360 GB of RAM available. For Kubeflow,
we used the canonical Charmed Kubeflow version 1.6.

We evaluated six deployment configurations to evaluate the
inference pipeline’s computing time, memory, and computing
cost. We started with a single-rack evaluation and scaled up to
the entire supercomputer. We maintained the same frequency
for prediction as training samples were aggregated with a 15-
minute sampling frequency. However, we also wanted to see
the maximum speed at which we can run the pipeline for the
entire supercomputer and the impact of this on the MLOps and

ODA framework. We conducted experiments with two modes:
1) one with a 900-second frequency period, where the inference
is run every 15 minutes, and 2) a continuous one, where the
pipeline executes on streaming data without any sleep interval.
Table 2, reports the frequency for the continuous conditions.

The term ”One Rack” in the experiment name indicates that
inference was performed for a single rack. In contrast, "All
Racks” in the experiment name indicates that inference was per-
formed on all racks (and nodes) of the HPC cluster (49 racks
with 1K nodes). ”Continuous” means that inference was per-
formed continuously. This means that as soon as one infer-
ence action was completed, the next inference started without
any delay. “Discrete” means that inference was performed pe-
riodically within a 900-second (or 15-minute) period. “Mul-
tiple Pods” in the experiment name indicates that the pipeline
for different racks was performed in parallel by utilizing dif-
ferent pods. On the other hand, ”One Pod” indicates that in-
ference was performed serially, rack by rack, using just one
pod. The latter configuration allows us to evaluate the proposed
approach’s scalability and how the MLOps framework’s over-
heads introduce changes with that.

We collected several metrics to evaluate our pipeline, in-
cluding data extraction latency, preprocessing time, inference
computing time, and publishing results latency. These metrics
are measured in seconds and presented in Table 2. We also
monitored resource usage, including CPU and memory usage
and the number of pods used. The corresponding metrics are
summarized in Table 3, which shows resource usage for the
baseline setup and the six different deployment configurations;
the results are grouped into five sub-tables, reporting the re-
source usage for the monitoring system/ODA ("ExaMon” sub-
table), Kubernetes management, Kubeflow management, user
workload not including the GNN inference (”User Namespace”
sub-table), and the workload due to the GNN models pipeline
(’Anomaly Prediction pipeline” sub-table).

4.2.1. Computational Resources Overhead

Table 2 shows the latency for different pipeline parts. The
last column reports the inference rate, measured as the number
of inferences per hour each configuration achieves. The longer
the pipeline stages take to execute, the lower the framework
overhead the inference rate will be. In discrete pipelines, this
is typically done at a fixed period of 900 seconds (15 minutes)
by definition. However, in continuous pipelines, this rate de-
pends on the processing time and latency of the pipeline. Data
extraction is the most time-consuming step in the pipeline. Pre-
processing only takes up 1% of the data extraction latency, and
inference time is less than 1%. As long as all models proposed
in this manuscript share the same input parameters, we can run
multiple models in production without any extra cost.

By comparing the continuous and discrete methods, it is
clear that the continuous method reduces overall latency by
expanding the data extraction time. In contrast, the discrete
method requires significantly higher amounts of data to be ex-
tracted from databases (12x to 100x), since the pipeline waits
15 minutes for the next sample. This is visible for the One Rack



Configuration Name MLOps Framework Conﬁgurat.ions ] MLOps .Pipeline Stage Execution Time' [sl # Inference/Hour
Deployment Inference Mode | Size [Rack] | Data Extraction [s] | Preprocessing [s] | Inference [s] | Publist Results [s] | Total [s]
One Rack, One Pod, Continuous Single Pod Continuous 1 8.405 0.084 0.016 0.003 8.508 423
One Rack, One Pod, Discrete Single Pod Discrete 1 10.213 0.115 0.014 0.002 10.344 4
All Racks, Multiple Pods, Continuous | Multiple Pods Continuous 49 69.607 0.063 0.022 0.002 69.694 51
All Racks, Multiple Pods, Discrete Multiple Pods Discrete 49 31.208 0.102 0.022 0.002 31.334 4
All Racks, One Pod, Continuous Single Pod Continuous 49 25.783 4.697 0.303 0.062 30.845 116
All Racks, One Pod, Discrete Single Pod Discrete 49 51.138 4.557 0.337 0.060 56.092 4
Table 2: Processing time and latency of different deployment configuration.
Configuration Name ExaMon Kubernetes
#vcores Mem [GB] | Netin [kB/s] | Net out [KB/s] | pods | #vcores | Mem [GB] | Netin [kB/s] | Net out [KB/s]
Baseline 3.08 189.96 6670 6739 13 0.31 0.63 1330 864
One Rack, One Pod, Continuous 4.47 188.7 10457 10490 13 0.35 0.63 2000 1040
One Rack, One Pod, Discrete 3.59 189.42 9588 7832 13 0.31 0.63 1750 880
All Racks, Multiple Pods, Continuous 7.9 189.64 18310 12570 13 0.48 0.64 4280 1870
All Racks, Multiple Pods, Discrete 3.84 189.45 8724 8152 13 0.33 0.64 1950 848
All Racks, One Pod, Conti 5.87 189.51 9190 8546 13 0.31 0.63 1770 945
All Racks, One Pod, Discrete 341 189.43 8686 7738 13 0.31 0.63 1900 761
Configuration Name Kubeflow / User Namespace Anomaly Prediction Pipeline
pods #vcores Mem [GB] | Netin [kB/s] | Net out [KB/s] | pods | #vcores | Mem [GB] | Net in [kB/s] | Net out [KB/s]
Baseline 59/310.22/0.13 | 5.44/0.47 23 /7 28 /1 - - - - -
One Rack, One Pod, Continuous 59/31024/0.14 | 541/0.92 39 /42 32/26 1 0.13 0.45 34 26
One Rack, One Pod, Discrete 59/310.23/0.02 | 541/0091 26/8 32/1 1 0.01 0.44 1 1
All Racks, Multiple Pods, Continuous | 59/3 | 0.23 /0.8 | 5.45/21.9 70/ 211 62 /156 49 0.78 214 204 153
All Racks, Multiple Pods, Discrete 59/310.23/0.12 | 544 /22.1 29/33 21/ 14 49 0.11 214 32 13
All Racks, One Pod, Conti 59/310.23/049 | 542/1.54 38 /47 32/12 1 0.48 0.96 39 11
All Racks, One Pod, Discrete 59/3 | 022/04 | 541/1.63 31/21 19/1 1 0.03 1.06 14 1

Table 3: HPC monitoring and MLOps framework computation resource requirements and anomaly prediction pipeline deployment overhead; the 5 main sub-tables

indicate the different framework’s components.

and All Racks, One Pod in Table 2. We recall that the contin-
uous methods at each step only query the missing data and do
not request the entire 15 minutes of data.

As evident in Table 2, when scaling the pipeline to all the
racks of the Marconil00 supercomputers, we notice that (i) the
data extraction time scales sublinearly - while increasing the
data request of 49x (from one rack data to 49 racks data) the
query time to the ExaMon monitoring system increases only by
less than 10x, and (ii) the Multiple Pod configuration underper-
form w.r.t. the One Pod configuration due to the congestion in
the monitoring system. This is visible by the data extraction
latency, which is higher for the All Racks, Multiple Pod, Con-
tinuous than the All Racks, One Pod, Continuous case - this
can be explained by the fact that even if in the case of Multi-
ple Pods, the data extraction is done in parallel by the Pods, the
requests serializes to the worker in the Monitoring Framework.

After extracting the data, the data preprocessing step re-
quires the second most computing time, while the inference and
result publishing steps take negligible time. Interestingly, using
multiple pods to perform inference and other steps in parallel
for racks of the supercomputer takes more time than using a
single pod and performing inference rack-by-rack in a serial
approach — with this latter setting, the framework can run 116
model inferences for all the nodes each hour(All Racks, One
Pod, Continuous in Table 2), or that the pipeline could process
30x more compute nodes guaranteeing real-time performance
— one inference every 15minutes. This result indicates that the
proposed framework can scale to exascale system requirements.
Moreover, being the pipeline bottleneck, the data extraction of
more complex models can be afforded with the current system
at a negligible cost.

To better understand the implication and cost of the pro-

posed MLOps framework in conjunction with ODA, we col-
lected resource usage data for different parts of the monitor-
ing system, Kubernetes, and Kubeflow without running any
pipelines to determine the base load of the framework (as shown
in Table 3). The different sets of deployment configurations al-
low an understanding of the optimal deployment configuration
according to different requirements due to the HPC facility re-
sources and pre-existing cluster configurations.

By looking at the baseline case (Baseline in Table 3), we
can notice that the ExaMon ODA framework under normal op-
erations (continuous data collection from the different sensors
and dashboards) consumes 3 virtual cores (vcores) and 190GB
of memory, while the MLOps framework while not process-
ing any data analytics pipeline uses 75 pods (13 used by Ku-
bernetes, 59 Kubeflow, 3 user namespace), 0.66 vcores and al-
most 7GBs of memory for its micro-services — almost the 22%
more vcores and 4% more memory than the pure monitoring
framework. Interestingly, when a real-time anomaly prediction
pipeline is performed (All Racks, One Pod, Discrete in Table 3)
for all the nodes of the Marconil00 supercomputer, the Exa-
Mon load increases from 3.08 to 3.42. The MLOps load slightly
reduces, from 0.66 vcores to 0.60 vcores due to the lower load
in the user namespace micro-services and relatively negligible
cost of real-time inference (0.03 vcores) — overall supporting
real-time anomaly prediction in-production on the Marconil00
supercomputer costs the 30% of more vcore resources than only
monitoring it. Of this 30% increase, 11% is due to an increase
in the monitoring system load, while the remaining part is re-
lated to the MLOps part. The anomaly prediction pipeline ac-
counts for less than 1% of the entire overhead, making it ready
to scale to larger supercomputers, like exascale systems. When
using multiple pods in a continuous approach (All racks, Multi-
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Figure 4: The same rising-edge event, observed over multiple magnifications. The last timestamp is the occurrence of an anomaly; the rest are the preceding period.
Prob fw is the probability for class 1 as generated by the GNN trained with the future window with the length of fw (the duration of the future window is fw 15
minutes).



ple pods, Continuous in Table 3), the CPU load of the monitor-
ing system increases by 2.5 times (7.9 vcores), while the load
of the MLOps framework increases by 3 times (1.8 vcores).

Except for the ”Supercomputer Multiple Pods Continues”
setup, the CPU usage during the different configurations is very
close to the base CPU usage of Kubernetes; this is a very wel-
comed sign, as it means that the GNN inference is not im-
pacting too significantly the standard operations of the moni-
toring framework. It must also be noticed that implementing a
pipeline in a continuous approach increases the write load on
the KairosDB and Cassandra clusters.

4.2.2. Visualization of anomaly anticipation

Figure 4 shows the visualization available to system admin-
istrators provided by GRAAFE for a single rising edge event
(transition from state O to state 1). This event is taken from
node 240, located in compute rack 12. The anomaly occurred
on 7/5/2022 at 6:45. The event with different lengths of the pre-
ceding periods is plotted in Fig. 4. The visualization reports the
(normalized) probability for the anomaly (class 1) trained with
different future windows.

First, we focus on the shortest prediction window classifier
- the classifier with the future window of 4 timesteps of 1 hour
in the future. This classifier anticipated the anomaly but only
with one timestep of anticipation (15 minutes). Still, it pro-
duces a clear and distinctive anomaly signal before the rising
edge. Moving on to longer observation windows like 2.5 and
5 hours, we see that classifiers with longer observation win-
dows also anticipate the anomaly correctly. According to ex-
pectations, the classifier trained to detect anomalies one hour in
advance (prob4) predicts no anomalies in this larger observa-
tion window. With much larger time windows (from 7.5 to 25
hours) all other classifiers produce the expected spike in proba-
bility (see Fig. 4e), with density increasing closer to the actual
anomaly.

4.2.3. Financial impact of anomaly anticipation

Deployment of the anomaly prediction model in real-life
operations consists of estimating the positive aspects and bene-
fits of the deployment against the potential negative aspects and
costs. To do this, we have developed a model, which is included
in the code repository, that models the benefits of the model
against the costs associated with mispredictions. We are com-
bining the model with some assumptions about the operational
aspect of a typical supercomputer and the additional results of
our predictive models, as described in the additional results in
the code repository. We are using the optimal threshold for the
classifier and the true positive and false positive rates, as re-
ported in the additional results. The general equation of the
cost-benefit model is:

Benefit = Cost of False Negatives — Cost of False Positives

Compared to the case where no predictive model is de-
ployed, the deployment of the GRAAFE framework results in
no additional costs of false negatives. For this reason, the cost
of false negatives is modeled as zero in our model. The cost of

false positives, however, is associated with the time that the sys-
tem administrators waste analyzing false positive signals. We
are modeling it as an unnecessary action cost. Unnecessary ac-
tion cost is calculated as:

Unnecessary action cost = false positive probability

X analysis duration

X hourly pay of system administrator
The unnecessary action cost increases for larger future windows

as the false positive rate increases and the overall anticipation
accuracy decreases.

Hours | Optimistic | Conservative | Pessimistic
0 0.0 0.0 0.0
1 0.7 0.3 0.0
3 0.8 0.6 0.0
6 - - 0.3
8 0.8 0.8 0.8
72 0.8 0.8 0.8

Table 4: Three scenarios are defined based on the probability that the system
administrators can prevent an anomaly if given a signal within a future window
(in hours).

The benefit of the model development is estimated as the
expected value of the deployment benefit:

Benefit = probability to detect faliure (FW)
X probability to prevent faliure(FW)
x cost of faliure

The probability of detecting failure is a characteristic of the
predictive model, and it equals the true positive rate. For the
analysis presented in this section, we are using the true positive
rate of the per-rack GNN model, as recorded in the additional
results. The cost of failure is related to the opportunity cost of
the HPC system downtime. Our analysis estimates it to be a
fraction of the overall cost of the HPC system.

The probability of preventing failure is a characteristic of
the organizational specifics of each data center and its system
administration team. Since we do not have accurate organi-
zational information for the Marconi 100 supercomputer, we
have prepared three scenarios demonstrating different system
administration teams. Based on the warning period (in hours),
the system administrator teams prevent the anomaly with dif-
ferent probabilities as depicted in table 4. Optimistic scenario
depicts a very effective system administration team that can pre-
vent 70% of anomalies with a warning window of one hour and
80% with a warning period of three or more hours. Conser-
vative scenario depicts a conservative estimation of the system
administration team’s effectiveness. System administrators can
only prevent 30% of the anomalies with a prediction window of
one hour. Pessimistic scenario is an overly pessimistic option
where system administrators cannot prevent anomalies if they
have a warning period of less than six hours.

Based on the important points of each scenario, a smooth
(double differentiable) function is fitted over them. This gives
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(b) The cost-benefit function models the net benefit (benefit minus the cost) of the model
adoption for different future windows, expressed as the percentage of the total HPC system
cost.

Figure 5: Depending on the scenario and the associated probability of preventing the anomaly, given a specific warning window, the projected benefit is achieved

by deploying the predictive system at different future windows.

us the probabilities for every other future window. The func-
tion is based on the assumption of being monotonic positive as
the prevention probability cannot decrease. Based on three sce-
narios, we get three different anomaly prevention probability
functions as depicted in Figure 5a.

Given the anomaly prevention probability function, we can
estimate the cost-benefit of deploying the model in each sce-
nario. The cost-benefit, measured in the percentage of the over-
all system cost, is depicted in Figure 5b. In the optimistic sce-
nario, the maximum benefit is achieved for the one-hour future
prediction window. For the conservative scenario, the maxi-
mum is achieved for the prediction window of 3 hours. Inter-
estingly, for the conservative scenario - the cost-benefit is neg-
ative for future windows up to 3 hours. This is because the
system administrators cannot prevent the anomalies but would
still have to react to the false positive signal (and incur the as-
sociated costs). As seen in Figure 5, the model’s benefit and the
optimal deployment strategy (size of the future window) de-
pend strongly on the organizational characteristics of each data
center.

Estimating the organizational characteristics of the individ-
ual data center is beyond the scope of this paper. For this rea-
son, we have prepared a computational model included in the
code repository (https://gitlab.com/ecs-1lab/GRAAFE/
-/blob/main/Cost_benefit.ipynb) that takes the opera-
tional parameters as input and outputs the cost-benefit function
for the defined specific scenario. This allows potential adopters
of our framework to decide on the optimal deployment strategy
based on their organizational reality and needs.

5. Conclusion

In this paper, we proposed two contributions: 1) the first
anomaly prediction approach for HPC systems explicitly ex-
ploiting the underlying proximity structure of computing nodes;
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2) an MLOps framework for integrating these rack-based mod-
els with monitoring infrastructure and continuously obtaining
predictions on live data. The graph structure significantly in-
fluences the performance of anomaly anticipation models for
supercomputers. Our GNN approach has enabled us to surpass
all previously known ML methods in this domain; in particular,
we thoroughly demonstrate how we can not only detect failures
(as already done in previous work) but predict such failures with
several hours of anticipation.

The MLOps framework has been exhaustively evaluated in
deployment configurations to measure the overhead caused by
the Kubernetes pipeline. In the current setup, the impact on
the supercomputer itself is negligible, as the MLOps runs on
the same cloud infrastructure (residing in the same HPC facility
hosting the supercomputer) where the monitoring infrastructure
is deployed. We have also explored different deployment se-
tups, highlighting how different solutions can be adopted, grant-
ing greater flexibility while satisfying real-time requirements.
Moreover, the additional incurred computational overhead w.r.t.
the monitoring infrastructure (which we can assume is present
in most supercomputers nowadays) is only 30% more CPU re-
sources and less than 5% more RAM.
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