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Abstract—The rapid proliferation of Internet of Things devices
has led to a number of different standards and technologies which
offer novel and exciting services. One of the key aspect of the
Internet of Things is its ubiquitness, as devices may spontaneously
form networks and leave them possibly in short time frames.
This is the case of Smart Environments such as Smart Homes,
in which users carry a set of devices like wearables and mobile
applications to monitor their behavior and provide contextual
services. However, the interoperability and seamless interaction
of different devices is yet to be fully realized. In this paper we
propose WISE, a framework that leverages the Web of Thing
architecture and Semantic technologies to overcome technical and
conceptual interoperability difficulties and enables the creation of
cooperative Smart Environments that self-adapt on the basis of
users’ preferences. The use of Semantic technologies enables to
understand which devices can provide the needed affordances
to meet the user preferences, while the WoT architecture is
leveraged to access devices in a standardized manner. We also
propose a reference implementation based on off-the-shelf devices
which demonstrate the feasibility of WISE.

Index Terms—IoT, WoT, Semantic technologies

I. INTRODUCTION

The Internet of Things (IoT) pervades many aspects of
daily lives, as devices are able to contextualize the user
which is carrying them, enabling context-aware services and
a more personalized user experience. IoT devices differ in
size, communication technology used, purpose and services
offered, which has led to a proliferation of different standards,
network protocols and alike, which inherently gave birth to the
so-called Islands of Things [18], considered as environments
in which devices share data and can communicate, but from
which it is difficult to obtain data which can be used also by
other networks, or in which devices built by different vendors
can interoperate. This heterogeneity eventually gave birth to
the Web of Things (WoT) [13], which is a standardization
effort aiming to solve the interoperability problem in terms
of devices and services re-usability. Among the different
characteristics of WoT, it is possible for the devices to expose
their Thing Description, which describes in a standardized way
what the device is, what services it can offer, how to interact
with it, and what are its capabilities. Things Descriptions
can be shared in various ways [6], such as via the use of
a standardized directory service. The WoT standardization
makes it easier to discover devices in a network and obtain

their description thanks to a common representation of devices
capabilities and methodologies to access and leverage them.

Nevertheless, true interoperability between heterogeneous
devices is yet to be achieved, since in many cases it is not still
possible to automatically assess the type of data a device can
offer, as it may be written with different terms and the relation
between any two data offered by separate devices may not be
evident from a machine perspective. Hence WoT handles the
interoperability problem at a low level, but from a high level
perspective this interoperability is yet to be achieved.

In this paper we adopt Semantic technologies to proceed
towards filling this gap, by proposing a Web of Things
Semantic Infrastructure for Smart Environments (WISE), a
system in which WoT capabilities are derived from a Semantic
vocabulary, and in which users can define personal prefer-
ences about their Smart Environments. One of the main
novelty introduced by WoT’s Thing Description is in fact the
ability to add semantic annotations to the thing’s elements as
well as extending it with new elements from various semantic
vocabularies thanks to the adoption of a representation based
on JSON-LD, which is a lightweight Linked Data format based
on the popular JSON notation. WISE leverages this semantic
annotation ability and the ability of a TD directory to support
semantic look-ups to implement cyber-physical systems that
not only ease the interoperability of heterogeneous things but
also exploits this heterogeneity to provide innovative services.

To demonstrate the feasibility of WISE, after discussing an
architectural representation of it we also provide a candidate
implementation made on ESP-32 microcontrollers and lever-
aging a Raspberry Pi 4 as Controller of the system.

The rest of this paper is organized as follows: Section II
presents the basic ideas behind WISE, introduces a motivating
scenario and lists the research questions we face; Section III
discusses related work from literature; Section IV presents
WISE and the different building blocks from which it is
created; Section V presents our prototype implementation and
highlights results obtained from experiments performed on
it; Section VI concludes our paper, discusses the results and
presents future work on this topic.

II. MOTIVATION AND RESEARCH QUESTIONS

The overarching idea governing WISE is that of creating a
cyber-physical system that dynamically extends by including



users and their devices when they become part of the sys-
tem’s environment. Users, in fact, can selectively decide to
share two kinds of elements with the system: sensor readings
from their personal devices and their environment preferences.
The system uses its own sensors and the users’ sensors to
drive environment adaptation mechanisms that try to meet
the preferences shared by the users. In this perspective users
are enticed into becoming part of the system knowing that
this will result in a better personal experience. This approach
offers mutual advantages to all involved parties: the system
can improve its awareness thanks to the readings coming
from users’ sensors, which include both environment measures
(e.g. noise level) and personal measures (e.g. heart rate),
whereas the users know that by sharing these information with
the system they enable adaptations driven by their personal
preferences in any Smart Environment they visit.

To better understand the possibilities opened by such an
approach here we introduce a brief motivating scenario. The
scenario is limited to a very specific domain (smart buildings)
and one adaptation axis (ambient temperature) but the solution
we propose, as the reader can easily imagine, can be applied to
different contexts. A user enters a smart building governed by
an WISE-based system. The user has a smartphone, with the
usual array of sensors, and a smartwatch that detects her/his
heart rate. An app running on its smartphone detects that
she/he is entering a new, not-yet-configured WISE domain,
this produces a notification asking the user if she/he is willing
to share the readings of the phone sensors and those of its
connected devices (as is the case for the smartwatch). The app
also asks the user which of its recorded personal preferences
(about illumination level, temperature, humidity, background
music and so forth) she/he wants to share with the system. The
user decides to share its temperature preference, the readings
from the smartwatch’s heart rate sensor as well as the readings
from its Bluetooth adapter that are used to detect beacons
placed in various rooms of the building [5], allowing the
system to precisely locate the user. From that moment, until the
user exits the building, whenever the user enters a room, the
system (by operating on the adapters controlling the HVAC
system) adapts the temperature of the room to align it with
the user’s preference. Since the temperature preference of the
user is expressed in terms of activity level (e.g. 18 °C on high
activity level, 20 °C on low activity level) the system also
makes use of the reading from the user’s heart rate sensor
integrated in her/his smartwatch to drive the adaptation. When
multiple users with clashing preferences are present in the
same room a conflict mitigation approach is used (as detailed
in subsection IV-B).

The analysis of these kind of scenarios lead us to the
definition of a set of research questions on which we focus
in the present work:

• how to design a Smart Environment that is able to
integrate and leverage user contributed affordances within
a homogeneous systems;

• how can the system discover and interoperate with the
novel capabilities offered by devices dynamically entering

and leaving the network?
• how can a Smart Environment automatically reconfigure

itself, leveraging its own affordances to suit the user
needs?

In the following we answer to these research question by
providing a general definition of WISE, which can be easily
extended to fit different use cases, and which serves as an
architecture which enables the seamless interaction of WoT
devices and extends the network possibilities thanks to the ca-
pabilities offered by such devices. We then provide a prototype
implementation of it, which leverages off-the-shelf devices
and focuses on a Smart Home scenario, demonstrating the
applicability of the proposed approach in real world scenarios.

III. RELATED WORK

The Internet of Things and more recently the Web of Things
have gained attention due to the possibility to interconnect
heterogeneous devices and build complex services, through
communication and data analysis [19]. In general IoT and WoT
networks have been used in a plethora of scenarios, ranging
from the Smart City [27] to e-Health [1], from Industry 4.0
[7] to Autonomous Driving [16].

More centered about the work we have done in this paper
is the use of semantic technologies to connect IoT and WoT
devices [10]. This enables not only the possibility for devices
to communicate, but also to understand and automatically
provide data according to the other devices needs. This also
requires WoT devices to be discoverable, as novel devices
entering on a network must know which other devices are
available in the network [26]. Moreover, WoT devices also
need to be built on ontologies which represent the data and the
services they can offer, so that devices can cooperate and share
information automatically and without the need for human
intervention [22] [21] [2]. Among these different ontologies
[14], certainly SOSA/SSN is one of the most popular, as it
describes many different services typically needed in WoT
scenarios [25] [11].

IoT and WoT devices are used in Smart Environments due
to their ability to describe the physical world and interact with
it. While the WoT specification provides a standardized layer
through which devices can physically interact, the semantic
layer serves as a common representation and naming of data
and services, to enable the interaction not only at a low level
but also at the application layer.

An interesting work is presented in [4], where the authors
integrate and test different ontologies and WoT models. A
similar approach is presented in [20] and [9], where ontology-
based models are used to support the dynamic adaptation of
software systems. In [12] the authors propose a system to
enable cross-domain interaction, between devices pertaining
to different producers and different capabilities, and [23]
leverages Semantic Web technologies to capture the objectives
of a system composed of sensors and actuators. [8] presents
a mechanism based on ontologies to enable interoperation
between multiple IoT semantics-based systems.



Fig. 1. Overview of the proposed architecture of WISE. Mobile Devices (MD)
register themselves on the Controller and can then provide and read sensor
data. Static Devices (SD) are already in the network, hence already registered
on the Controller and can the receive commands to perform specific actions.

Closer to the work presented in this paper is [3], where the
authors use a semantic reasoner to interpret user preferences
in Smart Environments. However, they do not use a semantic
representation of things, but rather let users describe their
plans with natural language and then translate such plans into
specific actions on the things.

The work presented in [15] address the problem of con-
figuration of Smart Environments, which is done through a
visual programming interface. Although the usage of visual
programming interfaces, particularly for service composition,
is a well studied topic [17], the configuration of the for the
user has to be done manually and could not be transferred to
other smart environments.

In [24] the author propose a Semantic content centric
framework for IoT devices, which enables the automatic and
seamless discovery of devices in a network.

IV. PROPOSED FRAMEWORK

In this section we describe WISE from an architectural point
of view, and how the building blocks of it communicate with
each other.

In Figure 1 we show the main components of WISE. We
now detail how each of them is composed, and how it interacts
with the other devices.

The Controller is the main building block of WISE,
and it is composed of a Thing Directory, an MQTT broker,
and a custom made engine which is responsible of handling
all the messages and performing the operations between the
devices.

The Mobile devices are the user devices, which can
be of different kinds such as wearables, mobile applications,
or custom made devices. The Static devices are the de-
vices which control the Smart Environment, such as switches,
smart light bulbs, thermostats and alike.

The overarching idea of WISE is that Mobile Devices,
personal devices of users, carry a set of preferences which
are defined by the user itself. These can include the preferred
temperature, ambient light, humidity, personal needs and alike.

In general, these are preferences which can be general (i.e. they
are valid in any Smart Environment) or can be set for a specific
Smart Environment. Any Static Devices or Mobile
Devices can contribute to the knowledge of the Smart
Environment by providing sensor data. This is done since
all Static Devices and Mobile Devices in WISE
are implemented as WoT devices, exposing their capabilities
through which they can be queried. Whenever a Mobile
Devices enters a SE, it needs to query the Controller,
registering itself in the Thing Directory and advertising its
preferences, which are stored in the engine. A similar flow
is also performed by the Static Devices, which however
can also perform real actions on the Smart Environment.
Nevertheless, they too register in the Thing Directory, but do
not advertise any preference. Clearly Static Devices will
be already available in a network, hence they register to the
Controller only when they are run for the first time, while
Mobile Devices need to re-register every time they re-join
the network after departing it.

The Controller is also the device in the system which
gathers all the information from the Static Devices and
Mobile Devices in an Smart Environment, which
can happen through any supported protocol such as CoAP,
MQTT, WebSockets or anything which is available in the
Controller itself. Upon any value change observed by the
Controller, it looks for all the preferences obtained by the
devices, and checks whether they are satisfied or not. In case
it needs to perform an action to fulfill a preference, it can act
on one or more static devices, according to their advertised
services.

No static binding is performed by the Controller, which
instead leverages WebThings1, a semantic vocabulary through
which it assess which Static Devices can be queried
to satisfy the Mobile Devices preference and through
which of its advertised capabilities. WebThings is a platform
originally developed by the Mozilla Foundation for monitoring
and controlling devices over the web. It is an open source
implementation of the emerging WoT standards at the W3C.

The WebThings vocabulary defines a set of common
Properties of interest about the environment, such
as TemperatureProperty, HumidityProperty and
BrightnessProperty. When users join the system they
advertise their preferences in terms of desired values for
the aforementioned properties. For instance, a user can set
a target TemperatureProperty of 19 degrees and a
BrightnessProperty of 30% (i.e. dark), and not setting
the HumidityProperty.

WISE also uses the SOSA/SSN ontology [11] to represent
the main information about sensors and actuators in the
system. In particular, sensors and actuators are defined as in-
stances of the sosa:Sensor and sosa:Actuator classes,
respectively. This is needed so that the system knows which
devices can provide data and which can instead offer actions
to be performed. Clearly, a hardware device may have sensors

1https://webthings.io/schemas/



and actuators, and in this case it is an instance of wot:Thing
meaning that it is a Thing in the WoT architecture, which is
also instance of both sosa:Sensor and sosa:Actuator.

In order to check whether users’ preferences are satisfied,
the Controller reads sensor data (e.g. the values of the
TemperatureProperty and BrightnessProperty)
from any sosa:Sensor close to the user (e.g. in the
same room). If one (or more) of the current values does
not satisfy the preferences, the Controller identifies a
sosa:Actuator (e.g. the thermostat) able to act on the
property (TemperatureProperty) and activates it by trig-
gering the appropriate action.

Data can be retrieved by the Controller in two different
ways: the data could be pushed by the Mobile Devices
directly to the Controller, or the Controller could ask
the Mobile Devices by querying it. The choice depends
on the kind of data and how the network is configured. Clearly
there may be devices which are available in the network
configured to periodically push values to the Controller,
either when values change or at a constant frequency. For
sporadic Mobile Devices entering the network instead,
it would be the Controller which queries the device
about a specific value whenever it needs to update it, since
the Mobile Devices may not know how the network is
configured.

A. Multiple rooms

A single Smart Environment may be composed of
different rooms, in which preferences need to be set differently.
A user sets her/his own preferences regardless of the area, but
the Controller need to act according to the devices in
an area. For instance, if a user moves from area A to area
A′, its preferences need to be applied to area A′ from that
point onward. Therefore, the Controller also keeps track
of the location of the device. We note that indoor localiza-
tion is nowadays available with multiple technologies such
as magnetometers, dead reckoning, beacons, barometers, RF
signals and more, and it is up to the Smart Environment
to decide which suits the best [19].

Regardless of the localization technology used, we assume
that the Controller knows in which room each device
is, and can therefore aim to meet the preferences of each
device in each area. To do so, the Controller monitors
for changing values in each area defined, to foresee potential
actions to perform to fulfill the preference of the users. Since
all the devices, both the Static Devices and Mobile
Devices are implemented as Things in a WoT network, the
Controller can simply query the Thing endpoint to retrieve
the appropriate values. Clearly, the Controller is aware
of all the data it can retrieve since the Devices registered
in the Thing Description Directory, which can be
queried in order to assess which devices are available and
which capabilities they offer. We also note that this mechanism
enables the Mobile devices to query for data available in
other Mobile devices, since the Controller exposes
what is available to the whole network.

B. Clashing preferences

It may happen that two or more preferences collide between
each other, for instance if a user reports a desired temperature
of ”at least 20 degrees” and another one reports ”no more than
19 degrees”. Of course it is impossible to satisfy them both
at the same time, hence the engine takes the decision which
penalizes less the user preferences. More formally, given a
measurement M for an area A and two associated preferences
of user j denoted as PM

j,A and user k denoted as PM
k,A, we

define ∆M
A as:

∆M
A =

∑
i∈A

|PM
i,A − σ|, (1)

the goal is then to find a target setting σ which minimizes ∆M
A .

In other words, we look for a setting which is the closest one to
satisfying the participant devices in an area, hence minimizing
the error between the target setting and all user preferences.

C. Devices leaving the Smart Environment

In a dynamic environment, devices can enter and leave
the Smart Environment at any time and without directly
notifying the Controller of their departure. Therefore upon
registering themselves, Static Devices and Mobile
Devices are periodically queried by the Controller to
check if they are still in the network. When devices are not
reachable or do not reply within a given time frame, they are
considered as having left the environment and their description
is removed from the system, as well as their preferences.

V. IMPLEMENTATION AND EVALUATION

In this Section we provide a reference implementation of
WISE, deployed in a prototype smart home. We have imple-
mented the Controller in a Raspberry PI 4. The Static
devices are implemented in ESP-32 microcontrollers, which
enable a WiFi connection to the network while also allowing to
interact with the actuators. The same applies for the Mobile
devices, which represent two wearable devices which may
enter and exit the network dynamically.

In the Controller we have implemented the logic of
the engine in a Python script, which also offers a Web
based interface used to interact with WISE. We have also
implemented mDNS on the Controller, to allow for an
easy discovery of it by the clients. Finally, the Controller
also offers a Thing Description Directory (TDD)
to register and search the devices within the system. We used
an implementation of the W3C TDD which is freely available
on GitHub 2. We have also set the t parameter to 60 seconds.

The Mobile devices and Static devices have
been developed using the well known WebThingArduino li-
brary, adapted to work also with the ESP-32 microcontrollers.
We also offer easy configuration for the user on the wearable
device, by offering a Web based interface directly on the
device itself through which it is possible to set any wanted
preference. We note that Things in a WoT network need
to provide an HTTP interface as part of the WoT standard,

2https://github.com/linksmart/thing-directory



Fig. 2. Communication example between the Mobile and Static Devices
through the Controller in our candidate implementation with ESP-32 micro-
controllers and a Raspberry Pi 4 which acts as the Controller.

Fig. 3. Example run of our system in which two devices dynamically enter
and leave the network. Green arrows are user joining the system, while red
arrows refer to users departing from it.

hence adding a Web-based interface does not involve adding
any additional running service on the device itself. Figure 2
provides the overview of our developed system.

In Figure 3 we show an example run of our system in
which there are two devices, named as ”User 1” and ”User
2”, which enter and leave the network. Specifically, ”User
1” has set her preferred temperature to 18 degrees, and has
not specified any preference regarding the brightness of the
Smart Environment. ”User 2” has instead set a reference
temperature of 20 degrees, and a bright environment. The
system starts from its normal state in which no specific action
has been taken, and as soon as ”User 1” enters the network,
the system reconfigures itself and reduces the temperature to
18 degrees. Upon the entrance of ”User 2”, the system now
detects two clashing preferences, as explained in Section IV-B,
and sets the temperature to 19 degrees, which is the target
temperature between the preferences of the two users. It also
switches on the light of the room, as ”User 2” is the only
one specifying it. On the next even, which is ”User 1” leaving
the system, the system reconfigures again itself by setting the
target temperature to 20 degrees, which is the preference of

Fig. 4. The wearable preference system implemented in the ESP-32 Mobile
devices for the Kitchen room in the Home Smart Environment.

Fig. 5. The Static device web based interface. It is evident the status
of the different actions it can take, and what is the reference temperature it
needs to achieve.

”User 2”, since there are no more clashing preferences.

In Figure 4 we show the Web based interface which is
visible on the wearable device, and which allows the user to
set her own preferences. In our implementation, we allowed
the user to set their preferred Temperature, Humidity
and Brightness, but it is straightforward to note that more
variables can be easily enabled.

In Figure 5 we show instead the Web based interface of the
Static device, where it is possible to see the status of the
actuators currently available on the Smart Environment.
We also highlight that there are two statuses related to the
actions the Static devices can perform, and also a target
temperature set to fulfill the preferences of the Mobile
device, as instructed by the Coordinator. Finally, we
also note that no action is taken to fulfill the preference
concerning the Brightness, since no device which can act
on it is present in our Smart Environment, hence the
Controller cannot take any action in such direction.



VI. CONCLUSION

In this paper we have presented WISE, a Web of Things
Semantic Infrastructure for Smart Environments, which is
able to automatically reconfigure Smart Environments for
users based on their preferences. We have presented it from
an architectural point of view in Section IV, and provided
a candidate implementation in Section V. WISE leverages
semantic technologies to match preferences issued by users
and affordances available in a Web of Things network, so that
users joining and leaving any Smart Environment are able to
have their personal preferences met by the system. Through
the use of SOSA/SSN preferences and affordances can be
matched, so that the system knows which sosa:Actuator
can handle the preference and act accordingly to meet them.

Our candidate implementation has shown the feasibility of
our approach, using off-the-shelf technologies and hardware,
and also provided a sample execution of WISE showing how
the system reacts when devices join and leave the system.

Future works on this topic include the extension of the
semantic infrastructure to a wider set of sosa:Sensor and
sosa:Actuator, to widen the applicability of WISE to
more Smart Environments. We will also enrich WISE by
providing an interface based on SPARQL through which users
can query WISE and get history data as well as precise
information about past events. Finally, we will also introduce
localization capabilities, assumed as available in the present
work, and build a larger testbed to evaluate WISE.
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