


Supplementary material (2) to:
Importance of dashboard camera analysis in fatal vehicle-pedestrian crash reconstruction

In June 2020 was performed a research regarding laws that regulate the use of dashcams worldwide. The search has been performed on Internet search engines (Google) using the terms “dashcam windscreen legislation” followed by the name of the individual state of interest. The research has been performed in several languages: for Europe the keywords have been translated in English, Italian, French, Spanish, German and Portuguese; for North America in English; for Central and South America in Spanish and Portuguese; for Asia, Africa and Oceania in English. For each country, the first 10 sources that appeared on the search engine were included.

1. Europe 
The General Regulation on Data Protection (GDPR) no. 2016/679 is a European Union regulation on the processing of personal data and privacy, adopted on 27 April 2016 [1]. With this regulation, the European Commission aims to strengthen the protection of personal data of EU citizens. Later, in July 2019, were published the Guidelines no. 3/2019 of the European Data Protection Board (EDPB) [2]. These guidelines deal specifically with the subject of dashcams, stipulating that recordings of traffic or public land should not be continuous, and that any people filmed in the videos should always be informed. Inspired by the legislation of the European Union, each European state, which is to be analyzed, has stipulated a specific regulation of surveillance and privacy [3, 4].

1.2 Austria 
The Austrian Federal Law on Personal Data Protection has stipulated that only the police and other public authorities may use technological devices for the processing of videos for administrative procedural purposes. Therefore, this decision of the Austrian Personal Data Protection prohibited the private use of dash cams, although video recordings after a possible traffic accident are allowed. Offenders are required to pay penalties of between euros 10,000 and 25,000 [5, 6].

1.3 Belgium
In 2014 the Belgian law on privacy protection, in relation to the processing of personal data, has declared that the use of dash cams is permitted, provided that the recorded images are used for private use. It is permitted to use these images as evidence in court during a legal process.

1.4 Cipro
In September 2019, the Cyprus Privacy Authority of Nicosia reiterated the absence of a national legal framework governing the use of dash cams and stated that it is the role of the courts to decide on a case-by-case basis on the legality of evidence obtained through dash cams. Furthermore, the Cyprus Privacy Authority has recommended that citizens should always seek the consent of other parties involved [8].

1.5 France 
According to Articles 226-1 et seq. of the Penal Code, it results that dashcams do not violate privacy. The dashcams must not obstruct the driver's view, the footage is for private use only and cannot be uploaded on the internet, but should be sent directly to the police in the event of a traffic accident [9].

1.6 Germany
The Federal Data Protection Act of Germany does not expressly regulate video surveillance and cameras [10]. The law establishes the general principles regarding the legal basis for data processing and the rights of the data subject. The Ansbach Administrative Court has decided that the dashcams are incompatible with German legal acts on data protection; as a result of this decision, the Bavarian Personal Data Protection Authority has decided that the use of the dashcams may result in fines of up to 300,000 euros [7, 11].

1.7 Ireland
The Irish Data Protection Commission (DPC) has drawn up a series of guidelines for the use of dashcams. In the car there must be a clearly visible sign or sticker to indicate the presence of a recording device and the footage should only be used for personal use. In the event of a traffic accident, it is necessary to inform the other party about the recording of the footage [12].

1.8 Italy
According to Article 2712 of the Civil Code and to Data Protection Supervisor's video surveillance measure of the Italian Republic, the reproduction of video recordings is allowed only with the consent of the counterparts. So, dashcams are lawful, although they must not obstruct the driver's view. Furthermore, videos acquired through dashcams may serve as evidence in court if they are not contested by the other parties [13, 14]. 

1.9 Lithuania
In 2014, the Lithuanian State Data Protection Inspectorate, in agreement with the Director of the Lithuanian State Data Protection Inspectorate, stated that dashcams are allowed in Lithuania, but the publication of data recorded with dashcams can be considered a violation of personal rights, at least if faces and license plates are not recognizable [7].

1.10 Luxembourg
In 2013, the National Privacy Protection Commission stated that the implementation of the GDPR no. 2016/679 is incompatible in reality with the use of dashcams, since it would be necessary that the video recordings duration is only a few minutes, that the purposes of the recording are explicit and legitimate and that there is the authorization of all those involved before recording [15]. Although there are no specific legal acts in Luxembourg prohibiting the use of video cameras, the position of the National Commission is sufficiently rigorous and clearly demonstrates that the use of video cameras in this country is prohibited. In fact, recording with a dashcam can result in a fine or, in serious cases, imprisonment [7, 16].

1.11 Portugal 
Article 19 of Law 58/2019, drafted by the Lisbon National Data Protection Commission, states that the use of dashcams in public places is illegal. The privacy authority of Lusitania also states that offenders will have to pay a fine of between 500-1000 euros [17, 18].

1.12 Spain 
In Spain there is no rule prohibiting the use of dashcams, unless they obstruct the driver's field of vision, as stipulated in Article 13 of the Law on the Circulation of Motor Vehicles [19]. The Organic Law on Data Protection also states that it is permitted to videotape people in public places, provided that they have given their consent to the use of the images in order to respect their privacy; while uploading images to the internet is prohibited, as the images are for personal use only [20, 21].

1.13 Switzerland 
The supervisory authority for data protection in Switzerland is the Federal Data Protection and Transparency Commissioner, who has stated that dash cams are legal and that the faces of persons or vehicle registration numbers must be rendered unrecognisable in video recordings [22]. In addition, dash cams may never be used for entertainment, because it must have a legal purpose to record as evidence in case of serious crimes or traffic accidents [23]. 

1.14 Russia 
In Russia there has been a large production and use of dashcams as a solution to all types of disputes related to traffic accidents. Finally, in 2009, the Russian Ministry of Interior legalized the use of dashcams as long as they do not obstruct the driver's view [7, 24].

1.15 United Kingdom 
The UK Data Protection Act regulates how state organisations, businesses or institutions use personal information [25]. The use of dashcams is permitted as long as they are not a distraction for the driver and do not obscure his or her view of the road. For privacy reasons, faces and license plates must be made blurred and unrecognisable. In addition, taxi companies must indicate the presence of dashcams on board the vehicle [7].

1.16 Other European countries [26]
· Albania, Bulgaria, Croatia, Czech Republic, Denmark, Greece, Iceland, Norway: the use of dash cams is permitted, but must not in any way impair the driver's vision or ability to drive safely;
· Armenia, Estonia, Malta, Macedonia, Moldova, Montenegro, Netherlands, Poland, Romania, Serbia, Slovenia, Sweden, Turkey, Ukraine: the use of dash cams is permitted but must not impair the driver's vision or ability to drive safely in any way. The publication of movies is allowed if faces and license plates are blurred;
· Andorra, Hungary: The use of dash cams must not impair the driver's vision in any way and is only permitted for private use;
· Slovakia: the use of dash cams must not impair the driver's vision in any way and is only permitted as legal evidence in the event of an accident.

2. North America 
2.1 United States
In the United States, video recording of public events is protected at the federal level by First Amendment law, after which individual states stipulate specific laws relating to image and sound recording and the implications for privacy [27]. Regarding the use of dashcams in United States, the states can be divided into three categories: 
· Alabama, Alaska, Arizona, Arkansan, California, Connecticut, Florida , Georgia, Hawaii, Idaho, Illinois, Indiana, Iowa, Kansans, Kentucy, Louisiana, Maine, Maryland, Montana, Nevada, New Jersey, North Dakota, Ohio, Oklahoma, Pennsylvania, Rhode Island, South Carolina, South Dakota, Oregon, Tennessee, Texas, West Virginia, Wyoming, Utah: no person shall drive any motor vehicle with any nontransparent material upon the front windshield which materially obstructs, obscures, or impairs the driver’s clear view of the highway [28-61];
· Colorado, Delaware , Massachusetts, Michigan, Minnesota, Mississippi, Nebraska, New Hampshire, New Jersey, New York, New Mexico, Vermont , Virginia, Washington, Wisconsin: no person shall drive any motor vehicle with any non-transparent material upon the front windshield, than a certificate required to be so displayed by regulations of the commissioner [62-76];
· Missouri, North Carolina: no reference is included in the state regulation regarding the use of nontransparent material upon the front windshield [77, 78].
In addition, the use of electronic recording equipment is governed by federal and state laws, under which in thirty-eight states the recording of conversations without the consent of the persons concerned is permitted, while twelve states (California, Connecticut, Florida, Illinois, Maryland, Massachusetts, Michigan, Montana, Nevada, New Hampshire, Pennsylvania and Washington) require the consent of all parties to a conversation. Federal law always makes it illegal to disclose the content of a call without the consent of the parties [79].

2.2 Canada
In Canada, the regulation of video recordings of public events is governed by the laws of individual states. Regarding the use of dashcams in Canada, the states can be divided into two main categories:
· Alberta, Manitoba, Newfoundland and Labrador, Northwest Territories, Nunavut, Saskatchewan, Yukon: dashcam mounting is legal and regulated by specific state laws;
· British Columbia, New Brunswick, Nova Scotia, Ontario, Prince Edward Island, Québec: the mounting of dashcams is prohibited because, according to specific state legislation, the use of non-transparent material on the dashcam is prohibited [80].

3. South America
3.1 Brazil
The regulation of personal data processing in Brazil is governed by Law 4060/12 and Law 13.709/18. The use of dashcams is therefore lawful, even if the processing of sensitive data can only take place with the consent of the person concerned [81].  

3.2 Argentina
The Ministry of Justice and Human Rights of the Presidency of the Argentine Nation has issued two regulations on the processing of personal data: disposition 238/2012 of the Ministry of Security of the Presidency of the Nation and disposition 10/2015 of the National Directorate for the Protection of Personal Data. The use of dashcams is lawful, as long as there is consent and respect for the privacy of the people filmed [82].

4. Africa, Asia and Oceania 
· South Africa: dashcams may be used as long as the recording also includes audio of conversations with other people [83];
· Saudi Arabia, Kazakhstan, India, China, Japan: there are no specific laws on dashcams, which can therefore be used for personal use [84-88];
· Australia: there is no specific reference to dashcams in the Federal Government's Privacy Act of 1988, but they would fall into the category of privately operated surveillance cameras. Dashcams are therefore allowed in all states of Australia, provided that the recording does not violate personal privacy [89-90].
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