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,Q� D� QRYHO� DERXW�:RUOG�:DU� ,,,��$PHULFDQ� OHDGHUV� ±� FRQIURQWHG�ZLWK� WKH� WRWDO�
FROODSVH�RI�WKH�FRPPXQLFDWLRQ�JULG�FDXVHG�E\�&KLQHVH�DQG�5XVVLDQ�DWWDFNV�±�FDOO�
IRU�KHOS�IURP�*RRJOH�DQG�)DFHERRN�WR�UHVWRUH�FRPPXQLFDWLRQV�LQ�WKH�8QLWHG�6WDWHV��
since these corporations have wireless infrastructure drones and blimps used in 
UHPRWH�ORFDWLRQV�DURXQG�WKH�ZRUOG��5RVRQH�DQG�:DWVRQ��������7KLV�LV�REYLRXVO\�D�
¿FWLRQDO�VFHQDULR��EXW�WKH�IDFW�WKDW�*RRJOH�UHGLUHFWHG�LWV�³/RRQ´�EDOORRQV�WR�3XHUWR�
5LFR�DIWHU�+XUULFDQH�0DULD�VKRZHG�WKDW�WKLV�W\SH�RI�DFWLRQ�LV�SRVVLEOH��DQG�WKDW�LW�
ZDV�FRQVLGHUHG�E\�86�DXWKRULWLHV��,W�LV�QR�ORQJHU�VLPSO\�¿FWLRQ�WKDW�F\EHUVSDFH�
VDWHOOLWHV�DUH�HVVHQWLDO�IRU� WKH�IXQFWLRQLQJ�RI�PRUH�WKDQ�VRFLDO�PHGLD�DQG�HPDLO��
EXW�DOVR�IRU�D�YDVW�DUUD\�RI�FULWLFDO�LQIUDVWUXFWXUHV�DQG�VRFLHWDO�VHUYLFHV��WKURXJK�
WKH�³,QWHUQHW�RI�7KLQJV´��)RU�LQVWDQFH��GHVSLWH�WKH�FKDOOHQJHV�WR�EH�DGGUHVVHG��WKH�
,QWHU3OD1HWDU\��,31��KDV�ORQJ�EHHQ�H[SHFWHG�WR�EH�WKH�QH[W�VWHS�LQ�WKH�GHVLJQ�DQG�
GHYHORSPHQW�RI�GHHS�VSDFH�QHWZRUNV��$N\LOGL]�HW�DO���������7KHVH�LQFUHDVLQJO\�
VSDFH�EDVHG� LQIUDVWUXFWXUHV�ZLOO� OLNHO\�DOVR�EH� UHFHSWLYH� WDUJHWV� LQ� ³LQIRUPDWLRQ�
ZDUIDUH´�FDPSDLJQV�DV�ZHOO�DV�LQ�SK\VLFDO�ZDU¿JKWLQJ��:DOVK�DQG�=ZD\�������

This chapter addresses the increasing interconnectedness of cyberspace and 
RXWHU� VSDFH�� D� GHYHORSPHQW� ZKLFK� RSHQV� VLJQL¿FDQW� TXHVWLRQV� IRU� UHVHDUFK� DV�
ZHOO�DV�IRU�VWUDWHJ\��:KLOH�F\EHUVSDFH�LQIUDVWUXFWXUH�LV�LQFUHDVLQJO\�GHSHQGHQW�RQ�
VSDFH�LQIUDVWUXFWXUH��HVSHFLDOO\�VDWHOOLWHV��WKH�FRQVHTXHQFHV�IRU�SROLWLFV�DQG�VHFX�
rity remain uninvestigated. The chapter provides an overview of and introduction 
to these challenges.

(PSKDVLV�KHUHLQ�LV�RQ�DVNLQJ�LPSRUWDQW�TXHVWLRQV�UDWKHU�WKDQ�SURYLGLQJ�FRQ�
YLQFLQJ� HYLGHQFH� DQG� FRQFOXVLRQV�� )XUWKHU� UHVHDUFK�� LQFOXGLQJ� ERWK� VFHQDULR�
EDVHG� WKHRUL]LQJ�DQG�V\VWHPDWLF�HPSLULFDO� LQTXLU\��DUH�QHHGHG� WR� LPSURYH�ERWK�
NQRZOHGJH�DQG�SROLF\��+HQFH�� WKLV�FKDSWHU�VKRXOG�EH�FRQVLGHUHG�� WR�DOO� LQWHQWV��
as a probe��1RQHWKHOHVV��WKH�WZR�TXHVWLRQV�WKDW�ZLOO�WHQWDWLYHO\�FKDUDFWHUL]H�RXU�
H[SORUDWRU\� LQTXLUH� DUH�� ����:KDW� DUH� WKH� FRQVHTXHQFHV� RI�PDNLQJ� F\EHUVSDFH�
LQFUHDVLQJO\�UHOLDQW�RQ�VDWHOOLWHV�DQG�RWKHU�W\SHV�RI�VSDFH�LQIUDVWUXFWXUH"�,Q�DGGL�
WLRQ������ZKDW� LV� WKH�PHDQLQJ�DQG�VLJQL¿FDQFH�RI�DQ�LQWHUSODQHWDU\�F\EHUVSDFH"�
7KH�ODWWHU�TXHVWLRQ�PD\�VHHP�SDUWLFXODUO\�IXWXULVWLF�DQG�VSHFXODWLYH��\HW�WKH�GHYHO�
opment of an interplanetary cyberspace is on the agenda within the community 
RI� WHFKQLFDO� H[SHUWV� �%XFXU� DQG� ,DFFD� ������9RRVHQ� ������� DQG� LQWHUSODQHWDU\�
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Cyberspace in space
)UDJPHQWDWLRQ��YXOQHUDELOLW\��DQG�XQFHUWDLQW\

Johan Eriksson and Giampiero Giacomello
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�� Johan Eriksson and Giampiero Giacomello 

F\EHUVSDFH�LV�DUJXDEO\�DQ�H[SHFWHG�GHYHORSPHQW�JLYHQ�WKH�FRQWHPSRUDU\�³QHZ�
VSDFH�UDFH´�WRZDUG�WKH�0RRQ��0DUV��DQG�IXUWKHU�LQWR�GHHS�VSDFH�

7KLV�FKDSWHU�VXJJHVWV�WKDW�FRQVHTXHQFHV�RI�VSDFH�EDVHG�F\EHUVSDFH�FDQ�EH�DQD�
O\]HG�LQ�WHUPV�RI�WKUHH�FDWHJRULHV�±�IUDJPHQWDWLRQ��YXOQHUDELOLW\��DQG�XQFHUWDLQW\��
$V�ZLOO�EH�GLVFXVVHG�EHORZ��WKH�GHYHORSPHQW�RI�VDWHOOLWH�EDVHG�LQWHUQHW�VHUYLFHV�
LV�VSHDUKHDGHG�E\�SULYDWH�DFWRUV��PLUURULQJ�D�JHQHUDO�IUDJPHQWDWLRQ�DQG�GLYHUVL�
¿FDWLRQ�RI�DFWRUV�LQ�ERWK�F\EHUVSDFH�DQG�VSDFH��0RUHRYHU��VDWHOOLWH�EDVHG�F\EHU�
VSDFH�LPSOLHV�D�ZKROH�DUUD\�RI�QHZ�YXOQHUDELOLWLHV��DV�VDWHOOLWHV�FDQ�EH�WDUJHWHG�
E\�DQWL�VDWHOOLWH�PLVVLOHV��DQG�WKDW�WKH\�DUH�YXOQHUDEOH�WR�QHZ�IRUPV�RI�KDFNLQJ��
DV�ZHOO�DV�WR�VSDFH�GHEULV��DQG�VRODU�VWRUPV��0RUH�JHQHUDOO\��WKHVH�QHZ�GHYHORS�
PHQWV�DUH�SODJXHG�ZLWK�D�JUHDW�GHDO�RI�XQFHUWDLQW\��LQ�WHUPV�RI�KRZ�JRYHUQDQFH�
ZLOO�EH�RUJDQL]HG��ZKDW�UXOHV�ZLOO�DSSO\��DQG�ZKHWKHU�PLOLWDUL]DWLRQ�RU�SHDFHIXO�
FROODERUDWLRQ�ZLOO�SUHYDLO��8QFHUWDLQW\�LV�SDUWLFXODUO\�JUHDW�UHJDUGLQJ�WKH�SRWHQWLDO�
GHYHORSPHQW�RI�LQWHUSODQHWDU\�F\EHUVSDFH��ZKLFK�KRZHYHU�VKRXOG�QRW�SUHYHQW�GLV�
cussion of what technical experts are claiming.

Cyberspace infrastructure: From Earth to space?
&\EHUVSDFH�LV�LQGHHG�D�YLUWXDO�VSDFH�±�PDNLQJ�UHDO�WLPH�FRPPXQLFDWLRQ�SRVVLEOH�
ZLWK�OLWWOH�RU�QR�UHJDUG�WR�SK\VLFDO�GLVWDQFH��6LPXOWDQHRXVO\��KRZHYHU��F\EHUVSDFH�
KDV�DOZD\V�GHSHQGHG�RQ�SK\VLFDO�LQIUDVWUXFWXUH�LQ�WKH�IRUP�RI�FDEOHV��URXWHUV��DQG�
VHUYHUV��0RUHRYHU��LW�KDV�ORQJ�EHHQ�NQRZQ�WKDW�VSDFH�LV�D�UDWKHU�YXOQHUDEOH�HQYL�
URQPHQW�DV�³>LW@�SRVHV�D�QXPEHU�RI�FKDOOHQJHV�LQ�SURYLGLQJ�UHOLDEOH��HQG�WR�HQG�
GDWD�FRPPXQLFDWLRQ�ZLWK�D� WROHUDEOH� OHYHO�RI�VHUYLFH´��'XUVW�HW�DO��������������
8QGHUVHD� FDEOHV�KDYH�EHHQ� WKH� DUWHULHV�RI� WKH� LQWHUQHW�� SDUWLFXODUO\� IRU�PDNLQJ�
JOREDO�LQWHUQHW�FRPPXQLFDWLRQV�SRVVLEOH��8QWLO�UHFHQWO\��OLWWOH�RI�F\EHUVSDFH�FRP�
PXQLFDWLRQ�KDV� UHOLHG�RQ�ZLUHOHVV� LQIUDVWUXFWXUH�� VXFK�DV� VDWHOOLWHV�DQG�DLUZDYH�
�PRELOH�FRPPXQLFDWLRQ��WHFKQRORJ\��7KLV�VHHPV�WR�EH�FKDQJLQJ��KRZHYHU�

:KLOH� VDWHOOLWH�EDVHG�FRPPXQLFDWLRQ� LV� FHUWDLQO\�QRW�QHZ�� LW�ZDV� IRU�D� ORQJ�
WLPH�H[SHQVLYH�DQG�XQDYDLODEOH�WR�RUGLQDU\�SHRSOH��XVHG�PDLQO\�E\�WKH�PLOLWDU\��
JRYHUQPHQW��PDULWLPH� WUD൶F�� DQG� UHVHDUFKHUV��:LWK� WKH� GHYHORSPHQW� RI� ZLUH�
OHVV�PRELOH�WHOHFRPPXQLFDWLRQV��IURP�WKH��*�WR�WKH�HPHUJLQJ��*�DQG�HYHQWXDOO\�
�*�QHWZRUNV��� F\EHUVSDFH�FRPPXQLFDWLRQ�EHFDPH� LQFUHDVLQJO\� LQWHJUDWHG�ZLWK�
VSDFH�WHFKQRORJ\��L�H��VDWHOOLWHV��<HW��ZLUHOHVV�PRELOH�WHOHFRPPXQLFDWLRQV�DUH�VWLOO�
GHSHQGHQW�RQ�D�JULG�RI�ODQG�EDVHG�WUDQVPLVVLRQ�WRZHUV��ZKLFK�H[SODLQV�WKH�SUH�
YDLOLQJ�GDUN�SDWFKHV�RI�DQ�RWKHUZLVH�LQWHUQHW�FRYHUHG�(DUWK��$�FRPSOHWH�LQWHJUD�
WLRQ�RI�VSDFH�DQG�F\EHUVSDFH�KDV�QRW�\HW�WDNHQ�SODFH��EXW�H൵RUWV�DUH�PDGH�WR�PDNH�
cyberspace available in every part of the world.

2I� LQWHUHVW� LV� WKH� ³6WDUOLQN´� SURMHFW� ±� LQLWLDWHG� E\� PXOWL�ELOOLRQDLUH� (ORQ�
0XVN�DQG�KLV�URFNHW�FRPSDQ\�6SDFH;��6WDUOLQN�LV�DGYHUWLVHG�DV�D�SURMHFW�WR�SUR�
YLGH� WKH�HQWLUH�JOREH�ZLWK� ,QWHUQHW�DFFHVV��2Q����0DUFK������� WKH�86�)HGHUDO�
&RPPXQLFDWLRQV� &RPPLVVLRQ� JUDQWHG� 6SDFH;� D� OLFHQVH� WR� VHW� XS� D� VDWHOOLWH�
QHWZRUN� IRU� WKH� SURYLVLRQ� RI� EURDGEDQG� ,QWHUQHW� VHUYLFHV� DYDLODEOH� DFURVV� WKH�
JOREH��$PRV�������*URVV�������&KRXGKXU\��������7ZR�RI�WKHVH�VDWHOOLWHV�ZHUH�
launched already before the license was acquired and another 60 were launched in 
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0D\�������7RZDUG�WKH�HQG�RI�WKH�����V��WKH�6WDUOLQN�V\VWHP�LV�H[SHFWHG�WR�FRQVLVW�
RI�XS�WR��������ORZ�RUELW�VDWHOOLWHV��DQG�PRUH�ZLOO�IROORZ�

7KLV� LQLWLDWLYH�PDNHV�6SDFH;�D�FRPSHWLWRU� WR�8.�EDVHG�2QH:HE��IRUPHUO\�
:RUOGYX���ZKLFK�LV�D�VLPLODU�SURMHFW�WR�SURYLGH�LQWHUQHW�VHUYLFH�WR�WKH�HQWLUH�JOREH��
2WKHU� FRPSHWLWRUV� DUH� $PD]RQ¶V� ³3URMHFW� .XLSHU´�� *RRJOH¶V� ³3URMHFW� /RRQ´��
6DPVXQJ�� 9LD6DW�� 6LHUUD� 1HYDGD� &RUSRUDWLRQ�� WKH� 8.�EDVHG� 6XUUH\� 6DWHOOLWH�
7HFKQRORJ\�/WG���DQG�WKH�$XVWUDOLDQ�*LOPRUH�6SDFH�7HFKQRORJLHV��7KHUH�DUH�VHY�
HUDO�PRUH�VLPLODU�SURMHFWV��RI�D�SXEOLF�DV�ZHOO�DV�SULYDWH�QDWXUH��7KH�(8�RSHUDWHG�
*DOLOHR�VDWHOOLWH�V\VWHP�LV�QRWHZRUWK\�±�LQWHQGHG�WR�SURYLGH�VHUYLFHV�OLNH�WKH�86�
*OREDO�3RVLWLRQLQJ�6\VWHP��*36���6HYHUDO�H[LVWLQJ�DQG�DVSLULQJ�³VSDFH�SRZHUV´�
KDYH� RU� DUH� DERXW� WR� VHW� XS� VDWHOOLWH�EDVHG� LQWHUQHW� VHUYLFHV�� LQFOXGLQJ�5XVVLD��
&KLQD�� -DSDQ�� ,QGLD�� %UD]LO�� DQG� WKH� 8QLWHG�$UDE� (PLUDWHV�� &RQVHTXHQWO\�� WKH�
UDSLG�ULVH�RI�FRPSHWLWRUV�IRU�D�VDWHOOLWH�EDVHG�LQWHUQHW��D�¿UVW�JHQHUDO�REVHUYDWLRQ�
LV�WKDW�GLYHUVL¿FDWLRQ�LQ�WHUPV�RI�DFWRUV�LQYROYHG�LV�LQFUHDVLQJ��7KH�ZLGH�DUUD\�RI�
HQWUHSUHQHXUV� LQYROYHG��GLVSHUVHG�DFURVV� WKH�*OREH�� VXJJHVW� WKDW� IUDJPHQWDWLRQ�
UDWKHU�WKDQ�KHJHPRQ\�ZLOO�FKDUDFWHUL]H�WKLV�GRPDLQ�

:LWK�WKH�ODXQFK�RI�VSDFH�EDVHG�LQWHUQHW�FRPPXQLFDWLRQV��WKH�QXPEHU�RI�VDWHO�
OLWHV�RUELWLQJ�(DUWK�ZLOO� LQFUHDVH�IURP�WRGD\¶V�DURXQG�������RSHUDWLYH�VDWHOOLWHV�
WR�DW�OHDVW��������VDWHOOLWHV��&RQFHUQV�KDYH�EHHQ�UDLVHG�WKDW�WKLV�ZLOO�GUDPDWLFDOO\�
LQFUHDVH�WKH�ULVN�RI�FROOLVLRQV��UHVXOWLQJ�LQ�YDVW�DPRXQWV�RI�³VSDFH�MXQN´��RXW�RI�
VHUYLFH�VDWHOOLWHV��GHEULV�IURP�FUDVKHV��ORVW�HTXLSPHQW�IURP�VSDFH�ZDONV�HWF����DQG�
DOVR�LQWHUIHUH�ZLWK�WUDQVPLVVLRQV��EOXU�WKH�YLVLRQ�RI�VSDFH�WHOHVFRSHV��DQG�LPSO\�
GDQJHUV�IRU�VSDFH�ODXQFKHV��/LRX�DQG�3RUWPDQ��������8QGRXEWHGO\��WKLV�GHYHORS�
ment implies new vulnerabilities for space companies and their clients (including 
VWDWHV�DQG�FLWL]HQV��DV�ZHOO�DV�IRU�WKH�VSDFH�HQYLURQPHQW�LQ�LWVHOI��EXW�DOVR�XQFHU�
WDLQW\�LQ�WHUPV�RI�KRZ��ZKHQ��DQG�ZLWK�ZKDW�VSHFL¿F�FRQVHTXHQFHV�FROOLVLRQV�DQG�
LQWHUIHUHQFH�RFFXU��9XOQHUDELOLW\�DQG�XQFHUWDLQW\�DUH�DOVR�H[DFHUEDWHG�E\��RQ�WKH�
RQH�KDQG��WKH�LQFUHDVLQJ�QXPEHU�DQG�GLYHUVLW\�RI�VSDFH�HQWUHSUHQHXUV�DQG��RQ�WKH�
RWKHU�KDQG��WKH�ODFN�RI�QDWLRQDO�DQG�LQWHUQDWLRQDO�QRUPV�DQG�UXOHV�DGDSWHG�WR�WKLV�
³QHZ�VSDFH�UDFH´��$V�KDV�RIWHQ�EHHQ�WKH�FDVH��WHFKQRORJLFDO�GHYHORSPHQW�PRYHV�
faster than politics.

0RUHRYHU��VDWHOOLWH�EDVHG�F\EHUVSDFH�PLJKW�PDNH�LW�LV�HDVLHU�WR�E\SDVV�FHQVRU�
VKLS� DQG� FRQWURO� RI� DFFHVV� E\� QDWLRQDO� JRYHUQPHQWV��+RZ� WKH� LQIRUPDWLRQ� DJH�
HQWDLOV�D�SHUIRUDWLRQ�RI�VRYHUHLJQW\�KDV�EHHQ�VXJJHVWHG�EHIRUH��EXW�WKDW�REVHUYD�
tion must be balanced against the legal and physical capacity of national govern�
ments to license and shut down internet service providers and take control of the 
SK\VLFDO� LQIUDVWUXFWXUH��:LWK� WKH� WUDQVIHU� RI� F\EHU�LQIUDVWUXFWXUH� IURP�(DUWK� WR�
VSDFH��KRZHYHU��WKHUH�ZLOO�VWLOO�EH�D�QHHG�IRU�FRQWURO�FHQWHUV�DQG�GLVKHV�RQ�JURXQG��
EXW�WKH\�FDQ�EH�GLVSHUVHG�DFURVV�WKH�JOREH��PRUH�HDVLO\�DYRLGLQJ�WKH�FRQWURO�RI�
national governments. This is particularly the case when internet satellites are 
SURYLGHG�E\�PXOWLQDWLRQDO�VSDFH�FRPSDQLHV��ZKLFK�FDQ�VLPXOWDQHRXVO\�RSHUDWH�LQ�
VHYHUDO�FRXQWULHV��DQG�ZKLFK�DUH�DOVR�PRUH�PRELOH�WKDQ�DQ\�FDEOH�MXQFWLRQV�

,QGHHG�� D� NH\� GULYHU� EHKLQG� WKH� GHYHORSPHQW� RI� VDWHOOLWH�EDVHG� F\EHUVSDFH� LV�
that several states have made legal changes opening of for private space projects. 
$FFRUGLQJ� WR� WKH� �����2XWHU� 6SDFH� 7UHDW\�� VWDWHV� DUH� UHVSRQVLEOH� IRU� DOO� VSDFH�
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DFWLYLWLHV�HPDQDWLQJ�IURP�WKHLU�WHUULWRULHV�DQG�MXULVGLFWLRQV��0DUWLQH]��������'XULQJ�
WKH�HDUO\�6SDFH�$JH��WKLV�ZDV�KDUGO\�DQ�LVVXH��DV�VSDFH�ZDV�WKHQ�DFFHVVLEOH�RQO\�
E\�WKH�JRYHUQPHQWV�RI�WKH�8QLWHG�6WDWHV�DQG�WKH�6RYLHW�8QLRQ��WKURXJK�1$6$�DQG�
LWV�6RYLHW�FRXQWHUSDUW��/LEHUDOL]DWLRQ�RI�VSDFH�DFFHVV�VSHG�XS�LQ�WKH�8QLWHG�6WDWHV�
DV�1$6$�IDFHG�FXWGRZQV�DQG�WKH�6SDFH�6KXWWOH�SURJUDP�ZDV�FDQFHOOHG��DQG�ERWK�
*HRUJH�:��%XVK�-U��DQG�ODWHU�%DUDFN�2EDPD�DUJXHG�WKDW�WKH�SULYDWH�VSDFH�LQGXVWU\�
PXVW�WDNH�D�ELJJHU�UROH�LQ�VSDFH�H[SORUDWLRQ��LQFOXGLQJ�KXPDQ�VSDFH�H[SORUDWLRQ��
7KH�8QLWHG�6WDWHV�KDV�VSHDUKHDGHG�WKLV�GHYHORSPHQW��ZKLFK�RSHQHG�IRU�FRPSDQLHV�
VXFK�DV�6SDFH;��2UELWDO��%RHLQJ��/RFNKHHG�0DUWLQ��DQG�RWKHUV�

<HW� RWKHU� FRXQWULHV�� WUDGLWLRQDOO\� QRW� DVVRFLDWHG�ZLWK� VSDFH� SURJUDPV�� KDYH�
DOVR� FKDQJHG� WKHLU� ODZV� DQG� RSHQHG� MXULVGLFWLRQV� IRU� SULYDWH� VSDFH� LQLWLDWLYHV��
DQG� SXEOLF�SULYDWH� SDUWQHUVKLSV�� 2I� WKLV� D� QRWHZRUWK\� FDVH� LV� /X[HPERXUJ�� D�
VPDOO�(XURSHDQ� FRXQWU\�ZKLFK�RYHU� WKH� ODVW� ��±���\HDUV� KDV�PDGH�SXEOLF�SUL�
YDWH� VSDFH� SURJUDPV� D� NH\� QDWLRQDO� VWUDWHJ\� ±� VSHFL¿FDOO\� UHJDUGLQJ� VDWHOOLWHV��
8QOLNH�PDMRU�VSDFH�SRZHUV�VXFK�DV�WKH�8QLWHG�6WDWHV��5XVVLD��&KLQD��,QGLD��DQG�
-DSDQ� ±�/X[HPERXUJ� LV� QRW�ZRUNLQJ� WKURXJK� D� QDWLRQDO� VSDFH� DJHQF\�ZLWK� LWV�
own launch capacity but is rather opening jurisdictional space (and low taxes) 
IRU� PXOWLQDWLRQDO� VSDFH� HQWUHSUHQHXUV�� ZLWK� VXSSRUW� IURP� WKH� JRYHUQPHQW� RI�
/X[HPERXUJ��WKH�3ODQHWDU\�5HVRXUFH�FHQWHU��DQG�WKH�8QLYHUVLW\�RI�/X[HPERXUJ�
�$UD[LD�$EUDKDPLDQ�������

)XUWKHUPRUH�� WKH�GHYHORSPHQW�RI�F\EHUVSDFH� LQ�VSDFH�RSHQV� WKH�TXHVWLRQ�RI�
JRYHUQDQFH��7KHUH�LV�FOHDUO\�QR�RYHUDUFKLQJ�IUDPHZRUN�RU�³UHJLPH´�FRQFHUQLQJ�
WKH� JRYHUQDQFH� RI� VSDFH�EDVHG� F\EHUVSDFH�� %\� FRQWUDVW�� WKHUH� LV� D� QRWHZRUWK\�
JRYHUQDQFH�JDS�EHWZHHQ�WKH�WZR�GRPDLQV��7KLV�LV�QRW�VXUSULVLQJ��KRZHYHU��JLYHQ�
the fragmented governance structure regarding cyberspace and space as separate 
GRPDLQV��)RU�ERWK�GRPDLQV��QDWLRQDO�UHJXODWLRQ�DQG�JRYHUQDQFH�GRPLQDWH��DV�ERWK�
DUH�EDVHG�RQ�LQIUDVWUXFWXUHV�WKDW�YDU\�JUHDWO\�EHWZHHQ�FRXQWULHV��,Q�WHUPV�RI�JOREDO�
JRYHUQDQFH��WKH�PXOWLODWHUDO�\HW�86�EDVHG�RUJDQL]DWLRQ�,&$11�PDLQWDLQV�D�NH\�
UROH�LQ�WKH�JRYHUQDQFH�RI�F\EHUVSDFH��ZLWK�VSHFL¿F�DXWKRULW\�UHJDUGLQJ�WKH�EDVLF�
WHFKQLFDO�SURWRFROV�RI�WKH�LQWHUQHW��DQG�WKH�LQWHUQHW�GRPDLQ�QDPH�V\VWHP��,&$11��
WRJHWKHU�ZLWK�1*2V�DQG�QDWLRQDO�JRYHUQPHQWV��DUH�DOVR�FUXFLDO� LQ� WKH�RQJRLQJ�
JOREDO�GHEDWH�RQ�ZKDW�QRUPV�DQG�SULQFLSOHV�F\EHUVSDFH�VKRXOG�EH�EDVHG�XSRQ�±�D�
GHEDWH�WKDW�FRXOG�EH�VLPSOL¿HG�DV�SRVLWLRQV�RQ�³,QWHUQHW�IUHHGRP´�DQG�³,QWHUQHW�
VRYHUHLJQW\´��0XHOOHU�������

/LNHZLVH��WKH�JOREDO�JRYHUQDQFH�RI�VSDFH�LV�OLPLWHG��ZLWK�D�ODFN�RI�DQ�RYHUDUFK�
LQJ�³UHJLPH´�RU�FRRUGLQDWLQJ�RUJDQL]DWLRQ��-DNKX�DQG�3HOWRQ��������<HW��RI�IXQGD�
PHQWDO�LPSRUWDQFH�LV�WKH�2XWHU�6SDFH�7UHDW\�IURP�������ZKLFK�VWDWHV�WKDW�VSDFH�
EHORQJV�WR�DOO�RI�KXPDQLW\��WKDW�QR�VWDWH�RU�SULYDWH�HQWLW\�FDQ�FODLP�RZQHUVKLS�RI�
DQ\�SDUW�RI�VSDFH��VXFK�DV�DQ�DVWHURLG�RU�WHUULWRU\�RQ�0DUV���DQG�WKDW�ZHDSRQV�RI�
mass destruction are banned from use in outer space. There are a few other global 
VSDFH�WUHDWLHV��ZKLFK�FRQFHUQ�IRU�H[DPSOH�WKH�0RRQ��OLDELOLW\�IRU�GDPDJHV�FDXVHG�
E\�VSDFH�REMHFWV��WKH�VKDULQJ�RI�SRWHQWLDO�GDQJHUV�LQ�RXWHU�VSDFH��WKH�XVH�RI�VSDFH�
UHODWHG�WHFKQRORJLHV��DQG�WKH�UHVFXH�RI�DVWURQDXWV��7KHVH�WUHDWLHV�DUH�DGPLQLVWHUHG�
E\�WKH�81�2൶FH�IRU�2XWHU�6SDFH�$൵DLUV��81226$��DQG�WKH�UHODWHG�&RPPLWWHH�
RQ� WKH�3HDFHIXO�8VHV� RI�2XWHU� 6SDFH��7KXV�� WKHUH� LV� D� JOREDO� IRUXP� IRU� VSDFH�
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GHEDWH�DQG�JRYHUQDQFH��\HW� LW� UHPDLQV�FOHDU� WKDW�DXWKRULW\�UHPDLQV� ODUJHO\�ZLWK�
national governments.

$V�QRWHG��ZKLOH�WKHUH�DUH�FHUWDLQ�HOHPHQWV�RI�JOREDO�JRYHUQDQFH�RI�F\EHUVSDFH�
DQG�VSDFH��WKHVH�JRYHUQDQFH�VWUXFWXUHV�DUH�VHSDUDWH��)RU�H[DPSOH��LW�LV�XQFOHDU�KRZ�
SRZHU�DQG�DXWKRULW\�RYHU�F\EHUVSDFH�LQ�VSDFH�LV�GLVWULEXWHG�EHWZHHQ�,&$11�DQG�
81226$�±�RU�RWKHU�RUJDQL]DWLRQV��VXFK�DV�WKH�,QWHUQDWLRQDO�7HOHFRPPXQLFDWLRQV�
8QLRQ�

0RUHRYHU��LW�UHPDLQV�XQFOHDU�ZKDW�UROHV�DQG�UHVSRQVLELOLWLHV�LQ�JOREDO�JRYHUQ�
ance are held by private internet service providers and private space companies. 
7KLV�LQFOXGHV�WKH�HPHUJHQFH�RI�SXEOLF±SULYDWH�SDUWQHUVKLSV��PDQ\�RI�ZKLFK�DUH�
RI�D�WUDQVQDWLRQDO�FKDUDFWHU��IXUWKHU�GLVFXVVHG�EHORZ���,W�LV�QRWHZRUWK\�WKDW�JOREDO�
VSDFH�ODZ�±�ZKLFK�LV�VWLOO�ODUJHO\�VWDWH�FHQWULF�±�LV�EDFNZDUG�LQ�WHUPV�RI�WKH�HPHU�
gence of private space authority.

,Q�VXP��WKH�GHYHORSPHQW�RI�D�VDWHOOLWH�EDVHG�LQWHUQHW�LPSOLHV�D�IUDJPHQWDWLRQ�
DQG�GLYHUVL¿FDWLRQ�RI�DFWRUV�LQYROYHG��WKH�HPHUJHQFH�RI�VHYHUDO�QHZ�W\SHV�RI�YXO�
QHUDELOLWLHV��WR�VSDFH�GHEULV��DQWL�VDWHOOLWH�PLVVLOHV��HWF����DQG�XQFHUWDLQW\�LQ�WHUPV�
RI�JRYHUQDQFH��FI��5RWKH�DQG�6KLP�������-DNKX�DQG�3HOWRQ��������,Q�WKH�IROORZLQJ�
VHFWLRQV��ZH�ZLOO�GLVFXVV�D�IHZ�PRUH�VSHFL¿F�DVSHFWV�RI�WKH�F\EHUVSDFH�LQ�VSDFH�
GHYHORSPHQW��VSHFL¿FDOO\�UHJDUGLQJ�VHFXULW\�DQG�PLOLWDUL]DWLRQ��SULYDWL]DWLRQ��DQG�
the potential for an interplanetary cyberspace.

Militarization of space/cyberspace?
,Q�������&KLQD�VKRW�GRZQ�RQH�RI�WKHLU�RZQ�VDWHOOLWHV�ZLWK�D�JURXQG�WR�VSDFH�$%0�
�DQWL�EDOOLVWLF�PLVVLOH���ZKLFK�LQVWDQWO\�UHPRYHG�DQ\�GRXEWV�RI�WKHLU�DQWL�VDWHOOLWH�
FDSDELOLW\��0RUHRYHU�� LQ� ����� DQG� DJDLQ� LQ� )HEUXDU\� ������ &KLQD� XVHG�$%0V�
WR�VKRRW�GRZQ�RQH�RI� WKHLU�RZQ�WDUJHW�PLVVLOHV� LQ�VSDFH��/LQ�DQG�6LQJHU��������
/LNHZLVH��DOWKRXJK�WKH�86�³6WDU�:DUV´�SURJUDP�RI�WKH�����V�ZDV�FDQFHOOHG��LQ�WKH�
VXPPHU�RI������WKH�7UXPS�DGPLQLVWUDWLRQ�DQQRXQFHG�LWV�JRDO�RI�VHWWLQJ�XS�D�QHZ�
6SDFH�)RUFH��H[SDQGLQJ�WKH�86�PLOLWDU\�IRUFHV�EH\RQG�WKH�$UP\��1DY\��DQG�$LU�
)RUFH��,W�UHPDLQV�XQNQRZQ�ZKDW�VXFK�D�6SDFH�)RUFH�ZRXOG�ORRN�OLNH��EXW�LW�FRUURE�
RUDWHV�WKH�JHQHUDO�WUHQG�RI�PLOLWDUL]DWLRQ�RI�VSDFH��7KH�GHYHORSPHQW�RI�DQWL�VDWHOOLWH�
�$6$7��ZHDSRQV�SUHFHGHV�D�SRWHQWLDO�86�6SDFH�)RUFH��DQG�LW�LV�QRW�OLPLWHG�WR�WKH�
8QLWHG�6WDWHV�DQG�&KLQD��7KHVH�LQFLGHQWV�DQG�GHYHORSPHQWV�FDQ�EH�LQWHUSUHWHG�DV�
DQ�LQGLFDWLRQ�RI�D�PRUH�JHQHUDO�PLOLWDUL]DWLRQ�RI�VSDFH��6WHSKHQV�������

:KDW�DUH�WKH�LPSOLFDWLRQV�RI�WKLV�GHYHORSPHQW"�7R�EHJLQ�ZLWK��LW�PHDQV�WKDW�
cyberspace and internet access have become vulnerable to new forms of physi�
FDO�DWWDFNV��:KLOH�DQWL�VDWHOOLWH�ZHDSRQV�SUHYLRXVO\�WKUHDWHQHG�FHUWDLQ�IRUPV�RI�
JOREDO� WHOHFRPPXQLFDWLRQV�� WKH\� DUH� LQFUHDVLQJO\� EHFRPLQJ� WKUHDWV� WR� WKH� YHU\�
fabrics of cyberspace. Satellite systems for telecommunications and cyberspace 
VHHP�LQFUHDVLQJO\�ZRUWK\�RI�WKH�ODEHO�³FULWLFDO�LQIRUPDWLRQ�LQIUDVWUXFWXUHV´��'XQQ�
������1HZORYH�(ULNVVRQ�HW�DO��������

7KH�YXOQHUDELOLW\�RI�VDWHOOLWH�EDVHG�F\EHUVSDFH�LV�DJJUDYDWHG�E\�WKH�GHYHORS�
PHQW�RI�GXDO�XVH�WHFKQRORJ\��L�H��VDWHOOLWHV�ZKLFK�FDQ�VHUYH�ERWK�PLOLWDU\�DQG�QRQ�
PLOLWDU\�SXUSRVHV��VXFK�DV�D�VXUYHLOODQFH�VDWHOOLWH�WKDW�FDQ�VHUYH�WKH�PLOLWDU\�ZLWK�
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observations of troop movements at the same time as it serves climate research 
ZLWK�REVHUYDWLRQ�RI� ULVLQJ� VHD� OHYHOV��7KH�GHYHORSPHQW�RI�GXDO�XVH� WHFKQRORJ\�
�ZKLFK� GRHV� QRW� SUHYHQW� WKH�PLOLWDU\� IURP� RSHUDWLQJ� LWV� RZQ�� VLQJOH�XVH� VDWHO�
OLWHV�� KDV�EHHQ�SDUWLFXODUO\� VWURQJ� LQ� WKH�8QLWHG�6WDWHV� DQG� LQ�(XURSH��$�QRWH�
ZRUWK\� H[DPSOH� LV� WKH� GHYHORSPHQW� RI� WKH� (8¶V� VDWHOOLWH� VXUYHLOODQFH� V\VWHP��
ZKLFK�IRU�PDQ\�\HDUV�ERUH�WKH�DFURQ\P�*0(6��2ULJLQDOO\��WKLV�DFURQ\P�VWRRG�
IRU�*OREDO�0RQLWRULQJ�IRU�(QYLURQPHQWDO�6HFXULW\��ZKLFK�PHDQW�LW�ZDV�XVHG�RQO\�
IRU�FLYLOLDQ�DQG�VFLHQWL¿F�SXUSRVHV��SDUWLFXODUO\�VHUYLQJ�FOLPDWH�UHVHDUFK��,Q�������
KRZHYHU��WKH�(8�FKDQJHG�WKH�PHDQLQJ�RI�WKH�DFURQ\P�WR�*OREDO�0RQLWRULQJ�IRU�
(QYLURQPHQW�and�6HFXULW\��:KLOH�WKLV�PD\�VHHP�DV�DQ�LQVLJQL¿FDQW�FKDQJH�RI�ODQ�
JXDJH��LW�VLJQDOHG�D�PDMRU�SROLF\�FKDQJH��1HZORYH�(ULNVVRQ�DQG�(ULNVVRQ��������
6SHFL¿FDOO\��WKH�*0(6�ZDV�IURP�WKHQ�DQG�RQZDUG�WR�EH�XVHG�ERWK�IRU�FLYLOLDQ�DQG�
PLOLWDU\��DQG�ZLGHU�VHFXULW\��SXUSRVHV��SURYLGLQJ�QRW�RQO\�HQYLURQPHQWDO�GDWD�EXW�
DOVR�VXSSRUWLQJ�WKH�LQWHOOLJHQFH�VHUYLFHV��/DWHU��WKH�(8�FKDQJHG�WKH�QDPH�RI�WKLV�
VDWHOOLWH�V\VWHP�IURP�*0(6�WR�&RSHUQLFXV�

7KHUH� LV� D� WZRIROG� FRQVHTXHQFH� RI� GXDO�XVH� FRPPXQLFDWLRQV� VDWHOOLWHV�� )LUVW��
both military and civilian services are endangered if a satellite is attacked or get out 
RI�VHUYLFH�IRU�VRPH�RWKHU�UHDVRQ��6HFRQG��EHFDXVH�RI� WKH�FRPELQDWLRQ�RI�GLYHUVH�
W\SHV�RI�FOLHQWV�±�VSHFL¿FDOO\�PLOLWDU\�DQG�EXVLQHVV�±�WKHUH�ZLOO�EH�KLJK�GHPDQGV�IRU�
HQFU\SWLRQ�DQG�VHFUHF\��1RW�RQO\�WKH�ULVN�RI�KDYLQJ�VDWHOOLWHV�VKRW�GRZQ��EXW�DOVR�
KDFNHG� LQWR�� LV�D�QHZ�FKDOOHQJH��7KH� LQWHJUDWLRQ�RI�VSDFH�DQG�F\EHUVSDFH�PHDQV�
WKDW�WKH�H[LVWLQJ�PLOLWDUL]DWLRQ�RI�F\EHUVSDFH�±�WKH�ZRUOG�RI�LQIRUPDWLRQ�ZDUIDUH��
VWUDWHJLF�KDFNLQJ��VSUHDGLQJ�RI�PDOZDUH�DQG�GLVWULEXWHG�GHQLDO�RI�VHUYLFH�DWWDFNV�±�
EHFRPH�LQWHUPLQJOHG�ZLWK�VSDFH�DFWLYLWLHV��ZKHWKHU�FLYLOLDQ�RU�PLOLWDU\��*LDFRPHOOR�
�������7KLV�PD\�OHDG� WR�DQ� LQFUHDVLQJ�GL൶FXOW\� LQ�VDWHOOLWH�WUDFNLQJ�DQG�LGHQWL¿�
FDWLRQ�� DV� SUHYLRXVO\� VLQJOH�XVH� FLYLOLDQ� VDWHOOLWHV� E\� QHFHVVLW\� DUH� ³FRYHUHG� XS´�
EHFDXVH� RI� WKHLU� QHZ�PLOLWDU\� �DQG� EXVLQHVV�� IXQFWLRQV�� ,Q� WKH� ORQJ� UXQ� WKLV� FDQ�
EH�SUREOHPDWLF�DV�VHHQ�IURP�WKH�SHUVSHFWLYH�RI�GHPRFUDWLF�DFFRXQWDELOLW\��,Q�VXP��
WKH�SDUDOOHO�PLOLWDUL]DWLRQ�RI�VSDFH�DQG�JURZLQJ�GHSHQGHQF\�RQ�VSDFH�LQIUDVWUXFWXUH�
LPSOLHV�JUHDW�YXOQHUDELOLW\��QRW�RQO\�IRU�WKH�VDWHOOLWHV�WKHPVHOYHV��EXW�IRU�WKH�PDQ\�
(DUWK�ERXQG�LQIUDVWUXFWXUHV�DQG�IXQFWLRQV�WKH\�VHUYH�

*LYHQ�WKH�JUHDW�GHDO�RI�XQFHUWDLQW\�DVVRFLDWHG�ZLWK�VSDFH�LQ�JHQHUDO��LW�LV�QRW�VXU�
prising that many stakeholders adopt a precautionary or preemptive approach. For 
H[DPSOH��WKH�(8¶V�DSSURDFK�WR�VSDFH�VHFXULW\��VSHFL¿FDOO\�WKH�GUDIW�,QWHUQDWLRQDO�
Code of Conduct for Outer Space Activities and the Space Situational Awareness 
SURJUDP�� LV�EDVHG�RQ�D�SUHFDXWLRQDU\�DFNQRZOHGJPHQW�RI� ULVNV�RU� WKUHDWV��FRQ�
VLGHULQJ�PRVWO\�SUHHPSWLYH�PHDVXUHV�DQG�HOHPHQWV�RI�SUHYHQWLRQ��6ODQQ��������
³$QWLFLSDWRU\�VHFXULW\´�LV�WKH�QRUP�LQ�VSDFH�DQG�WKXV�VKRXOG�EH�FRQVLGHUHG�ZKHQ�
DVVHVVLQJ�WKH�WUDQVLWLRQ�RI�F\EHUVSDFH�IURP�³(DUWK�ERXQG´�RU�³(DUWK�RQO\´�LQIUD�
structure to space.

Privatization of space/cyberspace?
7KH�VLJQL¿FDQFH�RI�SULYDWH�DXWKRULW\� LQ� WKH�GHYHORSPHQW��RZQHUVKLS��DQG�RSHU�
DWLRQ� RI� LQWHUQHW� VHUYLFHV� KDV� EHHQ� DFNQRZOHGJHG� IRU�PDQ\� \HDUV�� ,QGHHG�� WKH�
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SULYDWH�VHFWRU�LV�WKH�³WKLUG´�VWDNHKROGHU�LQ�F\EHUVSDFH��DORQJ�ZLWK�JRYHUQPHQWV�
DQG�XVHUV��DV�LW�LV�QRZ�HVWDEOLVKHG�LQ�WKH�OLWHUDWXUH��*LDFRPHOOR�������������'XQQ�
&DYHOW\�DQG�6XWHU�������9DOHULDQR�HW�DO���������KHQFH�DV�WKH�SUHVHQFH�RI�F\EHU�
VSDFH�LQ�VSDFH�JURZV��WKHUH�ZLOO�EH�HYHQ�PRUH�LQFHQWLYH�IRU�WKH�SULYDWH�VHFWRU�WR�
be considered the�FDUGLQDO�SOD\HU��$�VLPLODU�JURZWK�RI�SULYDWH�DXWKRULW\��DOEHLW�DW�D�
VORZHU�UDWH��VHHPV�WR�EH�WDNLQJ�SODFH�ZLWK�UHJDUG�WR�VSDFH�WHFKQRORJ\��$V�D�UHSRUW�
E\� WKH�&HQWHU� IRU� 6WUDWHJLF� DQG� ,QWHUQDWLRQDO� 6WXGLHV� �+DUULVRQ� HW� DO�� ������ ���
QRWHG��³FRPPHUFLDO�FRPSDQLHV�ZLOO�OLNHO\�EH�WKH�primary�GULYHU�RI�DQ\�VLJQL¿FDQW�
UHGXFWLRQ�RI�WKH�FRVW�DFFHVV�WR�VSDFH´��HPSKDVLV�DGGHG���:H�KDYH�\HW�WR�VHH�FRP�
SOHWH�PHUJHUV�RI�F\EHUVSDFH�DQG�VSDFH�FRPSDQLHV��DQG�WKH�GHYHORSPHQW�RI�QHZ�
DQG�DOUHDG\�LQWHJUDWHG�VSDFH�DQG�F\EHUVSDFH�LQGXVWULHV�LV�VWLOO�LQ�LWV�LQIDQF\��%XW��
DV�QRWHG�DERYH��WKLQJV�DUH�FKDQJLQJ��7KH�H[SDQVLRQ�RI�6SDFH;�LQWR�F\EHUVSDFH�LV�
a notable example.

*LYHQ�WKH�PL[�RI�JRYHUQPHQW�SULYDWH�VHFWRU�LQLWLDWLYHV��OHVVRQV�OHDUQHG�IURP�
SDVW� H[SHULHQFH� ZLWK� SXEOLF�SULYDWH� SDUWQHUVKLS� �333�� LQ� FULWLFDO� LQIUDVWUXF�
WXUH�VKRXOG�EH�FDUHIXOO\�FRQVLGHUHG��VLQFH��DV�ZH�DUJXHG�DERYH��WKH�SULYDWH�VHF�
WRU� LV� OLNHO\� WR�SOD\� WKH� OLRQ¶V�SDUW� LQ� WKHVH�QHZ�¿HOGV�RI�PHUJLQJ� WHFKQRORJLHV�
�1HZORYH�(ULNVVRQ�HW�DO���������'XULQJ�WKH�SULYDWL]DWLRQ�³ZDYH´�RI�WKH�����V�DQG�
����V��:HVWHUQ�JRYHUQPHQWV�FRQIRUPHG�WR�WKH�EXVLQHVV�ORJLF�RI�WKH�SULYDWH�VHF�
WRU�LQ�SURGXFLQJ�DQG�SURYLGLQJ�JRRGV�DQG�VHUYLFHV��EXW�DOVR�WR�WKH�333�GRFWULQH��
LQGLFDWLQJ�D�ORQJ�WHUP�FRQWUDFWXDO�DJUHHPHQW�EHWZHHQ�SULYDWH�DQG�SXEOLF�DFWRUV�
to build or manage critical infrastructures or provide services for public utilities.

:KLOH�333�KDV�EHHQ�KHUDOGHG�DV�D�³UHYROXWLRQ´�IRU� LQIUDVWUXFWXUHV��*ULPVH\�
DQG�/HZLV��������UHVXOWV�LQ�WHUPV�RI�H൶FLHQF\�DQG�DFFRXQWDELOLW\��KRZHYHU��KDYH�
EHHQ�PL[HG�DW�EHVW��)RUUHU�HW�DO��������$QGHUVVRQ�DQG�0DOP�������+RGJH�DQG�
*UHEH� ������� (QWKXVLDVP� IRU� 333� LQ� FULWLFDO� LQIRUPDWLRQ� LQIUDVWUXFWXUHV� �&,,���
LQFOXGLQJ�WKRVH�RI�RXWHU�VSDFH��UHPDLQV�VWURQJ��KRZHYHU��3XEOLF�DQG�SULYDWH�DFWRUV�
LQYROYHG�LQ�&,,�DUH�VWUXJJOLQJ�QRW�RQO\�ZLWK�WHFKQRORJLFDO�UHOLDELOLW\��EXW�DOVR�ZLWK�
VHFXULQJ�ORQJ�WHUP�LQYHVWPHQWV��DQG�KRZ�WR�PDNH�&,,�UHVLOLHQW��:HWWHQKDOO��������
0RUHRYHU��RUJDQL]DWLRQDO� WKHRULHV�VXJJHVW� WKDW� LQVWLWXWLRQDO�IUDJPHQWDWLRQ�±�L�H��
WRR�PDQ\�VWDNHKROGHUV�±�QHJDWLYHO\�D൵HFWV�WKH�DELOLW\�WR�UHOLDEO\�PDQDJH�FULWLFDO�
V\VWHPV��ZLWK�SRVVLEO\�FDWDVWURSKLF�FRQVHTXHQFHV��3HUURZ�������

0DMRU� GLVUXSWLRQV� RI� FULWLFDO� LQIRUPDWLRQ� LQIUDVWUXFWXUHV�ZRXOG� LQGHHG� KDYH�
serious consequences not only for the public and private actors directly con�
FHUQHG��EXW�DOVR�IRU�WKH�ZHOO�EHLQJ�DQG�SURVSHULW\�RI�SRVVLEO\�PLOOLRQV�RI�SHRSOH�
D൵HFWHG��3URSHU�DWWHQWLRQ�WR�VHFXULW\�DQG�VDIHW\��KRZHYHU��LV�VRPHWLPHV�ODFNLQJ�
�%DLOHV�DQG�)URPPHOW��������GXH�LQ�SDUW�WR�WKH�GRPLQDQW�WHFKQR�RSWLPLVWLF�SHU�
VSHFWLYH�RQ�VSDFH�DQG�F\EHUVSDFH�WHFKQRORJ\��,QGHHG��UHOHYDQW�OLWHUDWXUH��'XQQ�
&DYHOW\�DQG�6XWHU�������1HZORYH�HW�DO��������VKRZV�WKDW�WKH�UHODWLRQVKLS�EHWZHHQ�
WKH�SULYDWH�VHFWRU�DQG�VHFXULW\�LV��PLOGO\�SXW��³SUREOHPDWLF´��8QVXUSULVLQJO\��VLQFH�
security is the archetypical externality��HFRQRPLVWV�KDYH�EHHQ�ZDU\�DERXW�WDFNOLQJ�
LW� �*RRGZLQG��������6HFXULW\� LV� D� ³ODUJH� VWDWH�VHFWRU´� DQG� D�SXEOLF� VHUYLFH� IRU�
ZKLFK�HFRQRPLF�PRGHOV�GLVSOD\�DQ�LUULWDWLQJ�XQ¿WQHVV��/LNHZLVH��³F\EHUVHFXULW\�
LV�D�SXEOLF�JRRG��ZKLFK�LPSOLHV�WKDW�ZLWKRXW�JRYHUQPHQW�LQWHUYHQWLRQ��LW�ZLOO�QRW�
EH�SURGXFHG´��9DQ�(HWHQ�DQG�%DXHU�������������$V�F\EHUVSDFH�PRYHV�WR�VSDFH��
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L�H��LQWR�DQRWKHU�FULWLFDO�VHFXULW\�GRPDLQ��SXEOLF�DQG�SULYDWH�VWDNHKROGHUV�VKRXOG�
ULJKWO\�EH�FRQFHUQHG��SDUWLFXODUO\�LI�OHVVRQV�FDQ�EH�OHDUQHG�IURP�WKH�H[SHULHQFH�
of cybersecurity and other critical information infrastructures with the help of 
WKH�SULYDWH� VHFWRU��7KDW�SXEOLF�SULYDWH�SDUWQHUVKLSV�DUH� LQGHHG�EHFRPLQJ�PDMRU�
QH[XVHV�RI�VSDFH� LQIUDVWUXFWXUH� LV�XQGHQLDEOH��SDUWLFXODUO\� LQ�(XURSH�DQG�1RUWK�
$PHULFD��FI��0|UWK�������1HZORYH�(ULNVVRQ�DQG�(ULNVVRQ�������

Interplanetary cyberspace?
:KLOH�LGHDV�RI�VSDFH�FRORQL]DWLRQ�KDYH�LQÀXHQFHG�VSDFH�SROLF\�VLQFH�WKH�EHJLQ�
QLQJ�RI�WKH�VSDFH�DJH��WKH\�KDYH�UHFHQWO\�JDLQHG�QHZ�PRPHQWXP��,Q������1$6$�
ODXQFKHG�D�QHZ�0DUV�VHWWOHPHQW�SURMHFW��FDOOHG�³-RXUQH\�WR�0DUV´��LQFOXGLQJ�WKH�
EXLOGLQJ�RI�D�QHZ�ODXQFK�V\VWHP��6/6���DQG�D�QHZ�VSDFHVKLS�FDOOHG�2ULRQ��7KH�
WLPHOLQH�RI�1$6$¶V�VSDFH�VHWWOHPHQW�SURMHFW��OLNH�WKDW�RI�RWKHUV��VHHPV�WR�KDYH�
FRQVWDQWO\�PRYHG� IRUZDUG�� ,Q� ������1$6$�EHOLHYHG� WKH\�ZRXOG� VHQG� WKH�¿UVW�
FUHZ�WR�0DUV�VRPHWLPH�LQ�WKH�����V��,Q�������WKH�SODQ�KDV�EHHQ�PRYHG�IRUZDUG��
ZLWK�D�¿UVW�FUHZHG�PLVVLRQ�WDNLQJ�SODFH�LQ�WKH�����V��RU� ODWHU��7KLV� LV�SDUWLDOO\�
GXH�WR�3UHVLGHQW�7UXPS¶V�UHFHQWO\�VWDWHG�LQWHQWLRQ�WR�¿UVW�UHWXUQ�WR�WKH�0RRQ��DQG�
EXLOG�D�EDVH�WKHUH��EHIRUH�HYHQWXDOO\�JRLQJ�WR�0DUV�

$PRQJ�D�KDQGIXO�RI�SULYDWH�LQLWLDWLYHV�IRU�VSDFH�FRORQL]DWLRQ��WKH�PRVW�ZHOO�
GHYHORSHG�SURMHFW�LV�WKDW�RI�6SDFH;��6LQFH������6SDFH;�LV�inter alia delivering 
FDUJR�WR�WKH�,QWHUQDWLRQDO�6SDFH�6WDWLRQ�RQ�LWV�'UDJRQ�YHVVHO��<HW��VLQFH�WKH�FRP�
SDQ\�ZDV�IRXQGHG�LQ�������WKH�JRDO�KDV�EHHQ�PXFK�PRUH�DPELWLRXV��L�H��WR�PDNH�
KXPDQLW\�D�³PXOWL�SODQHWDU\�UDFH´��VWDUWLQJ�ZLWK�WKH�FRORQL]DWLRQ�RI�0DUV��,Q�������
6SDFH;�GHFODUHG�WKDW�LW�ZRXOG�VHQG�D�¿UVW�FUHZ�WR�0DUV�DOUHDG\�E\�������:KLOH�
WKH� FDSDELOLW\� RI�6SDFH;� WR� EXLOG� DQG� ODXQFK� URFNHWV� LV� XQGLVSXWHG�� LW� LV�PRUH�
XQFHUWDLQ�LI�WKH\�ZLOO�EH�DEOH�WR�VHQG�KXPDQV�WR�0DUV�EHIRUH�WKH�HQG�RI�����V��
HVSHFLDOO\�DV�0XVN�KLPVHOI�KDV�GHFODUHG�WKDW�KLV�WLPHOLQHV�DUH�VRPHWLPHV�D�OLWWOH�
RSWLPLVWLF��6SDFH;�LV�FXUUHQWO\�GHYHORSLQJ�D�QHZ�ODUJH�DQG�UHXVDEOH�URFNHW�V\V�
WHP�IRU�LQWHUSODQHWDU\�WUDYHO��WKH�VR�FDOOHG�6WDUVKLS��,Q�6HSWHPEHU�������6SDFH;�
DQQRXQFHG�WKDW�WKH�¿UVW�YHUVLRQ�RI�WKLV�VKLS�ZRXOG�FDUU\�WKH�ZRUOG¶V�¿UVW�VSDFH�
WRXULVW�±�-DSDQHVH�EXVLQHVVPDQ�<X]DND�0DH]DZD�DQG�D�VPDOO�JURXS�RI�IULHQGV�±�
RQ� D� WULS� DURXQG� WKH�0RRQ� LQ� ������2WKHU� SULYDWH� LQLWLDWLYHV� IRU� KXPDQ� VSDFH�
H[SORUDWLRQ�LQFOXGH�WKRVH�RI�2UELWDO��%RHLQJ��%OXH�2ULJLQV��/RFNKHHG�0DUWLQ��DQG�
9LUJLQ�*DODFWLF��/LNHZLVH��LQ�FR�RSHUDWLRQ�ZLWK�/RFNKHHG�0DUWLQ��1$6$�LV�EXLOG�
LQJ�LWV�RZQ�URFNHW�IRU�GHHS�VSDFH�WUDYHO��WKH�VR�FDOOHG�6SDFH�/DXQFK�6\VWHP�DQG�
the associated Orion capsule.

0RUHRYHU�� &KLQD�� ZKLFK� KDV� VHQW� LWV� RZQ� WDLNRQDXWV� WR� D� WHPSRUDU\� VSDFH�
ODE� RUELWLQJ� (DUWK�� KDV� H[SUHVVHG� YLVLRQV� RI� KXPDQ� VSDFH� H[SORUDWLRQ� IDU� LQWR�
WKH� JDOD[\� DQG� EH\RQG��5XVVLD� ±�ZKLFK�PDLQWDLQV� WKH� 6RYLHW� VSDFH� LQIUDVWUXF�
WXUH�LQ�.D]DNKVWDQ�±�KDV�DOVR�VWDWHG�ORQJ�WHUP�JRDOV�RI�KXPDQ�SUHVHQFH�LQ�VSDFH��
/LNHZLVH�� -DSDQ��&DQDGD�� ,QGLD��DQG�D� IHZ�RWKHU�VWDWHV�KDYH�VLPLODU�DPELWLRQV��
DOWKRXJK�RQ�D�VPDOOHU�VFDOH��7KH�(XURSHDQ�6SDFH�$JHQF\�KDV�DOVR�VWDWHG�LQWHQ�
tions to join or develop their own human space exploration and has successfully 
UHDFKHG�IDU�RXW�LQ�WKH�VRODU�V\VWHP�ZLWK�XQPDQQHG�SUREHV��LQFOXGLQJ�5RVHWWD�±�WKH�
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¿UVW�KXPDQ�PDGH�REMHFW�WR�ODQG�RQ�DQ�DVWHURLG��(YHQ�WKH�8QLWHG�$UDE�(PLUDWHV�±�
DV� SDUW� RI� D� JHQHUDO�PLVVLRQ� WR� EHFRPH�DQ� DGYDQFHG�KLJK�WHFK� FRXQWU\�±�KDYH�
VWDWHG�WKH�JRDO�RI�EXLOGLQJ�FLWLHV�RQ�0DUV�ZLWKLQ�³WKH�QH[W�KXQGUHG�\HDUV´�

:KHWKHU�WKH�H[SORUDWLRQ�RI�KXPDQ�VSDFH�FRQWLQXHV�LQ�WKH�IRUP�RI�VHWWOHPHQWV�
RU�HYHQ�FLWLHV�RQ�RWKHU�SODQHWV��RU�LQ�WKH�IRUP�RI�QHZ�IUHH�PRYLQJ�RU�RUELWLQJ�VSDFH�
VWDWLRQV�±�VRPH�IRUP�RI�deep space communications system is necessary. Space 
FRPPXQLFDWLRQV�WHFKQRORJ\�LV�UDSLGO\�HYROYLQJ��ZLWK�H[SHULPHQWDWLRQ�LQFOXGLQJ�
QRW�RQO\�UDGLR�VLJQDOV�EXW�DOVR�ODVHUV�DQG�RSWLFDO�V\VWHPV��1$6$¶V�-HW�3URSXOVLRQ�
/DERUDWRU\��IRU�H[DPSOH��LV�FXUUHQWO\�ZRUNLQJ�RQ�V\VWHPV�IRU�LQWHUQHW�OLNH�VSDFH�
FRPPXQLFDWLRQ��FDSDEOH�RI�WUDQVPLWWLQJ�KLJK�YROXPHV�RI�WUD൶F��7KLV�FRXOG�YHU\�
ZHOO�EH�WKH�¿UVW�VWHSV�WRZDUG�DQ�LQWHUSODQHWDU\�F\EHUVSDFH�

The technological aspects of interplanetary cyberspace are discussed in a grow�
LQJ�ERG\�RI�VFLHQWL¿F�DQG�H[SHUW�OLWHUDWXUH��7KLV�OLWHUDWXUH�KDV�DGGUHVVHG�VSHFL¿F�
SUREOHPV�RI�GHHS�VSDFH�FRPPXQLFDWLRQ�WKDW�KDYH�WR�GR�ZLWK�GLVWDQFH��UHOLDELOLW\��
DQG�YHUVDWLOLW\��$N\LOGL]�HW�DO��������%XFXU�DQG�,DFFD��������)RU�H[DPSOH��ZKLOH�
WKH�FXUUHQW� LQWHUQHW�SURWRFROV�DUH�EXLOW�RQ�ODWHQF\�LQ�PLOOLVHFRQGV��DQ�LQWHUSODQ�
etary cyberspace must tolerate latencies or disruptions of up to several hours. This 
UHTXLUHV�FUHDWLRQ�RI�VR�FDOOHG�'HOD\�7ROHUDQW�1HWZRUNV��'71���$OVR��LI�VSDFH�VHW�
WOHPHQWV�EHFRPH�D�UHDOLW\��VSDFH�FRPPXQLFDWLRQV�infrastructure must be devel�
RSHG�� ,Q�DGGLWLRQ� WR�JURXQG� VWDWLRQV�DQG� VDWHOOLWHV�RUELWLQJ�(DUWK�� D�QHWZRUN�RI�
transmitters and other forms of communications infrastructure needs to be put up 
LQ�GHHS�VSDFH��7KH�FXUUHQWO\�H[LVWLQJ�'HHS�6SDFH�1HWZRUN��'61���UXQ�E\�1$6$��
FRQVLVWV�RI�(DUWK�EDVHG�UDGLR�DQWHQQDV�DQG�GLVKHV�� ORFDWHG�LQ�&DOLIRUQLD��6SDLQ��
DQG�$XVWUDOLD��$�VLPLODU�QHWZRUN�KDV�EHHQ�HVWDEOLVKHG�LQ������E\�WKH�(XURSHDQ�
6SDFH�$JHQF\��ZLWK�DQWHQQDV�LQ�6SDLQ��$UJHQWLQD��DQG�$XVWUDOLD��9RRVHQ��������
(DUWK�EDVHG�QHWZRUNV�DUH�FOHDUO\�LQVX൶FLHQW�WR�VXSSRUW�LQWHUSODQHWDU\�VHWWOHPHQWV�

,W�LV�SRVVLEOH�WKDW�VRPH�IRUP�RI�LQWHUSODQHWDU\�LQWHUQHW�OLNH�FRPPXQLFDWLRQV�V\V�
WHP�ZLOO�GHYHORS��EXW�LW�UHPDLQV�WR�EH�VHHQ�LI�WKHUH�ZLOO�EH�RQH�RU�PRUH�YHUVLRQV�
RI�LQWHUSODQHWDU\�F\EHUVSDFH��DQG�LW� LV�XQNQRZQ�KRZ�LVVXHV�VXFK�DV�FRQQHFWLYLW\��
DFFHVV��VHFXULW\��SULYDF\��DQG�JRYHUQDQFH�ZLOO�EH�GHDOW�ZLWK��:LOO�GHHS�VSDFH�F\EHU�
VSDFH�EH�PDGH�VHFXUH�ZLWK�HQFU\SWHG�FRPPXQLFDWLRQV��RU�ZLOO� LW�EH�HDV\� WR� WDS"�
:LOO�WKHUH�EH�D�QHZ�FRVPLF�GLJLWDO�GLYLGH"�:KR�RU�ZKDW�ZLOO�JRYHUQ�LQWHUJDODFWLF�
F\EHUVSDFH"�:KDW�QRUPV�DQG�SULQFLSOHV�ZLOO�F\EHUVSDFH�LQ�VSDFH�EH�EDVHG�XSRQ"�,I�
DQ\WKLQJ��WKH�GHYHORSPHQW�RI�DQ�,QWHUSODQHWDU\�F\EHUVSDFH�LV�SODJXHG�ZLWK�D�JUHDW�
GHDO�RI�XQFHUWDLQW\�±LQ�WHUPV�RI�ZKHWKHU�DQG�KRZ�LW�ZLOO�FRPH�DERXW��ZKDW�FDSDFLW\�
DQG�IXQFWLRQV�LW�ZLOO�KDYH��ZKR�ZLOO�EXLOG�LW��DQG�KRZ�LW�ZLOO�EH�JRYHUQHG�

7R� EH� VXUH�� WKH� PDNLQJ� RI� F\EHUVSDFH� LQ� VSDFH� UHTXLUHV� FRQQHFWLYLW\� DOVR�
EHWZHHQ� FXUUHQW� LQWHUQHW� JRYHUQDQFH� DQG� VSDFH� JRYHUQDQFH�� ,&$11� DQG�
81226$��IRU�H[DPSOH��FXUUHQWO\�VHHP�WR�KDYH�YHU\�OLWWOH�WR�GR�ZLWK�HDFK�RWKHU��
7KDW�PLJKW��RU�HYHQ�VKRXOG��EH�FKDQJLQJ�

Conclusion: Fragmentation, vulnerability, and uncertainty
7KH� GHYHORSPHQW� RI� F\EHUVSDFH� LQ� VSDFH� KDV� WZR� PDLQ� GULYHUV�� 7KH� ¿UVW� LV�
REYLRXVO\� WKH� WHFKQRORJLFDO� DGYDQFHV�� ZKLFK� ±� VLPLODU� WR� WKH� GHYHORSPHQW� RI�
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FRPSXWHUV�±�KDYH�PDGH�VDWHOOLWHV�ERWK�VPDOOHU�DQG�FKHDSHU��\HW�DW�WKH�VDPH�WLPH�
PRUH�SRZHUIXO�DQG�H൶FLHQW��6R�FDOOHG�QDQR�VDWHOOLWHV�DUH�UDSLGO\�¿OOLQJ�WKH�VNLHV��
SURYLGLQJ�DQ�LQFUHDVLQJ�QXPEHU�RI�VHUYLFHV�±�LQFOXGLQJ�F\EHUVSDFH�DFFHVV�±�IRU�D�
ZLGH�YDULHW\�RI�FOLHQWV�LQFOXGLQJ�JRYHUQPHQW��PLOLWDU\��EXVLQHVV��UHVHDUFK��WUDQV�
SRUW��1*2V��DQG�LQGLYLGXDOV�

7KH�VHFRQG�GULYHU�RI�F\EHUVSDFH�LQ�VSDFH�LV�WKH�PXOWLSOLFDWLRQ�RI�VSDFH�DFWRUV�±�
ERWK�SULYDWH�DQG�SXEOLF��DV�ZHOO�DV�GL൵HUHQW�IRUPV�RI�SXEOLF�SULYDWH�FRQVWHOODWLRQV��
3ULYDWL]DWLRQ�DQG�OLEHUDOL]DWLRQ�RI�DFFHVV�WR�VSDFH��SDUWLFXODUO\�LQ�WKH�8QLWHG�6WDWHV�
EXW�DOVR�HOVHZKHUH��H�J��/X[HPERXUJ��KDV�RSHQHG�XS�VSDFH�IRU�QHZ�W\SHV�RI�SUL�
YDWH�DFWRUV��QRW�RQO\�³DHURVSDFH´�DQG�URFNHW�FRPSDQLHV��EXW�DOVR�LQWHUQHW�DQG�QHZ�
PHGLD�FRPSDQLHV��H�J��*RRJOH���DV�ZHOO�DV�PLQLQJ�FRUSRUDWLRQV��DQG�HYHQ�1*2V�

7KH�GHYHORSPHQW�RI�F\EHUVSDFH�LQ�VSDFH�KDV�WKUHH�PDMRU�FRQVHTXHQFHV��ZKLFK�
VXPV�XS�WKH�PDLQ�REVHUYDWLRQV�PDGH�LQ�WKLV�FKDSWHU��)LUVW��LW�LPSOLHV�fragmenta-
tion�±�SDUWLFXODUO\�LQ�WHUPV�RI�VWDNHKROGHUV�DQG�JRYHUQDQFH��,W�LV�OLNHO\�WKDW�³JRY�
ernments will not hold complete control over technology dissemination in the 
JOREDO�PDUNHW´�LQ�VSDFH��VRPHWKLQJ�ZKLFK�LV�DOUHDG\�WKH�FDVH�IRU�PXFK�RI�F\EHU�
VSDFH��+DUULVRQ�HW�DO������������7KH�JURZWK�RI�VWDWHV�ZLWK�VSDFH�SURJUDP�KDV�JRQH�
IURP�WKH�RULJLQDO���WR�DURXQG����WRGD\��DQG�WKH�VLPXOWDQHRXV�JURZWK�RI�SULYDWH�
FRUSRUDWLRQV��DQG�1*2V��LQ�VSDFH�FRQWULEXWHV�WR�DQ�LQFUHDVLQJO\�IUDJPHQWHG�¿HOG�
RI�VWDNHKROGHUV��)UDJPHQWDWLRQ�DOVR�DSSOLHV�WR�JRYHUQDQFH��ZKLFK�DOUHDG\�FKDU�
DFWHUL]HV�WKH�WZR�VWLOO�VHSDUDWH�¿HOGV�RI�F\EHUVSDFH�DQG�VSDFH��)UDJPHQWDWLRQ�ZLOO�
OLNHO\�LQFUHDVH�DV�WKHVH�WZR�¿HOGV�PHUJH��&RPSUHKHQVLYH�OHJDO�IUDPHZRUNV�DQG�
PHFKDQLVPV�IRU�FRQÀLFW�PDQDJHPHQW�DQG�DOORFDWLRQ�RI�DFFRXQWDELOLW\�DUH�ODFNLQJ��
DQG�WKH�IHZ�HOHPHQWV�WKDW�H[LVW�ZHUH�GHYHORSHG�GXULQJ�DQ�HDUOLHU�SHULRG��EHIRUH�
SULYDWL]DWLRQ�RI�F\EHUVSDFH�DQG�VSDFH�� WKH� ,QWHUQHW�RI�7KLQJV��DQG� WKH� UHQHZHG�
SURJUDPV�IRU�VSDFH�FRORQL]DWLRQ�

6HFRQG��vulnerability� LV� LQFUHDVLQJ��:KHQ� F\EHUVSDFH� EHFRPHV� LQFUHDVLQJO\�
UHOLDQW� RQ� VSDFH�EDVHG� LQIUDVWUXFWXUH�� LW� EHFRPHV� YXOQHUDEOH� WR� QHZ� W\SHV� RI�
WKUHDWV��LQ�DGGLWLRQ�WR�WKH�PRUH�ZHOO�NQRZQ�GDQJHUV�WKDW�WKUHDWHQ�F\EHUVSDFH�RQ�
(DUWK��±�QRW�RQO\�GHOLEHUDWH�DWWDFNV�VXFK�DV�WKH�XVH�RI�DQWL�VDWHOOLWH�ZHDSRQV�DQG�
WDUJHWHG�VDWHOOLWH�KDFNLQJ��EXW�DOVR�WKH�KD]DUGV�RI�VSDFH�GHEULV�DQG�VRODU�VWRUPV��
0RUHRYHU��ZKHQ�VRPH�IRUP�RI�F\EHUVSDFH�HYHQWXDOO\�PRYHV�LQWR�WKH�JDOD[\��IRU�
H[DPSOH�ZKHQ�FRPPXQLFDWLRQV�LV�VHW�XS�EHWZHHQ�(DUWK�DQG�D�UHPRWH�VSDFH�VHWWOH�
PHQW��PDVVLYH�WLPH�ODJV�DQG�LQWHUUXSWLRQV�DUH�WR�EH�H[SHFWHG��3URJUDPV�IRU�³VSDFH�
VLWXDWLRQDO�DZDUHQHVV´�DQG�WKH�FOHDQLQJ�XS�VSDFH�GHEULV�DUH�KHOSIXO��EXW�WKH\�DUH�
limited both in terms of participation and resources.

7KLUG��uncertainty�ZLOO�EH�D�SUHYDLOLQJ�IHDWXUH�IRU�WKH�IRUHVHHDEOH�IXWXUH��SDU�
WLFXODUO\�FRQFHUQLQJ�QRUPV�DQG�SULQFLSOHV�RI�VSDFH�DFWLYLWLHV��DQG�ZKDW�³EDODQFH�
of power” (if any) there will be in space. This could of course be said about current 
GHYHORSPHQWV�RQ�(DUWK�DV�ZHOO��\HW�WKHUH�LW�LV�VWLOO�SRVVLEOH�WR�GLVFHUQ�WKH�UHODWLYH�
SRZHU�DQG�LQÀXHQFH�RI�SDUWLFXODU�VWDNHKROGHUV�DQG�SRVLWLRQV��IRU�H[DPSOH�UHJDUG�
LQJ�³,QWHUQHW�IUHHGRP´�DQG�³,QWHUQHW�VRYHUHLJQW\´��:LWK�UHJDUG�WR�F\EHUVSDFH�LQ�
VSDFH��KRZHYHU��GHYHORSPHQWV�VHHP�HYHQ�PRUH�FRQWUDGLFWRU\�DQG�XQFHUWDLQ��:LOO�
WKH�FRQWUDGLFWRU\�WUHQGV�RI��RQ�WKH�RQH�KDQG��PLOLWDUL]DWLRQ�DQG��RQ�WKH�RWKHU�KDQG��
FLYLOLDQ�RU�HYHQ�XWRSLDQ�YLVLRQV�RI�SHDFHIXO�VSDFH�H[SORUDWLRQ�SUHYDLO��RU�ZLOO�RQH�
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W\SH�RI�IXWXUH�GRPLQDWH�±�ZKHWKHU�GDUN�RU�EULJKW"�/RRNLQJ�EH\RQG�WKH�KRUL]RQ�
FXUUHQWO\�\LHOGV�PRUH�TXHVWLRQV�WKDQ�DQVZHUV��<HW�WKDW�XQFHUWDLQW\�PDNHV�IHUWLOH�
JURXQG�IRU�SLRQHHUV�DQG�DGYHQWXUHUV��DQG�PDQ\�RI�WKHP�DUH�IRXQG�DW�WKH�LQWHUIDFH�
of space and cyberspace.

)LQDOO\��LQ�RUGHU�IRU�VRFLDO�VFLHQWLVWV�WR�EH�DEOH�WR�WUDFN�WKH�GHYHORSPHQW�RI�F\EHU�
VSDFH�LQ�VSDFH�DQG�DQDO\]H�FRQVHTXHQFHV�IRU�SROLWLFV�DQG�VHFXULW\��IDPLOLDUL]DWLRQ�
ZLWK�WHFKQLFDO�GHYHORSPHQW�DQG�H[SHUWLVH�LV�HVVHQWLDO��5HDGLQJ�RI�H[SHUW�DUWLFOHV�RQ�
VDWHOOLWHV�DQG�RWKHU�LQIUDVWUXFWXUHV�LV�RI�LPSRUWDQFH��DV�DUH�H൵RUWV�WR�EULGJH�WKH�JDS�
EHWZHHQ�WHFKQLFDO�DQG�VRFLDO�VFLHQFH�H[SHUWLVH��ZKLFK�FHUWDLQO\�KDV�LWV�FKDOOHQJHV�
JLYHQ� GL൵HUHQFHV� LQ� LQFHQWLYHV� DQG� HSLVWHPLF� FXOWXUHV��7KH� ODWWHU� LV� D� SUHYDLOLQJ�
FKDOOHQJH��ZKLFK�VWXGHQWV�RI�676��6FLHQFH�DQG�7HFKQRORJ\�6WXGLHV��KDYH�NQRZQ�
IRU�GHFDGHV��0RUHRYHU��FDVH�VWXGLHV�DQG�FRPSDUDWLYH�DQDO\VHV�RI�LQWHUQHW�VDWHOOLWH�
programs are of importance for gaining knowledge about the patterns of change and 
FRQWLQXLW\�LQ�WKLV�¿HOG��,Q�DGGLWLRQ��DQDO\VHV�RI�WKH�OLQNDJHV�DQG�JDSV�EHWZHHQ�VSDFH�
governance and internet governance are particularly warranted.
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