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ABSTRACT 

This work proposes and analyzes a novel methodology for hand-shape image synthesis. Tue hand-shape is a popular biometrie trait with a high 
eonvenienee of use and non-intrusive aequisition. Tue proposed algorithm allows to generate realistie images with natural intra-person and inter
person variability. Tue method is based on the Aetive Shape Model algorithm whieh has been modified in order to add the biometrie information 
typieal of new synthetie identities. Tue generated images are evaluated using three publie databases and two hand-shape reeognition systems. Tue 
results show the suitability of the synthetie data for biometrie recognition works. In additi on, two novel applications have been proposed to provide 
new insights in hand-shape biometrie recognition including improvement of maehine learning classification based on synthetie training sets and 
scalability analysis of hand-shape biometries when the population of the database is inereased by two orders of magnitude with respect to existing 
databases. 

1. Introduction

Biometrie recognition technologies play an increasingly 

important role in security applications. The reliable 

authentication of people is crncial in nowadays digita! society 
and biometrie recognition provides the tools for improving the 

secw-ity of systems and services. In last decades many 

technologies have been proposed based on different human 
physical or behavioral traits: fingerprint, fa.ce, iris, hand-shape, 

palmprint, signatw-e, gait, voice, keystroke, among many 

others. 

The research conununity has invested time and efforts to 

improve the perfo1mance of biometrie recognition systems. 

Technology evaluations require large scale datasets and their 

acquisition is time consuming and problematic (Ortega-Garcia 

et al., 2010). The privacy and legal concems related with 
biometrie data make difficult the promotion oflarge acquisiti on 

campaigns and most of the research work in the literature 

comprise experiments with few hundreds of users. Initially, the 

synthesis ofbiometric data emerges as a solution to the lack of 

large scale biometrie databases. Additionally, synthetic 

da.tabases have several applica.tions such as perfonnance 

evaluation (Cappelli et al., 2006; Maltoni et al. 2009), security 

assessment (Gomez-BaITero et al., 2014), modelling 
(Plamondon et al., 2014) or irnproving enrollment (Galbally et 

al., 2009). 

The synthesis of biometrie samples involves challenging 

• Corresponding author: aythami.morales@uam.es

tasks related with the natural variability modelling. Tue 

generation process involves modelling the patterns related with 

the biometrie traits as well as the intra-person and inter-person 
variability inherent to real data. Synthetic databases are 

irnportant for both research and industry because of the lack of 

large-scale databases derived from the difficulties of data 

collection; and the privacy/legai concems related with the use 

ofbiometric infonna.tion from real people. 

Researchers have proposed models to genera.te the most 

popular biometrie traits as fingerprint (Cappelli, 2009; Zhao et 

al., 2012), fa.ce (Blanz and Vetter, 1999), iris (Venugopalan and 

Savvides, 2011; Galbally et al., 2013; Cardoso et al., 2013), 

palmprint (Zhuoshi et al., 2008; Feng et al., 2011; Morales et 

al., 2014) or signature (Rabasse et al., 2008; Galbally et al., 
2012a; Galbally et al., 2012b; FeITer et al., 2014). However, the 

synthesis of databases for hand-shape biometrie applications 

remains unexplored. Tue hand-shape biometrie recognition 

systems become popular in 90's because of: i) its convenience 

and non-intrusive acqws1tion; ii) low-cost hardware 

requirements and; iii) its acceptability to the public. While 

hand-shape biometrics is a well-investigated subject in the 

literature, to the best of our knowledge, there are no proposals 
for automa.tic generation of hand-shape images. In this paper 

we introduce a novel method for the generation of synthetic 

hand-shape irnages for biometrie applications. 

Tue main contributions in this work can be swnmarized as 
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Fig. l: Block diagram of a traditional hand-shape biometrie recognition system 

follow: i) a comprehensive method to synthetically generate 

hand-shape images which comprise the natural intra-person 

and inter-person variability; ii) an extensive analysis of the 

perfonnance of two biometrie recognition algorithms when 

using synthetic and real samples; iii) two novel applications of 

synthetic databases which reveal new insights on hand-shape 

recognition approaches; iv) a synthetic database including 

100,000 identities and 500,000 samples is made freely 

available for the research cormnunity2
. 

The rest of this paper is organized as follows: Section 2 

describes related works; Section 3 introduces the hand-shape 

generati on method and Section 4 presents the evaluation of the 

synthetic data; and Section 5 introduces two novel applications 

of the synthetic samples. Finally, Section 6 draws some 

conclusions. 

2. Related Works

The generation of hand-shapes is not new and it has been

proposed previously. In (Cootes et al., 1995) authors used the 

concavities of the hand to show the potential of the Active 

Shape Models (ASM) for border detection in images. The 

generation of hand-shape was proposed in (Gomez-Ban-ero et 

al., 2014) for vulnerability assessment of hand-shape 

recognition systems. This work proposed a hill-climbing 

algorithm, in combination with an ASM hand-shape 

synthesizer, to reconstrnct the hand-shape from the templates 

stored in the databases of recognition systems. Tue main aim 

of the genera.tion method proposed there was to reconstruct 

hand images from the templates, so it is a special case of 

synthesis (new identities are not generated). Finally, hand

shape synthesis (Feng et al., 2011; Morales et al., 2014) has 

been integrated as prut of hand-print generation focused on 

ridge-line pattems. The aim of the hand-shape synthesizer in 

the previous work (Morales et al., 2014) was the generation of 

realistic hand-shape contours (in tenns of appearance 

exclusively) to be integrated in the hand-print model. The 

hand-shape synthesizer was only briefly described and not 

studied as a biometrie modality. 

Hand-shape generation has been explored and proposed in 

previous work but for the best of our knowledge, its usefulness 

for database generation ( composed by synthetic identities) and 

hand-shape applications remains unknown. 

2 http://atvs.ii.uam.es/databases.jsp 
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3. Hand-Shape Synthesis

Traditional hand-shape recogrution approaches can be

divided into three main modules: preprocessing, feature 
exti·action and matching. Tue main aim of the preprocessing 
phase is to prepare the images for the subsequent feature 
exti·action. Tue first steps of the preprocessing involve the 
conversion from color/grayscale hand images into black and 
white images, see Fig. 1. Most of the feature exti·action and 

matching techniques in the hand-shape recognition literature 
(Duta, 2009; FeITer and Morales, 2011; Kang and Wu, 2014; 
Sharma et al., 2015) are based on the silhouette ofthe hand or 
geometrie features derived from it ( e. g. widths, lengths, angles, 
aspect ratios, areas). Ali these approaches extract features from 

black and white hand images. 
Instead of grayscale/color band images, the generation 

method proposed in this work focus on the synthesis ofbinruy 
hand-shapes which can be used in biometi-ic applications. The 
generated images lack texture (more appropriate for 
palmprint/finge1print approaches). Tue hand-shape generation 

process proposed in this work can be divided into two main 
tasks: 

• Generation of Master Hand-Shapes (modeling the

inter-person vru·iability): the aim ofthis task is to generate

a realistic master hand-shape which includes the

biometrie infoITnation of a specific synthetic identity. The

biometrie infonna.tion comprises the pattems related with

each individuai as aspect of the hand, sizes and shapes,

runong others.

• Generation ofMultiple Samples from a Maste1· Hand

Shape (modeling the inti·a-person vru·iability): the aim of

this task is to model the natural va1-iability betv.•een

acquisitions ofhand images from the same person. These

vru-iations include rotation, finger movement and minor

changes in the shape due to elasticity of the skin.

Tue next subsection will detail the methodology proposed 
to automatically generate lru·ge scale synthetic databases. 

3.1. Generation of a Master Hand-Shape 

Our hand-shape synthesis is based on the Active Shape 
Model algorithm (Cootes et al., 1995). The parameters of the 
synthesizer are calibrated using the publicly available 
GPDSHand database (FeITer et al., 2007). This database 
includes 10 irnages from 144 people acquired using a 
commerciai document scanner. Segmentation can be 



Fig. 2: Mean-Shape obtained from multiple hand contours from GPDSHand 
database 

perfonned by applying Otsu thresholding. Once we obtain the 
bina1y images, the contour is represented as a 2n element 
vector composed by the {x,y} Cartesian coordinates of n =
1300 equally-spaced points. Tue contours are aligned by 
placing the hand geometrie center as the coordinate origin and 
rotating the hand contour by an angle defined by the first and 
third finger-web (see Fig. 2 and Fig. 3). This nonnalization 
allows to reduce the effects of translation, rotation and scale in 
the generation model. 

The training set is therefore composed by 1440 aligned 
contours of dimension equal to 2600. Tue mean contour e (see 
Fig. 2) is obtained as: 

(1) 

being c
i 

the ith aligned contour (as a column vector) of the 
training set and N the number of training contours (N is equal 
to 1440 in our model). The principal axes of a 2n dimensionai 
ellipsoid fitted to the data can be calculated by applying a 
Principal Component Analysis (PCA) to the data (Jolliffe, 
2002). Each axis gives a mode of variation, a way in which the 
contour points tend to move together as the shape varies. For 
each shape in the training set we calculate its deviation from 
the mean, aci , where: 

(2) 

We can then calculate the 2n X 2n covariance matrix S as: 

lI T 
s =- ac.ac. 

N 
i i 

i=1 

(3) 

where OT denotes transpose. Tue principal axes of the 
ellipsoid, giving the modes of variation of the points of the 
shape, are described by Pk (k = 1, ... ,2n), the unit 
eigenvectors of S such that: 

Spk = ÀkPk (4) 

where Àk is the kth eigenvalue of S, Àk 2:: Àk+ 1 and 

PIPk = 1 (5) 

A master hand-shape h can be generated using the mean 
shape and a weighted sum of these deviations obtained from 
the first t modes as 

h =e+ Pb (6) 

Where P = [pi, p2, ... , Ptl is the man-ix of the first t

eigenvectors and b = [bi, b2, ... , bt]T is a vector of weights. 

Fig. 3: An example with n = 120 equally spaced points (red crosses) of 

synthetic hand-shape (in continuous blue line), the corresponding fingertip and 
finger-web points (red triangles) and the center of the base of the hand (blue 

circle) 

T ABLE I. EFFECTS OF V ARYING 1HE FIRST SIX MODES OF V ARIATION IN 1HE 
ASM HAND-SHAPE GENERATION ALGORITHM 

Mode Efl'ectson 

P1 Hand size/area 
P2 Hand rotation 
p3 Finger spread 
p4 Finger spread 
Ps Hand rotation + Finger spread 
P6 Hand rotation + Finger spread 

Modifying b in the range -3..j"f;, $ bk 2:: 3..j"f;, we can 
obtain different hand-shapes. In our experiments, the first 12 
eigenvectors or modes of variation cover 96% of the variance 
in the training set. The effects of vaiying the first 6 modes of 
variations can be easily recognized in the generated shapes and 
Table 1 surmnarizes such effects. The rest of modes show a 
combination of effects (e.g. size, shape, rotation, spread) more 
difficult to isolate. 

Tue process to generate a master hand-shape is surmnarized 
as follows: i) the design database (GPDSHand database in our 
experiments) is processed to obtain the mean contour e, the 
eigenvectors P and eigenvalues Ài<; ii) a vector b is randomly 
generated according a nonna! distribution with zero mean and 
variance equal to 3..j"f;,; iii) the contour of the master hand
shape is generated according equation (6) and the binary image 
is obtained using a flood-fill mo1phological operation. The 
resulting i1nages can be seen in Fig 5.a. Once a master hand
shape has been generated, the fingertips and finger-webs, 
which detennine the locati on and size of fingers and palin, are 
automatically extracted according the methodology proposed 
in (Fen-er and Morales, 2011) (see Fig. 3). These key-points 
will be used in the subsequent generation steps to simulate 
finger movement and shape variations. 

3.2. Generation of Multiple Samples from a Master Hand-Shape 

Tue multiple samples ai·e generated adding natural 
variability to each of the master hand-shapes. First of all, the 
position of the fingers in the GPDSHand database is analyzed 
to better understand the variability showed by different samples 
of real people. Once the hand position is nonnalized (see 
Section 3. 1), we measured: a) the angles of the finger axis and 
b) its intra-person and inter-person standard deviation (see



(a) (b) 

Fig. 4: Real intra-person variability (a) and synthetically generated intra
person variability (b) 

T ABLE Il MEAN ANGLE (DEVIATION RESPECT AN IMAGINARY VERTICAL 

UNE CENTERED IN 1HE :MIDDLE OF 1HE FINGER BASE), TiiEIR INTRA-PERSON 

AND INTER-PERSON STANDARD DEVIATION FOR EACH FINGER: THllMB (T), 

lNDEX (I), MIDDLE (M), RING (R) AND LITTLE (L) 

Mode T I M R L 

Mean angle -12.3° -9.0° 1.5• 9.9° 25.9° 

Intra-p std 5.1 2.7 2.3 2.8 4.0 

Inter-p std 8.7 4.8 4.8 5.5 6.9 

Table II). According to these measw·es we can observe that: 
i) the peripheral fingers (Thumb and Little) show higher
variability than the rest ofthe fingers (Middle, Ring and Index);
ii) the intra-person variability is near half the inter-person
variability.

In ow· generation model we introduce the following sources 
of variability: 

i) Finger-movement: the movement of the fingers is one of
the most important factors on different samples of hand 
acquisition. Due to the elasticity of the skin, this movement has 
an impact in both position and shape of the hand, see Fig. 4.a. 
Tue finger movement is introduced as follows: i) the position 
of ali fingers in the master hand-shape is established to the 
mean values showed in Tablell; ii) two random rotation angles 
.:lai (modeling the inter-person variability) and .1/3i (modeling 
the intra-person variability) are assigned to each finger . .:lai is 
fixed for ali the samples of the same synthetic identity and 
ranges +9° . .1/3 ranges +5° and varies for each sample; ii) the 
position of the finger is changed applying an affine transfonn 
to the fi = [x,y] coordinates of each finger as: 

0] fT
1 I 

(7) 

where ( = [x',y'] are the new coordinates of the i-finger 
contow·, .:lai is the offset angle ofthe i-finger and (-f is the 
traspose. 

ii) Shape: the shape shows slightly non-linear defomiations
motivated by the elasticity of the shape, the finger movement 
and the pressw·e applied during the acquisition. These changes 
are introduced in our model in two steps: i) the master hand
shape is modified introducing random noise in the vector of 
weights b' = b + .:lb, with .:lb in the range -0.lSjf; � 
.1bk � O.lSjf;; ii) the finger movement itself introduces 
defomiation in the joints betv.•een finger and palm. Tue 
continuity of the shape is guaranteed by inte1polation of the 
coordinates which produces changes siruilar to those 
introduced by the elasticity of the skin. 

(a) 

(b) 

Fig. 5. Examples ofMaster Hand-Shapes (a) and Multiple Impressions (b) 

Fig. 4 shows examples of synthetically generated multiple 
samples and real samples. The results show a natural variability 
including finger movement and small shape variations. 

4. Evaluation of the Generation Model

Tue procedure to evalua.te the synthetic biometrie samples
genera.ted with the proposed methodology is can-ied out to 
answer the following questions: How realistic are the synthetic 
images? Can they spoof a biometrie recognition system? The 
first question is related with the visual realism of the samples 
and it comprises concems about the natural aspect of the 
genera.ted hand-shapes. The second question is a well-known 
procedw·e to establish the realism of biometJ-ic synthetic 
samples (Cappelli et al., 2007; Mattoni et al. 2009; Cappelli, 
2009; Galbally et al., 2012b; FeITer et al., 2014: Morales et al., 
2014), and helps to measure the intra-person and inter-person 
variability of the generated samples and its usefulness in 
biometJ·ic applications. 

Tue evaluation procedure is based on the exhaustive 
comparison between real data (from multiple public available 
da.tabases) and a synthetically generated database. 

4.1. Databases 

Traditional hand-shape approaches are based on CCD 
cameras or digitai scanners, which provide images from which 
the hand-shape can be easily extracted, see (Wong et al., 2005) 
for a discussi on of advantages and disadvantages between both 
acquisition methods. The synthetic hand-shape database is here 
compared with three public databases for hand-shape 
biometJ·ics: 

• GPDSHand database: this database includes 10 images
from the right hand of 144 users (FeITer et al., 2007) -
captw·ed using a digitai scanner (acquired at 150 dpi).

• Bosphorus database: this database includes 3 images
from 1-ight and left hand of755 users (Yornk et al., 2006)
captw·ed using a digitai scanner (acquired a.t 150 dpi and
reduced to 45 dpi via bilinear resizing).

• UST database: this database includes 10 images from
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Fig. 7: Score distributions for geometry-based (a) and global-appearance-based (b) hand-shape recognition methods. 

right and left hand of 287 users (UST) captured using 

CCD camera (1280x960 pixels resolution). 
• Synthetic database: a 10,000 x 5 hand-shape database

(10,000 hands with five samples each) has been generated

with the proposed methodology and used in the
experiments repo1ted in the following subsections.

4.2. Validation of the hand-shape biometrics 

Traditional hand-shape recognition approaches are mainly 

based on the silhouette of the hand or features that can be 

derived from it such as sizes, distances, and angles. The finger 

morphology is one of the most discriminative aspects on the 
hands and Fig. 6 compares lengths and widths (one length and 

12 widths for each finger) of synthetic and real fingers. The 

measures have been extracted according the method proposed 

in (Fen-er and Morales, 2011). Zero mean and unit variance are 

enforced to avoid scale distortions between samples from 

different datasets. This first result confirms that real and 

synthetic hand-prints exhibit similar geometrie measures and 
therefore the generated hand shapes can be considered realistic. 

As a further experiment, two hand-shape matching 

algorithms have been tested on synthetic and real hand-prints, 

then the con-esponding match score distributions have been 

compared: 
• Geometrie Features + SVM Classifier: the first

matching algorithm is based on finger geometry measures
and LS-SVM classifier. Tue geometrie features are

obtained by measuring the widths and lengths of each

finger ( excluding the thumb finger because of its high
variability). The fea.ture vector is composed by 48 widths

(12 per finger) and 4 lengths. The SVM classifier is

trained according an open-set protocol which guarantee

different users in training and test set. See (FeITer and 

Morales, 2011) for a detailed description of the method. 
• Global Appearance + ICA2: The silhouette ofthe hand

contains much richer information than geometrica!

fea.tures. The second hand-shape matching algorithm is
based on global silhouette ma.tching based on pose

normaliza.tion and ICA2 algorithm. The authors previde

freely the software implementing the approach proposed

in (Konukoglu et al., 2006) which has shov.'Il competitive

perfomiances in publicly available databases (Dutagac1,

et al., 2008).

Both algorithms are examples of two well-knov.'Il hand

shape recognition strategies (Duta, 2006). While geometrie 
features are rela.ted with the locai infonnation of the finger and 
palm, the ICA2 algorithm focus on the whole hand appearance. 

Fig. 7 shows the score distribution of real and synthetic 

da.tabases for both algorithms, using two images as gallery set 
and the remaining as query set. In spite of the unavoidable 

differences among the scores distributions, it is quite evident 

that synthetic and real images lead to similar trends. This result 

suggests that the proposed synthetic hand-shape generation 
technique may be used for performance evalua.tion of hand

shape recognition methods. 

5. Applications of Synthetically Generated Hand-Shape
Databases

This work includes two applications ofhand-shape synthetic 
samples which previde new insights into the hand-shape 

biometrie recognition area. 

5.1. Improving machine-leaming classifìcation methods 

It is well-know tha.t the availability of a large training set 

allows an effective training of machine-leaming classifiers 
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(Bishop, 2006). This section proposes and evaluates the use of 
hand-shape synthetic images as training samples for hand 
geometry verification based on the Support Vector Machines 
algorithm (Fen-er and Morales, 2011). An experiment has been 
ca1ried out on the Bosphorns database using the hand-shape 
matching algorithm based on geometry fea.tures and the SVM 
hand-geometiy classifier described in Section 4. This particular 
database has been chosen because, with its 755 users, it was the 
largest a.vailable. The experiment has be.en can-ied out a.s 
follows: i) the SVM models con-esponding to each subject ha.ve 
been trained using random ti·aining sets of 10, 20, 50, 100 and 
150 people. The subjects chosen for the training stage ha.ve not 
been used in the verification phase (open-set para.digm); ii) 
ea.ch experiment ha.s been repeated 20 times (introducing 
randomness in the training set selection) and its FAR and FRR 
curves ha.ve been averaged. 

A similar experiment has been perfonned by using synthetic 
hand-sha.pes: i) the ASM-based hand-shape generator 
(described in Section 3) has been trained with 20 random users 
of the Bosphorns database (not used during the subsequent 
verifica.tion phase); ii) 150 synthetic subjects ha.ve been 
generated according the methodology proposed; iii) the 
synthetic users ha.ve been used as training set dw·ing the SVM 
training; here too, the experiment has been repeated 20 times. 
Fig. 8 shows the results obtained according to the training set 
size and the natw·e of the samples employed. Tue graph shows 
that by using only 20 users to synthesize a 150-subject training 
sets, it is possible to a.chieve results similar to those obtained 
with a training set of 150 real users. Table III shows the EER 
variance throughout the 20 mns of the experiment. The results 
suggest that by using synthetic training sets it is possible to 
tra.in a classifier more robustly (i.e., in a wa.y that is less 
dependent on a pa1ticular ti·aining set). 

T ABLE Ili. EER V ARIANCE IN THE 20 RUNS OF THE EXPERJMENT 

Training set size ( users) 

10 20 50 100 150 Svnthetic <ISO) 

EER Variance 0.09 0.o7 0.06 0.05 0.05 0.01 

MaxEER("/o) 3.94 3.58 2.77 2.61 2.61 2.23 

MinEERf%) 2.88 2.41 1.83 1.86 1.68 1.99 

5.2. Scalability ofhand-shape biometrics 

Studying the scala.bility ofbiometric recognition techniques 
is an important and open topic. Unfo1iwla.tely, the acquisition 
oflarge-scale datasets (millions of subjects) is ve1y critica!. For 
hand-sha.pe biometi·ics, to the best of our knowledge, there is 
no public database larger than 800 users and the actual 
scala.bility of hand-shape a.pproa.ches has not been proved yet. 
Therefore the genera.tion of a. large amount of synthetic ima.ges 
can be very useful in this context. 

3 http://atvs.ii.uam.es/databases.jsp
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Fig. 9: EER (%) as a function ofthe number ofusers for the hand geometry 

verification approach in (Ferrer and Morales, 2011 ). 

Tue methodology proposed in the present paper allows 
synthesizing large-scale da.tasets. A data.base of 100,000 X 5 
hand-shape images has been generated and used for this 
experiment: tv.•o ima.ges ha.ve been selected for ti·aining and the 
remaining three for testing. Fig. 9 shows the results (see also 
and Ta.ble IV): all the real and synthetic databases show a 
similar trend when working with less than 1,000 users. The 
synthetic database makes it possible to predict wha.t happens if 
the number of users is increased by tv.10 orders of magnitude. 
In particular, it shows that EER moves from 0.72% (for 574 
users) to 1.31% for (100,000 users) suggesting that a good 
a.ccw·a.cy can be sustained by hand-sha.pe verification 
approaches in large-scale scenarios. 

All real and synthetic data.bases show a similar beha.vior 
although the different perfonnances are produced most 
probably because of the different a.cquisition methodologies 
employed. While Bosphoms and GPDS da.tabases were 
a.cquired using digita! scanners (with deformation due to the 
pressure with the flat scanner) the UST database wa.s acquired 
using a CCD camera without contact between the pa.lm and any 
sw-fa.ce. Although the ASM was ti·ained using GDSP database, 
the intra.-cla.ss and inter-class variability inti·oduced during the 
genera.tion produces a distribution with a performance more 
similar to the UST database. 

6. Discussions and Conclusions

This work has presented and analyzed a methodology for the 
genera.tion of hand-shape ima.ges for biometi·ic applications. 
The method proposed is divided in two main tasks: generation 
of master hand-shape images which deal with the inter-person 
varia.bility and generation of multiple samples which dea.I with 
the inti·a.-person changes. The realism of these synthetic images 
wa.s assessed using both real and synthetic databases. Tue 
results evidence the realism of the synthetic samples genera.ted 
by the proposed methodology and offers the possibility of 
genera.ting a. large scale da.taset to use in biometrie applica.tions. 
Two novel applications using synthetic samples ha.ve been 
proposed and new ones could be proposed in the future using 
the 500,000 image database publicly a.vailable3 for scientific 
pwposes. 
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