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Abstract

Industrial digitalization is moving from Industry 4.0 toward Industry 5.0’s emphasis on
resilience, human-centric operation, and sustainability. This shift is enabled by the con-
vergence of Operational Technology and Information Technology, but this integration also
broadens the exposure of industrial infrastructures to cyber threats targeting communica-
tion integrity and process continuity. Mitigating these risks requires network control that
is both programmable and aware of each asset’s operational context. However, there is
still a lack of operational interfaces that translate the semantics of industrial assets into
programmable, runtime-enforceable network behavior. In this paper, following a Design
Science Research methodology, we introduce an asset-aware, closed-loop network control
abstraction in which the industrial network itself is modeled as a managed asset through As-
set Administration Shells. Asset state, lifecycle phase, and operational intent are translated
into network policies enforced at runtime on programmable data planes, while in-network
telemetry is exposed at the asset level and correlated with operational metrics. We validate
the abstraction on a hybrid testbed that combines virtualized components with industrial-
grade hardware and virtualized 5G connectivity, through three security-oriented use cases:
(i) asset-driven customization of forwarding policies; (ii) human-centric secure maintenance
with controlled remote access over 5G; and (iii) anomaly detection and isolation based on
cross-layer telemetry correlation. The results show that asset-level operations can drive
programmable network enforcement and make network telemetry available at the asset
layer. Finally, the work outlines a first step toward standardizing network-oriented asset
submodels by separating control-plane operations from data-plane state and telemetry.

Keywords: industrial security; P4; software-defined networking; asset administration shell;
digital twin; Industry 4.0; Industry 5.0; design science research

1. Introduction
Operational Technology (OT) networks interconnect industrial control systems, ma-

chines, sensors, and actuators, whereas Information Technology (IT) systems provide
enterprise services, data analytics, supervision, and remote access capabilities [1,2]. His-
torically, OT networks were organized as isolated or weakly interconnected production
cells. This organization reduced cyber exposure, but it also limited unified asset visibility,
dynamic network management, and semantic interoperability across industrial systems.
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Industry 4.0 has changed this model by requiring continuous data exchange within OT
environments and across the OT/IT boundary, enabling predictive maintenance, flexible
production, and data-driven decision-making [3].

This convergence is essential, but it introduces two distinct challenges. The first
concerns OT network management: industrial networks still suffer from limited unified
visibility over assets, proprietary or non-standardized endpoint discovery, static configura-
tion practices, and poor telemetry integration. These limitations make it difficult to adapt
network behavior to the actual state and requirements of the production environment. The
second concerns IT/OT interconnection: as OT systems become reachable from IT services,
edge platforms, and cloud services, they are increasingly exposed to cyber threats, unautho-
rized access, and disruptions that can compromise production continuity [4]. Addressing
these challenges requires network-control mechanisms that are both programmable and
aware of the operational context of industrial assets.

A promising basis for asset awareness is the Asset Administration Shell (AAS), in-
troduced in the Reference Architecture Model for Industrie 4.0 (RAMI 4.0) as the digital
representation of an asset that becomes an Industrie 4.0 component [5]. The AAS exposes
the data, functions, and relationships that characterize an asset and its interactions with
other assets in a system or process [6,7]. In parallel, Software-Defined Networking (SDN)
and programmable data planes provide runtime control over forwarding behavior, enabling
network policies to be installed, modified, and monitored through software interfaces [8,9].

Despite these complementary capabilities, a gap remains between industrial asset
semantics and programmable network enforcement. Existing AAS-based approaches
generally represent machines, services, or lifecycle information, but they do not usually
model the communication network itself as an AAS-managed industrial asset. Conversely,
SDN and P4 provide powerful enforcement mechanisms, but their policies are typically
expressed through network-level identifiers such as addresses, ports, tables, and forwarding
rules, rather than through standardized industrial asset semantics. As a result, there is
no commonly adopted AAS model for programmable network control that separates
control-plane operations from data-plane state and telemetry.

The research question addressed in this paper is therefore: how can standardized asset
semantics be coupled with programmable networking to support closed-loop, asset-aware
security control in converged OT/IT environments? We address this question using a
Design Science Research methodology, since the contribution is an engineered artifact that
is designed, implemented, and evaluated in a representative technical environment [10,11].

The artifact presented in this work is an AAS-driven network control abstraction in
which the OT network is represented as an industrial asset with dedicated AASs for control-
plane and data-plane functions. AAS operations are translated into SDN/P4 enforcement
actions, while network telemetry is exposed back through the AAS layer and correlated
with asset-side operational metrics. This creates a bidirectional coupling between industrial
asset semantics and programmable network behavior.

The contribution is positioned as an Industry 4.5 step: it validates the semantic and
programmable mechanisms required by Industry 4.0 while providing a technical basis
for selected Industry 5.0 requirements, including resilience, human-centric operation, and
sustainability-aware network control. The paper makes four specific contributions:

1. It defines a network AAS abstraction that binds asset-level information to pro-
grammable network policies;

2. It implements the abstraction using Eclipse BaSyx, P4Runtime, Kathará, and virtual-
ized 5G components;

3. It validates the framework through three security-oriented use cases, including
hardware-in-the-loop validation with an industrial Revolution Pi device;
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4. It identifies a first step toward standardizing network-oriented AAS submodels by
separating control-plane operations from data-plane state and telemetry.

The remainder of this paper is organized as follows. Section 2 reviews the related
work and highlights the research gaps addressed by the study. Section 3 presents the
problem statement, methodology, and threat model. Section 4 describes the architecture.
Section 5 presents the testbed, and Section 6 reports the validation use cases and results.
Section 7 discusses limitations, maturity, Industry 5.0 implications, and standardization
opportunities. Section 8 concludes the paper.

2. Related Work
The related work is organized around the functional chain required by the proposed ar-

tifact. First, industrial assets must be represented through a standardized semantic interface.
Second, the network must be programmable at runtime. Third, monitoring information
must be correlated across asset and network layers. Fourth, remote maintenance and
5G connectivity introduce new access-control requirements. Finally, Industry 5.0 extends
the evaluation criteria from automation alone toward resilience, human-centricity, and
sustainability. This structure allows us to identify the specific gap addressed in this paper:
the lack of an operational binding between AAS-based asset semantics and programmable
network enforcement.

In the Industry 4.0 stack, the Asset Administration Shell is the standardized digital
counterpart of a physical or logical asset, exposing semantically structured information
and services across the asset lifecycle [12,13]. AAS research has addressed interoperability,
lifecycle data, safety, and security descriptors [14,15], and the AAS structure has been
standardized in IEC 63278-1 [16]. These works establish the AAS as an industrial digital-
twin interface, but they do not generally use AAS operations as runtime inputs for network
policy enforcement.

Programmable networking provides the enforcement substrate needed to act on such
asset-level information. SDN separates control logic from forwarding behavior, while P4
enables programmable data-plane functions such as filtering, counters, telemetry, and
protocol-independent packet processing [8,9,17,18]. These capabilities have been explored
in IIoT and industrial-network contexts [19,20]. However, most programmable-network
approaches remain network-centric: policies are expressed in terms of flows, addresses,
ports, or slices, rather than through standardized industrial asset semantics.

Industrial cybersecurity research has also investigated digital-twin-based anomaly
detection, situational awareness, and cross-layer monitoring. Examples include digital-twin
intrusion detection in industrial control systems [21,22], wide-area situational awareness
for critical infrastructures [23], and bi-anomaly detection for Industry 4.0 environments [24].
Machine-learning approaches, including reconstruction-based anomaly detection [25]
and malware classification [26], can improve detection coverage. Nevertheless, these
approaches often remain monitoring-oriented: they detect or classify abnormal behav-
ior, but they do not necessarily close the loop by translating asset-level observations into
programmable network actions.

5G connectivity further increases the relevance of asset-aware network control. In-
dustrial 5G supports remote maintenance, quality-of-service management, and network
slicing [27,28]. Related work on semantic slicing, edge orchestration, and multi-layer re-
source management shows how application requirements can guide network and compute-
resource allocation [29–33]. These directions are aligned with application-aware and deter-
ministic networking efforts such as IETF APN and DetNet [34–36]. However, the intent
is typically represented through network-native or application-native abstractions, not
through AAS-based industrial asset models.
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Industry 5.0 broadens the design criteria for industrial digitalization. Networked
industrial systems should not only support automation and connectivity, but also resilience,
human-centric operation, and sustainability. Human digital twin and human-centered
production studies show how digital representations can include operators, work contexts,
and assisted decision-making [37,38]. Sustainability-oriented digital-twin work and ITU-T
recommendations on network energy and carbon assessment provide a foundation for
carbon-aware digital infrastructures [39–42]. These directions motivate network-control
mechanisms in which asset state, operator intent, and operational constraints can influence
connectivity decisions.

Table 1 summarizes the main areas of related work and the gap addressed by the
proposed architecture.

Table 1. Related-work areas and identified gaps.

Related-Work Area Current Limitation Role of This Work

AAS interoperability AASs standardize asset semantics, but rarely
expose network-control operations.

Models network control and data planes as
AAS-managed assets.

Programmable networking SDN/P4 enables runtime enforcement, but
remains mostly network-centric.

Translates AAS-level operations into
SDN/P4 actions.

Industrial security monitoring Digital-twin security often stops at
monitoring or alerting.

Couples AAS telemetry with in-network
counters for mitigation.

5G-enabled maintenance Remote maintenance increases OT exposure
and requires coordinated access control.

Coordinates 5G access, OT isolation, and
rollback through AAS operations.

Industry 5.0 operation

Resilience, human-centricity, and
sustainability require network decisions to
consider operational continuity, operator
control, and environmental constraints.

Shows how AAS-driven network control can
support Industry 5.0 pillars.

The closest related approaches can be compared along five dimensions: whether they
rely on standardized AAS semantics, whether they support SDN/P4-based enforcement,
whether monitoring and enforcement form a closed loop, whether 5G connectivity is part of
the architecture, and whether validation includes industrial hardware-in-the-loop. Table 2
reports this comparison.

Table 2. Positioning of this work with respect to closely related approaches.  indicates full sup-
port; G# indicates partial support or conceptual alignment without full end-to-end implementation;
# indicates absence of the capability.

Approach AAS-Driven SDN/P4 Enforcement Closed Loop 5G Integration HIL Validation

Digital-twin IDS for ICS [21] # # G# # #

Digital-twin-based ICS security
monitoring [22]

# # G# # #

AAS security descriptors [15]  # # # #

AAS-based IAM and access control [43]  # # # #

P4-based IIoT enforcement [17] #  G# # #

Programmable networking for ICS [19] #  G# G# #

Zero-trust architecture for IIoT [44] # G# # # #

Semantic 5G slicing [29] # G# G#  #

Edge resource marketplace [31] # G# G#  #

This work      

https://doi.org/10.3390/fi18070347

https://doi.org/10.3390/fi18070347


Future Internet 2026, 18, 347 5 of 31

The resulting gap is the absence of an end-to-end mechanism that binds standardized
industrial asset semantics to programmable network behavior. Existing AAS work provides
asset representation, programmable-network work provides enforcement mechanisms, and
industrial-security work provides monitoring and detection methods. The contribution
of this paper lies in coupling these layers operationally: AAS operations become triggers
for SDN/P4 enforcement, while in-network counters are exposed back as AAS properties
and correlated with asset-level telemetry. This bidirectional coupling is the distinguishing
element of the proposed architecture.

3. Problem Statement
Modern OT environments are increasingly connected to IT services, edge platforms,

and remote maintenance infrastructures. This connectivity improves visibility and oper-
ational flexibility, but it also exposes industrial assets that often rely on legacy protocols,
static segmentation, and limited endpoint protection. In this setting, network security
cannot be based only on host-level mechanisms or manually configured forwarding rules.
The central problem addressed in this paper is the lack of an operational interface able to
translate industrial asset semantics into programmable network behavior.

Existing AAS-based approaches provide a standardized representation of industrial
assets, including their properties, services, and lifecycle information. However, they do not
generally expose the communication network itself as an AAS-managed asset, nor do they
define reusable mechanisms through which asset state, maintenance intent, or telemetry
can directly influence network enforcement. Conversely, SDN and programmable data
planes provide runtime control over forwarding behavior, but their policies are usually
expressed through network-level abstractions such as addresses, ports, tables, and rules.
The research problem, therefore, lies at the boundary between these two layers: how to
bind standardized asset semantics to programmable network enforcement in a way that
remains compatible with industrial interoperability requirements.

The design objective of this work is to make the OT network both programmable and
asset-aware. Programmability is provided by SDN/P4 mechanisms capable of installing,
removing, and updating forwarding rules at runtime. Asset awareness is provided by AASs,
which expose the operational context required to decide when and how the network should
be adapted. The proposed artifact is an AAS-driven network control abstraction in which
network control-plane and data-plane functions are represented through dedicated AASs,
while AAS operations are translated by a Network Manager into concrete SDN/P4 actions.

The methodological framing is Design Science Research (DSR), since the contribution
is an engineered artifact that is designed, implemented, and evaluated in a representative
technical environment [10,11]. Following the DSR process proposed by Peffers et al. [11],
the study is structured as follows:

1. Problem identification: the absence of a semantic interface between AAS-based asset
representations and programmable network enforcement.

2. Objective definition: the design of a network-control abstraction able to coordinate as-
set state, communication requirements, and security policies through AAS operations.

3. Design and development: the implementation of network-related AASs, operation
handlers, and SDN/P4 integration mechanisms using existing open-source components.

4. Demonstration: the execution of representative use cases covering runtime traffic
control, 5G-assisted maintenance, and cross-layer anomaly mitigation.

5. Evaluation: the assessment of the artifact on a hybrid virtualized and hardware-in-
the-loop testbed, including latency measurements and functional validation of the
control loop.
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6. Communication: the presentation of the artifact, its validation results, and its limita-
tions in this manuscript.

DSR is appropriate for this study because the phenomenon under investigation is
created by the artifact itself: AAS-driven network enforcement does not exist as an ob-
served organizational process, but as a designed mechanism that must be instantiated and
evaluated. Alternative methodological frames would be less suitable. Action research
would require iterative intervention in a specific industrial organization, while a case-
study methodology would primarily explain an existing real-world setting. In contrast,
DSR directly supports the design–build–evaluate cycle required to validate the proposed
AAS-to-network control abstraction.

The resulting artifact addresses the problem by introducing network-related AASs that
operate alongside the AASs of OT assets. These AASs expose network-control operations
and telemetry properties through standardized asset-oriented interfaces. The Network
Manager interprets these operations, translates them into SDN/P4 policies, and installs the
corresponding rules in the programmable data plane. In the opposite direction, network
measurements such as counters and forwarding-state information are exposed back through
the AAS layer and can be correlated with asset-side metrics.

The novelty is therefore not the isolated use of AAS, SDN, P4, or 5G, but their opera-
tional coupling. Asset state, maintenance intent, and cross-layer telemetry become inputs
to network-control decisions, while network behavior becomes observable and controllable
through the same semantic layer used to represent industrial assets. This coupling provides
the basis for the threat model and validation use cases developed in the following sections.

3.1. System & Threat Model

We describe the system and threat model considered in this work through the layered
ICS structure of the Purdue Enterprise Reference Architecture [45], as shown in Figure 1.
This model organizes industrial networks into hierarchical levels, ranging from physical
processes (Level 0) to enterprise systems (Levels 4 and 5). We focus on the OT layers,
including sensors and actuators (Level 0), basic control systems such as Programmable
Logic Controllers (Level 1), supervisory systems such as SCADA and HMIs (Level 2), and
site operations (Level 3).

In our system model, we assume that the AAS instances used for monitoring are
securely instantiated with integrity protections in the IT network (Level 4/5). To bridge
the gap with the OT world, each AAS maintains a dedicated, secure channel to its specific
physical asset, enabling monitoring while remaining logically separated from the industrial
control loop. This assumption is intentionally explicit. The prototype evaluates whether
trusted AAS and controller components can translate asset semantics into network enforce-
ment; it does not claim that the AAS infrastructure is intrinsically non-compromisable. In a
production deployment, the AAS servers, registry, SDN controllers, and policy adapters
must themselves be protected with authentication, authorization, logging, network seg-
mentation, and integrity monitoring consistent with zero-trust principles [44].

3.2. Adversary Model

With respect to the attacker model, we consider an internal or adjacent adversary who
has obtained access to the OT network and possesses partial Dolev–Yao [46] capabilities.
A typical Dolev–Yao attacker has full control over the communication medium, allowing
them to access, modify, inject, delete, or delay any message passing through the network.
While this adversary possesses almost unlimited network capabilities, he is inherently
constrained by the perfect cryptography assumption. This implies that the attacker cannot
break cryptographic primitives and can only decrypt a ciphertext or forge a signature if
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he possesses the correct keys. Consequently, computational attacks such as brute-force
private-key attacks or dictionary attacks cannot be performed.

Physical Process
Level 0

Basic Control
Level 1

Supervisory Control
Level 2

Operations
Level 3

Enterprise Zone
Level 4-5

Sensors Actuators

Gateway PLCs

HMISCADA

Workstations

IT Services

OT ZONE

IT ZONE

DMZ

Attacker

Figure 1. Threat model context based on the Purdue Reference Architecture. The attacker operates
only within Levels 1–3. The Asset Administration Shell is trusted outside the attack surface.

Additionally, we introduce two specific constraints relevant to our ICS scenario:

• Aligning with previous works in ICS security [47–50], we assume that the attacker is
able to operate only at or above Level 1 of the Purdue Enterprise Reference Architecture.

• We assume that the communication channel between the AAS and its physical asset is
secured [15,43]. Since the adversary is inherently bound by the perfect cryptography
assumption, he cannot compromise the encryption or integrity of this channel and
therefore cannot tamper with the AAS monitoring data stream.

Finally, given the adversary’s nature as a network-based Dolev–Yao intruder con-
strained by perfect cryptography and operating strictly within the OT network boundaries
(Levels 1–3), he is inherently prevented from performing the following actions:

• The adversary cannot modify the AAS internal logic, APIs, or data schemas. Since
the AAS resides in the protected IT domain and the Dolev–Yao model restricts the
attacker to manipulating network traffic rather than executing arbitrary code on
remote endpoints, the AAS’s internal state remains inaccessible. So, the AAS is not
part of the attack surface.

• Due to the perfect cryptography assumption, the adversary cannot decrypt traffic
flowing through the secure tunnel between the AAS and the asset, nor can he inject
valid messages into this channel without the necessary session keys.

• Since the adversary operates strictly above Level 1 and lacks physical access to the
facility, he cannot manually tamper with hardware (e.g., cutting wires) or directly
flash malicious firmware onto field devices.

https://doi.org/10.3390/fi18070347

https://doi.org/10.3390/fi18070347


Future Internet 2026, 18, 347 8 of 31

3.3. Attack Objectives

The attacker’s primary goal is to manipulate or degrade process integrity by exploiting
weak authentication, insecure protocols, or poor segmentation between industrial levels.
We identify three main attack classes:

1. Traffic Tampering: Includes MITM attacks on industrial protocols (e.g., Modbus,
MQTT) to alter control logic, telemetry, or state updates between PLCs and sensors.

2. Sensor Data Spoofing: Involves falsifying telemetry readings (e.g., spoofed tempera-
ture, vibration) to mislead control systems or bypass safety thresholds.

3. Actuator Command Injection: Involves the unauthorized issuance of actuation com-
mands (e.g., open valve, stop conveyor), leading to unsafe or unintended process changes.

Figure 2 shows an abstract attack tree modeling how an attacker at Level 1–3 might
affect system integrity. The root node represents the goal (disruption), and leaf nodes
describe specific tactics.

Finally, Table 3 summarizes the attacker’s potential capabilities at each level, and
whether the AAS can observe such activity given its architectural placement.

Table 3. Adversary capabilities by ICS level and AAS observability.

ICS Level Attacker Capability Observable by AAS

Level 3 Network traffic injection/replay Yes (via network interface monitoring)

Level 2 SCADA/HMI traffic tampering Partially (if logs or traffic
mirrored to AAS)

Level 1 Sensor spoofing/
actuator injection

Indirectly (via inconsistent telemetry or
command timing)

AAS/controller
infrastructure

Trusted in this model Security events only if
assumption is relaxed

Disrupt
industrial operation

Traffic tampering

Alter control packets

Replay valid messages

Delay commands

Sensor spoofing

Inject false telemetry

Hide process state

Exploit weak protocols

Actuator command injection

Send unauthorized command

Abuse maintenance access

Bypass segmentation

Figure 2. Attack tree for a Level 1–3 adversary attempting to disrupt industrial operation.
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4. Architecture
This section presents the architecture that realizes the proposed asset-aware closed-

loop network control abstraction for industrial environments. Rather than treating the
communication infrastructure as a passive substrate, the architecture elevates the OT
network to an industrial digital asset by equipping both its control and data planes with
dedicated Asset Administration Shells. Through this design, asset semantics are mapped
at runtime to concrete network enforcement actions implemented via programmable data
planes. In parallel, in-network telemetry is continuously collected and exposed through the
network AASs, where it is correlated with asset-level operational metrics. This bidirectional
semantic coupling closes the control loop between assets and the network, as shown in
Figure 3.

Figure 3. Illustration of the proposed control abstraction in which the OT network becomes an I4.0
asset through its own Asset Administration Shell (AAS). Asset-level operational state and intent are
exposed via standardized AAS submodels and translated into network policies enforced at runtime
through programmable data planes (SDN/P4).

4.1. Architectural Components

The architecture is shown in Figure 4, and its building blocks are:

• Three Factory Machines, i.e., the OT environment where actual production takes place.
• Two switches implementing the OT network data plane, thus allowing communication

between the machines.
• A 5G network infrastructure, which we assume to be public and therefore usable to

access the OT environment from the outside of the factory, i.e., for remote maintenance
purposes.

• Two network controllers that can be used to program the network data plane, i.e., the
switches’ forwarding capabilities, as well as the interfaces towards the 5G network.

• The AAS infrastructure, which includes the various AASs needed, as explained later,
and the AAS management infrastructure, typically hosted outside the OT in the factory
IT network.
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Figure 4. The proposed architecture that includes both the AAS Project and the testbed use cases.

In our testbed, the AAS infrastructure was implemented using Eclipse BaSyx [51], a set
of open-source software components to support developers in implementing Industrie 4.0
concepts. Besides the AAS software tools, BaSyx provides the management infrastructure
required to operate the AASs at runtime. This includes the AAS registry, a directory-like
service through which AASs are announced and discovered, and the BaSyx web-based user
interface. Each AAS is interconnected with the others and can be inspected or invoked by
the administrator from the BaSyx web interface: the prototype interface views are reported
in Appendix A (Figures A1 and A2).

As previously explained, the network has its own AAS: following modern architectural
principles, we decided to separate the control plane from the data plane. This separation is
known as Control–User Plane Separation (CUPS) [52], a principle that emerged in LTE [53]
and 5G [54] and is nowadays a best practice in network design, because it improves
scalability and flexibility. Therefore, we designed two distinct AASs to model the network:

1. The control plane AAS, which pairs with the network control plane and therefore
with the logic governing network behavior;

2. The network infrastructure AAS, which pairs with the network data plane, i.e., the
network nodes, and therefore determines their behavior according to the logic dictated
by the control plane.

The control-plane AAS exposes controller-selection and forwarding-rule operations,
while the data-plane AAS exposes switch-level functions such as counter retrieval. The
5G capability is integrated as a submodel of the machine AAS because connectivity is
asset-related in the maintenance scenario.

Finally, we highlight that in practice, neither of these two AASs directly manipulates
network devices. Instead, they act as a semantic and operational abstraction layer, exposing
high-level intent (e.g., isolate an asset, enable maintenance mode, retrieve traffic counter)
through standardized submodels and operations.

The AAS submodels exploit SDN controllers to convert AAS-level intent into network-
level forwarding rules and telemetry queries. These latter actions can nowadays be imple-
mented with two different technological approaches:

1. OpenFlow: we implemented an AAS submodel to interact with the Ryu SDN con-
troller (https://ryu-sdn.org, accessed on 22 June 2026) REST APIs;

2. P4 Runtime and P4: we implemented a custom controller capable of installing into the
switches specific P4 programs exploiting the P4 Runtime API (https://github.com/
p4lang/p4runtime, accessed on 22 June 2026).
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In our testbed, we tested both approaches and obtained results that were quite similar
in terms of interaction efficiency and response time. Nonetheless, P4 aligns better with
current network programmability trends and provides more effective telemetry features and
forwarding control. Discussing the specific differences between these two SDN approaches
is beyond the scope of this manuscript; an extensive survey on the topic can be found, for
instance, in [55].

Finally, we also implemented the AAS for the 5G mobile terminal (the so-called User
Equipment, or UE), with the capability to control 5G connections, as discussed in detail in
Section 6.2.

4.2. AAS–SDN Implementation, Integration and Control Loop

Figure 5 illustrates the sequence of interactions triggered by an AAS operation such as
EnableMaintenanceMode.

Figure 5. AAS-to-SDN operation workflow through P4Runtime.

The execution flow is as follows:

1. A network administrator invokes an AAS operation (e.g., EnableMaintenanceMode(assetId))
via the BaSyx Web UI.

2. The BaSyx Server dispatches the request to the corresponding AAS operation handler.
3. The handler invokes a policy adapter module, which formats the request as a net-

work policy and forwards it to the SDN controller through a northbound API (REST
or gRPC).

4. The SDN controller translates the policy into a set of P4Runtime WriteRequests,
installing or updating table entries in the target P4 switch.

https://doi.org/10.3390/fi18070347
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5. The switch enforces the new forwarding behavior immediately, while the AAS
updates its exposed state properties (e.g., maintenance mode status and last
update timestamp).

In the maintenance mode use case, this translation blocks intra-factory (east–west)
traffic involving the selected asset, while allowing only explicitly authorized north–south
traffic via the 5G interface. Security and connectivity policies are represented in the
AAS through a dedicated Connectivity and Security submodel that encodes high-level
intent independently of the underlying SDN technology. Each policy specifies scope and
identifiers, traffic selectors (source/destination IP, protocol, port), the intended action
(e.g., ALLOW, DENY, MAINTENANCE_MODE), the enforcement point, and lifecycle metadata. An
excerpt of the submodel template used in the implementation is shown in Listing 1.

Listing 1. Example AAS connectivity security submodel (simplified).

{
"idShort ": "ConnectivitySecurity",
"submodelElements ": [

{
"idShort ": "Policy_Block_M1_to_M2",
"modelType ": "SubmodelElementCollection",
"value": [

{" idShort ": "policyId", "value ": "blk -m1 -m2"},
{" idShort ": "action", "value": "DENY"},
{" idShort ": "srcIp", "value": "10.0.1.10"} ,
{" idShort ": "dstIp", "value": "10.0.1.11"} ,
{" idShort ": "protocol", "value ": "ANY"},
{" idShort ": "enforcementPoint", "value ": "R1"},
{" idShort ": "status", "value": "INSTALLED "}

]
}

]
}

In the prototype, policy updates are serialized by the Network Manager operation
handler before they reach the SDN controller. This avoids simultaneous writes from
multiple AAS instances in the evaluated use cases.

At runtime, the SDN controller maps this representation to concrete data-plane rules,
e.g., by installing P4 table entries that match the specified fields and execute either forward-
ing or drop actions.

To support anomaly detection and situational awareness, the architecture integrates in-
network telemetry with AAS-based observability. Traffic counters are maintained directly
within the P4 data plane, either per-port or per-flow. The GetCounters AAS operation
retrieves this data indirectly through the SDN controller:

1. The AAS invokes GetCounters() on the Network Infrastructure AAS.
2. The operation handler requests telemetry data from the SDN controller.
3. The controller issues a P4Runtime ReadRequest to retrieve the relevant counter values

from the switch.
4. Retrieved statistics (packet and byte counts with timestamps) are returned to the AAS

and exposed as read-only properties.

These properties are visualized in the Web UI and correlated with asset-level metrics
(e.g., CPU usage from machinery AASs), enabling the distinction between transient traffic
fluctuations and sustained anomalous behavior, as discussed in Section 6.

The main graphical interface for interaction is accessible through the IT Network
and provides network administrators with all AASs, each accompanied by its respective
submodel and operations. Each of them comprises multiple submodels needed to support
the functions of the machinery or network component, focusing on network forwarding
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rules and properties to achieve reliable, efficient, and secure communications within and
outside the OT Network.

5. Testbed Setup
The testbed used to analyze the feasibility, effectiveness, and performance of the

proposed artifact has a hybrid structure. The baseline environment is containerized and
virtualized, while the hardware-in-the-loop extension replaces selected emulated elements
with industrial-grade Revolution Pi equipment. It comprises three main components:
the AAS Infrastructure and coordination system, the network configuration, and the 5G
Infrastructure for external connectivity.

As already said, the AAS Infrastructure has been developed using Eclipse BaSyx.
We used the BaSyx Registry (v1.5.0), BaSyx Server (v1.5.0), and AAS Web UI (v230703) to
construct the main AAS distributed infrastructure, and the BaSyx Java Library to implement
and deploy each AAS.

The AASs are hosted on the IT network using an Apache HTTP Server (v2.4.57) and
registered within the BaSyx Registry and BaSyx Server. Subsequently, the Web UI retrieves
information about submodels, names, and addresses of all AAS instances registered in the
Server and Registry components, enabling direct interaction via the user interface. This
approach abstracts from low-level complexity irrelevant to the user, who, in the given use
case, is only concerned with monitoring the security of Factory Machinery.

• Each Asset Administration Shell consists of one or more submodels.
• Each submodel provides one or more Operations or Properties: Operations allow the

user to modify system parameters or specific factory components, whereas Properties
display relevant data about a given component.

• Each Asset Administration Shell can connect with others based on the provided net-
work configuration, thereby contributing to overall factory coordination and security.

At the other end, the primary tool used to deploy all components and configure
the Network in a single virtualized environment is Kathará [56] (v3.8.3), an open-source
container-based network emulation system designed for demonstrating, developing, and
testing production networks in a controlled sandbox. Kathará employs Collision Domains
as fundamental network nodes. More specifically:

• Each component requiring network access is linked through one or more collision domains;
• Every component in this setup is connected to specific collision domains, ensuring

that each P4 Switch (R1 and R2) can exchange information with Network Controllers,
the AAS Infrastructure, and individual Machinery.

• Furthermore, each component connected to a collision domain must be assigned a
unique IP address and a distinct network route configuration;

• Finally, each machinery unit is equipped with two different IP interfaces to its correspond-
ing SDN switch. This setup simulates a realistic factory environment where machinery
maintains multiple connections to the factory network and other components.

5.1. Hardware-in-the-Loop

To move beyond a purely software simulation, we extended the architecture with
Hardware-In-The-Loop (HIL). As shown in Figure 6, the reference topology contains three
central machines attached to the factory network and two P4 switches with external con-
trollers, CNT1 and CNT2. In the HIL configuration, one machine and one SDN switch
are replaced by Revolution Pi equipment (https://revolutionpi.com/en, accessed on 22
June 2026), as shown in Figure 7. Revolution Pi combines a Linux-based software environ-
ment with industrial-grade deployment characteristics. The overall architecture remains
unchanged, as does the network configuration, thanks to Kathará’s ability to connect to
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external devices through Linux Bridges. The main RevPi is still connected to its corre-
sponding collision domain as before. Still, it can now provide and gather information from
sensors and actuators attached to it in a more standardized, industrial-friendly manner,
thereby enabling the operability of Factory Machines.

WORKSTATION - WEB UI

System/Network
Administrator

Actuators

Analog &
Digital Sensors

IT SEGMENT SIMULATION ENVIRONMENT OT SEGMENT SIMULATION ENVIRONMENT

CONTROLLER

Figure 6. Containerized testbed infrastructure and collision domains.
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Control
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Physical
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System
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Administration
Shells
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Figure 7. Hardware-in-the-Loop extension with Revolution Pi equipment.

5.2. 5G Implementation

The last step was to test the proposed architecture with external connectivity capabili-
ties. Because access to an industrial private 5G deployment was outside the reproducible
software testbed, we implemented a virtualized 5G infrastructure by means of:
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• UERANSIM (https://github.com/aligungr/UERANSIM, accessed on 22 June 2026)
which provides an open source 5G UE and RAN (gNodeB) implementation;

• Open5GS (https://open5gs.org/, accessed on 22 June 2026) which provides an open-
source 5G core network implementation, including all the various services and sup-
ports a complete separation between the control and data plane.

Then we implemented an AAS to control 5G connectivity, including the capability to
open 5G PDU sessions to specific destinations and to control QoS (PDU session minimum
available bit rate). With these components, it is possible to enable 5G Communication
from and to all network hosts in the Kathará virtualized structure that have a virtualized
UE (User Equipment). This allows for different communication media, representing a
more varied and standardized way to control, perform maintenance, or remotely access
factory infrastructure.

6. Results
This section presents a set of use cases designed to validate the proposed architecture.

The goal is to demonstrate the capability of the AAS to automate network control and
enforce dynamic security policies. Specifically, we focus on the system’s ability to customize
forwarding rules based on operational needs, manage secure remote maintenance directly
through the standard AAS interface, and isolate compromised assets.

The experimental validation relies on the reference architecture depicted in Figure 8,
which comprises three manufacturing machines, two programmable switches implement-
ing the P4 Runtime specification [57], and two custom network controllers developed in
Go (https://www.go.dev). The infrastructure is logically partitioned into a control plane,
hosting the decision-making logic, and a data plane, consisting of the forwarding devices.

WORKSTATION - WEB UI

System/Network
Administrator

IT SEGMENT SIMULATION ENVIRONMENT

CNT1 CNT2

R1 R2

M1 M2 M3

Control
Plane

Data
Plane

M1 M2M3

Figure 8. Reference topology employed in the validation use cases.
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6.1. Real-Time Customization of Traffic Forwarding Rules

The first outcome of this workflow is illustrated in Figure 9. It shows how traffic
within the OT network can be managed and customized in real time through interactions
with the Control Plane and Data Plane AASs. Initially, a continuous, high-speed traffic
stream is generated, with 1512-byte packets. Subsequently, the network manager activates
and configures the SDN controller managing the P4 Switch to enforce a policy that blocks
communication between the involved machines. This action is initiated via the AAS and is
represented in the figure by the first spike, corresponding to the initial exchange between
the controller and the switch. As expected, traffic is successfully interrupted. Afterward,
the network manager engages directly with the Network Infrastructure AASs to manually
apply new rules: first to permit traffic, and then to block it again (the second and third
spike, respectively). These two interactions reflect the communication between the BaSyx
Web User Interface and the Control Plane’s AAS inside the factory network infrastructure.
At the final step, the controller is deactivated, restoring standard network functionality.
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Figure 9. Example of the OT network traffic control achievable through the AAS. A packet flow
between the involved hosts is blocked. The policy is then modified by interacting with the AAS
submodels and restoring the traffic flow.

To provide a quantitative assessment, the experiment described in this first use case
on real-time traffic control, depicted in Figure 9, was repeated 1000 times. Specifically, we
evaluated the latencies associated with the rule-management operations (installation and
removal) required to block and restore traffic flow. This large sample size provides a stable
empirical estimate and allows for a precise decomposition of the total execution time. The
results are summarized in Table 4.

Table 4. Statistical analysis of Control Plane latency metrics over 1000 iterations. Values are reported
in milliseconds (ms).

Latency Component Mean Std Dev Min Max

End-to-End Request (Ttotal) 4.2106 1.2731 2.7680 37.6330

Controller–Switch Interaction (Tnet) 1.9147 0.5260 1.2650 10.5500

AAS Overhead (Taas) 0.0397 0.0216 0.0170 0.5190
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The End-to-End Request time, denoted as Ttotal , represents the aggregate latency
perceived by the IT client (i.e., the AAS Web GUI), encompassing the entire command
chain from issuance to acknowledgement. The Controller–Switch Interaction time (Tnet)
measures the latency required for the SDN controller to communicate with the P4 switch
via P4Runtime to apply or remove the forwarding rules. This component (Tnet) constitutes
the baseline physical latency of the network infrastructure. Finally, the AAS Overhead (Taas)
isolates the computational cost introduced by the AAS logic, including request parsing and
semantic adaptation.

The experimental data indicate that AAS integration introduces negligible overhead
(Taas ≈ 0.04 ms), accounting for less than 1% of the total round-trip time. The system per-
formance is dominated by the network baseline (Tnet), which averages 1.91 ms. Regarding
the operational impact, Tnet represents the effective transition window during which the
network configuration is updated. To place the observed values in context, the Industry 4.0
Digital Twin literature reports that real-time monitoring, sensor-driven synchronization,
and control-loop stability require predictable round-trip times typically in the millisecond-
to-tens-of-milliseconds range, depending on the closed loop being supervised [58–60]. The
measured transition interval of approximately 2 ms is therefore compatible with super-
visory security loops and with monitoring-grade synchronization between an asset and
its AAS.

In the first use case, the primary objective is to demonstrate the feasibility of real-time
monitoring of Network OT traffic and, as a direct consequence of network forwarding
rules, subsequently modifying network behavior from a single interface within the IT
Network. This highlights the connection between OT and IT Networks, a fundamental
concept in Industry 4.0 that increases productivity, cybersecurity, and the overall efficiency
of the entire plant. The primary user of this system, represented in Figure 8 as the Net-
work Administrator, has the capability to modify the network setup to enable or disrupt
communication between network nodes.

6.2. SDN-Based Maintenance Mode in a 5G-Connected Industrial Environment

This second use case models remote maintenance as a controlled human-in-the-loop
operation. We assume the machines can be connected to an external 5G network, in order
to be accessed remotely with a pre-defined quality of service. In this case, the interaction
with the network infrastructure will be available only through the network terminal. We
therefore implemented a 5G connectivity submodel in the AAS of each machine enabled
for external access. The submodel controls the User Equipment and exposes operations to
establish external connectivity through the public 5G network, in order to enable remote
maintenance of factory machines.

Since external connections expose OT systems to attacks from the outside world, we
consider it of paramount importance to control them in an integrated manner with internal
connectivity to minimize the risk of cyberattacks. When a given asset is stopped and
requires remote maintenance, we assume that the asset must first be disconnected from the
OT network, in order to avoid potential backdoors into the production environment. It is
then connected to the remote operator through a dedicated 5G PDU session.

The AAS 5G submodel interacts with the 5G User Equipment, i.e., the UERANSIM
simulator in this case, and may request PDU session setup and tear-down. A screenshot
of the related AAS and its Mobile Communication submodel is provided in Appendix A
(Figure A3).

At the same time the P4 switch to which the asset is connected must block all traffic
from/to the asset and the OT network (as shown in Figure 9), and the asset must then
establish a PDU session towards the 5G. The transition is shown in Figure 10. The machine

https://doi.org/10.3390/fi18070347

https://doi.org/10.3390/fi18070347


Future Internet 2026, 18, 347 18 of 31

first exchanges traffic on the internal OT network (purple line). The local OT traffic is then
blocked, and the 5G traffic (green line) is started. After a configurable maintenance window,
the original OT operations are restored. In the same figure, the purple plot is registered on
the internal P4 switch and the green plot on the asset 5G interface, superimposed on the
same time scale.
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Figure 10. Maintenance mode transition between internal OT traffic and 5G access.

From an Industry 5.0 perspective, the maintenance mode is not merely an automated
machine event. It is a safe interface for a remote expert or an on-site operator to interact with
an asset while the AAS keeps the network state explicit, auditable, and reversible. The AAS
therefore reduces cognitive and cybersecurity burden: the operator requests a semantic
maintenance action, and the infrastructure coordinates isolation, external reachability,
and rollback.

To provide some insight into this latter operation, we measured the time required
to open and close the PDU session, as shown in Figure 11. These values are functional
measurements from the virtualized 5G environment. They validate the orchestration
chain, but should not be generalized to production radio latency without dedicated 5G
hardware testing.

6.3. Anomaly Detection and Isolation via Cross-Layer Correlation

This third use case focuses on demonstrating cross-layer correlation in the context
of remotely accessible OT networks, where exposure to external threat vectors increases
the attack surface. Accordingly, our system implements a security mechanism based on
cross-layer correlation, avoiding reliance on isolated network or machinery data. This
combined analysis allows the system to distinguish between legitimate operational bursts
and malicious activities.

First, the system monitors real-time network telemetry via packet–byte counters em-
bedded in the P4 Switches. Specifically, the system utilizes the GetCounters operation,
as detailed in Section 4, to periodically retrieve traffic statistics from the Network Infras-
tructure AAS. Then, this network data is not analyzed in isolation but is correlated with
host-level metrics retrieved from the Asset Administration Shell of the target machinery.
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In this specific use case, the chosen target machinery is the RevPi, integrated into the
Hardware-in-the-Loop setup, as described in Section 5, while the system metric is the CPU
usage, retrieved directly from the RevPi’s AAS.
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Figure 11. Time to set up and tear down the 5G PDU session. The plot shows 10 experiments and
their respective averages.

6.3.1. Baseline Characterization and Threshold Definition

To ensure rigorous detection logic and minimize false positives, we conducted a
4 h preliminary profiling phase. During this period, we monitored the system under
standard operational conditions to establish operational baselines and define specific safety
thresholds for both network traffic and machinery performance. Telemetry data was
retrieved from both AAS instances every second, and the observed metrics are summarized
in Table 5.

Table 5. Operational baseline metrics for the target machinery (RevPi).

Metric Mean Value Max Recorded Value

CPU Usage 29.35% 51.68%

Network Throughput 3.89 Mbps 4.90 Mbps

Based on these observations, the following detection parameters were defined:

• RevPi Performance (CPU): while the RevPi exhibits an average CPU utilization of
≈29%, transient peaks can reach ≈51% during standard operations. To accommodate
this normal load variance while identifying potential anomalies, the safety threshold
was set at τcpu = 40%.

• Network Throughput: with a baseline traffic volume averaging 3.89 Mbps and legiti-
mate spikes up to 4.90 Mbps, the network throughput threshold was conservatively
set at τnet = 10 Mbps.

Crucially, the detection mechanism incorporates a temporal consistency check to miti-
gate false positives caused by transient spikes, such as legitimate load fluctuations observed
in the RevPi’s baseline. Given the sampling interval of one second, a momentary threshold
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violation is insufficient to trigger an alarm. Instead, the system enforces a persistence con-
straint: an anomaly is formally declared only if the safety thresholds for both CPU usage
and network throughput are simultaneously and continuously exceeded for a detection
window of Wdetect = 30 s. This logic filters operational noise in the evaluated scenarios.
The parameters (τ and Wdetect) were empirically calibrated for this testbed and should not
be read as universal thresholds. More advanced models, including reconstruction-based
anomaly detection and unsupervised learning, can be integrated at the AAS layer without
changing the SDN enforcement path [25,61].

6.3.2. Attack Detection Scenarios

The detection workflow relies on the simultaneous violation of both τcpu and τnet.
The Network Manager submodel periodically polls the GetCounters property from the
Network Infrastructure AAS and correlates it with the CPU Usage property from the Ma-
chine AAS. We illustrate two distinct scenarios to validate the robustness of this correlation
mechanism against operational fluctuations that may be detected as false positives and its
efficacy in mitigating actual threats.

First, we address the identification of a transient anomaly. Figure 12 illustrates a
scenario where a temporary surge in traffic is detected, triggered by a legitimate system
maintenance task: a software update initiated on the RevPi by the system administrator.
This operation causes a simultaneous increase in network throughput (due to package
downloading) and CPU usage (due to installation overhead). However, the violation of
the thresholds is transient. Since the data values return to the nominal baseline (<τnet

and <τcpu) within the predetermined observation window, the system correctly classifies
this event as a non-malicious operational spike. Consequently, no blocking action is
triggered, demonstrating the system’s ability to maintain operational continuity and avoid
unnecessary disruptions typical of overly aggressive intrusion detection systems.
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Figure 12. Transient anomaly scenario: the system detects a simultaneous spike in network through-
put and CPU usage caused by a generic software update on the target machine. Since the values
rapidly return to nominal levels, the correlation logic identifies this as a transient anomaly, and no
isolation measures are taken.

https://doi.org/10.3390/fi18070347

https://doi.org/10.3390/fi18070347


Future Internet 2026, 18, 347 21 of 31

Conversely, the second scenario demonstrates the detection and isolation of a sustained
attack. Figure 13 depicts the system dynamics during a confirmed volumetric Denial-
of-Service attack targeting the Modbus server on the RevPi, executed by an adversary
operating from a compromised workstation located at Level 3 of the Purdue Enterprise
Reference Architecture, as described in Section 3. In this context, the protection mechanism
operates through a deterministic closed-loop sequence:

1. Monitoring and Correlation: the Network Manager observes a synchronized violation
of both thresholds (τnet and τcpu), indicating that the surge in network traffic is directly
degrading the asset’s computational performance.

2. Temporal Confirmation: unlike the transient update scenario, the violation persists
continuously throughout the entire duration of the detection window (Wdetect), satis-
fying the condition for anomaly confirmation.

3. Active Mitigation: upon confirming the threat, the Network Manager triggers an
automated response via the SDN Controller AAS to enforce traffic isolation at the
data plane level. Specifically, the controller sends a P4Runtime WriteRequest to
update the P4 switch’s IPv4 forwarding table (ipv4_forward). A new flow entry is
installed that matches the malicious source IP address and executes a drop action. As
evidenced in the graph, the throughput drops to operational values immediately after
the detection window (approx. t = 30 s), confirming the successful isolation of the
compromised host.
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Figure 13. Anomaly scenario: a sustained violation caused by a volumetric DoS attack targeting the
RevPi’s Modbus server. The system correlates the high network load with abnormal CPU usage and
triggers an automated response. The SDN controller pushes a blocking rule, effectively isolating
the attacker.

Given the limited number of controlled scenarios, the results are interpreted as proof-
of-concept evidence rather than as statistically grounded attack-success, false-positive,
or false-negative rates. In the evaluated cases, the defense mitigated the sustained DoS
scenario, while no isolation was triggered during the transient benign scenario. A broader
quantitative assessment would require a labeled dataset covering multiple attack classes,
benign operational and maintenance activities, and low-volume manipulations.
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The implemented countermeasure relies on a binary drop action to validate the AAS-
to-P4 enforcement loop with a minimal and deterministic mitigation policy. For Industry 5.0
resilience, the same mechanism can evolve toward graceful degradation: P4Runtime could
install rate-limiting rules instead of drops, redirect suspicious traffic to an inspection path,
preserve worker-safety telemetry, and maintain emergency human-override channels while
isolating the malicious vector. The AAS layer is suitable for this extension because it can
expose not only network addresses but also the asset role, maintenance state, and safety
criticality needed for selective mitigation.

7. Discussion, Limitations, and Future Work
The experimental results validate the proposed AAS-driven control loop as a mech-

anism for translating asset-level information into programmable network actions. This
section discusses the experimental boundaries of this result and examines how the same
architectural principles can support more scalable, resilient, and human-centered industrial
network control.

7.1. Technology Readiness and Evidence Boundaries

The implemented prototype is classified as TRL 4, corresponding to component and
system validation in a laboratory environment. The hardware-in-the-loop integration
with Revolution Pi equipment provides partial evidence toward TRL 5, since the AAS
and SDN/P4 control loop interact with industrial-grade hardware in a relevant testbed.
The 5G subsystem, however, is evaluated through UERANSIM and Open5GS rather than
commercial 5G infrastructure, while the anomaly-detection logic is assessed through con-
trolled scenarios. The current evidence, therefore, supports laboratory-scale architectural
validation rather than field deployment readiness.

The measured 1000-iteration rule-management experiment shows that the AAS pro-
cessing component is small compared with controller–switch interaction time in the imple-
mented setup. This supports the claim that the semantic AAS layer is not the dominant
latency source. It does not, by itself, prove negligible packet loss, jitter, or behavior under
concurrent production traffic; those metrics require dedicated load experiments and are
future validation targets.

To make the maturity assessment auditable rather than monolithic, Table 6 maps each
architectural block to its current TRL and to the evidence that supports the assigned level.
The composite system-level TRL is therefore reported as TRL 4 with partial movement
toward TRL 5: the AAS layer, the SDN/P4 control loop, and the HIL asset are validated in
a relevant testbed, while the 5G subsystem remains at TRL 3–4 because it is exercised only
through virtualized RAN/Core components.

7.2. Detection Scope, Feedback Delay, and Control Stability

The anomaly-detection use case validates the cross-layer detection and enforcement
architecture through a deterministic threshold-based logic. The detector correlates network-
side indicators (traffic volume) with machine-side indicators (CPU load) and triggers
mitigation only when the abnormal condition persists over a confirmation window. This
design is suitable for sustained volumetric or resource-exhaustion events, where the cyber
and physical symptoms are jointly observable. It is less suitable for stealthy manipulations,
such as isolated malicious Modbus commands, low-rate process deviations, or false-data
injection events that do not produce persistent changes in CPU load or throughput. The
architecture does not depend on this specific threshold logic. The detector is placed
above the SDN/P4 enforcement interface: it consumes AAS-exposed telemetry and, when
an anomaly is detected, invokes the same mitigation procedure used in the prototype.
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Therefore, the detection module can be replaced or extended without changing the AAS-to-
SDN/P4 enforcement path.

Table 6. TRL assessment summary.

Block TRL Validation Evidence Experimental Boundary

AAS semantic layer (BaSyx) 4–5
Rule-management benchmark over 1000 it-
erations; integration with controllers and
HIL asset.

Evaluated in laboratory conditions, not in a
multi-site industrial deployment.

SDN/P4 control loop 4–5
End-to-end policy installation through
P4Runtime on emulated and HIL
communication paths.

Tested on a limited topology with two
switches and controlled traffic patterns.

HIL industrial asset (RevPi) 5
Industrial-grade controller running
representative workloads and exposing
AAS-mediated telemetry.

Validated on a single HIL asset rather than
a heterogeneous production cell.

5G connectivity subsystem 3–4 Orchestration validated with UERANSIM
and Open5GS.

RAN and Core components are virtualized;
commercial 5G hardware was not used.

Anomaly-detection logic 3–4
Threshold-based detector evaluated on one
sustained DoS scenario and one transient be-
nign scenario.

No large labeled dataset or multi-class attack
evaluation is included.

Composite system 4 (→5)
Integrated AAS, SDN/P4, 5G-emulated,
and HIL validation in a relevant
laboratory testbed.

System-level readiness is limited by the
virtualized 5G subsystem and controlled
detection scenarios.

More advanced detection logic can be integrated at the same architectural point, but
the choice of detector is deployment-dependent. Data-driven alternatives require stronger
assumptions: reconstruction models and one-class methods rely mainly on representative
nominal data [25,61,62], while supervised classifiers require labeled benign and attack
traces, which are often unavailable in OT environments. Lightweight unsupervised meth-
ods, such as Isolation Forests, can reduce computational cost and improve interpretability,
but their effectiveness depends on the separability of anomalies from normal operational
transients [63]. Accordingly, the detector is not considered a generic replaceable block with
equivalent alternatives. It is a deployment-specific component whose design depends on
telemetry availability, computational constraints, and the class of attacks to be detected. The
architectural interface, however, remains unchanged: the detector consumes AAS-exposed
telemetry and triggers mitigation through the existing AAS-to-SDN/P4 enforcement path.

The resulting loop should be interpreted as a supervisory security loop, not as a real-
time process-control loop. Its purpose is to detect abnormal cyber–physical conditions and
enforce network-level mitigation, rather than to stabilize physical dynamics at sub-second
time scales. The loop latency includes telemetry sampling, the confirmation window used
by the anomaly detector, AAS request processing, controller-side policy handling, and
P4Runtime rule installation. This timing is compatible with the mitigation of sustained
security events, such as volumetric or resource-exhaustion attacks, but it is not appropriate
for immediate actuation or stability-critical control. Future extensions should therefore eval-
uate shorter sampling intervals, adaptive confirmation windows, and mitigation policies
explicitly designed for cyber–physical workflows requiring tighter synchronization.

7.3. Scalability

Scalability in the proposed architecture mainly concerns the AAS-based management
path and the SDN/P4 enforcement path. An AAS operation is processed by the BaSyx in-
frastructure, dispatched to the corresponding operation handler, translated by the Network
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Manager into a network policy, and finally installed by the SDN/P4 controller through
P4Runtime. The OT data plane is involved only after the rule has been installed, through
match–action processing in the programmable switch. Therefore, the AAS layer does not
add per-packet processing overhead to industrial traffic; its impact is associated with the
rate and concurrency of management operations. As the number of assets increases, the
relevant scaling factors are the number of registered AASs and submodels, the frequency
of operation invocations, the rate of telemetry reads, and the number of active policies that
must be translated into P4 table entries. This is different from data-plane scalability, which
depends on switch table capacity, rule granularity, and P4Runtime update rate. The current
prototype evaluates this mechanism on a small topology, so it validates the control-loop
implementation but does not quantify these factors under large-scale concurrency. The
IT/control-plane placement of the AAS infrastructure also leaves deployment flexibil-
ity. BaSyx registries, dashboards, and historical asset information can be hosted on plant
servers, edge platforms, or cloud infrastructure. Components involved in time-sensitive
enforcement, such as the Network Manager and the SDN/P4 controller, should remain
close to the plant network when low latency or local availability is required. This separation
is consistent with the implemented architecture, where AAS services expose asset-level
operations while the programmable switches remain responsible for packet forwarding.

In the current prototype, telemetry correlation is implemented through periodic re-
trieval of network counters and machine-side metrics. This mechanism is appropriate for
the evaluated use case, where the number of monitored assets is limited and the sampling
interval is fixed. At a larger scale, however, unchanged per-asset polling would increase
management traffic and registry/API load. A more scalable implementation should there-
fore rely on selective monitoring, event-triggered updates, and aggregation of counters at
the controller or switch level.

Policy management represents a second scalability dimension. In the prototype, policy
updates are serialized by the Network Manager before being forwarded to the SDN con-
troller. This avoids inconsistent updates in the evaluated scenarios. In larger deployments,
where multiple AAS instances or applications may request overlapping network actions,
the Network Manager should also provide policy arbitration by detecting conflicting traffic
selectors and applying deterministic priorities among isolation, maintenance, and ordinary
connectivity rules.

7.4. Industry 5.0 Implications

Although the prototype is primarily designed to validate AAS-driven network control
in an Industry 4.5 setting, its mechanisms address three core Industry 5.0 dimensions: re-
silience, human-centricity, and sustainability. These dimensions are not treated as indepen-
dent add-ons, but as consequences of the same architectural principle: asset-level semantics
are exposed through the AAS and translated into programmable network behavior.

The resilience dimension is represented by the closed-loop mitigation mechanism. In
the current implementation, the response to a confirmed anomaly is a binary drop rule
installed through the SDN/P4 enforcement path. This action provides a deterministic
validation of the AAS-to-P4 loop, but the same mechanism can support more selective
responses. Since the mitigation is expressed as an AAS-level policy before being translated
into data-plane rules, the action can be extended from simple isolation to rate limiting,
traffic mirroring, redirection to an inspection path, or time-bounded quarantine. This is
relevant for industrial resilience because the objective is not only to stop malicious traffic,
but also to preserve the essential communication needed for diagnosis, safety monitoring,
and recovery.
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The human-centric dimension is illustrated by the maintenance use case. The operator
does not manually configure 5G connectivity, OT isolation, and rollback as separate low-
level network actions. Instead, the maintenance state is requested through an asset-level
AAS operation, and the infrastructure translates this request into the required network
configuration. This reduces the operational burden on human operators and makes the
resulting network state explicit and auditable. In a production deployment, the same
mechanism can be extended with role-based authorization, operator confirmation for
disruptive actions, policy expiration times, and rollback conditions. These extensions
would preserve human control over safety-relevant decisions while keeping the underlying
network orchestration automated.

The sustainability dimension is not directly implemented in the current prototype,
but it can be integrated through the same AAS-based abstraction. An energy-aware or
environmental submodel could expose information such as energy consumption, carbon
intensity, or preferred low-energy connectivity options for network and edge resources.

The prototype, therefore, does not claim to implement a complete Industry 5.0 system.
Its contribution is more specific: it demonstrates a programmable and semantic control layer
through which Industry 5.0 requirements can be expressed and enforced at the network
level. Resilience is addressed through closed-loop mitigation, human-centricity through
auditable maintenance operations, and sustainability through the possibility of adding
environmental constraints to AAS-based policy decisions.

7.5. Standardization Perspective

The prototype also exposes a standardization gap in current AAS-based industrial
modeling. While AAS specifications provide a general structure for representing industrial
assets and their submodels, there is no commonly adopted AAS submodel dedicated
to programmable network control. In this work, the OT network is therefore modeled
through implementation-specific AASs and submodels. This is sufficient to validate the
proposed architecture, but it limits portability across different plants, controllers, and
network-programming technologies.

Following the SDN principle adopted in the architecture, we argue that network-
related AAS standardization should distinguish between control-plane and data-plane
functions. A first reusable submodel should describe the Network Control Plane. Its role
is to expose the operations and properties needed to express network intent, select or
configure controllers, install or remove policies, and track policy state. Typical elements
include policy identifiers, target assets, traffic selectors, requested actions, enforcement
scope, priority, validity conditions, and installation status. This submodel would represent
what the industrial system requires from the network, without binding the AAS interface
to a specific enforcement technology.

A second reusable submodel should describe the Network Data Plane. Its role is
to expose the observable and enforceable state of the forwarding infrastructure, includ-
ing switches, ports, counters, flow statistics, table entries, and enforcement points. This
submodel would support telemetry retrieval and verification of the rules installed by the
control plane. In the prototype, this role is implemented through switch-level functions
such as counter retrieval and through P4Runtime-based rule enforcement; in a standardized
form, the same abstraction could be mapped to P4, OpenFlow, or other programmable
forwarding technologies.

The separation between these two submodels is important because control and data
planes evolve differently. The control-plane submodel captures asset-level network intent
and policy lifecycle information, whereas the data-plane submodel captures the state
and telemetry of the forwarding devices. Keeping these concerns separate makes the
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AAS representation more reusable: the same control-plane intent can be translated by the
Network Manager into different enforcement backends, while the data-plane submodel
can expose technology-specific measurements through a common asset-oriented interface.

This standardization direction is consistent with IEC 63278, which provides the struc-
tural basis for AASs and their submodels [16]. The contribution suggested by this work is
not a new network protocol, but the definition of two network-oriented AAS submodels:
one for the programmable network control plane and one for the programmable network
data plane. Such submodels would make asset-aware connectivity, security policies, teleme-
try, and operational constraints portable across SDN/P4, OpenFlow, 5G, DetNet, and
APN-based infrastructures [34–36,64].

8. Conclusions
This paper presented an AAS-driven network control abstraction for converged OT/IT

environments. The proposed approach models the OT network as an industrial asset and
uses Asset Administration Shells to expose network-control operations, telemetry, and
asset-related context through a standardized semantic layer. These AAS-level operations
are translated into programmable P4 actions, enabling forwarding policies and mitigation
rules to be installed at runtime.

The main contribution is the operational coupling between industrial asset semantics
and programmable network enforcement. Rather than treating the network as a passive
communication substrate, the proposed architecture makes network behavior controllable
through the same asset-oriented abstraction used to represent industrial devices. This
coupling enables three capabilities demonstrated in the validation use cases: dynamic
customization of forwarding rules, controlled 5G-assisted maintenance with OT isolation
and rollback, and anomaly mitigation based on the correlation between AAS-exposed
machine and network telemetry.

The evaluation was conducted on a hybrid testbed combining a containerized network
environment with a hardware-in-the-loop extension based on Revolution Pi equipment.
Across the three use cases, the prototype demonstrates that AAS operations can be used to
configure forwarding behavior, coordinate controlled 5G-assisted maintenance, and trigger
network-level mitigation from cross-layer telemetry correlation. These results support the
feasibility of the proposed abstraction at laboratory scale and justify a TRL 4 assessment,
with partial evidence toward TRL 5 for the components exercised with industrial hardware.

Finally, the work identifies a standardization direction for network-oriented AAS
models. The implemented architecture separates network control-plane functions from
data-plane state and telemetry, following the same separation adopted by SDN-based
network design. In this sense, the contribution is not only an implementation of AAS-
based network control, but also a first step toward a more portable representation of
programmable industrial networks through AAS submodels.
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5G Fifth-Generation mobile network
AAS Asset Administration Shell
APN Application-aware Networking
API Application Programming Interface
CPU Central Processing Unit
CUPS Control–User Plane Separation
DetNet Deterministic Networking
DoS Denial of Service
DSR Design Science Research
gRPC Google Remote Procedure Call
GUI Graphical User Interface
HIL Hardware-in-the-Loop
HMI Human–Machine Interface
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ICS Industrial Control System
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IT Information Technology
LTE Long-Term Evolution
MITM Man-in-the-Middle
MQTT Message Queuing Telemetry Transport
OT Operational Technology
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SCADA Supervisory Control and Data Acquisition
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Appendix A. Prototype Screenshots
This appendix provides representative screenshots (Figures A1–A3) of the imple-

mented BaSyx-based prototype, illustrating the AAS interface and the exposed asset infor-
mation used during the validation scenario.

Figure A1. Network control-plane AAS prototype interface.

Figure A2. Network data-plane AAS prototype interface.

Figure A3. Asset AAS prototype interface with 5G connectivity submodel.
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