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Abstract. Complex coordination protocols are necessary to manage complex
organisations. The healthcare management sector is no exception, since differ-
ent authorities, users, and systems have to interact with each other in order to
achieve their organisational goals. In this paper we consider a case study on the
authorisation and accreditation of healthcare structures in the Emilia Romagna re-
gion in Italy. We specify the case study using global choreographies so to enable
the analysis of the correctness of its communication patterns using the PomCho
tool. This requires to refine PomCho and its underlying theoretical framework.
First, we extend PomCho to support not only asynchronous communication, but
also synchronous one. Moreover, in both the cases, we provide a more efficient
algorithm to check closure properties ensuring realisability of choreographies.
The new algorithm allows us to check realisability of larger pomsets than before,
which makes our approach viable for complex systems such as our case study.

1 Introduction

Distributed systems present a main tension: while the decomposition of functionality
across multiple components helps managing complexity and improves efficiency, it
also scatters execution contexts and states across the computational environment. This
makes it difficult to guarantee global properties. Centralised coordination avoids this
problem but introduces performance bottlenecks and single points of failure.

Choreographic specifications [18] offer a high-level way to describe desired interac-
tions by presenting a global view of possible execution traces. This global perspective
aims to simplify the modelling of interactions and their ordering constraints. In con-
trast, the expected behaviour of each component can be captured by formal models
such as Communicating Finite State Machines [5] or programming languages featuring
message-passing (e.g., Erlang or GoLang).

* Work partially supported by PRIN project FREEDA (CUP: 153D23003550006), by French
ANR project SmartCloud ANR-23-CE25-0012, by INdAM — GNCS 2025 project MARQ,
code CUP E53C24001950001, by European Union - NextGenerationEU PNRR Mission 4,
Component 1, Investment 4.1 (DM 351/2022) - Public Administration, by the PRIN PNRR
project DeLICE (F53D23009130001) and by the MUR dipartimento di eccellenza 2023-2027.
We thank the reviewers for their comments and suggestions.
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Not every choreography admits a correct realisation, namely a realisation as a set
of participants whose sequences of possible interactions match the ones specified in the
choreography. We provide a language-independent solution based on some realisability
conditions on global views. Concretely, we employ partially ordered multisets (pom-
sets) as an abstract representation of global specifications. A pomset exposes the causal
relationships among communication events —namely sends and receives of messages—
without prescribing a total order and it is suitable for reasoning about synchronous
rendezvous and asynchronous semantics. Our realisability conditions can be checked
directly on pomsets, eliminating the need to enumerate interleavings or translate into a
particular choreography language.

Contributions and Structure of the Paper. We extend the framework in [14,15] (sum-
marised in Section 2) through the analysis of a comprehensive, realistic case study
borrowed from the process management domain (cf. Section 3) whose size challenges
both the theory [14] and the implementation in [15]. We refine the pomset framework
to encompass synchronous communication, defining new realisability conditions for
rendezvous-style send/receive primitives (cf. Section 5). This generalisation ensures
that our method applies seamlessly whether components use blocking sends and re-
ceives or non-blocking, unordered message queues.

Verifying realisability over large pomsets can be unfeasible. To mitigate this, we in-
troduce an algorithm (cf. Section 6) that identifies a “sufficient prefix”, the largest subset
of events that captures all relevant causal constraints, and can prune unnecessary pom-
sets. In many realistic specifications, these optimisations reduce the verification effort
exponentially, making our approach viable for more complex systems (cf. Section 7).

Taken together, these contributions yield a unified, semantically grounded frame-
work for verifying the realisability of scenario-based specifications in both the asyn-
chronous and synchronous settings. By operating directly on pomsets, we enable de-
signers to detect and eliminate coordination mismatches at design time, rather than
discovering them as costly implementation bugs.

The tool, all the examples, and the full details on our case study are available in [25].

2 A Bird-Eye View of Choreographies

Choreographies allow one to describe distributed systems composed of multiple partic-
ipants which interact via message-passing, like formalisms such as Message Sequence
Charts (MSC) [20,12], multiparty session types [17], and BPMN choreographies [21].
Following the choreographic approach to system design (see, e.g., [18]), distributed
systems can be represented using two complementary views, namely a single global
view or multiple local views, one per participant. The global view describes the or-
der in which messages can be exchanged inside a system from a global point of view.
It provides both a syntactic and a diagrammatic representation of a distributed com-
munication system. A single global view corresponds to multiple local views, each of
which defines the behaviour of a participant. Broadly speaking, the global view is more
suitable for specification and understanding, while the local view is closer to the final
implementation. Both views focus on communication, abstracting away computation.
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Fig. 1: Diagrammatic Representation of the Syntax of Global Choreographies

Our choreographic framework consists of global choreographies (or g-choreogra-
phies for short) [30] for global views and Communicating Finite State Machines [5] for
local views. A g-choreography is a term derivable from the following grammar:

G = A—=B:m | GG ’ G|G | G+G | repeat G

The main building block of a g-choreography is an interaction between two par-
ticipants, written A—B: m, where participant A sends a message m to participant B,
which in turn receives it. G-choreographies can be composed in sequence, in parallel,
in nondeterministic choice, or iterated.

Each g-choreography in the syntax above has a graphical representation that can be
formally derived by induction on the syntax of the g-choreography. Instead of a formal
definition, we show how to achieve this using the sketches in Fig. 1. Intuitively, G can
be depicted as a graph rooted in a source node o and having a single sink node ©.
Connecting nodes represent interaction, branch or fork points, or else looping points;
this is immediate in the representation of interactions in Fig. 1. Besides interaction
nodes, our graphical notation uses gate nodes m and < to identify fork and branch or
iteration as well as their corresponding “closing” points. Gate nodes and dotted edges
allow us to compose the diagrams; more precisely, a dotted edge from e to a boxed
G (the diagrammatic representation of G) means that the gate connected to the source
node of G should be connected to the gate entering in e and that the source node of G
is removed; similarly, a dotted edge from a boxed G to e means that the gate arriving in
the sink node of G has to be connected to the gate after e and that the sink node of G is
removed. For instance, in the graph for the sequential composition, the top-most edge
identifies the sink node of G and the other edge identifies the source node of G'.

We will describe the asynchronous and synchronous semantics of choreographies
in terms of pomsets in Sections 4 and 5, but the intuition above should be enough to
understand the modelling of our case study, described in the next section.

3 Case Study: Process Management in Italian Healthcare

We study and analyse the realisability of a case study on healthcare management, fo-
cusing on authorisation and accreditation of the private and public healthcare struc-



4 Sourabh Pal, Roberto Guanciale, Ivan Lanese, Emilio Tuosto, and Massimo Clo

tures in the Emilia Romagna region (Italy), which we dub A&A after Accreditation
and Authorisation. The protocol describes the interactions among eleven participants,
namely the actors and organisations involved in the process. The first task in the protocol
is the nomination of the regional coordinator (RCOO) followed by the steps needed to
allow RCOO to operate. Afterwards, the protocol describes five concurrent tasks, each
of which concerns the iterative execution of a sub-protocol. We focus on the most com-
plex sub-protocol where authorisation or accreditation to the private or public healthcare
authorities (LHA) are granted or denied based on investigation reports of the technical
teams i.e., evaluators (EV) and expert technicians (ET).

The analysis of A&A based on Choreographic Automata (CAs) [3] and the Corinne
tool [22,24] in [23] cannot model concurrent flows of execution in a suitable way.
Here, we therefore use global-choreographies (g-choreographies) to model A&A and
the PomCho tool for the analysis since they natively support concurrency.

The g-choreography modelling A&A takes the form G;; (G; | G,) where?

G, = GDH—RC: fndCor; GDH—RCOO : assRes; GDH—RCOO : perFunc;
RCOO—RC: mkPropRHS;RC—RHS: gvCrite

Gr = repeat RCOO—GDH : proAcc
| repeat (RCOO—AC: chkOut; AC—RCOO : rptinvs)
| repeat (RCOO—GHD : chkPol; GHD—RCOO : confChkPol)
| repeat (RC—OTM : proCriteEv;RC—OTAM : confCriteEv)

Gy = repear(LH/—\%GDH: seekAcc; GDH—RCOO: forAcc;
RCOO—HAS: perlnvs;HAS—RCOO : rtpinvs;(
RCOO—LHA: decAcc

+
(RCOO—LHA: gnrtAcc | RCOO—OTA: manVer):
G,
(RCOO—GDH: sndPro
_l’_

RCOO—GDH: rptMon; GDH—LHA: takAct)))

Fig. 2 reports the g-choreography of A&AS using the visual representation’ of g-
choregraphies (cf. Section 2). Both the syntactic and visual representation of A&A show
that the most complex part of the protocol is G4, the g-choreography with highlighted
background in Fig. 2. Below we comment on G,, except for G, which is a sequence of
interactions immaterial for the rest of the paper.

The g-choreography is a refinement of the CA model in [23] amended from some
inaccuracies with the help of domain experts.The CA model was also approximating
the actual protocol due to the impossibility of handling the combinatorial explosion

3 Assume that _; _ takes precedence over _ + _.

6 Acronyms are defined according to our English translation of the Italian descriptions
in [16,19]; the interested reader can find the correspondence in [23].

7 See [26] for the g-choreography rendered by PomCho.
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Fig. 2: G-choreography for Regional Coordination for Authorisation and Accreditation
arising from the necessary explicit enumeration of all interleavings of concurrent activ-
ities. This problem was avoided in [23] by turning some concurrent computations into
non-deterministic choices. Since such computations were loops, it means that the sub-
protocols were executed one at the time instead of in interleaving. Besides imprecision,
this model yields false positives in the analysis, since non-deterministic composition is
subject to stricter conditions than parallel one.

Let us turn our attention to the remarkable structure of G,.Indeed, G, is an iterative
process where, after the sequence of interactions on top, participants engage in a choice.
The right branch is the sequential composition of two activities in parallel, followed by
the interactions in G/, and finally a nested choice. As we will see in the rest of the paper
this is both a source of complexity and the source of subtle glitches in the protocol.

4 Asynchronous Semantics

The asynchronous semantics of a g-choreography is modelled using partially ordered
multisets (pomsets) [28]. Essentially, a pomset r corresponds to a partial order <,, called
happens-before relation, that specifies the causal dependencies among some events; if

<, ¢ then ¢ causally depends ¢ in the pomset r. Instead of the formal definition
of pomsets of g-choreographies (which can be found in [30,14]), we give an intuitive
presentation of the main concepts.

Our pomsets order events labelled by communication actions. More precisely, ac-
tions of the form A - B!m label events where A sends message m to B, while actions
of the form A - B?m label events where B receives message m from A. The semantics
of a g-choreography G is then given by associating the set of pomsets [[G]] correspond-
ing to the resolutions of each choice in G. This semantics can be defined by induction
on the syntactic structure of G. The base case being A—B: m for which [A—B: m]
is a singleton set containing a pomset where an event labelled with A -B!m (dubbed
output event) precedes the one labelled A - B?m (dubbed input event). For the induc-
tive cases, the semantics of a choice G + G’ is the union of the semantics of G and
G (that is [G + G'] = [[G]] U [G']); the semantics of G;G’ merges the pomsets ob-
tained by the Cartesian product of the pomsets of [G] and [G']], adding dependen-
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cies that force events of the same participant in G to precede those in G'; the seman-
tics of G | G’ is obtained by merging the pomsets obtained by the Cartesian product
of [G] and [[G']], without adding any dependencies. Finally, the semantics of iteration
is given by taking the union of the semantics of the finite unfoldings of G, namely
[repeat Gl = U,.o [G]): - [G].

————

n—times

Example 1. Consider the choreography (inspired by A&A) G, = G + G/, where G =
OTA—LHA: decAcc and G = (RCOO—LHA: grntAcc | OTA—RCOO : manVer);
OTA—OTAM: chkAutAcc. The graphical representation of the g-choreography and
its asynchronous semantics are as follows:

? -

OTA -LHA!decAcc
1
OTA -LHA?decAcc
RCOO—LHA: grntAcc OTA—RCOO: manVer [[G ]] — _
o W
RCOO -LHA!grntAcc — RCOO -LHA?grntAcc
OTA—LHA: decAcc OTA—OTAM: chkAutAcc OTA -OTAM?chkAutAcc 4~ OTA-OTAM !chkAutAcc

: OTA -RCOO!manVer ——» OTA-RCOO?manVer

The g-choreography G, comprises two branches in a choice. The only interaction
in the left branch is OTA—LHA: decAcc, while the right branch consists of the paral-
lel interactions RCOO—LHA: grntAcc and OTA—RCOO : manVer, followed by the
interaction OTA—OTAM : chkAutAcc.

Hence, [[G,]] consists of a pomset where LHA must consume the decAcc from OTA
and another where participants LHA and RCOO may receive messages grntAcc and
manVer in any order. Note that the sending of message chkAutAcc depends only on
the sending of message manVer, since they are the only interactions in different com-
ponents of the sequential composition done by the same participant. o

A linearisation of a pomset r is a sequence {¢;}; of its events that respects the
happens-before relation of r, namely if i < j then ¢; £, ¢;. The language of a g-chore-
ography is the union over of the sequences of labels of all the linearisations of the
pomsets of its semantics.

A g-choreography among participants A,,...,A, is implemented via a communi-
cating system [5], that is an assignment to each participant A; of a communicating
finite-state machine (CFSM) [5] (i.e., a finite-state automaton whose transition labels
are communication actions of A;). In our asynchronous model of communicating sys-
tems, a configuration is a tuple (g, ...,q,,M), where ¢; is the current state of the CFSM
of A; and M is an unordered multiset of (pending) messages. The firing of a transition

qi AR ¢, yields the new configuration (g, ...,q},...,q,, M&{A;-B!m}), where & de-

notes multiset union. If M = M'W{B - A;!m} then the firing of a transition g; 2 q
yields the new configuration (g,...,q,...,q,, M'). The language of a system of CF-
SMs is the set of all sequences of labels on runs starting from its initial state.
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Some g-choreographies are not properly implementable. For example, in G; (from
Example 1), participants must agree on whether to take the left or the right branch.
However, RCOO is not involved in the left branch, and can decide autonomously to
move on the right branch sending message grntAcc, while participant OTA may send
decAcc taking the left branch. This leads to an erroneous computation, not expected
from the choreography G,. Formally, a g-choreography G is realisable if there exists a
communicating system S such that £(S) = £(G), where L(G) is the set of all lineari-
sations of the pomsets in [[G]. This ensures that every run of S conforms to at least one
linearisation of a pomset of the g-choreography and vice-versa.

Two sufficient closure conditions for the realisability of a set of pomsets under the
asynchronous semantics have been described in [14]. We introduce some auxiliary no-
tation to state them (see Example 2 for concrete uses of the notations below). A pomset
ry is a prefix of a pomset r, if its events are a subset of the events of r, and it is down-
ward closed w.r.t. the happens-before relation of r, (i.e., if ¢ <,, ¢’ and ¢’ € r, then

€ ry) and equipped with the projection of the happens-before relation of #,. Under the
asynchronous semantics, a pomset is well-formed if®:

— each output event A -B!m (resp. input event A - B ?m) has at most (resp. exactly)
one immediate successor input event A - B?m (resp. immediate predecessor output
event A -B!m);

— whenever an event ¢ is an immediate predecessor of another event ¢', then ¢ and ¢’
are labelled either by communication actions of the same participant or by matching
output and input actions; and

— for any two distinct outputs ¢ and ¢’ with the same label and ¢’ causally depending
on ¢, no immediate-successor matching input of ¢ may precede any immediate-
successor matching input of ¢.

The projection of a pomset r onto a participant A, denoted r|4, is the sub-pomset
consisting of all events in r that are labeled with communication actions involving A.
Given a set of pomsets R over participants P, we define the set of branch assignments
on R as the set I, of functions such that T(A) € {r|s | r € R} for A € . Intuitively, a
branch assignment 7 € IT; chooses, for each to participant A € P, a pomset r € R (cor-
responding to a resolution of a g-choreography) and assigns r|, to A. Note that T can
choose different resolutions for different participants. We use UoTt(A) for the pomset
obtained by merging the pomsets in the codomain of 7. Finally, the inter-participant
closure of a pomset, denoted [J(r), is the set of all pomsets that can be constructed by
adding dependencies to connect individual output events with their corresponding input
events across participants. The resulting pomsets in [J(r) represent all valid ways of
linking outputs to inputs. A pomset r is more permissive than another pomset 7’ if r has
the same events and labels of ' and its happens-before relation is a subset of the one of
¥’ (namely, r imposes fewer causal dependencies than ). The closure conditions CC2
and CC3 below jointly guarantee relisability. Intuitively, CC2 requires that if a set of
executions (i.e., a pomset) cannot be taken apart by any participant from the executions
(i.e., pomsets) of R, then those executions must be part of R.Intuitively, CC3 requires
that if a set of executions (i.e., a pomset) can be consistently represented as a prefix R’

8 These conditions are adapted from the ones in [1].
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of another pomset in R, indicating that some participants will terminate earlier while
matching the executions of R, then those prefixes R’ must be part of R.

Definition 1 (Closure conditions). A setr of pomsets R satisfies CC2 if for all well-
formed r € {O(Uam(A)) | © € T} there is r' € R that is at least as permissive as r; R
satisfies CC3 if for all R' set of prefixes of R and all well-formed r € {J(UxT(A)) ‘ T E
I}, there is a prefix v of a pomset in R such that ¥’ is at least as permissive as r.

The closure conditions in Definition 1 are adapted from the realisability criteria for
MSC:s [1] and avoid the explicit computation of the languages of the choreography.

Example 2. We illustrate our closure conditions on the semantics of G, from Exam-
ple 1. Since [G,] consists of two pomsets involving participants RCOO, LHA, OTA,
and OTAM}, 1, contains 2* functions, one for each possible combination of the pro-
jections of these pomsets on the four participants.

It is straightforward to see that only two functions of I1; have a well-formed inter-
participant closure: the ones where all participants have chosen the same pomset of
R. For example, in one of the other cases, if the participant RCOO chooses the first
pomset and OTA chooses the second one, the input OTA - RCOO ?manVer has no cor-
responding output. Since the two well-formed pomsets coincide with the choreography
semantics, the CC2 condition is met.

However, CC3 is not satisfied. In fact, let T(RCOO) = [RCOO - LHA!grntAcc]
(i.e., prefix of the first branch), T(LHA) = [RCOO - LHA?grntAcc] (i.e., first branch),
n(OTA) = [OTA - LHA!decAcc] and ®(OTAM) = [] (i.e., both second branch). The
inter-participant closure yields the well-formed pomset r = [RCOO - LHA!grntAcc —
RCOO -LHA?grntAcc  OTA -LHA!decAcc], however no prefix of pomsets in R is
more permissive than r. Pomset r (as any other where RCOO chooses one branch and
OTA chooses the other one) demonstrate the lack of direct or indirect (via other partic-
ipants) communication between OTA and RCOO to select the proper branch. o

Note that condition CC3 does not imply condition CC2, as proved by the counterex-
ample in [27].

5 Synchronous Semantics

In order to cope with different communication models, we extend the framework to sup-
port synchronous message passing. The synchronous semantics of a g-choreography G,
denoted as [[G])*, is defined by induction on the syntactic structure of G. The only dif-
ference w.r.t. the asynchronous semantics is the case for G; G, which adds the depen-
dencies necessary to model the handshake between sender and receiver: (1) events of a
participant in G must precede the events of the same participant in G’; (2) events in G’
that depend on an output in G must also depend on the corresponding input in G; (3)
events in G preceding an input in G’ must also precede the corresponding output in G'.
The synchronous semantics of a choreography can be computed by adding the miss-
ing dependencies to its asynchronous semantics: for every pomset and for every output
and its matching successor input ¢’ every predecessor of ¢’ must be a predecessor of
and every successor of ¢ must be successor of ¢’. Example 3 below shows a pictorial
representation of the translation from asynchronous to synchronous semantics.
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Example 3. The synchronous semantics of the g-choreography of Example 1 is [G,]]*,
which is as follows:

RCOO - LHA!grntAcc —— RCOO -LHA?grntAcc
OTA -OTAM?chkAutAcc é— OTA-OTAM !chkAutAcc
- o )
e s |
‘ (G =

Output Input L. OTA-RCOO!manVer ——— OTA-RCOO?manVer

=" OTA - LHA !decAcc
3
OTA - LHA?decAcc

In the synchronous setting, every successor of the event OTA - RCOO !manVer (here
just OTA - OTAM!chkAutAcc) must be a successor of OTA - RCOO ?manVer as well,
hence the additional dashed red arrow in picture. The events corresponding to the inter-
action OTA—OTAM : chkAutAcc remain however independent from those events for
RCOO—LHA: grntAcc since no participant is involved in both the interactions. More-
over, the events for RCOO—LHA : grntAcc and the ones for OTA—RCOO : manVer
are independent of each others since they belong to different threads. o

The choice of modeling interactions also in the synchronous case with two dis-
tinct events (send and receive) while preserving independence of concurrent threads
allows us to reuse the same theory and machinery of the asynchronous semantics,
which is grounded on the work in [1] on Message Sequence Charts. However this
results in each interaction (e.g., OTA—RCOO: manVer) being modeled by a two-
way handshake (e.g., OTA-RCOO!manVer and OTA -RCOO?manVer) that cannot
be interleaved by other messages of the same participants on the same thread (e.g.,
OTA - OTAM!chkAutAcc), but can be interleaved by other messages on other threads
(e.g. RCOO -LHA!grntAcc). An alternative semantics could maintain distinct events
per interaction, thus still benefiting from the asynchronous machinery, while also pre-
venting interleaving of other threads between the send and receive events of a single
interaction. This would require generating two pomsets per interaction, each enriched
with specific dependencies to reflect thread-level ordering. E.g., we would have: one
pomset with the additional edge OTA - RCOO?manVer — RCOO - LHA!grntAcc and
one pomset with the additional edge RCOO - LHA?grntAcc — RCOO - LHA!manVer.

To avoid introducing new labels, the two-way handshake scheme described above is
reflected in the LTS for the synchronous semantics of communicating systems by “over-
loading” the communication labels to let them represent handshaking. More precisely,
the realisation of the synchronous semantics of a g-choreography involving participants
Ay, ..., A, can be attained through a synchronous communicating system, where a con-
figuration is a tuple of length n whose i-th element is either the current state of (the
CFSM of) A, or the handshake point [g;/] with g; a state of A; and / a label on a transition
from ¢;; call stable configurations that do not have handshake points. Let (¢, ...,q,) be

Aj-Ajlm . . AjA; 2m .
a stable configuration such that g, —— ¢/ is a transition of A; and ¢ ; - q;is a
transition of A; then the synchronous LTS will have the transitions
Aj-Ailm .
(QuseeosGisee s Qs ey Gn) —— (qry s [@A - AIM], o [gA AW, qn)

——(G1s @i+ Gn)
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(and similarly for the configuration (g, ...,q;,.--,q,- - -,q,)). The language of a system
of CFSMs is the set of all sequences of labels corresponding to the transitions of runs
from the initial configuration.

In order to check realisability in the synchronous setting, we define synchronous
well-formedness of pomsets: (i) the pomset is well-formed w.r.t. the asynchronous se-
mantics; (ii) each output event A - B!m has exactly one matching immediate-successor
input A - B ?m. Since the verification conditions over pomsets are parametrised on well-
formedness, to check realisability in the synchronous case it is enough to check the
closure conditions (cf. Definition 1) using the synchronous well-formedness.

Notice that some choreographies are realisable in the synchronous model while they
are not realisable in the asynchronous one. For instance the g-choreography of Exam-
ple 1 does not satisfy CC3 in the asynchronous case as seen in Example 2, but it does
in the synchronous semantics. In fact, the counterexample used for the asynchronous
case r = [RCOO - LHA!grntAcc — RCOO - LHA?grntAcc  OTA - LHA!decAcc] is not
well-formed in the synchronous model, since the output OTA - LHA !decAcc has no cor-
responding input, and therefore it is not considered for the closure condition in the syn-
chronous case. Intuitively, the g-choreography of Example 1 can be implemented in the
synchronous model since OTA and RCOO must synchronise in the right thread of the
right branch, making impossible for them to choose two different branches.

Some choreographies are also not realisable in the synchronous model. For instance,
replacing the interaction OTA—LHA: decAcc with OTAM—LHA: decAcc in the g-
choreography in Example 1 yields the g-choreography G with semantics

s
[[GS]] == OTA -OTAM?chkAutAcc ¢— OTA-OTAM !chkAutAcc 5

1

RCOO - LHA grntAcc ——— RCOO - LHA?grntAcc
OTAM - LHA?decAcc

OTAM - LHA!decAcc ‘|
OTA -RCOO!manVer ——— OTA-RCOO?manVer

where the left pomset is as in [[G, ]|*, whereas the other consists of OTAM - LHA!decAcc
followed by OTAM - LHA?decAcc. Since there is no coordination among the partici-
pants OTAM and LHA in the latter pomset with the participants OTA and RCOO of
the first interaction of a thread of the former pomset, the execution can result in OTAM
and LHA taking a branch different than the one taken by OTA and RCOO. Consider the
prefixes 1(RCOO) = [OTA - RCOO?manVer] and t(OTA) = [OTA - RCOO ! manVer]
of the projections of the first branch and the projections of the second branch t(LHA) =
[OTAM - LHA?decAcc] and ©(OTAM) = [OTAM - LHA !decAcc]: there is no prefix of
R that is at least as permissive as the well-formed pomset in the inter-participant closure
of Uacp T(A), namely

[OTA-RCOO!manVer — OTA - RCOO ?manVer
OTAM - LHA!decAcc — OTAM - LHA?decAcc]

6 Verifying Realisability

The closure conditions must be verified on finite pomsets. Therefore, we consider a
bounded unrolling of loops in the implementation, limited to two iterations. This ap-
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Algorithm 1.1: A new algorithm for CC2
CC2(R, P):
let Ra ={r|a |reR} for Ac®
choose Ac?P
(Rlva,) = (RAv{A})
while P\ P #£0
choose A € P\ 7'
R'"=0
for ¥ €R,rcRp:
for #eO(rur):
if VA'-A"?mer” such that (A',A”) e (P x {A}H)U({A}xP)
3 immediate predecessor A'-A"!me/”:

VA" A"Im e/ 3 A Amer”
R//:Rllu{r//}
(R, %)= (R",P'U{A})
return Vre R'3r € R as permissive as r

proach allows us to detect coordination issues such as: a message from one loop it-
eration being confused with a message from the next; participants disagreeing on the
number of iterations executed; a message occurring after the loop being mistaken for
one within the loop; and events from a loop iteration being reordered with respect to
messages in the subsequent iteration. The main source of complexity in verifying clo-
sure conditions is that we have to check prefix-language inclusion and in the size of
inter-participant closures. The next two sections tackle these problems.

6.1 Avoiding pomset compositions explosion

Given a set of pomsets R over participants P, the main challenge in checking CC2 arises
from the exponential growth of the number of elements in the set of branch assignments
IT; with the size of P. For example, consider the choreography G,, = G, + G,, where:

G, =A—A: A=Az x.. A1 —A, X
G, =A—A iy A=Aty AL =AY

Here, n participants sequentially exchange either x or y. There are two possible projec-
tions per participant, one for each branch, so the set I1; consists of 2" combinations.

The key observation is that most of the pomsets in I1; are either non-well-formed
or share the same largest well-formed prefix relevant for CC3. Moreover, suppose we
are given two pomsets rp and rg from the projections of participants A,B € P. If the
dependencies in the union of r, and rg cannot be augmented to match an input of B
from A, then the well-formedness condition will be violated in every 7 € I, containing
ra and rg, regardless of the pomsets chosen for the other participants.

These observations lead to the new procedure for CC2 in Algorithm 1.1, which
checks well-formedness incrementally, pruning invalid partial candidates instead of
computing the full IT; explicitly. Line 4 initialises two variables: variable P’ keeps
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track of the set of already processed participants, while R’ keeps track of the valid par-
tial candidates: pomsets in {J(Uam(A)) | 7t € Iy, } that are well-formed w.r.t. 2".

In practice, the algorithm starts with an initial participant (line 3) and selects the
next participant (line 6) as the one that can resolve the largest number of pending in-
put/output dependencies in R'. This heuristic is also applied in the CC3 check, where
instead of pruning non-well formed pomsets we keep only the largest well-formed pre-
fixes w.r.t. the processed participants.

When processing the next participant A, the algorithm merges every partial candi-
date with every projection of A (line 8), iterates over their interparticipant closure (line
9), and adds only the resulting new candidates that satisfy well-formedness w.r.t. all
events that involve A (checked on lines 10-11 through a condition that implies well-
formedness due the fact that pomsets are obtained by the inter-participant closure of the
projection of the well-formed pomsets of R). Finally, the algorithm verifies the existence
of a more permissive pomset in R for every final candidate in R'.

The heuristic above is relevant since the order in which participants are chosen
(line 6) significantly affects the efficiency of pruning. For instance, if in G,, above
participants are chosen in order A, A,,..., A, then the size of R’ remains 2 throughout
the execution. In contrast, a processing order like A}, A;, ..., A,,.1,... can cause the size
of R’ to grow up to 2" pomsets after m iterations, due to the lack of direct interactions
between the first m selected participants.

6.2 Avoiding prefix explosion

There is a combinatorial blowup to check CC3 due to the examination of all the prefixes
of the pomsets in the choreography’s semantics, whose number grows exponentially
with the number of events across concurrent threads. For example, given the partial or-
der [¢; = ¢, ¢} — €], there are seven distinct non-empty proper prefixes: [¢], [¢]],
[ev €1 [er = e, [¢f =], [er— e €],and [e; ¢} — ¢]. This becomes especially
costly in asynchronous semantics, since the sequential composition of interactions tar-
geting different receivers makes the corresponding receive events concurrent.

The main observation is that if r is a counterexample (i.e., r is well-formed and no
prefix of R is more permissive than r), then every well-formed # € {(Uxm(A)) ‘ T E
ITx} such that r is a prefix of # is also a counterexample. Moreover, every pomset
admits a unique largest well-formed prefix, which can be obtained by removing all
non-well-formed events together with their descendants. Based on this insight, the new
approach in Algorithm 1.2 avoids explicitly enumerating all prefixes of R. Instead, it
performs the interparticipant closure R” = {J(Uamt(A)) | © € I}, then it computes the
largest well-formed prefixes R” of R”, and finally checks that, for every r” € R", there
exists a prefix of R that is more permissive than .

In the actual algorithm, similarly to CC2, we do not explictely compute the interpar-
ticipant closure or the largest well-formed prefix. Instead, we build the largest prefixes
incrementally. The variable R’ keeps track of the largest prefixes of {J(Uam(A)) | T €
Iy, } that are well-formed w.r.t. 7. When processing a next participant A, we merge R/
with the projections of A and we extend the candidates with the largest well-formed pre-
fixes. Computing the largest well-formed prefix of a pomset (lines 10-14) is straightfor-



Pomsets for Process Management: a Healthcare Case Study 13

Algorithm 1.2: A new algorithm for CC3
CC3(R, P):

let Ra ={r|a |reR} for Ac®
choose Ac?P
(Rlva,) = (RAv{A})
while P\ P #£0

choose A € P\ 7'

R"=0

for ¥ €R,rcRp:

for #eO(rur):
while Je=A"-A""mer s.t. (ALA") e (P x{A}H)U({A} xP)
and A immediate predecessor A’-A’Ime":

=A-AImer” and A A -A2me
#'=7"\ subgraph from
R// — R//u{r//}
(R',P') = (R",P'U{A})
return Vr€R'I’ €R as permissive as r

ward: we iteratively remove non-well-formed events that involve A along with all events
causally dependent on them (i.e., input events without a corresponding immediate pre-
decessor output, and in the synchronous case, output events without a corresponding
immediate successor input), until only well-formed events remain.

7 Evaluation

We integrated Algorithms 1.1 and 1.2 in a new version of PomCho dubbed PomCho+.
We now describe the application of PomCho+ to A&A and compare it to PomCho.

7.1 Verifying the closure conditions on A&A

The application of our analysis to A&A shows that it is realisable neither under the
asynchronous nor the synchronous semantics. The main reason for this is the choice at
the end of the loop in G, (cf. Figure 2, or the extract A&A below). One branch of the
choice contains RCOO—GDH : sndPro, while the other one contains the interactions
RCOO—GDH: rptMon; GDH—LHA: takAct. Note that participant LHA is only in-
volved in the latter case, hence if the other branch is taken LHA does not know whether
the loop has ended or not. This issue is made worst since LHA is the sender in the
first transition of the loop, hence it does not know whether to trigger a new iteration by
sending a seekAcc message to GDH or to wait for a message in the current iteration.
The above is the main issue flagged by our analysis, but the analysis in [23] hid
it among many false positives given by the treatment of parallel composition and late
join (cf. [23, Sections 5-6]). Domain experts confirmed that the CA model in [23] was
not faithful to the specification which indeed requires a notification to LHA on both the
branches. Adding such notification makes the protocol realisable under both the syn-
chronous and the asynchronous semantics. The realisable protocol is available in [25].
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The error was induced by the fact that in case of a report (right branch) the LHA
needs to react. Hence this communication is more emphasised in the informal descrip-
tion [19] on which our model is based. Even if the analysis has not revealed a real bug
in the protocol, it has highlighted an error in the model contributing to its refinement.
The absence of false positives was also key to highlight real issues.

We give a snippet G of our model that constitutes a minimal example illustrating the
problem described above. This allows us to identify a reasonably small pomset flagging
the issue instead of analysing the large one corresponding to our full case study.

A

G = repeat LHA—GDH : seekAcc; O "7
GDH—RCOO: forAcc; LHA—GDH : seekAAc——{GDH—RCOO: forAcc

(

RCOO—GDH: sndPro

+ RCOO—GDH : sndPro RCOO—GDH: rptMor
RCOO—GDH: rptMon; Gio LH‘A;M,‘
GHD —LHA: takAct 71‘

) o~

The counterexample of the semantics [[G]] and [[G]* (blue edge is only part of syn-
chronous semantics) of the g-choreography G is

RCOO - GDH!rptMon LHA - GDH!seekAcc ¢— LHA -GDH !seekAcc
A~ <<
i -~ 4
RCOO -GDH?rptMon  LHA - GDH ?seekAcc

. ) -
CDH-RCOO?forAce GDH -RCOO !forAcc

The pomset above is constructed from the projection of LHA that corresponds to the left
branch for the first loop iteration, while all projections of the other participants corre-
spond to the right branch. This counterexample shows that LHA can initiate the second
iteration (i.e., second LHA - GDH!seekAcc) without waiting the message takAct from
GDH. Therefore, the temporal dependency between RCOO - GDH ?rptMon and the sec-
ond LHA - GDH !seekAcc (i.e., the missing red edge) is violated. For this reason, there
is no pomset in [G]] or [G]’ that has a prefix more permissive than this counterexample.

7.2 Benchmarking our algorithms

We benchmark our algorithms against those in [13] on examples from previous sections,
including A&A. Previous work only supported asynchronous semantics, so we have no
synchronous reference. Table 1 reports the results of our benchmarks, conducted on a
Macbook Air M2, operating system Ubuntu 22.04.5 LTS with 64 bit, Kernel: Linux
5.19.5-10-asahi, arm64 architecture, and 8GB RAM. Each row corresponds to the g-
choreography in the first column. The remaining columns report the results on the algo-
rithms considered (sub-columns Old and New for the asynchronous algorithm in [30]
and ours, respectively, and Sync for our synchronous algorithm). More precisely, # WF
yields the number of analysed combinations of well-formed pomsets; # Pomsets the
number of pomsets in the inter-participant closure for CC2 and of prefixes analysed for
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# WF # Pomsets # CEx Time (ms)

Old New Sync O1d New Sync Old New Sync old New Sync
Gy 6 2 2 226 23 22 03 01 00 8 43 6 10 79
G 216 12 12 756 77 717 120 13 01 228 1091 91133 130145
Gyy PK 2 2 2% 22 22 0* 00 00 35K * 139809 1571165
Gs 11 1441 11 11 00 00 00 26 22K 2414 2829
A&A * 480 480 x% 224 112 224 112 *% 3280 168 * % 863K 439K 968K 445K
A&A Tl » 416 416 *% 192 80 192 64 * % 00 00 * % 1055K 402K 1048K 334K

Table 1: Benchmarks (x indicates timeout without success after 1800 seconds)

CC3 (highlighted); # CEx the number of pomsets that do not satisfy the condition for
CC2 and CC3 while Time yields the total running time to check CC2 and CC3.

For small examples, such as G, of Example 1 and G of Section 7.1, the new al-
gorithms achieve speedups ranging from 1.4x to 8.4 %, due to the reduced number of
prefixes analysed and the preventive pruning of non-well formed candidates. Notice that
G, is realisable in the synchronous model only.

We assessed the contribution of the individual optimisations via dedicated exam-
ples. The g-choreography G,, of Section 6.1 with n = 15 allows us to evaluate the im-
pact of the number of participants: PomCho+ achieves a speedup of 272 x for CC2 since
it maintains only two well-formed pomsets during the whole execution, while the size
of IT; computed with PomCho is 2!5 = 32768. It is not possible to compute the speedup
for CC3, since the size of the set of branch assignments makes PomCho timeout on
CC3. We have experimented with different values of n. The old algorithm can compute
neither CC2 nor CC3 when n > 10. The proposed algorithm checks both CC2 and CC3
for all n < 35 and times-out for n = 36 with a timeout of 1800. The g-choreography Gs
is a variant of G,, from Section 6.1, where in G, (resp. G,) participant A sequentially
sends messages X;, X, X3, X4, and xs (resp. yi, Y2, Y3, Y4, and ys) to B. As described in
Section 6.2, the semantics of this choreography consists of one pomset with 20 distinct
events with 10 events in each thread. This pomset has 441 prefixes, which have to be
computed explicitly by the old approach. The new algorithm is able to maintain only
one single largest prefix and achieve a speedup of 1603 x.

The old implementation is incapable to analyse A&A. Since there are on average
about 16 branches for each of the 11 participants, the size of the set of branch assign-
ments would be 16'"' ~ 1.7 x 10", Each pomset would also have a large number of
prefixes, due to the four threads. In contrast, PomCho+ maintains up to 480 partial well-
formed pomsets while analysing CC2, and 112 prefixes while analysing CC3. Similar
considerations arise for A&A T, which is A&A updated so to make it realisable.

8 Conclusion, Related, and Future Work

This work builds on [23], where the analysis on the case study in Section 3 uses CAs [3]
and the Corinne tool [22,24]. A main drawback of CAs (and, consequently, of Corinne)
is that concurrency is modelled by explicitly representing all interleavings. This makes
both the diagrammatic representation and the analysis quickly unfeasible for highly
concurrent cases, such as A&A. The problem was avoided in [23] by turning some con-
current computations into non-deterministic choices. This approach has two drawbacks;
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firstly it does not faithfully model A&A, secondly, it produces false positives since non-
deterministic choice is subject to stricter conditions than parallel composition.

Hence, to provide a satisfactory analysis of A&A, we turned to g-choreographies
that compactly capture parallelism. This is convenient also because computations of g-
choreographies can be compactly expressed as pomsets, which are the structures used
in the tool PomCho [15] to check the closure conditions ensuring well-formedness of
g-choreographies. However, A&A also challenges PomCho since the check of the clo-
sure conditions is implemented as a brute force algorithm. To overcome this issue we
introduced optimisations of the algorithms and implemented them in PomCho. The ver-
ification of A&A initiates the usability analysis of PomCho advocated in [15].

The closure conditions proposed in [14] take inspiration from those in [1] and allow
a more efficient analysis [15]. We extend the approach in [14] to synchronous inter-
actions and adapt PomCho to support the new closure conditions. These results are
instrumental to tackle the complexity of our case study.

The theories underlying PomCho and Corinne have common aims but different for-
malisations; we plan to investigate their relation in future work.

In [4] a mechanism to statically detect realisability in MSCs (a formal model of
global specifications) has been proposed; the analysis is based on notions of non-local
choices and of termination that are less permissive than our verification conditions since
intra-participant concurrency is not allowed and termination awareness is not enforced.

Realisation of global views allowing interactions between multiple senders and mul-
tiple receivers is considered in [29]. Two notions of realisability are discussed, depend-
ing on whether local actions include the name of involved participants or not. Tool
support is provided by the Ceta [7] tool.

Partial order models of choreographies akin to pomsets have been recently pro-
posed in [6,10,11,9]. The pomset semantics of g-choreographies in [14,15] has inspired
branching pomsets [10,11,9], which enable a more compact representation of choices.
Whether this representation offers better algorithms for checking closure conditions is
an open problem. Similar considerations apply to the results in [8], which proposes an
optimisation of the pomset representation of concurrent computations.

The platform in [2] offers a framework for the top-down development of message-
passing applications with low-level features (e.g., binding of components, or security
aspects) but has limited functionalities for the analysis of global specifications.

As mentioned, our synchronous semantics and analysis build on the asynchronous
ones. The reason was to reuse as much as possible previous PomCho implementation.
One could instead represent synchronous communication as a single interaction event,
labelled A—B : m. This enables to halve the number of events (obtaining a correspond-
ing speedup), but requires an extensive rework of both the tool and the theory.

The current integrated approach could also help to exploit both the synchronisation
mechanisms in a same model. This would allow to study heterogeneous systems. We
leave this research direction for future work.
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