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Abstract

Wireless sensor systems can collect and share a large amount of data for different kinds of
applications, but are also vulnerable to cyberattacks. The impact of cyberattacks on systems’
confidentiality, integrity, and availability can be mitigated by using authentication proce-
dures and cryptographic algorithms. Authentication passwords and cryptographic keys
may be stored in a non-volatile memory, which may be easily tampered with. Alternately,
Physical Unclonable Functions (PUFs) can be adopted. They generate a chip’s unique
fingerprint, by exploiting the randomness of process parameters’ variations occurring
during chip fabrication, thus constituting a more secure alternative to the adoption of non-
volatile memories for password storage. PUF reliability is of primary concern to guarantee
a system’s availability. In this paper, the reliability of a Static Random Access Memory
(SRAM)-based PUF implemented by a standard 32 nm CMOS technology is investigated,
as a function of different operating conditions, such as noise, power supply voltage, and
temperature, and considering different values of transistor conduction threshold voltages.
The achieved results will show that transistor threshold voltage and noise are the operating
conditions mostly affecting PUF reliability, while the impact of temperature variations is
lower, and that of power supply variations is negligible.

Keywords: physical unclonable function; cybersecurity; SRAM; reliability; wireless
sensor systems

1. Introduction
Merging computing devices, sensors, actuators, and network connectivity has led to

the development of wireless sensor systems [1–7]. As known, such systems are vulnerable
to cyberattacks, with potential threats in terms of data confidentiality (e.g., confidential
data stolen by malicious attackers), system integrity (e.g., due to data manipulation),
and system availability (e.g., because of denial of service based cyberattacks). As an
example, firewalls and packet sniffers can be effectively adopted to inspect the traffic
among nodes and detect potential anomalies due to cyberattacks [8–11]. Wireless sensor
systems are usually built using low-cost microcontrollers as computing devices. They
present low power consumption, but feature a limited computational ability. Therefore,
lightweight authentication procedures and cryptography algorithms, that do not demand
high performance computing, have to be implemented [12–15]. Moreover, authentication
passwords and cryptographic keys need to be stored in non-volatile memories on the device.
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Since these memories are vulnerable to hacking attacks, their content may be disclosed,
with serious security threats.

A more secure alternative to passwords’ storage in non-volatile memories is repre-
sented by the use of Physical Unclonable Function (PUF) architectures. They exploit the
randomness of process parameter variations occurring during chip fabrication to make the
chip generate a unique fingerprint [16]. Different PUF architectures have been proposed
in the literature so far, such as Arbiter PUFs [17,18], ring oscillator (RO) PUFs [19,20],
Static Random Access Memory (SRAM) PUFs [21,22], as well as other PUF devices reusing
portions of a microcontroller, or FPGA, to generate the unique fingerprint [23,24].

As known [25], SRAM PUF architectures are widely adopted in wireless sensor sys-
tems. However, as highlighted in [26–29], SRAM-based PUFs suffer from reliability issues,
mainly due to noise [30], and variations in temperature and power supply voltage. More-
over, as known [31,32], ageing phenomena, mainly Bias Temperature Instability (BTI) and
Hot Carrier Injection (HCI), may also impact PUF reliability.

The reliability of SRAM-based PUFs has been investigated in some papers (e.g., those
in [26–29]), some of which also proposed solutions to improve the reliability of SRAM-
based PUFs (e.g., those in [26,29]). In particular, in [26], the authors analyse the impact
of temperature and power supply voltage variations on the reliability of an SRAM-based
PUF implemented by 90 nm CMOS technology. Then they propose a strategy enabling the
selection of the most reliable SRAM cells of an array to be adopted to implement the PUF.
In [27], the authors analyse the impact of temperature and power supply voltage variations
on the reliability of an SRAM-based PUF device implemented by 65 nm CMOS technology.
In [28], the authors analyse the reliability of SRAM-based PUFs in the presence of process
parameter variations occurring during fabrication, as well as variations in temperature and
power supply voltage. In [29], the authors evaluate the reliability of an SRAM PUF under
variations in temperature and power supply voltage. Then, they propose a design strategy
to improve the reliability of SRAM-based PUFs that operate with very low values of power
supply voltage.

Different from previous studies in [26–29], in this paper we perform a comparative
analysis of the impact on the reliability of SRAM-based PUFs of temperature variations only,
of power supply voltage variations only, and of different noise levels (possibly affecting the
internal nodes of the SRAM cells), all of them in the presence of variations in transistors’
conduction threshold, which, in [33], has been proven to be the parameter mostly influenc-
ing SRAM cells’ stability (which is an essential requirement for PUF adoption in security
applications) over all parameters possibly varying during fabrication. In particular, we
considered the case of an SRAM PUF implemented by 32 nm CMOS technology.

Our performed analyses have shown that noise results in a significant reduction in
PUF reliability, while variations in temperature and power supply voltage cause a limited,
or negligible, reduction in PUF reliability. Therefore, our analyses highlight that effective
solutions aiming at increasing SRAM-based PUF reliability should mainly address the
impact of noise on reliability.

The paper is organised as follows. In Section 2, we present the working principle
of an SRAM-based PUF. In Section 3, we analyse how noise, as well as variations in
temperature and power supply voltage impact the value stored by an SRAM cell after start-
up, considering different values of transistor conduction threshold voltages. In Section 4,
we analyse the reliability of SRAM-based PUFs. Finally, conclusive remarks are presented
in Section 5.

https://doi.org/10.3390/engproc2026124010

https://doi.org/10.3390/engproc2026124010


Eng. Proc. 2026, 124, 10 3 of 11

2. SRAM PUF Device
As known [33], an SRAM-based PUF generates a unique response, based on the out-

puts that SRAM cells feature at power-on which, in turn, depend on SRAM cells’ electrical
parameters that may vary due to process parameter variations occurring during fabrication.

A schematic representation of a traditional six-transistor single SRAM cell is shown
in Figure 1. Transistors N1 and N2 are the nMOS pull-down devices, while transistors P1

and P2 are the pMOS pull-up devices of the cell. Transistors N3 and N4 are nMOS access
transistors that enable data transfer during read/write operations. During both read and
write operations, the word line is asserted (WL = 1). This way, during a read operation, the
stored data are transferred from the cell to the bit lines (i.e., Q is connected to BL and Q′ is
connected to BL′). Instead, during a write operation, the data present on the bit lines are
written into the SRAM cell.

Figure 1. Schematic of a traditional six-transistor SRAM cell.

Each time the SRAM cell is powered on (i.e., when the power supply VDD switches
from 0 V to the nominal value), the initial value of the cell (i.e., the voltage value at node Q)
switches to a value that depends on the mismatch between the values of the parameters
of the transistors composing the SRAM cell, that are due to process parameter variations
occurring at fabrication, and that are different from cell to cell. In order to be reliable,
the initial value stored in each cell should be the same each time the cell is powered on.
However, due to the presence of noise, as well as temperature and power supply voltage
variations, SRAM cells may not always present the same initial value at power-on, thus
impacting PUF reliability [26–29].

For each SRAM cell, we can define the probability PQ that the initial value (at power-
on) of its internal node Q presents a binary value 1. Based on the value of such a probability,
the SRAM cells of an array can be divided into two different groups: (1) stable cells, that
feature a value of PQ equal (or very close) to either 1 or 0; (2) unstable cells, that feature a
value of PQ between 0 and 1.

In order to maximise its reliability, an SRAM-based PUF should generate its response
from stable cells only. In fact, if the PUF response is derived from SRAM cells with low
stability (i.e., cells featuring a value of PQ between 0 and 1), then responses to the same
challenge generated at different times are likely to be different, with consequent negative
impact on the PUF reliability. However, this can seriously reduce PUF efficiency, since
unstable cells may constitute a non-negligible portion of the entire array. For example,
in [34], it is shown that up to 30% of SRAM cells in an array can be unstable. Moreover,
stable cells can become unstable when voltage and temperature conditions change [30].
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3. Analysis of SRAM Cell Stability
In this section, the SRAM cell presented in Figure 1 has been simulated using LT-

Spice [35], considering its implementation by a standard 32 nm CMOS technology. The con-
sidered nominal values of transistors’ parameters are L = 32 nm, Wn = 32 nm, Wp = 64 nm,
VTn = 493 mV, VTp = −491 mV. In addition, we considered VDD = 1.0 V, T = 27 ◦C and the
presence of noise with a nominal peak-to-peak amplitude VPP,noise = 20 mV, which has been
simulated by adding a random noise source to node Q′.

As for variations in process parameters, we considered those of the conduction thresh-
old voltage only, which, in [33], has been proven to be the dominant parameter. For
simplicity, we initially considered such variations only for one transistor of the SRAM
cell, as an example for transistor P1. The performed analyses enabled to identify which
operating condition, among temperature, power supply voltage, and noise has the highest
impact on PUF reliability. Simulations were then performed considering variations in the
conduction threshold of all transistors of the SRAM cell and the operating conditions that
have been found to have the dominant effect on PUF reliability.

Moreover, we evaluated the probability that an SRAM cell stores a logic 1 at node Q at
power-on (PQ) by performing electrical-level simulations of an SRAM cell. In particular,
by means of simulations, we evaluated the logic value given at node Q each time the
cell is powered on, after a previous switching off of the power supply voltage. This was
performed by simulating 100 consecutive power-off and power-on cycles. The value of PQ

was obtained by simply counting the number of times it is Q = 1.
These simulations were performed in the presence of (A) different values of VPP,noise

(and nominal temperature and power supply voltage); (B) temperature variations (with
nominal value of noise level and power supply voltage); (C) power supply voltage vari-
ations (with nominal values of noise level and temperature). The achieved results are
reported in Section 3.1, Section 3.2, and Section 3.3, respectively.

3.1. Impact of the Electrical Noise

The impact of noise has been evaluated by calculating PQ as a function of variations
in the values of the threshold voltage of transistor P1 (∆VT,P1), for four different values of
VPP,noise: 5 mV, 10 mV, 20 mV, and 40 mV. The obtained results are presented in Figure 2.

Figure 2. Simulation results showing values of PQ as a function of threshold voltage variations in
transistor P1, for different values of VPP,noise.

As can be seen, for the four considered VPP,noise values, PQ presents a quasi-linear
dependence on ∆VT,P1 (with a slope hereinafter indicated by λ), and saturates at 0 and 1 at
different ∆VT,P1 values, which depend on VPP,noise. In particular, the lower the VPP,noise value
is, the higher the slope of the quasi-linear function is, thus the lower the value of ∆VT,P1 at
which PQ saturates, so that the SRAM stability is higher. Therefore, Figure 2 shows that, an
increase in VPP,noise results in a significant reduction in the stability of SRAM cells.
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In more detail, we have estimated the λ of the quasi-linear portions of the characteris-
tics in Figure 2 by performing a linear regression of the PQ values calculated starting from
simulation results. Figure 3 reports such λ values as a function of the value of VPP,noise

(where the four points in the curve represent the four values of VPP,noise considered in
Figure 2). As can be seen from Figure 3, λ decreases as a hyperbolic function of VPP,noise.
This confirms that relatively small values of noise can significantly affect the stability of
SRAM cells. As an example, we can observe that an increase in VPP,noise from 5 mV to 10 mV
results in a reduction in λ of approximately 48%.

Figure 3. Calculated values of the slope (λ) of the quasi-linear dependence of PQ on ∆VT,P1, as a
function of VPP,noise.

3.2. Impact of Temperature Variations

The impact of temperature variations has been evaluated by calculating the probability
PQ as a function of the threshold voltage variation in transistor P1 (∆VT,P1), for the case
of four different values of operating temperature (T): 0 ◦C, 27 ◦C, 50 ◦C, and 85 ◦C. The
obtained results are reported in Figure 4. As before, we have estimated the λ of the quasi-
linear portions of the characteristics in Figure 4 by performing a linear regression of the PQ

values calculated starting from simulation results.

Figure 4. Simulation results showing values of PQ as a function of threshold voltage variations in
transistor P1, for different values of temperature T.

As can be seen, PQ presents again a quasi-linear dependence on ∆VT,P1, but the λ of the
quasi-linear portions of the characteristics obtained for the four considered temperatures
are very similar to each other, thus showing that the stability of the SRAM cell is less
dependent on temperature variations than on VPP,noise (as shown in the previous Figure 2).

Figure 5 reports the values of λ as a function of the operating temperature (where
the four points in the curve represent the four temperature values in Figure 4). As can
be seen, the value of λ increases with temperature, following a quadratic function, thus
showing that the stability of SRAM cells increases with temperature increase. However,
comparing the results in Figure 5 with those in Figure 3, we can observe that the change in
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λ as a function of temperature is smaller than the change in λ as a function of noise. As
an example, from Figure 3 we can see that a noise (VPP,noise) varying from 5 mV to 40 mV
results in a λ change of approximately 650%. Instead, from Figure 5 we can see that a
temperature variation between 0 ◦C and 85 ◦C results in a λ change from 0.0333 mV−1 to
0.041 mV−1, with a variation of approximately 23%.

Figure 5. Calculated values of the slope (λ) of the quasi-linear dependence of PQ on ∆VT,P1, as a
function of temperature T.

3.3. Impact of Power Supply Voltage Variations

The impact of power supply voltage variations has been evaluated by calculating PQ

as a function of the threshold voltage variation in transistor P1 (∆VT,P1), for the case of
five different values of VDD: 0.9 V, 0.95 V, 1.0 V, 1.05 V, and 1.1 V. The obtained results are
presented in Figure 6. As before, we have estimated the λ of the quasi-linear portions of
the characteristics in Figure 6 by performing a linear regression of the PQ values calculated
starting from simulation results.

Figure 6. Simulation results showing (a) the values of PQ as a function of threshold voltage variations
in transistor P1, for different values of power supply voltage; (b) the maximum variation in PQ (∆PQ)
among the considered power supply voltages.

As can be seen from Figure 6a, PQ presents again a quasi-linear dependence on ∆VT,P1

but, in this case, the λ values of the quasi-linear portions of the characteristics obtained for
the five considered power supply voltage values are almost the same, thus showing that the
stability of the SRAM cell is almost independent of the power supply voltage value. In fact,
as can be seen from Figure 6b, the maximum variation in PQ (∆PQ) among the considered
power supply voltage is never higher than 0.01.

Figure 7 reports the values of λ as a function of power supply voltage values.
As can be seen from Figure 7, the impact of power supply variations on the value

of λ is negligible, thus showing that the stability of SRAM cells depends minimally on
power supply variations. As an example, for a power supply variation between 0.9 V and
1.1 V, the value of λ changes from 0.0352 mV−1 to 0.0357 mV−1, resulting in a λ change of
approximately 1.42% only.

https://doi.org/10.3390/engproc2026124010

https://doi.org/10.3390/engproc2026124010


Eng. Proc. 2026, 124, 10 7 of 11

 
Figure 7. Calculated values of the slope (λ) of the quasi-linear dependence of PQ on ∆VT,P1, as a
function of power supply voltage values.

4. Analysis of SRAM-Based PUF Reliability
In this section, we evaluate the PUF reliability considering an SRAM-based PUF imple-

mented by means of an SRAM array of 250 cells. The cell array has been implemented con-
sidering again 32 nm CMOS technology, and with the same transistor parameter variations,
random noise source, and temperature and power supply voltage variations considered in
the previous Section 3.

We have evaluated the reliability (R) of an SRAM-based PUF considering the typical
PUF reliability metric [36], with an optimal value of 100%. It is given by

R = 100·
[

1 − 1
nrep

·
nrep

∑
j=1

HD
(

Ri, Ri,j
)

nbit,CRP

]
(1)

where nrep is the number of times the PUF response is evaluated (1000 in our analysis) for
each applied PUF input challenge (10,000 input challenges in our analysis), and nbit,CRP is
the number of bits in the PUF response (64 bits in our analysis). Moreover, Ri represents the
PUF response to a challenge Ci under nominal operating conditions, while Ri,j represents
the PUF response to the same challenge Ci during one of the nrep tests (with operating
conditions different from the nominal one and the presence of noise). In addition, HD(Ri,
Ri,j) is the Hamming distance between responses Ri and Ri,j, that is the number of bits in
which the two responses differ.

In particular, in Section 4.1, we evaluate the reliability of the considered SRAM-based
PUF considering threshold voltage variations on transistor P1 (Figure 1) only.

Then, in Section 4.2, we evaluate the reliability of the considered SRAM-based PUF
considering the more general case in which all transistors of the SRAM cells present random
variations in their threshold voltage.

4.1. Impact of Transistor P1 Threshold Voltage Variations

In this subsection, we evaluate the reliability of the considered SRAM PUF for the case
of variations in the conduction threshold voltage of transistor P1 of the cells (Figure 1).

In particular, we evaluate the reliability of the PUF by considering four different scenar-
ios: (1) variations in the threshold voltage distribution of transistor P1 for the SRAM cells,
with nominal values of noise level, temperature, and power supply voltage; (2) variations
in the noise level, with nominal values of the threshold voltage distribution of transistor P1

for the SRAM cells, temperature, and power supply voltage; (3) variations in temperature,
with nominal values of the threshold voltage distribution of transistor P1 for the SRAM
cells, level of noise, and power supply voltage; (4) variations in power supply voltage, with
nominal values of the threshold voltage distribution of transistor P1 for the SRAM cells,
level of noise, and temperature.
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As for the first scenario, we considered different values of threshold voltages for
transistor P1 (VT,P1) of the SRAM cells, that have been derived considering a threshold
voltage variation with a Gaussian distribution, with a mean value of −491 mV and four
different values for the standard deviation σ: 8 mV, 16 mV, 25 mV, 34 mV. In addition, we
considered a noise with VPP,noise = 20 mV, a nominal temperature T = 27 ◦C, and a nominal
power supply voltage VDD = 1.0 V.

For this case, the achieved values of reliability are R = 64.41% for the case of σ = 8 mV,
R = 79.67% for the case of σ = 16 mV, R = 84.03% for the case of σ = 25 mV, and R = 90.02%
for the case of σ = 34 mV. As expected, reliability increases with the increase in the standard
deviation of the VT,P1 distribution.

As for the second scenario, we considered a noise with the following VPP,noise values:
5 mV, 10 mV, 20 mV, and 40 mV. In addition, we considered a distribution of the P1

threshold voltage with a mean value of −491 mV and a standard deviation σ = 16 mV, a
nominal temperature T = 27 ◦C, and a nominal power supply VDD = 1.0 V.

For this case, the achieved values of reliability are R = 94.76% for the case of
VPP,noise = 5 mV, R = 89.17% for the case of VPP,noise = 10 mV, R = 79.67% for the case of
VPP,noise = 20 mV, and R = 64.50% for the case of VPP,noise = 40 mV. As can be seen, and as
expected, reliability increases with the decrease in values of VPP,noise.

As for the third scenario, we considered the following four temperature values: 0 ◦C,
27 ◦C, 50 ◦C, and 85 ◦C. In addition, we considered a distribution of the P1 threshold
voltage with a mean value of −491 mV and a standard deviation σ = 16 mV, a noise with
VPP,noise = 20 mV, and a nominal power supply VDD = 1.0 V.

For this case, the achieved values of reliability are R = 78.54% for the case of T = 0 ◦C,
R = 79.67% for the case of T = 27 ◦C, R = 80.52% for the case of T = 50 ◦C, and R = 82.51%
for the case of T = 85 ◦C. We can observe that reliability slightly increases with the increase
in the temperature value.

As for the fourth scenario, we considered the following five power supply voltage
values: 0.9 V, 0.95 V, 1.0 V, 1.05 V, and 1.1 V. In addition, we considered a distribution of the
P1 threshold voltage with a mean value of −491 mV and a standard deviation σ = 16 mV, a
noise with VPP,noise = 20 mV, and a nominal temperature T = 27 ◦C.

For this last case, the achieved values of reliability are R = 79.91% for the case of
VDD = 0.9 V, R = 79.66% for the case of VDD = 0.95 V, R = 79.67% for the case of VDD = 1.0 V,
R = 79.68% for the case of VDD = 1.05 V, and R = 79.73% for the case of VDD = 1.1 V. We can
observe that the reliability of the PUF is almost unaffected by the values of VDD.

4.2. Impact of Threshold Voltage Variations on All Transistors

We evaluated the reliability of the considered SRAM-based PUF considering the more
general case in which all transistors of the SRAM cells present random variations in their
threshold voltage.

The PUF reliability has been evaluated considering variations in threshold voltage of
all transistors of the SRAM cell, with a Gaussian distribution with a mean value of 493 mV
for nMOS and of −491 mV for pMOS, and standard deviation σ = 16 mV. In addition, we
considered a noise with VPP,noise = 20 mV, a constant temperature T = 27 ◦C, and a constant
power supply VDD = 1.0 V.

The obtained PUF reliability is R = 89.39%. We can notice that this value is higher than
the corresponding value obtained in case of variations in threshold voltage of transistor P1

only (case 1 in the previous Section 4.1, with R = 79.67%).
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5. Conclusions
In this paper, the reliability of an SRAM-based PUF implemented by a standard 32 nm

CMOS technology was investigated as a function of different operating conditions, such as
variations in temperature and power supply voltage, and presence of noise, considering
also different values of transistor conduction threshold voltages. The PUF reliability was
evaluated by LTSpice circuit-level simulations. The achieved results have shown that noise
plays a major role in the value of PUF reliability, while the impact of temperature variations
is lower, and the impact of power supply variations is negligible.
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