
Ex-ante assessment of life cycle inherent safety (ExALIS) of industrial 
value chains

Federica Tamburini , Lorenzo Pasquali , Alessandro Dal Pozzo , Alessandro Tugnoli ,  
Valerio Cozzani *

LISES – Laboratory of Industrial Safety and Environmental Sustainability, Department of Civil, Chemical, Environmental, and Materials Engineering, University of 
Bologna, via Terracini n.28, Bologna 40131, Italy

A R T I C L E  I N F O

Keywords:
inherent safety
consequence analysis
value chain
life cycle assessment
early design
failure frequency database

A B S T R A C T

A holistic life cycle assessment of industrial value chains requires integrating the prospective safety performance 
of technologies, to reduce or eliminate potential impacts of accidents on humans and the environment. This study 
introduces a novel consequence-based inherent safety methodology—ExALIS (Ex-ante Assessment of Life cycle 
Inherent Safety)—designed to support proactive hazard identification during the conceptual design phase of 
industrial value chains. Unlike conventional approaches that focus on single process units, ExALIS adopts a life 
cycle perspective, addressing safety-related concerns across the entire value chain. By integrating inherent safety 
principles with life cycle analysis, it provides a holistic assessment, highlighting the impact of technological 
decisions on human health and the environment. Its modular design ensures adaptability across diverse sectors 
and decision-making contexts. To demonstrate its capabilities, ExALIS was applied to a case study addressing 
technological alternatives (biomethane and hydrogen) for clean energy supply to ceramic manufacturing plants. 
The findings show that ExALIS is able to assess latent hazards in seemingly sustainable options, highlighting the 
critical importance of an early incorporation of safety considerations in the design process to support forward- 
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looking design strategies. Overall, ExALIS offers a practical and systemic tool to support the design of safer, 
cleaner, and more resilient industrial processes.

1. Introduction

The early assessment of safety issues in the design of manufacturing 
processes and value chains is a critical factor to ensure a sustainable and 
responsible industrial development (Park et al., 2020; Qian et al., 2024). 
A clear and compelling call for the adoption of a life-cycle perspective, 
merging safety and environmental impacts, is growing worldwide, as 
documented, e.g., by the recent “Safe and sustainable by design” (SSbD) 
framework proposed by the European Commission (Abbate et al., 2024; 
Caldeira et al., 2022b, 2022a).

As industries increasingly adopt innovative technologies and com
plex value chains, the proactive identification and mitigation of poten
tial hazards becomes crucial (Hendershot, 1997; Pu et al., 2023). A delay 
in recognizing inherent hazards can lead to costly design modifications, 
operational inefficiencies, and increased risks for human health and the 
environment (Khan and Amyotte, 2004). Additionally, late-stage safety 
interventions often require significant financial and logistical efforts, 
making early safety assessments not only a technical necessity but also a 
strategic advantage. By incorporating safety considerations at the 
inception of process design, industries can enhance resilience, ensure 
regulatory compliance, and improve long-term operational efficiency.

Consequently, integrating safety assessments at the initial stages of 
process design is paramount to achieve inherently safer and more sus
tainable industrial systems, fostering both economic and environmental 
benefits (CCPS, 2019; Hendershot, 2006; Khan et al., 2003; Park et al., 
2020). A similar advantage has been widely recognized in the envi
ronmental domain, where numerous studies have shown that consid
ering prospective environmental impacts during early-stage process 
design, i.e., through the ex-ante application of quantitative sustainability 
assessment (Cucurachi et al., 2018), can significantly improve the 

environmental performance of novel processes and emerging technolo
gies (Bergerson et al., 2020). By anticipating potential environmental 
hotspots and trade-offs, ex-ante life cycle assessment (LCA) enables de
signers and decision-makers to steer technological development toward 
more sustainable configurations before key design choices become 
locked in (Arvidsson et al., 2017; Buyle et al., 2020; Thonemann et al., 
2020). Extending this forward-looking perspective to process safety 
further ensures that also potential accident-related impacts, which are 
not in principle correlated to expected impacts from routine operation 
are properly taken into account (Zanobetti et al., 2025).

Inherent safety, a well-established concept in process safety engi
neering, aims to eliminate or significantly reduce hazards rather than to 
manage them through add-on safety measures (Kletz, 1996; Kletz and 
Amyotte, 2010). It is built upon key principles such as minimization, 
substitution, moderation, and simplification, which collectively 
contribute to reducing the likelihood and severity of accidents (Mannan, 
2012). Previous literature, stemming from both academic research and 
industrial initiatives, has extensively addressed inherent safety assess
ment methods, primarily focusing on specific plant-level processes 
(Crivellari et al., 2021a; Gao et al., 2021; Janošovský et al., 2022; Kidam 
et al., 2016; Roy et al., 2016; Tamburini et al., 2025b, 2024b; Tugnoli 
et al., 2007). Examples of these traditional approaches are the Dow Fire 
and Explosion Index (F&EI) (Gupta et al., 2003), the Dow Chemical and 
Exposure Index (C&EI) (AIChE technical manual, 1998), the Inherent 
Safety Index (ISI) (Rahman et al., 2005), the Risk-based Inherent Safety 
Index (RISI) for evaluating alternative designs (Rathnayaka et al., 2014), 
and the Process Risk Index (PRI) (Chau et al., 2022). These tools typi
cally rely on material properties, process parameters, and empirical data 
to quantify risk within a predefined boundary. While effective for 
identifying specific process-related hazards, they often fall short in 
capturing the broader dynamics of modern industrial systems. A key 
limitation of these methods is their inability to account for 

Nomenclature

cf y Credit factor (y− 1)

fu,s Utilization fraction vector composed of M fu,s,m
pu,s,m Vector collecting the production capacity of a unit and all 

the input flowrates required by that unit from other units 
of the system

hs,m,k,i Damage vector for human target
As,m,k,i Damage vector for asset target
Bs,m,k,i Damage vector for environment target
Fw,k Mass flow rate of inlet stream w in node k
Lv Length of a single trip
cfyeff

Effective credit factor (y− 1)
cfi Credit factor associated with LOC i
cfkm Credit factor for unit length (y− 1km− 1)
dcalc

s,m,k,i,g,j Damage distance for human target calculated with the 
consequence model

deff
s,m,k,i,g,j Effective damage distance for human target used for the 

calculation of the KPIs
fs,m,k,i Flammable damage vector for human target
fu Utilization fraction
os,m,k,i Overpressure damage vector for human target
p Vector containing the production capacity of the system 

(P) and zeros for all other flowrates within the system

pu Production capacity of a unit
ts,m,k,i Toxic damage vector for human target
vm Mean velocity
τB Effective usage time
τv Mean trip time
τy Number of hours in a year (8766 h/y)
C Transport capacity
K Progressive integer referring to the total number of nodes 

of the unit
M Progressive integer referring to the total number of units of 

the system
P Overall production capacity
W Progressive integer referring to the total number of inlet 

streams
g Progressive integer referring to the release mode
i Progressive integer referring to the loss of containment 

event
j Progressive integer referring to the end-point scenario
k Progressive integer referring to the node of the unit
m Progressive integer referring to the unit of the system
n Total number of trips per year
s Progressive integer referring to the system
w Progressive integer referring to the inlet stream
σ Corrective factor
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interdependencies across unit operations, supply chains, and external 
environmental influences—factors that can give rise to cascading or 
systemic risks. Additionally, many indices operate independently of 
well-established environmental and sustainability assessment frame
works, such as life cycle assessment (LCA) (Ee et al., 2020; Tamburini 
et al., 2025a). For example, while the F&EI (Gupta et al., 2003) and 
C&EI (AIChE technical manual, 1998) effectively address specific 
operational hazards, they do not consider the full environmental foot
print or sustainability of a product or process across its life cycle (AIChE 
technical manual, 1998; Gupta et al., 2003). As industry evolves toward 
integrated and complex systems, these limitations become increasingly 
critical. There is a growing need for comprehensive inherent safety 
assessment frameworks that move beyond the assessment of individual 
units or operations, offering an integrated understanding of safety and 
risks associated to an entire value chain. This avoids focusing on the 
local safety optimization of a single process step, potentially shifting 
hazards toward upstream and/or downstream operations. Such need is 
underscored by the expanding range of applications in which inherent 
safety plays a central role (Gao et al., 2021), including the nuclear power 
industry (Sofu, 2015), offshore facilities (Crivellari et al., 2021a), dust 
explosion prevention and mitigation (Rathnayaka et al., 2014) and 
risk-based safety interventions (Khan et al., 2002).

To address this methodological gap, a novel consequence-based 
inherent safety methodology is proposed, named ExALIS (Ex-ante 
Assessment of Life cycle Inherent Safety). The method is designed to 
assess inherent safety within an integrated, life cycle context. The pro
posed framework includes the following elements of novelty: 

i) It enables an ex-ante application of inherent safety principles 
during the early conceptual design phase of industrial projects, 
allowing for proactive hazard identification and mitigation. This 
early-stage integration supports the minimization of risk at the 
outset, reducing the need for costly retrofitting or late-stage risk 
management interventions.

ii) It expands the scope of inherent safety assessment beyond indi
vidual equipment items, plants or core processes, to encompass 
the entire value chain, ensuring a more comprehensive evalua
tion of safety implications. This holistic approach allows in
dustries to identify interdependencies and potential risk 
propagation across different stages of the value chain, leading to 
more informed and effective decision-making.

iii) Offering integrability and modularity with environmental LCA, it 
facilitates a systematic analysis of trade-offs, in particular those 
potentially arising between safety and environmental sustain
ability aspects. By integrating safety assessment with environ
mental impact evaluation, ExALIS provides a multi-dimensional 
framework that supports balanced decision-making in sustain
able process development.

Bridging the gap between inherent safety assessment and life cycle 
thinking, ExALIS provides a robust and scalable approach to the 
improvement of safety performance in industrial systems. The meth
odology fosters informed decision-making at the early design stages, 
contributing to the development of inherently safer, more sustainable, 
and economically viable industrial processes. Furthermore, its adapt
ability allows for seamless integration into existing design workflows, 
making it a practical tool for industries aiming to enhance both safety 
and sustainability in their operations.

In the following, Section 2 provides a comprehensive review of the 
literature on the inherent safety approaches developed to date and 
Section 3 presents and describes the methodology designed to quanti
tively assess the inherent safety of entire value chains through the 
evaluation of key hazard indices. Section 4 applies this methodology to a 
comparative case study involving two alternative technological path
ways—biomethane and hydrogen production—for decarbonizing the 
ceramic sector. Section 5 provides an extensive discussion of the 

obtained results, and Section 6 draws some conclusions.

2. State of the art in inherent safety assessment

Over the past three decades, a broad spectrum of inherent safety 
assessment tools has emerged to systematically compare process alter
natives and support the selection of inherently safer options (Park et al., 
2020). These methods can be clustered in five main categories: i) 
parameter-based indexing methods; ii) consequence-based evaluation 
methodologies; iii) graphical approaches; iv) integrated safe
ty–environment evaluation; and v) risk-based methods (Zanobetti et al., 
2023). A chronological collection of these approaches is provided in  
Table 1 with the respective categories.

The first group of methodologies comprises parameter-based ap
proaches which quantify inherent safety by scoring process- and 
substance-related attributes through weighted contributions from 
chemical hazards, operating conditions, and equipment characteristics. 
Early system-level methods, such as the Prototype Index of Inherent 
Safety (PIIS) (Lawrence, 1996) and later the Inherent Safety Index (ISI) 
(Rahman et al., 2005), played a pivotal role in establishing a structured 
comparison of alternative process routes. Although PIIS was among the 
first to consider entire production routes rather than individual units, its 
semi-quantitative structure does not fully capture the interdependencies 
among process stages or the propagation of hazards along the value 
chain. More recent system-level indices, such as the novel indexes pro
posed by the ExALIS methodology in the present study, extend this 
conceptual space by quantitatively linking hazards across inter
connected units using unified indicators and flow-based aggregation 
rules, enabling life-cycle interpretations, the consistent treatment of 
multi-unit systems, and the integration with environmental assessment 
frameworks.

The second category of methodologies includes consequence-based 
methods which evaluate inherent safety by analysing the outcomes of 
fires, explosions, and toxic releases. Classical indices such as the Dow 
Fire and Explosion Index (F&EI) (Gupta et al., 2003) and the Dow 
Chemical Exposure Index (C&EI) (AIChE technical manual, 1998), 
together with later developments as the Integrated Inherent Safety Index 
(I2SI) (Khan and Amyotte, 2004) and the subsequent contributions by 
Tugnoli et al. (Tugnoli et al., 2007), incorporate increasingly refined 
consequence modelling. These approaches have been widely applied 
across domains including hydrogen storage, biogas upgrading, biodiesel 
production, and LNG bunkering, where they support the comparison of 
design alternatives considering credible accident scenarios.

A third methodological family comprises graphical approaches, 
which often serve as intuitive extensions of parameter-based indices. 
Tools such as the Process Risk Index (PRI) (Chau et al., 2022), the 
Process Stream Index (PSI) (Shariff et al., 2012), and related graphical 
techniques (Ahmad et al., 2019, 2016) enable visual inspection of haz
ard contributions and safe operating envelopes. Their visual structure 
enhances interpretability and fosters communication among engineers 
and decision-makers during early-stage design.

Beyond strictly safety-oriented metrics, an additional set of tools 
incorporates environmental and occupational health dimensions 
alongside inherent safety principles. Indices such as the Inherent Benign- 
ness Indicator (IBI) (Srinivasan and Trong, 2008) and the Inherent 
Chemical Process Route Index (ICPRI) (Warnasooriya and Gunasekera, 
2016) employ multivariate parameter sets to capture environmental 
burdens, toxicological properties, and process hazards simultaneously. 
These methods broaden the scope of inherent safety assessment toward 
integrated sustainability considerations.

A final category comprises risk-based approaches, which combine 
consequence and likelihood into a unified representation of inherent 
risk. Methods such as the Risk-Based Inherent Safety Index (RISI) 
(Rathnayaka et al., 2014) contrast baseline design risks with the reduced 
risks achievable through inherently safer alternatives. By embedding 
probabilistic information, these frameworks offer a more nuanced 
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representation of the trade-offs between hazard elimination, substitu
tion, attenuation, and the reduction of event frequencies.

3. Methodology

The ExALIS methodology consists of a consequence-based inherent 
safety approach developed to comprehensively model value chains and 
production processes. As shown in Fig. 1, it is structured into eight steps, 
which are described in detail below. A template supporting the imple
mentation of the methodology is freely available on request at https:// 
site.unibo.it/lises/en/research-fields/ex-alis or may be requested at 
the following e-mail address: dicam.lises.exalis@unibo.it

3.1. Step 1: definition of the goal and scope of the analysis

3.1.1. Goal and scope of the analysis
The proposed methodology is intended as a decision-support tool for 

the preliminary inherent safety assessment of processes and value chains 
for chemical products and energy vectors. It is conceived to allow its 
application at any stage of the process lifecycle since the early stages of 
development (conceptual design). Thus, it allows as well the assessment 
of value chains and systems at low technology readiness levels (TRLs).

The value chain, defined as the collection of the steps required to 
create a given final product, constitutes the system to be studied. Value 
chain concept extends beyond the classical concept of chemical process 
route, as it accounts also for operations such as storage, transportation 
and auxiliary systems that are needed for the actual implementation of a 
process route in the real word. When alternative value chains or 
different embodiments of the same value chain exist to generate the 
same product, a comparative study can be of concern: this will address 
the assessment of a number of alternative systems, one for each option to 

Table 1 
Collection of inherent safety approaches available in the literature per category.

INHERENT SAFETY 
INDEX

ACRONYM CATEGORY REFERENCE

Mond Fire, Explosion and 
Toxicity Index

Mond FETI Consequence- 
based

(Doran and Greig, 
1993)

Prototype Index of 
Inherent Safety

PIIS Parameter- 
based

(Lawrence, 1996)

INherent SHE Evaluation 
Tool

INSET Graphical 
method

(Mansfield et al., 
1997)

Hazard Identification and 
Ranking -Fire and 
Explosion Damage Index

HIRA-FEDI Consequence- 
based

(Khan and Abbasi, 
1998)

Dow Chemical Exposure 
Index

C&EI Consequence- 
based

(AIChE technical 
manual, 1998)

Inherent Safety Index ISI Parameter- 
based

(Heikkil, 1999)

Environmental, Health, 
and Safety Index

EHS Safety- 
environment

(Koller et al., 2000)

Safety Weighted Hazard 
Index

SWeHI Parameter- 
based

(Khan et al., 2001)

i-Safe Index i-Safe Parameter- 
based

(Palaniappan et al., 
2002b, 2002a)

Dow Fire and Explosion 
Index

F&EI Consequence- 
based

(Gupta et al., 2003)

Integrated Inherent Safety 
Index

I2SI Consequence- 
based

(Khan and 
Amyotte, 2004)

Inherent Safety Key 
Performance Indicator

IS-KPI Consequence- 
based

(Tugnoli et al., 
2007)

Inherent Safety Index 
Module

ISIM Graphical 
method

(Leong and Shariff, 
2008)

Inherent Benign-ness 
Indicator

IBI Safety- 
environment

(Srinivasan and 
Trong, 2008)

Toxic Release 
Consequence Analysis 
Tool

TORCAT Consequence- 
based

(Shariff and Zaini, 
2010)

Extended Inherent Safety 
Index

EISI Parameter- 
based

(Li et al., 2011)

Process Stream Index PSI Graphical 
method

(Shariff et al., 
2012)

Comprehensive Inherent 
Safety Index

CISI Parameter- 
based

(Gangadharan 
et al., 2013)

Inherent Risk Design Index IRDI Parameter-/ 
risk-based

(Rusli et al., 2013)

Risk-based Inherent Safety 
Index

RISI Risk-based (Rathnayaka et al., 
2014)

Numerical Descriptive 
Inherent Safety 
Technique

NuDIST Consequence- 
based

(Ahmad et al., 
2014)

Inherent Process Index IPI Parameter- 
based

(Jiao and Xiang, 
2016)

Inherent Chemical Process 
Route Index

ICPRI Safety- 
environment

(Warnasooriya and 
Gunasekera, 2016)

Graphical Descriptive 
Technique for Inherent 
Safety Assessment

GRAND Graphical 
method

(Ahmad et al., 
2016)

Inherent Safety 
Assessment Technique 
for Preliminary Design 
Stage

ISAPEDS Consequence- 
based

(Ahmad et al., 
2017)

Graphical Inherent Safety 
Assessment Technique

GISAT Graphical 
method

(Ahmad et al., 
2019)

Process Risk Index PRI Graphical 
method

(Chau et al., 2022)

Weighted Inherent Safety 
Index

WISI Parameter- 
based

(Bassani et al., 
2023)

Anticipated Inherent Risk 
Index

AIRI Risk-based (Norouzi et al., 
2024)

Stream Safety Index SSI Risk-based (Pelucchi et al., 
2025)

Fig. 1. Flowchart of the ExALIS methodology.
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be considered within the scope of the analysis.
Given the diverse objectives and circumstances of each study, the 

first step of the methodology is to define the goal and scope of the 
analysis based on its intended application. Stating the goal of the anal
ysis consists in defining the system that will be analyzed, its boundaries 
and the purpose for conducting an inherent safety assessment, i.e., the 
specific questions that the assessment is meant to answer. In the 
execution of comparative assessments, particular care should be taken in 
the definition of a representative production capacity of the system (see 
Section 3.1.4). Alternatively, or in addition to comparative assessments, 
the analysis might be intended to identify the most critical components 
of a system (units and nodes, as defined in Section 3.1.3) or the most 
critical end-point scenarios (as defined in Section 3.5.1), in order to 
provide guidance for the following steps of process design. Finally, the 
scope shall define, according to the goal, the key performance indicators 
(KPIs) to be used in the assessment among the ones presented in Section 
3.7.

3.1.2. Definition of the system
In the present context, a system is a collection of processes (units) 

that constitute an embodiment of the value chain of a chemical product. 
In case of comparative assessments, all the systems shall have the same 
production capacity for the chemical of concern. In the conceptual 
design phase, inherent safety considerations are addressed by adapting 
the depth and rigor of the analysis to the level of detail of the available 
information. Typically, this includes preliminary process flow diagrams 
(PFDs), preliminary mass and energy balances, and initial assumptions 
regarding operating conditions. Even if the process is only partially 
defined, these baseline data enable a first screening of inherent safety 
aspects, which are then iteratively expanded and validated as the design 
progresses and more detailed data become available.

System boundaries define what shall be included or excluded in the 
study: in particular all the units that are part of the value chain of 
concern and that handle hazardous materials shall be included in the 
system boundaries. The selection of system boundaries shall use 
consistent criteria among systems in comparative studies in order to 
avoid distortions in the results (e.g., production of electrical power, 
thermal power and catalysts shall be consistently excluded from 
boundaries in all alternative systems).

3.1.3. System breakdown to units and nodes
In the analysis, it is functional to break down a system into units. In 

turn, each unit shall be divided into nodes. A unit is a specific step in the 
value chain of the product, such as the extraction of raw materials, any 
production or transformation process, transportation, and utilization. A 
node is the smallest element considered in the analysis for which in
formation on the process conditions and/or input and output material 
flows are collected (e.g., an equipment). For relatively simple processes, 
unit and node might coincide. Fig. 2 schematizes the relationships be
tween units and nodes within a system. Clearly enough, the minimum 
configuration for the analysis is a system composed by a single unit in 
turn composed of a single node.

3.1.4. Production capacity and utilization factors
The production capacity P of the system is the yearly amount of final 

product to which the quantitative results of the analysis, i.e., the 
quantified values of the KPIs, are referred. In other words, it is the 
reference unit of the analysis and can be quantified in terms of mass or 
energy, according to the intended application of the study. The concept 
is analogous to the definition of functional unit in environmental LCA 
studies (ISO, 2020a, 2020b).

For the comparative assessment of alternatives systems or value 
chains producing the same chemical product, the comparison is typically 
carried out considering the same production capacity, expressed in 
terms of the mass of product generated yearly by each system. However, 
when comparing systems that produce different energy vectors, a mass- 
based comparison is not meaningful, as different vectors deliver varying 
amounts of energy per unit mass depending on their heating values and 
on the efficiencies of their respective energy conversion processes. In 
such cases, the production capacity shall be expressed in terms of the 
yearly energy available for final use.

Each unit in the system presents its own production capacity pu (see 
Fig. 2), which may relate to the final product or to precursors, reactants, 
intermediates, solvents, auxiliary materials required for its production, 
depending on the role of the unit within the system. The definition of a 
utilization factor may be required to correctly account for the share of 
utilization of units and nodes that contribute to the production capacity 
of the final product. If the entire output of all units and nodes in the 
system is finalized to obtain the final product, it is straightforward to 
associate the inherent hazards of all units and nodes with the production 
capacity, P, of the system. Conversely, when only a fraction of a unit 

Fig. 2. Example of a system representation by units and nodes.
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production is dedicated to the system of interest, a utilization fraction, fu 
(see Fig. 2), shall be defined.

Let pu,s,m be the vector collecting the production capacity of a unit 
and all the input flowrates (expressed as yearly flowrates) required by 
that unit from other units of the system (negative values for inputs and 
positive for production capacity). The matrix As, whose columns are all 
the pu,s,m vectors for the M units of the sth system, is used to calculate the 
utilization factor vector fu,s as follows: 

fu,s = As
− 1 • p (1) 

where As
− 1 is the inverse of matrix As, and p is a vector that contains the 

production capacity of the system (P) and zeros for all other flowrates 
within the system. The utilization factors, fu,s,m, are the M elements of 
fu,s. This approach is analogous to the matrix scaling used in LCA for the 
quantification of the lifecycle inventory (European Commission - JRC, 
2010). Specific rules apply when calculating system KPIs in the presence 
of utilization factors, discussed in Section 3.7.

When a unit produces multiple useful products but only some are 
relevant to the system, an allocation need arises. This can be managed 
defining allocation factors by the consolidated approaches used in LCA 
studies (European Commission - JRC, 2010; ISO, 2020b). The allocation 
factors are to be used similarly to utilization factors in the definition of 
the inherent safety KPIs.

3.1.5. Selection of key performance indicators (KPIs)
The selection of the key performance indicators (KPIs) to be used in 

the inherent safety assessment is made according to the intended 
application of the study.

Two types of inherent safety KPIs are adopted: 

• Potential Indicator (PI): quantifies the magnitude of the worst-case 
scenario affecting the node, unit, or system under study;

• Hazard Indicator (HI): quantifies the inherent hazard associated to 
each credible scenario affecting the node, unit, or system under 
study, considering both the magnitude and the credibility of the 
potential consequences.

The indicators can be calculated at the node (N), unit (U), and system 
(S) level according to the rules of calculation described in Section 3.7, 
and are defined with reference to the three possible targets of an acci
dent: human (H), asset (A), and the environment (E). KPIs for different 
targets may be defined, requiring the definition of an appropriate 
damage and a related threshold value, as outlined in Section 3.5.2.

According to the aim of the assessment, all or part of the KPIs listed in 
Table 2 can be used.

3.2. Step 2: definition of units

Once the goal and scope of the analysis are defined, the second step 
of the methodology involves defining units.

A system represents a potential embodiment of the value chain for a 
product or its components, comprising multiple units and nodes, as 

previously illustrated in Fig. 2. When evaluating a single step of the 
value chain, the system aligns with the corresponding unit.

A system reference scheme must be defined for each system assessed 
in Step 1. Reference schemes must then be defined for all the constituent 
units, which serve distinct functions such as production (e.g., process 
plants), storage (e.g., temporary depots), distribution (e.g., refueling 
stations), transportation (e.g., pipelines, road tankers), or transfer (e.g., 
loading/unloading arms and pumping stations). The reference schemes 
shall include simplified PFDs or equivalent technical representations, 
such as schematics for transport tankers, ensuring that the necessary 
information for each unit is captured. An example is provided for the 
case study described in Section 3.

One or more nodes shall be associated to each unit. The features and 
the function of nodes is described in the following section.

For each unit, the input and output flowrates of the streams 
exchanged with other units of the system shall be calculated. These 
allow the definition of the vector pu,s,m defined in Section 3.1.4. It shall 
be noted that data on material/energy flows exchanged with items that 
are not part of the system are not necessary for the calculation.

3.3. Step 3: definition of nodes

To finalize the definition of the constituting elements of a system, the 
third step of the methodology entails the identification of the nodes. 
Nodes represent the individual components within each unit of the 
system, and can include process equipment (e.g., columns, heat ex
changers, and reactors), transport equipment (e.g., pipelines and 
tankers), or transfer equipment (e.g., hoses and arms).

Nodes are classified into four macro-categories: 

1. Process Nodes (all-purpose): encompass all major process units 
applicable across various types of plants.

2. Process Nodes (specialized): include equipment specific to particular 
industrial sectors, such as Oil&Gas, hydrogen, and others.

3. Transport Nodes: comprise equipment used for fluid transportation 
between plants, including pipelines, ship, and road and rail tankers.

4. Transfer Nodes: includes hoses and transfer arms used for fluid 
transfer operations.

Nodes that involve hazardous substances or substances stored under 
hazardous conditions must be identified and further categorized into 
three equipment classes, based on the relative importance of inventory 
and input streams on the definition of release severity: 

• General (G), where a check, described in Table 4, is required to 
determine if either the equipment inventory or the inlet streams 
dominate the release severity;

• Tank-like (T), where the equipment inventory determines the release 
severity;

• Pipe-like (P), where the inlet streams determine the release severity.

Table 2 
Nomenclature of the KPIs proposed by the methodology (H: Human; A: Asset; E: 
Environment).

GROUP KPIs ASSESSMENT

NODE UNIT SYSTEM

H NPIH, 
NHIH

UPIH, 
UHIH

SPIH, 
SHIH

Inherent safety related to the 
human target

A NPIA, 
NHIA

UPIA, 
UHIA

SPIA, 
SHIA

Inherent safety related to the 
asset target

E NPIE, 
NHIE

UPIE, 
UHIE

SPIE, 
SHIE

Inherent safety related to the 
environmental target

Table 3 
Information required for each node, depending on the related equipment class.

INFORMATION EQUIPMENT CLASS

GENERAL TANK- 
LIKE

PIPE- 
LIKE

Nominal temperature and pressure of the 
equipment

✓ ✓ ​

Nominal temperature and pressure of inlet/ 
outlet streams

✓ ​ ✓

Composition, flow rate of inlet/outlet 
streams

✓ ​ ✓

Physical state of inlet/outlet streams ✓ ​ ✓
Inventory, composition and physical state ✓ ✓ ​
Pressure or liquid head (only for 

atmospheric equipment)
✓ ✓ ​
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Depending on the equipment class to which the node belongs, spe
cific information is required to complete the inherent safety assessment, 
as summarized in Table 3.

Nodes that do not involve the presence of hazardous substances can 
be neglected in the further steps of the analysis, unless specific hazard 
scenarios leading to end-point scenarios similar to those accounted in 
Step 5 can be identified (e.g., physical explosion of a pressurized inert 
gas vessel).

It is important to note that in Table 3, the term “inventory” generally 
refers to the total mass of fluids contained within the equipment under 
operating conditions, commonly also indicated as the total holdup (TH). 
If the inventory fluctuates during normal operations (e.g., in storage 
tanks), the highest expected value is considered as the inventory. If the 
gas phase has hazard characteristics similar or less severe than the liquid 
phase, gas inventory can be neglected.

Within the general class of equipment, two sub-classes—GT and 
GP—are defined based on whether the inventory or the inlet streams 
have a greater influence on release severity, respectively. This distinc
tion is further clarified in Table 4, which outlines the criteria to deter
mine which element prevails. In the table, k is the tag of the node of 
interest, Fw,k represents the mass flow rate of the inlet stream w entering 
node k, and W indicates the total number of inlet streams.

Table 5, Table 6,  Table 7, and  Table 8 summarize the taxonomy of 
process, transport, and transfer nodes.

3.3.1. Additional information for transport units, transfer units, and batch 
processes

Dealing with transport and transfer units, as well as with batch 
processes, requires additional information in order to conduct the 
inherent safety assessment.

Focusing on the transport units, if pipelines are involved, details 
about the length of the pipeline and the number of pumping stations for 
each pipeline are necessary. For rail, road, and maritime tankers, the 
length of a single trip (Lv) and the mean velocity of the vehicle (vm) are 
required for the evaluation.

Special considerations apply when defining nodes in pipeline trans
port units. A distinct node is defined for each segment of the pipeline 
having a constant nominal diameter, regardless of the number of 
pumping stations present. Each piece of equipment in pumping stations 
is considered as an individual node, similarly to what occurs for process 
units. If multiple pumping stations are present, multiple nodes are 
therefore considered accordingly in the pipeline transport unit under 
assessment.

In the case of units featuring transportation by rail, road, or maritime 
tankers, the nodes of the transport unit are the specific types of tankers 
used in the operation (road, rail, or ship/barge), classified according to 
their capacity (in kg) and to the physical properties of the delivered fluid 
in terms of temperature and pressure. As an example, if a transportation 
unit uses two types of road tankers to deliver a given fluid, at the same 
pressure and temperature but with different capacities, two distinct 
nodes shall be considered. However, if tankers have also identical ca
pacities, they are accounted as a single node.

A transfer unit is typically composed of loading/unloading arms 
and/or hoses and pumping stations where necessary. Each hose or arm is 
considered as a distinct node within the transfer unit. These units require 
additional information on the number of transfers per year. The number 
should coincide with the number of trips considered in the transport 

units servicing the transfer unit.
In the case of seasonal processes and processes involving batch op

erations, the additional information required is the effective usage time 
(τB) of each node, which represents the operational time during which 
the equipment is in service each year.

3.4. Step 4: identification of loss of containment events and release modes

The fourth step of the methodology involves the identification and 
characterization of loss of containment (LOC) events leading to end- 
point scenarios.

Table 4 
Sub-classes of the general class of equipment (Fw,k: mass flow rate of inlet stream 
w in node k; W: total number of inlet streams).

CLASS SUB-CLASS CRITERION

GENERAL GT THk >
∑W

w=1
Fw,k • 3 min

GP THk <
∑W

w=1
Fw,k • 3 min

Table 5 
Taxonomy of process nodes (all-purpose) (D: diameter).

PROCESS NODES (ALL-PURPOSE)

CATEGORY SUB-CATEGORY CLASS

Process vessel Columns Atmospheric G
Pressurized G

Separators Atmospheric G
Pressurized G

Filters Atmospheric G
Pressurized G

Reactors Stirred tank G
Tubular P

Others/Unspecified Atmospheric G
Pressurized G

Storage tank Atmospheric T
Pressurized T
Cryogenic T
Tank containers (ISO) T

Heat exchanger Shell&Tube P
Plate&Frame P
Air-coolers P
Furnaces/Boilers P
Direct Fire Heaters P
Others/Unspecified P

Machinery Pumps (centrifugal) P
Pumps (alternative) P
Pumps (others/unspecified) P
Compressors (centrifugal) P
Compressors (alternative) P
Compressors (others/unspecified) P
Turbines P

Piping Process piping* D ≤ 6’’ P
6’’ < D ≤ 18’’ P
D > 18’’ P

Permanently installed hoses D ≤ 6’’ P
6’’ < D ≤ 18’’ P
D > 18’’ P

Temporary hoses D ≤ 6’’ P
6’’ < D ≤ 18’’ P
D > 18’’ P

* this category has to be considered only when the distance between two 
connected units is higher than 50 m.

Table 6 
Taxonomy of process nodes (specialized) (D: diameter).

PROCESS NODES (SPECIALIZED)

CATEGORY SUB-CATEGORY CLASS

Oil&Gas Wellhead (surface, subsea) P
Pig trap (launcher, receiver) P
Manifold, header D ≤ 6'' P

6’’ < D ≤ 16’’ P
D > 16’’ P

Riser (steel fixed) D ≤ 16'' P
D > 16’’ P

Riser (flexible) Overall P
Hydrogen Fuel cell G

Electrolyzer G
Venting system Flare/Burner P

Venting&Blowdown system G
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More specifically, LOC events are defined as the types of releases of 
materials and/or energy from process equipment and pipework, 
affecting each node. As shown in Table 9, based on the Methodology for 
identifying major accident hazards (MIMAH) procedure (Delvosalle 
et al., 2004a), a set of three LOC events (i.e., catastrophic rupture, 
breach, and puncture) is identified. Depending on the equipment class, 
these LOC events can have different features. Therefore, to account for 
specific factors such as release geometry, duration, magnitude, and 
conditions, LOC events are characterized by a set of one or more release 
modes (RM), which define the release conditions to be considered for 
each LOC and to be later modelled in Step 5 (e.g., “release of liquid at 
inlet conditions from a hole of 10 mm” is a possible RM for LOC3).

Guidance on the definition of the relevant RM is provided by the 
reference release classes (RCs) reported in Table 9. RCs specify some 

features of the release mode, but shall be completed with information on 
the pre-release conditions (e.g., pressure, temperature, phase, and 
composition) to define a proper RM. More specifically, more than a 
single RM are usually defined when a RC may result in the release of 
significantly different streams from the same node. For example, in a 
typical liquid-vapor separator, three release modes of class RC5 need to 
be analyzed:a RM for the outlet liquid, a RM for the outlet vapor, and a 
RM for the inlet bi-phase.

While LOCs are the same for each node, the RCs to be considered 
depend on the equipment classes defined in Step 3 of the current 
methodology (see Section 3.3) as specified in Table 9.

3.5. Step 5: Calculation of damage distances

The fifth step of the methodology focuses on analyzing the conse
quences of LOC events, determining the damage distances associated 
with the end-point scenarios, which define the extent of the impact. This 
process begins with the identification of the end-point scenarios repre
senting the possible hazardous outcomes of a RM, followed by the 
assessment of their consequences with respect to the targets considered.

3.5.1. Identification of end-point scenarios
End-point (accident) scenarios are determined for each reference RM 

using qualitative event trees derived from conventional approaches 
proposed in the technical literature (Delvosalle et al., 2004b; Mannan, 
2012; TNO, 2005). The appropriate event tree shall be selected applying 
the conventional criteria used in risk analysis (see e.g., Mannan, 2012), 
considering the RM (i.e., the characteristics of the applicable RC and the 
expected operating conditions at the time of the release, categorized as 
in Table 10).

The results of the event trees are summarized in Table 11, where a 
list of baseline end-point scenarios requiring modelling are linked to 
both the selected release classes (see Table 9) and the corresponding 
physical states (defined in Table 10). Clearly enough, the list of end- 
point scenarios included in Table 11 should be considered as a base
line set to assure consistency to the analysis. However, on the one hand, 
further end-point scenarios may be added for specific substances and/or 
release classes. On the other hand, a baseline end-point scenario may be 
dropped in case it is not credible due to the specific properties of the 
substance and/or of the release class.

3.5.2. Calculation of damage distances for each end-point scenario
The calculation of the damage distances for each end-point scenario 

relies on the definition of damage threshold values of physical effects on 
humans, assets, and the environment (or other specific targets consid
ered in the analysis). The damage distance is defined as the maximum 
radius from the point of the release at which the severity of the physical 
effect associated with the end-point scenario reaches the threshold value 
specified in Table 12 for the different targets (i.e., human, asset, envi
ronment) (Tugnoli et al., 2007).

The air compartment is not considered for environmental contami
nation in the present context, as substances tend to rapidly dilute 

Table 7 
Taxonomy of transport nodes (D: diameter).

TRANSPORT NODES

CATEGORY SUB-CATEGORY CLASS

Pipeline Steel pipeline Offshore D ≤ 6'' P
6’’ < D ≤ 10’’ P
10’’ < D ≤ 16’’ P
D > 16’’ P

Oil pipeline Offshore D ≤ 6'' P
6’’ < D ≤ 10’’ P
10’’ < D ≤ 16’’ P
D > 16’’ P

Gas pipeline Onshore D ≤ 6'' P
6’’ < D ≤ 10’’ P
10’’ < D ≤ 16’’ P
D > 16’’ P

Tankers Road Atmospheric T
Pressurized T

Rail Atmospheric T
Pressurized T

Ship/Barge Atmospheric T
Pressurized T

Table 8 
Taxonomy of transfer nodes.

TRANSFER NODES

CATEGORY SUB-CATEGORY CLASS

Loading/Unloading hose Road Atmospheric P
Pressurized P

Rail Atmospheric P
Pressurized P

Ship/Barge Atmospheric P
Pressurized P

Loading/Unloading arm Road Atmospheric P
Pressurized P

Rail Atmospheric P
Pressurized P

Ship/Barge Atmospheric P
Pressurized P

Table 9 
Loss of containment events, release classes, and their relationship with equip
ment classes (see from Table 4 to Table 8 for the definition of equipment classes).

LOC RELEASE CLASS EQUIPMENT CLASS

GT GP T P

LOC1: 
Catastrophic 
rupture

RC1: Instantaneous release of the 
entire inventory

✓ ​ ✓ ​

RC2: Release of the inventory in 
10 min

✓ ​ ✓ ​

RC3: Release of the nominal flow 
rates of all the inlet streams for 3 min

​ ✓ ​ ✓

LOC2: Breach RC4: Release from a hole of 50 mm ✓ ✓ ✓ ✓
LOC3: Puncture RC5: Release from a hole of 10 mm ✓ ✓ ✓ ✓

Table 10 
Categorization of operating conditions at the time of release.

PHYSICAL STATE DEFINITION

Liquid_1 Fluids with an operating temperature below the Normal 
Boiling Point (NBP), where NBP > Tamb

Liquid_2 Fluids with an operating temperature above the NBP, where 
NBP > Tamb, resulting in pressures higher than atmospheric

Pressurized gas Fluids in the gaseous state maintained at a pressure above 
atmospheric pressure

Cryogenic liquid Fluids liquefied at a temperature below their NBP, where 
NBP < Tamb

Liquefied gas with 
pressure

Fluids (typically at atmospheric temperature) liquefied at a 
pressure above their vapor pressure, where NBP < Tamb
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(Mannan, 2012). Additionally, the current methodology does not ac
count for potential seafloor contamination, as the focus is on the onshore 
infrastructure. Specific details regarding seafloor impacts can be found 
elsewhere (Crivellari et al., 2021b; Di Talia et al., 2024; Tamburini et al., 
2024a, 2023). Also in this case, Table 12 provides baseline threshold 
values needed to assure consistency to the analysis. Further threshold 
values may be added in case other environmental compartment or 
specific environmental targets are considered.

For the sake of simplicity, from now on, the methodology is 
described only referring to the human target. However, the same steps 
apply to all the other targets considered.

To model the physical effects of the end-point scenarios identified in 
Section 3.5.1 (see Table 11), integral consequence analysis models, 
along with software tools such as PHAST (DNV, 2025), EFFECTS 
(Gexcon, 2025), OLGA (Schlumberger, 2025), and ALOHA (US EPA, 
2024), can be used. The potential occurrence of domino effects (Cozzani 
and Reniers, 2021) is not included in the calculation of the damage 
distances.

In order to assure consistency in the results, the modelling assump
tions introduced need to be applied consistently thorough the analysis. 
In particular, the same model shall be applied to assess the damage 
distance of the same category of end-point scenarios. Moreover, the 
same weather conditions need to be applied in the calculation. In the 

case study carried out in the following, the integral models implemented 
in PHAST version 9.11 (DNV, 2025) were used. Weather conditions were 
restricted to a single case, deemed to be a worst-case scenario for 
dispersion phenomena: Pasquil stability class F, wind speed 1.5 m/s at 
10 m elevation, air and ground temperature 10 ◦C, flat terrain, 70 % 
relative humidity. In case of release modes of class RC3, given the short 
duration of the release (i.e., 3 min) a puff model is considered for 
consequence analysis of end-point scenarios involving cloud dispersion 
phenomena. Clearly enough, the user can select different models and/or 
assumptions, provided they are applied consistently throughout the 
analysis.

Since integral models for consequence analysis tend to be unreliable 
in the “near-field” of the release location, the following criterion must be 
applied to determine the effective damage distance: 

deff
s,m,k,i,g,j = max

(
dcalc

s,m,k,i,g,j, 5 m
)

(2) 

By the procedure described above, damage distances are obtained for 
each of the jth end-point scenario related to the gth release mode of the 
ith LOC of the kth node included in the mth unit of the sth system is the 
calculated damage distance, denoted as dcalc

s,m,k,i,g,j. The procedure shall be 
repeated for all the release modes, all the nodes, all the units, and all the 
systems considered.

A damage vector is then obtained considering the maximum damage 
distances among all the end-point scenarios for all the RMs of each LOC: 

hs,m,k,i = maxg,j

(
deff

s,m,k,i,g,j

)
(3) 

3.6. Step 6: Assignment of credit factors

The sixth step of the methodology involves assigning a credit factor 
to each LOC event considered (cfi ). The credit factors reflect the equip
ment inherent proneness to cause releases, representing the operational 
hazard of each equipment item. Notably, cfi is independent of the spe
cific release modes actually considered in each LOC.

The determination of the credit factors relies on the analysis of 
baseline failure frequency databases and of specific literature data. It is 
linked to the taxonomy established in Step 2 of the current methodology 
(refer to Section 3.3). A database of suggested credit factors was 
developed in the present study and is reported in Appendix A (from 
Table A1 to Table A5).

Calculating credit factors for transport and transfer units as well as 
for batch processes needs additional specifications. In particular, in the 
case of pipelines, credit factors are obtained multiplying the length of 

Table 11 
Baseline list of end-point scenarios (j) to be modelled according to the physical state and release class considered (VCE: Vapour Cloud Explosion; BLEVE: Boiling Liquid 
Expanding Vapor Explosion).

PHYSICAL STATE RELEASE 
CLASS

Evaporating Pool Boiling 
Pool

END-POINT SCENARIO

Fireball Jet-Fire Pool-Fire Flash-Fire VCE Toxic Cloud Burst/BLEVE
j = 1 j = 2 j = 3 j = 4 j = 5 j = 6 j = 7

Liquid_1 1 ✓ ​ ​ ​ ✓ ✓ ✓ ✓ Only for P > Patm

​ 2,3,4,5 ✓ ​ ​ ​ ✓ ✓ ✓ ✓ ​
Liquid_2 1 ​ ✓ ✓ ​ ✓ ✓ ✓ ✓ ✓

2,3,4,5 ​ ✓ ​ ✓ ✓ ✓ ✓ ✓ ​
Pressurized gas 1 ​ ​ ✓ ​ ​ ✓ ✓ ✓ ✓

2,3,4,5 ​ ​ ​ ✓ ​ ✓ ✓ ✓ ​
Cryogenic liquida 1 ​ ✓ ✓ ​ ✓ ✓ ✓ ✓ ✓

2,3,4,5 ​ ✓ ​ ✓ ✓ ✓ ✓ ✓ ​
Cryogenic liquidb 1,2,3,4,5 ​ ✓ ​ ​ ✓ ✓ ✓ ✓ **
Liquefied gas with pressure 1 ​ ✓* ✓ ​ ✓* ✓ ✓ ✓ ✓

2,3,4,5 ​ ✓* ​ ✓ ✓* ✓ ✓ ✓ ​

a Cryogenic liquid stored at a pressure higher than atmospheric pressure.
b Cryogenic liquid stored at a pressure near the atmospheric pressure.
* It has to be considered only for the rain-out formed after the fluid flash.
** Only in case of release above water of methane and possibly hydrogen (rapid phase transition).

Table 12 
Damage threshold values related to the targets: human, asset, and the envi
ronment (Tugnoli et al., 2007).

END-POINT 
SCENARIO

EFFECT 
TYPE

THRESHOLD VALUE

HUMAN ASSET ENVIRONMENT

Flash-Fire Heat radiation ½ LFLa / /
Fireball Heat radiation 7 kW/ 

m2
15 kW/ 
m2

/

Jet-fire Heat radiation 7 kW/ 
m2

15 kW/ 
m2

/

Pool-fire Heat radiation 7 kW/ 
m2

15 kW/ 
m2

/

Vapor Cloud 
Explosion

Blast wave 
overpressure

14 kPa 16 kPa /

Physical 
explosion

Blast wave 
overpressure

14 kPa 16 kPa /

Toxic Cloud Acute toxicity IDLHb / /
Water/soil 

pollution
Acute toxicity / / PNECc

a LFL, Lower Flammability Limit [ppm].
b IDLH, Immediately Dangerous to Life and Health concentration [ppm].
c PNEC, Predicted No Effect Concentration [mg/l] (Crivellari et al., 2021b).
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the pipeline by a baseline credit factor per unit length (cf km), which 
varies depending on the pipeline diameter. The recommended baseline 
credit factors values per unit length are provided in a dedicated database 
in Appendix A (see Table A4). Clearly enough, when a pipeline consists 
of multiple sections with different diameters, the length of each section 
must be multiplied by the corresponding credit factor value.

In the case of rail, road, and ship/barge tankers, the length of a single 
trip, Lv (km/trip), and the total number of trips per year, n (trip/y), are 
used to obtain the credit factor cf y (y

− 1), as follows: 

cf y = cf km • Lv • n (4) 

where cf km (y
− 1km− 1) is the failure frequency per unit length reported in 

Table A4 of Appendix A.
The total number of trips per year, n, is calculated as the ratio of the 

production capacity, pu (kg/y), of the transport unit, to the transport 
capacity, C (kg), of the tanker node.

In the case of transfer units, credit factors are obtained multiplying 
the number of transfers per year (i.e., operations) by the unit factors 
given in Table A5 of Appendix A.

In the case of seasonal or batch processes, the credit factor must be 
modified as follows to take into account the actual yearly period of 
operation of batch nodes: 

cf yeff
= cf y •

τB

τy
(5) 

where cf y is the baseline credit factor available for continuous operation 
(see Appendix A, from Table A2 to Table A5), τB (h/y) is the time of use 
of the batch node, and τy is the number of hours in a year (8766 h/y).

3.7. Step 7: Calculation of indicators

In this step of the methodology, the inherent safety KPIs introduced 
in Section 3.1.5 are calculated, first at a node level, then at the level of 
the unit and of the system. The KPIs are calculated using the damage 
vector obtained in Step 5 of the methodology (see Section 3.5) and of the 
credit factors assigned to each LOC in Step 6 (see Section 3.6). It is 
important to ensure that all nodes and all units have been analyzed 
before proceeding with the KPI calculation. The procedure to calculate 
the KPIs is described in the following.

3.7.1. Calculation of KPIs at node level
The calculation of the potential and hazard indicators for each node 

shall be performed as detailed in Table 13.
In the case of rail, road, and maritime tanker transport, the calcu

lation for each node (as defined in Step 3) incorporates specific features 
that account for the number of trips and tankers involved.

First, the mean trip time, τv (h/trip), shall be calculated as the ratio 
between the length of a single trip, Lv (km/trip), and the mean velocity, 
vm (km/h), of the node. Then, a corrective factor, σ, is introduced to 
account for both the fraction of the year during which a tanker is in 

transit and the number of tankers required: 

σ =
τv

τy
• n (6) 

where τy is the number of hours in a year (8766 h/y) and n is the number 
of trips per year (see Section 3.6).

Finally, the KPI is computed as follows, encompassing the overall 
impact of transportation dynamics on system performance: 

NPIs,m,k = σ •

[

πmax
i

(
hs,m,k,i

)2
]

(7) 

3.7.2. Calculation of indicators at unit and system level
The calculation of the potential and hazard indicators for each unit 

consists of a summation of the KPIs obtained for the nodes composing 
the unit: 

UPIHs,m =
∑K

k=1

NPIHs,m,k (8) 

UHIHs,m =
∑K

k=1
NHIHs,m,k (9) 

where K is the total number of nodes in unit m of system s.
The KPIs of each system are calculated considering its production 

capacity, P. Their calculation consists of a summation of the KPIs ob
tained for the units composing the system, weighted by their utilization 
fractions, fu,s,m: 

SPIHs =
∑M

m=1
UPIHs,m•fu,s,m (10) 

SHIHs =
∑M

m=1
UHIHs,m•fu,s,m (11) 

where M is the total number of units in system s and fu,s,m is the utili
zation factor calculated in Section 3.1.4 (see Eq. 1).

3.7.3. Calculation of hazard-specific indicators
Hazard-specific indicators may be calculated to obtain a hazard 

footprint specifically addressing fire, explosion, or toxicity hazards in 
order to explore specific hazard profiles according to the goal of the 
analysis. Three hazard-specific indices may be calculated, as shown in 
Table 14: 

1. NFHIH: Node Flammability inherent Hazard index for Human target, 
addressing the hazard related to fire scenarios.

2. NOHIH: Node Overpressure inherent Hazard index for Human target, 
addressing the hazard due to blast waves.

3. NTHIH: Node Toxicity inherent Hazard index for Human target, 
addressing the hazard due to acute toxicity.

The calculation of these indicators follows rules similar to the gen
eral inherent hazard index (Step 7), but the generic damage vector hs,m,k,i 
(obtained in Step 5 of the methodology) is substituted by hazard-specific 
vectors which accounts only for the damage distance for the physical 
effect of concern (i.e., heat radiation, overpressure, acute toxicity). The 
specific equations are shown in Table 14. It shall be noted that the 
damage distances required for the quantification of the hazard-specific 
indicators were already evaluated in Step 5 and therefore no further 
calculation is required for the consequences of the end-point scenarios.

3.8. Step 8: Analysis of the results

The KPIs obtained from the above-described methodology are 

Table 13 
Calculation of the potential and hazard KPIs at node level (H: Human; A: Assets; 
E: Environment).

GROUP KPI EQUATION TYPE OF INDICATOR

H NPIH NPIHs,m,k = πmax
i

(
hs,m,k,i

)2 POTENTIAL

NHIH NHIHs,m,k = π
∑3

i=1

(
cfi • h2

s,m,k,i

)
HAZARD

A NPIA NPIAs,m,k = πmax
i

(
As,m,k,i

)2 POTENTIAL

NHIA NHIAs,m,k = π
∑3

i=1

(
cfi • A2

s,m,k,i

)
HAZARD

E NPIE NPIEs,m,k = πmax
i

(
Bs,m,k,i

)2 POTENTIAL

NHIE NHIEs,m,k = π
∑3

i=1

(
cfi • B2

s,m,k,i

)
HAZARD
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interpreted to assess the overall inherent safety of the system, to 
compare alternative systems, and to identify critical units or nodes. 
Examples are provided in Section 5, reporting the results of the analysis 
of the case study introduced in Section 4.

In this step, the analysis of results is not limited to the deterministic 
interpretation of KPIs, but is extended to account for uncertainty and 
sensitivity. A probabilistic framework based on Monte Carlo simulation 
is proposed, whereby damage distances predicted by consequence 
models are perturbed using a multiplicative Gaussian error (sigma equal 
to 25 % of the nominal value, corresponding to a model error of 
approximately ± 50 % at two standard deviations). This procedure 
generates distributions of KPIs rather than single-point estimates, 
allowing confidence intervals and exceedance probabilities to be 
quantified. In parallel, sensitivity analysis highlights which uncertain 
parameters drive the largest share of output variability. Together, these 
complementary analyses provide a more transparent and defensible 
assessment of inherent safety, identify model assumptions that critically 
influence conclusions, and support decision-makers in prioritizing sys
tem modifications or further data collection. Clearly enough, the user 
may select alternative and case-specific methods for uncertainty and 
sensitivity analysis. Nevertheless, it is recommended that such analyses 
are carried out as part of the analysis of the results.

4. Case study

A case study has been defined to demonstrate the implementation of 
the methodology and the results obtained. The case study concerns two 
alternative systems for renewable energy supply to empower a ceramic 
manufacturing plant: biogas production from anaerobic digestion and 
hydrogen (H2) production via electrolysis. The ceramic plant has a total 
energy demand of 3.28 GJ/t, thus considering the lower calorific values 
of natural gas (36.6 MJ/Nm³) and hydrogen (10.8 MJ/Nm³) 
(Kahangamage et al., 2024), 754 Nm/h of natural gas or 2557 Nm/h of 
hydrogen are necessary to meet the required energy input. In order to 
limit the complexity of the case-study, the inherent safety analysis of the 
ceramic manufacturing plant is out of scope of the case-study. The 

system boundary has been set at the furnace where biogas or hydrogen 
are burned to supply the required process heat. It should be remarked 
that, since the configuration of the manufacturing plant remains iden
tical in both supply options, its inherent safety performance does not 
affect the comparative assessment of the renewable energy supply chain.

4.1. System 1: biomethane-based value chain

The local production of biomethane (BioM) involves a preliminary 
anaerobic digestion system for biomass, followed by a desulfurization 
and upgrading system (Calise et al., 2021; Carvalho et al., 2023), as 
shown in the PFD in Fig. 3.

Initially, a filter removes solid and liquid impurities before the biogas 
enters a scrubbing column, where sodium hydroxide (NaOH) and water 
(H2O) act as solvents to completely eliminate hydrogen sulfide (H2S) 
(Castellanos-Sánchez et al., 2024). The column integrates an oxidation 
tank that oxidizes H2S into elemental sulfur, enabling the recovery of 
NaOH and H2O (Dumont, 2015). Since this equipment does not involve 
hazardous substances, it has been neglected for the inherent safety 
assessment. A condenser, using cooling fluid from a refrigeration cycle, 
then lowers the biogas temperature from approximately 40 ◦C to 5 ◦C, 
facilitating dehumidification (Calise et al., 2021). Further purification 
occurs via an activated carbon filter, ensuring the removal of residual 
acidic gases and liquid impurities. The conditioned biogas is subse
quently compressed to 2 MPa and directed to a selective membrane 
(Gkotsis et al., 2023), where 669 Nm3/h of carbon dioxide (CO2) (with 
0.66 % of methane (CH4)) permeates for collection and storage, while 
CH4 is retained at a significantly lower rate, yielding a purified (97 %) 
biomethane stream having a medium hourly production rate of 903 
Nm3. The retentate is then transported to the ceramic furnace through a 
buried pipeline, 2 km long and 3 in in diameter.

Detailed information about operating conditions (i.e., temperature 
and pressure), compositions, mass flow rates, and inventories are re
ported in Table S1 in the Supplementary Material.

As shown in Fig. 3, the biomethane value chain is divided into five 
units, each comprising various nodes as summarized in 

Table 14 
Calculation of the hazard-specific KPIs at node and unit level (j: label of the end-point scenario in Table 11).

HAZARD TYPE DAMAGE VECTOR KPI (node) KPI (unit)

Heat radiation 
j = 1 ÷ 4

fs,m,k,i = max
[
deff

s,m,k,i,g,j

]

NFHIHs,m,k = π
∑3

i=1

(
cfi • f2

s,m,k,i

)
UFHIHs,m =

∑K
k=1

UFHIs,m,k

Blast wave overpressure 
j = 5

os,m,k,i = max
[
deff

s,m,k,i,g,j

]

NOHIHs,m,k = π
∑3

i=1

(
cfi • o2

s,m,k,i

)
UOHIHs,m =

∑K
k=1

UOHIs,m,k

Acute toxicity j = 6 ts,m,k,i = max
[
deff

s,m,k,i,g,j

]

NTHIHs,m,k = π
∑3

i=1

(
cfi • t2s,m,k,i

)
UTHIHs,m =

∑K
k=1

UTHIs,m,k

Fig. 3. PFD of the biomethane-based value chain with a focus on the identified units (BioM-01-BioM-05) (refer to Table S1 in the Supplementary Material for node 
tag definitions).
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Table 15—except for the third and fourth units, which consists of a 
single node.

4.2. System 2: Hydrogen-based value chain

The local production of hydrogen relies on an electrolysis system in 
which water is separated into oxygen (O2) and hydrogen (Arsad et al., 
2023), as illustrated in the PFD in Fig. 4.

More in detail, a total of 12 electrolyzers operating in parallel is 
necessary to meet the required hourly H2 flow rate of 2557 Nm3. This 

setup ensures a consistent and efficient production of H2 to satisfy the 
plant’s energy demand. The electrolyzers are of the alkaline type, based 
on a potassium hydroxide (KOH) solution (Tüysüz, 2023), and each has 
a power capacity of approximately 1 MW.

As illustrated in the PFD (see Fig. 4), H2O is first introduced into the 
system and undergoes pre-treatment in separation units before being fed 
into the electrolyzer stack (Cammann et al., 2024). Within the electro
lyzer, H2O is split into H2 and O2, with the hydrogen stream passing 
through multiple purification and drying stages—including separation, 
cooling, and moisture removal—to ensure high-purity gas output (Sakas 
et al., 2022). The produced H2 is subsequently compressed and stored at 
50 bar and 25 ◦C, with a residence time of 12 h, while the O2 by-product 
is safely vented.

It is worth noting that, for the purpose of comparison between 
hydrogen and biomethane production, air was assumed as the com
bustion agent in the ceramic furnace.

Comprehensive data on operating conditions (i.e., temperature and 
pressure), compositions, mass flow rates, and inventories can be found 
in Table S2 in the Supplementary material. Pumps and filters, handling 
only H2O and free from hazardous substances, have been excluded from 
the inherent safety assessment.

Within the H2 production plant (see Fig. 4), three units have been 
identified, each comprising various nodes as summarized in 
Table 16—apart from the second unit, which contains just a single node.

Table 15 
Classification of units and nodes of the local biomethane-based value chain.

UNIT DESCRIPTION NODE CLASS

BioM-01 Biogas production D01 – D02 GT

F01 GP

SC01 GP

E01 P
S01 GP

F02 GP

BioM-02 Upgrading C01 P
M01 GP

BioM-03 Biomethane transport L01 P
BioM-04 Biomethane storage T01 T
BioM-05 Final user E02 P
​ ​ FU01 P

Fig. 4. a) PFD of the hydrogen-based value chain with a focus on the identified units (H2-01-H2-03); b) Detailed process flow diagram of a single electrolyzer system 
constituent of H2-01 (refer to Table S2 in the Supplementary Material for node tag definitions).
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5. Results and discussion

5.1. Results of the case study

The results obtained by the application of the ExALIS methodology to 
the case study are presented and discussed in the following.

Table 17 reports the KPIs calculated for one of the nodes corre
sponding to a specific unit: the hydrogen storage node (T01), which 
coincides with unit H2-02. The table summarizes the main parameters 
derived from the different steps of the methodology, including the LOC 
events, the RMs, the corresponding credit factors, the end-point sce
narios, and the damage distances and vectors, together with the calcu
lated values of NPIH/UPIH and NHIH/UHIH. These KPIs were assessed 
using the equations reported in Table 13, taking into account the 
assigned credit factors and the estimated damage distances for each 
scenario. Among the analyzed end-point scenarios, the Fire-Ball shows 
the largest damage distance for RM1, whereas the VCE results in the 
greatest damage distances for all the other release modes, followed by 
the Flash-Fire scenario.

Building on the results of the node-level analysis, a system-wide 
perspective is developed. The results from individual nodes are aggre
gated based on Eqs. 10 and 11 to evaluate the overall performance of the 
two value chains. Fig. 5 compares the SPIH (see Fig. 5a)) and the SHIH 
(see Fig. 5b)) indices for both value chains, also showing the decom
position of the system-level indices into contributions from individual 
units.

In both value chains, the dominant hazard affecting human health is 
associated with flammability, given the inherent hazardous character
istics of biomethane and hydrogen. As shown in Fig. 5a), the 
biomethane-based value chain exhibits a markedly higher value of the 
SPIH (around 430000 m2) compared to hydrogen (around 320000 m2), 
indicating a higher potential for human exposure across the system. As 
evident also from Fig. 6a), showing the detail of the UPIH indices 
calculated for the biomethane system, the difference is primarily due to 

unit BioM-04 (i.e., biomethane storage) in the biomethane pathway, 
which alone contributes nearly to 80 % of the SPIH for biomethane, 
suggesting that the storage is a major hotspot in terms of hazard po
tential. In the case of the hydrogen-based value chain, Fig. 5a) and 
Fig. 6b) show that H2-02 (i.e., hydrogen storage) plays as well the most 
relevant role, but the overall contributions are significantly lower and 
more evenly distributed with respect to the biomethane-based value 
chain. Moreover, the results show the importance of adopting a system 
approach in the inherent safety assessment: if only the end-use units 
(BioM-05 and H2-03) is considered, a lower score is obtained for the bio- 
methane option, while the system perspective evidences a shift of the 
hazard toward other units of the value chain.

Fig. 5b) presents the SHIH values, which, unlike SPIH, incorporate 
both the damage distances and the failure frequencies, providing a more 
detailed estimation of credible hazards. The SHIH value of the H2 system 
results of approximately 25 m2/y, far exceeding that of biomethane, 
which is of about 3 m2/y. In this case, unit H2-01 (i.e., Hydrogen and 
Oxygen production) is the dominant contributor in the H2 pathway. This 
is confirmed also by Fig. 6d), that reports the details of the UHIH values 
calculated for the H2 system. These results suggest that the electrolyzer 
stacks are associated with the highest hazard in the system. When 
considering the SHIH distribution in the biomethane system, both 
Fig. 5b) and Fig. 6c) show a safer and more uniformly distributed hazard 
profile compared to hydrogen system. In both chains, the end-use units 
(BioM-05 and H2-03) show a limited and comparable impact on the final 
KPI values.

Examining the individual units in more detail, the UPIH and UHIH 
indices can be decomposed into the contributions of each node. As an 
example, Fig. 6e) and Fig. 6f) show the node contributions, expressed as 
the NPIH indices, for two representative units: BioM-01 and H2-01. As 
evident from Fig. 6e), the high value of the SPIH index obtained for the 
biomethane-based value chain largely derives from the NPIH of the di
gesters (node D01–D02). Conversely, in the case of unit H2-01, Fig. 6f) 
shows that the electrolyzers (node EL01–1–EL01–12) provide the 
highest contribution to the overall SPIH, with other nodes 
(S02–1–S02–12, R01–1–R01–12, S01–1–S01–12, and S03–1–S03–12) 
contributing more evenly.

Additional insights can be obtained by examining the footprint of 
hazard-specific KPIs at the node level (see definitions in Table 13). In 
this context, Fig. 7 illustrates the contributions of the different scenarios 
related to toxicity (NTHIH) and flammability (NFHIH) indices in unit 
BioM-01. Results are reported only for unit BioM-01, as this is the only 
unit in the case study exhibiting contributions from both toxicity- and 
flammability-driven scenarios.

As shown in Fig. 7, the relative contributions of the toxicity- and 
flammability-related indices vary significantly across nodes. Node S01 
exhibits the highest overall NHIH value, driven mainly by its significant 

Table 16 
Classification of units and nodes of the local hydrogen-based value chain.

UNIT DESCRIPTION NODE CLASS

H2-01 Hydrogen and Oxygen production S01–1 – S01–12 GP

S02–1 – S02–12 GP

S03–1 – S03–12 GP

E01–1 – E01–12 P
EL01–1 – EL01–12 GT

R01–1 – R01–12 GP

H2-02 Hydrogen storage T01 T
H2-03 Final user C01 P
​ ​ E02 P
​ ​ FU01 P

Table 17 
Hydrogen storage (Node: T01 = Unit: H2-02): LOC, RM, credit factor, end-point scenario, damage distance, damage vector, NPIH/UPIH, and NHIH/UHIH. See Section 
3.4 and Table 9 for the definition of LOC and RM (VCE: Vapor Cloud Explosion; BLEVE: Boiling Liquid Expanding Vapor Explosion).

LOC RM Credit factor [y¡1] End-point scenario [m] Damage distance [m] Damage vector [m] NPIH/ UPIH [m2] NHIH/ UHIH [m2/y]

LOC1* RM1 9.5 × 10− 7 Flash-Fire 76 241 182467 0.25
VCE 205 ​ ​
Fire-Ball 241 ​ ​
BLEVE 135 ​ ​

RM2 9.5 × 10− 7 Flash-Fire 70 ​ ​
VCE 73 ​ ​
Jet-Fire 40 ​ ​

LOC2** RM4.1 3.7 × 10− 6 Flash-Fire 71 73 ​ ​
VCE 73 ​ ​
Jet-Fire 41 ​ ​

LOC3** RM5.1 6.9 × 10− 6 Flash-Fire 20 26 ​ ​
VCE 26 ​ ​
Jet-Fire 8 ​ ​

*RM3 not applicable for a storage node (no nominal feed flowrate) **RM referred only to the release at the higher operative pressurize conditions (safe side for lower 
operative pressures).
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Fig. 5. Comparison between a) the SPIH and b) the SHIH indices for the two systems, embodying alternative value chains, considered in the case study: biomethane 
(BioM) and hydrogen (H2). The stacked bar charts highlight the contributions of the different units to the overall SPIH and SHIH.

Fig. 6. Values of the: a) UPIH indices calculated for the units of the BioM system; b) UPIH indices calculated for the units of the H2 system; c) UHIH indices calculated 
for the units of the BioM system; d) UHIH indices calculated for the units of the H2 system; e) NPIH indices calculated for the nodes of the BioM-01 Unit; f) NPIH 
indices calculated for the nodes of the H2-01 Unit (see Table 15 and Table 16 for nodes definition).

F. Tamburini et al.                                                                                                                                                                                                                              Process Safety and Environmental Protection 207 (2026) 108352 

14 



flammability-related contribution, whereas node D01–D02 displays a 
more pronounced toxicity-driven profile. SC01 shows a balanced 
contribution from both hazard types, while F02 and E01 present the 
lowest normalized indices, indicating minor influence on the overall 
unit hazard profile. This differentiation highlights the non-uniform 
distribution of the hazard potential within the units, emphasizing the 
importance of a node-specific analysis to prioritize safety improvements.

Finally, a Monte Carlo–based sensitivity analysis was carried out to 
evaluate the influence of the uncertainty associated with the conse
quence analysis of end-point scenarios on the overall SHIH. The 
epistemic uncertainty in each consequence analysis model applied for a 
specific end-point scenario (i.e., Fire-Ball, VCE, BLEVE, Jet-Fire, Flash- 
Fire, Toxic Cloud) was assessed, to understand the effect on the damage 
distances, that are the crucial aspect of the model. A normally distrib
uted multiplicative factor (mean = 1, standard deviation = 0.25) was 
assigned to each end-point scenario type. The analysis was performed 
assuming a systematic-type error approach, aimed at quantifying the 
effect of model bias on the final hazard metric.

The results, visualized as tornado-chart-style plots in Fig. 8, revealed 
that for both biomethane (Fig. 8a)) and hydrogen (Fig. 8b)) value 
chains, the Fire-Ball scenario is the dominant contributor to the overall 
SHIH uncertainty. In the case of hydrogen, the VCE scenario also plays a 
significant role, contributing to 34.9 % of the variance, whereas BLEVE, 
Jet-Fire, and Flash-Fire have minor influences. In the biomethane chain, 
the contribution of VCE is smaller, and other scenarios, including 
BLEVE, Jet-Fire, Flash-Fire, and Toxic Cloud, provide a negligible 

contribution. These findings highlight that efforts to reduce uncertainty 
in Fire-Ball modeling are critical for both energy carriers, while 
improving VCE modeling is particularly relevant for correct assessment 
of hydrogen hazards. Overall, the sensitivity analysis provides a clear 
guidance for prioritizing the refinement of consequence models to 
enhance confidence in HIH estimates.

5.2. Discussion

Overall, the ExALIS tool provided a thorough assessment of the 
inherent safety of systems embodying alternative value chains, allowing 
both the specific assessment of the safety criticalities of each system and 
a comparison among the expected safety performance of the alternative 
systems considered. The results revealed that both the biomethane and 
hydrogen value chains entail a notable potential for human exposure, 
primarily due to the contribution of storage units. However, this po
tential was more pronounced in the biomethane-based system. 
Conversely, the hydrogen system exhibited a significantly higher 
inherent hazard to humans, mainly because of the operating hazards 
associated with the electrolyzer stack, which dominate the risk profile of 
the system. Overall, the higher inherent hazard outweighs the reduction 
in human exposure, making the biomethane route the safer option from 
an inherent safety perspective. Consequently, when adopting an 
inherent safety perspective, the biomethane-based option is identified as 
the preferred and more advisable alternative for renewable energy 
supply to implement.

The application of ExALIS to the case study demonstrated the 
robustness and versatility of the proposed approach, as well as its flex
ibility and compatibility with existing design workflows. ExALIS showed 
particular added value in early-stage process development, especially 
when dealing with emerging technologies. In such contexts, conven
tional safety assessment methodologies (e.g., Hazard and Operability 
Analysis, Process Hazard Analysis, Layer of Protection Analysis, Quan
titative Risk Assessment (ISO, 2018, 2016)) typically require data that 
are not yet available in early design phases. In this regard, the ex-ante 
inherent safety KPIs generated by ExALIS can be regarded as leading 
indicators that support informed decision-making during the conceptual 
and preliminary stages of design.

Further validation across a wider range of industrial sectors would 
enhance the generalizability of the methodology and promote its inte
gration into both industrial and policy decision-making processes.

Future work may also explore new comparative assessment sce
narios, such as evaluating alternative configurations—local versus cen
tralized—within the same technological value chain. This would help 
clarify how distribution and infrastructure choices influence trade-offs 

Fig. 7. Normalized node inherent hazard indices for human targets in unit 
BioM-01. The specific contributions of scenarios caused by toxicity (NTHIH) 
and flammability (NFHIH) hazard are also shown.

Fig. 8. Results of the Monte Carlo–based sensitivity analysis of SHIH on damage distances calculated for each end-point scenario (Fire-Ball, VCE, Flash-Fire, BLEVE, 
Toxic Cloud, Jet-Fire): a) BioM and b) H2 system (VCE: Vapor Cloud Explosion; BLEVE: Boiling Liquid Expanding Vapor Explosion).
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between safety and sustainability. Additionally, there is potential to 
broaden the scope of hazard indicators within the ExALIS framework by 
incorporating socio-economic risk factors, domino effects, and aspects 
related to circular economy models.

Finally, integrating ExALIS with dynamic simulation tools and digi
tal design environments (e.g., digital twins and process simulators) 
could further enhance its responsiveness to real-time data and opera
tional variability, ultimately strengthening its role as a decision-support 
tool for safe and sustainable process development.

6. Conclusions

The ExALIS (Ex-ante Assessment of Life cycle Inherent Safety) tool 
developed in the present study is an innovative, consequence-based 
methodological approach designed to quantitatively assess inherent 
safety across entire industrial value chains from the earliest stages of 
process design. ExALIS adopts a quantitative, holistic, life cycle-oriented 
perspective that captures interdependencies among equipment, unit 
operations, and systems embodying supply chains, overcoming the 
limitations of conventional methods that focus narrowly on unit-level 
design and overlook complex, multi-tiered risks. This reduces the 
chance to neglect burden shift phenomena, where lowering the hazard 
of a particular unit of the value chain is outbalanced by introducing 
higher hazards in other units. Moreover, the perspective is expanded 
beyond the sole units required for the chemical process route, consid
ering the whole of the units required for value chain implementations, 
also including storage, transport, auxiliary units.

ExALIS allows for proactive hazard identification and mitigation, 
significantly reducing the likelihood of costly retrofits and late-stage 
safety interventions. Its modular structure also permits seamless inte
gration with environmental life cycle assessment, facilitating compre
hensive trade-off analyses between safety, sustainability, and 
operational efficiency.

The application of ExALIS to a comparative case study in the ceramic 
sector, evaluating biomethane and hydrogen-based decarbonization 
pathways, demonstrates the robustness and versatility of the approach. 

It effectively informs strategic decision-making by showing systemic 
safety risks and their potential consequences across the value chain. The 
results reveal that both the biomethane and hydrogen value chains 
involve a notable potential for human exposure, primarily due to the 
contribution of storage units.

Overall, ExALIS proved a scalable and practical tool supporting the 
design of inherently safer and more sustainable industrial systems. Its 
flexibility and compatibility with existing design workflows make it 
particularly suited for early-stage process development in emerging 
technologies and complex industrial contexts.
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Appendix. Database of credit factors

A credit factor (cf ) quantifies the credibility of a loss of containment (LOC) event considered at a given node, reflecting the inherent operation 
hazard of the equipment. Derived from the analysis of baseline failure frequency databases and literature data, cf provides a measure of the equip
ment’s proneness to release.

A comprehensive list of case-specific credit factors used in this methodology is presented in Table A2, Table A3, Table A4, and Table A5, aligned 
with the taxonomy established in Step 2 of the methodology (see Section 3.1.2). Table A1 provides a legend explaining the letters (in brackets) applied 
in Table A2, Table A3, Table A4, and Table A5, which describe the source data considered to obtain the values.

Table A1 
Label legend explaining the failure frequency databases and literature data considered to obtain the values of the case-specific credit factors reported in Table A2, 
Table A3, Table A4, and Table A5. The letter is used to identify values derived from data sources different that standard.

LETTER SOURCE DATA REFERENCE

no indication 
(standard)

IOGP – Process Release Frequencies (IOGP, 2019a)
IOGP – Storage incident frequencies (IOGP, 2022)
IOGP – Riser & Pipeline Release Frequencies (IOGP, 2010)
IOGP – Blowout Frequencies (IOGP, 2019b)
TNO – PURPLE BOOK (TNO, 2005)
ARAMIS D1C APPENDIX 10 – Generic frequencies data for the critical events (Delvosalle et al., 2004c)
DNV – Failure frequencies guidance (DNV, 2013)
OREDA – Offshore reliability data handbook 4th edition (OREDA, 2002)

(a) HSE – Failure Rate and Event Data for use within Risk Assessments (06/11/17) (HSE, 2017)
(b) Flemish Government – Handbook Failure Frequencies (Flemish Government, 

2009)
(c) PLOFAM(2) – Process Leak for Offshore Installations Frequency Assessment Model (Fossan and Opstad, 

2018)
(d) Paper: “Risk Uncertainty in the Transport of Hazardous Materials” by F.F. Saccomanno, M. Yu & J.H. Shortreed (Saccomanno et al., 

1993)

(continued on next page)
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Table A1 (continued )

LETTER SOURCE DATA REFERENCE

(e) Paper: "Comparative analysis of failure probability for ethylene cracking furnace tube using Monte Carlo and API RBI technology" by W. 
Wang, K. Liang, C. Wang & Q. Wang

(Wang et al., 2014)

(f) Values derived by proportioning with the storage tanks (process nodes), using a "characteristic time" (h/km) based on an average 
ship velocity of 13.9 knots.

-

(g) Values obtained by comparison between compressors and turbines -
(h) Values based on expert judgment obtained by averaging data from other sub-categories of similar equipment -

Table A2 
LOC credit factors for process nodes (all-purpose). References for data sources are reported in Table A1.

PROCESS NODES (ALL PURPOSE)

CATEGORY SUB-CATEGORY LOC UNITS

LOC1 LOC2 LOC3

Process vessel Columns Atmospheric 5.0 × 10− 5 (c) 1.7 × 10− 4 (c) 2.6 × 10− 4 (c) y− 1

Pressurized 3.0 × 10− 7 (c) 9.3 × 10− 5 1.7 × 10− 4

Separators Atmospheric 5.0 × 10− 5 (c) 1.7 × 10− 4 (c) 2.6 × 10− 4 (c)

Pressurized 3.0 × 10− 7 (c) 9.3 × 10− 5 1.7 × 10− 4

Filters Atmospheric 1.6 × 10− 6 (c) 1.5 × 10− 4 4.4 × 10− 4

Pressurized 1.6 × 10− 6 (c) 1.5 × 10− 4 4.4 × 10− 4

Reactors Stirred tank 1.0 × 10− 5 (a) 9.3 × 10− 5 1.7 × 10− 4

Tubular 1.3 × 10− 5 (b) 2.1 × 10− 4 4.3 × 10− 4

Others/Unspecified Atmospheric 5.0 × 10− 5 (c) 1.7 × 10− 4 (c) 2.6 × 10− 4 (c)

Pressurized 3.0 × 10− 7 (c) 9.3 × 10− 5 1.7 × 10− 4

Storage tank Atmospheric 5.0 × 10− 6 2.2 × 10− 4 (b) 3.0 × 10− 4

Pressurized 9.5 × 10− 7 3.7 × 10− 6 6.9 × 10− 6

Cryogenic 5.0 × 10− 6 2.7 × 10− 4 3.0 × 10− 4

Tank containers (ISO) 4.0 × 10− 6 (a) 3.0 × 10− 5 (a) 6.0 × 10− 5 (a)

Heat exchanger Shell&Tube 1.3 × 10− 5 (b) 2.1 × 10− 4 4.3 × 10− 4

Plates&Frames 1.1 × 10− 5 (b) 6.8 × 10− 4 2.0 × 10− 3

Air-coolers 1.5 × 10− 5 (c) 1.1 × 10− 4 3.1 × 10− 4

Furnaces/Boilers 6.6 × 10− 7 (d) 3.6 × 10− 6 (d) 8.9 × 10− 7 (d)

Direct Fire Heaters 6.6 × 10− 7 (d) 3.6 × 10− 6 (d) 8.9 × 10− 7 (d)

Others/Unspecified 1.3 × 10− 5 (h) 3.3 × 10− 4 (h) 9.1 × 10− 4 (h)

Machinery Pumps (centrifugal) 3.0 × 10− 5 (a) 1.8 × 10− 5 1.6 × 10− 4

Pumps (alternative) 3.0 × 10− 5 (a) 4.5 × 10− 4 8.6 × 10− 4

Pumps (others/unspecified) 3.0 × 10− 5 (h) 2.3 × 10− 4 (h) 5.1 × 10− 4 (h)

Compressors (centrifugal) 2.9 × 10− 6 (a) 2.5 × 10− 4 9.2 × 10− 4

Compressors (alternative) 1.4 × 10− 5 (a) 5.6 × 10− 4 2.0 × 10− 3

Compressors (others/unspecified) 8.5 × 10− 6 (h) 4.1 × 10− 4 (h) 1.4 × 10− 3 (h)

Turbines 2.9 × 10− 6 (g) 3.4 × 10− 4 1.1 × 10− 3

Piping Process piping D ≤ 6’’ 7.5 × 10− 7 (a) 2.2 × 10− 6 5.2 × 10− 6 m− 1 y− 1

6’’ < D ≤ 18’’ 1.7 × 10− 7 (a) 2.6 × 10− 6 4.5 × 10− 6

D > 18’’ 7.0 × 10− 8 (a) 3.3 × 10− 6 4.9 × 10− 6

Permanently installed hoses D ≤ 6’’ 5.6 × 10− 5 (c) 1.1 × 10− 4 1.8 × 10− 4

6’’ < D ≤ 18’’ 5.6 × 10− 5 (c) 9.2 × 10− 6 1.0 × 10− 5

D > 18’’ 5.6 × 10− 5 (c) 3.0 × 10− 6 2.9 × 10− 6

Temporary hoses D ≤ 6’’ 5.6 × 10− 5 (c) 1.1 × 10− 4 1.8 × 10− 4

6’’ < D ≤ 18’’ 5.6 × 10− 5 (c) 9.2 × 10− 6 1.0 × 10− 5

D > 18’’ 5.6 × 10− 5 (c) 3.0 × 10− 6 2.9 × 10− 6

Table A3 
LOC credit factors for process nodes (specialized). References for data sources are reported in Table A1.

PROCESS NODES (SPECIALIZED)

CATEGORY SUB-CATEGORY LOC UNITS

LOC1 LOC2 LOC3

Oil&Gas Wellhead (surface, subsea) 4.0 × 10− 7 (c) 3.1 × 10− 6 (c) 6.6 × 10− 5 (c) y− 1

Pig trap (launcher, receiver) 3.4 × 10− 5 (c) 4.1 × 10− 4 7.4 × 10− 4

Manifold, header D ≤ 6'' 5.0 × 10− 7 (a) 1.3 × 10− 6 4.8 × 10− 6 m− 1y− 1

6’’ < D ≤ 16’’ 7.0 × 10− 8 (a) 4.6 × 10− 7 1.9 × 10− 6

D > 16’’ 4.0 × 10− 8 (a) 2.9 × 10− 6 6.2 × 10− 6

Riser (steel fixed) D ≤ 16'' 2.0 × 10− 4 2.0 × 10− 4 3.0 × 10− 4 y− 1

D > 16’’ 2.6 × 10− 5 2.6 × 10− 5 3.9 × 10− 5

Riser (flexible) Overall 8.8 × 10− 4 1.3 × 10− 4 2.2 × 10− 4

Hydrogen Fuel cell 1.1 × 10− 5 6.8 × 10− 4 2.0 × 10− 3

Electrolyser 1.1 × 10− 5 6.8 × 10− 4 2.0 × 10− 3

Venting system Flare/Burner 6.6 × 10− 7 3.6 × 10− 6 8.9 × 10− 7

Venting&Blowdown system 3.0 × 10− 7 9.3 × 10− 5 1.7 × 10− 4
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Table A4 
LOC credit factors for transport nodes. References for data sources are reported in Table A1.

TRANSPORT NODES

CATEGORY SUB-CATEGORY LOC UNITS

LOC1 LOC2 LOC3

Pipeline Steel pipeline Offshore D ≤ 6'' 1.7 × 10− 5 5.7 × 10− 5 8.6 × 10− 5 km− 1 y− 1

6’’ < D ≤ 10’’ 3.0 × 10− 5 9.9 × 10− 5 1.5 × 10− 4

10’’ < D ≤ 16’’ 1.4 × 10− 5 4.8 × 10− 5 7.2 × 10− 5

D > 16’’ 1.6 × 10− 6 5.3 × 10− 6 8.0 × 10− 6

Oil pipeline Offshore D ≤ 6'' 8.9 × 10− 5 1.6 × 10− 4 7.5 × 10− 5

6’’ < D ≤ 10’’ 6.7 × 10− 5 1.2 × 10− 4 5.6 × 10− 5

10’’ < D ≤ 16’’ 5.3 × 10− 5 9.2 × 10− 5 4.3 × 10− 5

D > 16’’ 6.3 × 10− 5 1.1 × 10− 4 5.3 × 10− 5

Gas pipeline Onshore D ≤ 6'' 4.1 × 10− 5 6.2 × 10− 5 6.2 × 10− 5

6’’ < D ≤ 10’’ 2.6 × 10− 5 3.9 × 10− 5 3.9 × 10− 5

10’’ < D ≤ 16’’ 1.3 × 10− 5 2.0 × 10− 5 2.0 × 10− 5

D > 16’’ 9.1 × 10− 6 1.4 × 10− 5 1.4 × 10− 5

Tankers Road Atmospheric 2.2 × 10− 8 (e) 3.9 × 10− 8 (e) 3.9 × 10− 8 (e) km− 1

Pressurized 2.2 × 10− 8 (e) 3.9 × 10− 8 (e) 3.9 × 10− 8 (e)

Rail Atmospheric 6.7 × 10− 9 (e) 1.2 × 10− 8 (e) 1.2 × 10− 8 (e)

Pressurized 6.7 × 10− 9 (e) 1.2 × 10− 8 (e) 1.2 × 10− 8 (e)

Ship/Barge Atmospheric 2.2 × 10− 11 (f) 9.8 × 10− 10 (f) 1.3 × 10− 9 (f)

Pressurized 2.3 × 10− 12 (f) 1.6 × 10− 11 (f) 3.1 × 10− 11 (f)

Table A5 
LOC credit factors for transfer nodes. References for data sources are reported in Table A1.

TRANSFER NODES

CATEGORY SUB-CATEGORY LOC UNITS

LOC1 LOC2 LOC3

Loading/Unloading hose Road Atmospheric 4.0 × 10− 6 (a) 7.0 × 10− 6 (a) (2) 7.0 × 10− 6 (a) (1) per operation
Pressurized 4.0 × 10− 6 (3) 7.0 × 10− 6 (3) 7.0 × 10− 6 (3)

Rail Atmospheric 4.0 × 10− 6 (a) 7.0 × 10− 6 (a) (2) 7.0 × 10− 6 (a) (1)

Pressurized 4.0 × 10− 6 (3) 7.0 × 10− 6 (3) 7.0 × 10− 6 (3)

Ship/Barge Atmospheric 8.5 × 10− 6 (4) 6.3 × 10− 5 (4) 6.3 × 10− 5 (4)

Pressurized 8.5 × 10− 6 (4) 6.3 × 10− 5 (4) 6.3 × 10− 5 (4)

Loading/Unloading arm Road Atmospheric 2.0 × 10− 7 (a) 3.2 × 10− 6 (a) (2) 3.2 × 10− 6 (a) (1)

Pressurized 2.0 × 10− 7 (3) 3.2 × 10− 6 (3) 3.2 × 10− 6 (3)

Rail Atmospheric 2.0 × 10− 7 (a) 3.2 × 10− 6 (a) (2) 3.2 × 10− 6 (a) (1)

Pressurized 2.0 × 10− 7 (3) 3.2 × 10− 6 (3) 3.2 × 10− 6 (3)

Ship/Barge Atmospheric 3.9 × 10− 6 (a) 2.9 × 10− 5 (a) 2.9 × 10− 5 (a)

Pressurized 3.9 × 10− 6 (3) 2.9 × 10− 5 (3) 2.9 × 10− 5 (3)

(1) obtained from interpolation between two values at 5 and 15 mm.
(2) set equal to LOC3 for lacking further information.
(3) set equal to atmospheric hose/arm for lacking further information.
(4) obtained from leak frequencies of ship arms, using a proportionality factor of 2.

Appendix A. Supporting information

Supplementary data associated with this article can be found in the online version at doi:10.1016/j.psep.2025.108352.
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