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Abstract—In a world where digitalization is reshaping every
aspect of our society, digital identity has become more crucial
than ever to establish trust and accountability across all entities,
whether human, organizational, or machine-based. Numerous
initiatives are emerging worldwide, such as the United States’
Mobile Driver’s Licenses (mDLs) and Singapore’s National Digi-
tal Identity (NDI). In May 2024, the European Union introduced
Regulation 2024/1183, establishing the European Digital Identity
Framework. By 2026, this initiative will provide all European cit-
izens with a European Digital Identity Wallet (EUDIW), allowing
them to access both online and offline public and private services.
The EUDIW empowers individuals to retain full control over
their data, allowing them to selectively disclose only the specific
information necessary for each interaction. However, the current
wallet design relies on Selective Disclosure for JSON Web Token
(SD-JWT), which does not fully meet the privacy requirements
outlined in the regulation. This paper presents a comprehensive
comparison of the main selective disclosure schemes. Specifically,
we identify relevant threat models, formalize associated security
and privacy properties, and assess the extent to which existing
techniques satisfy these properties in mitigating the identified
threats. Furthermore, we introduce an open-source benchmark
that evaluates selective disclosure mechanisms across key perfor-
mance indicators, including computational latency, bandwidth
consumption, and storage requirements.

Index Terms—Self-Sovereign Identity, Digital Identity, Verifi-
able Credentials, Decentralized Identifiers, Privacy.

I. INTRODUCTION

ITH the increasing digitalization of services, we need

an electronic counterpart to paper-based documents
and certifications [I]. In this context, the notion of digital
identity has become increasingly important for enabling trust,
accountability, and access control across a wide range of
entities, including individuals, organizations, and systems [2]—
[4]]. This growing relevance is also reflected by the numerous
initiatives emerging worldwide. United States federal agencies
and industry are promoting Mobile Driver’s Licenses (mDLs)
[S5] and Digital Travel Credentials (DTCs) [6], laying the
groundwork for replacing physical identification documents
as passports. In May 2024, the EU Regulation 2024/1183 [7]
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established a FEuropean Digital Identity Framework, aiming
to enhance secure and user-controlled digital identity. A core
component of this framework is the European Digital Identity
Wallet (EUDIW), projected to drive a significant shift toward
digital identity, with 500 million smartphone users expected to
regularly use the EUDIW by 2026 [{8]. Furthermore, according
to Article 5a of the regulation, this wallet will ensure ... that
all natural and legal persons in the Union have secure, trusted,
and seamless cross-border access to public and private ser-
vices, while having full control over their data ...”. Thus, the
EUDIW aims to simplify the lives of citizens and businesses
by supporting a wide range of use cases, such as opening a
bank account or obtaining an educational certification [9].

One of the crucial points of these initiatives is to empower
identity owners with full control over their data, embracing
the principles of Self-Sovereign Identity (SSI) [10], [L1].
SSI allows users to control how, when, and with whom they
share their data. In this ecosystem, each individual or entity
receives digital credentials, issued by or on behalf of a public
sector body responsible for an authoritative source (e.g., a
municipality), that attest to specific attributes or properties of
the identity owner. These credentials, also known as Verifiable
Credentials (VCs) [2], are digitally signed by the issuing entity,
making them cryptographically verifiable.

As opposed to paper-based documents, VCs provide indi-
viduals with stronger tamper resistance, unforgeability, and
privacy guarantees, while allowing them to selectively disclose
the information contained within a credential. For example,
when a person presents a physical ID card to prove being
overage, it often reveals additional personal information that is
irrelevant to the specific service and unnecessarily exposed to
the verifier. In contrast, VCs enable individuals to selectively
disclose only the information strictly necessary to prove a
given claim by generating a Verifiable Presentation (VP).

Currently, there are a limited number of standardized for-
mats for the issuance of electronic attestations [12]. In the
EUDIW, credentials are implemented through Selective Dis-
closure for JSON Web Token (SD-JWT) [13]. Specifically,
they are issued by replacing each of the plain text claims
with a corresponding digest, obtained by hashing the claim
itself and a unique salt. In order to disclose information, the
holder also receives the set of claim-salt pairs used to compute
each of the elements included in the SD-JWT. While this
mechanism can be immediately deployed and is compatible
with every signature scheme [14], it does not inherently
meet the privacy requirements expressed through the European
regulation, suggesting a wallet redesign [15].

In this direction, the European Commission issued in Octo-


https://orcid.org/0000-0001-8949-2221
https://orcid.org/0000-0002-3687-0361
https://orcid.org/0000-0002-9823-3464

ber 2024 a €4 million call for tenders to design and develop a
solution that allows users to verify their age using a dedicated
application while safeguarding privacy [[16]]. This motivates
a systematic analysis of the security and privacy aspects of
existing selective disclosure mechanisms. In the literature,
only a few works [17], [18] specifically focus on selective
disclosure. However, these studies do not fully provide a
comprehensive treatment of security and privacy dimensions
for selectively disclosing claims with VCs.

This paper aims to fill this gap by analyzing the main
schemes for selectively disclosing claims. Specifically, we
identify the key threats affecting selective disclosure mech-
anisms and formalize the corresponding security and privacy
properties that should be satisfied. We systematize existing
solutions according to the disclosure technique employed
and analyze to what extent they are resilient against the
identified threats. Furthermore, due to the lack of publicly
available and reproducible implementations, we developed a
novel benchmarking framework that currently supports seven
selective disclosure mechanisms and enables comprehensive
performance evaluation. Unlike prior efforts, our framework
is not only open-source but also modular and extensible by
design, allowing researchers and developers to seamlessly inte-
grate and benchmark custom selective disclosure mechanisms
against established solutions.

Contributions. The main contributions of this work are sum-
marized as follows:

e We systematize knowledge on selective disclosure
schemes according to methods, security, and privacy
properties, also analyzing their resilience against threats.

o Given the lack of open-source implementations, we devel-
oped a novel extensible framework that supports several
selective disclosure mechanisms. We made our code
availabl to the research community.

o« We extensively compared several selective disclosure
schemes by evaluating their setup latency, storage require-
ments, and size and timing metrics for both generated
VCs and VPs. This provides a valuable comparison to
categorize the implemented techniques.

Organization. The remainder of this work is structured as
follows: Section introduces the SSI paradigm. Section
[T reviews related works in the field. Section [V] identifies
the main threats related to selective disclosure. Section [V]
characterizes existing mechanisms according to the methods
employed to selectively disclose claims. Section |VI| discusses
how the reviewed solutions meet security and privacy require-
ments. Section introduces our benchmarking framework
and compares different selective disclosure techniques. Section
VIII| concludes the paper.

II. SELF-SOVEREIGN IDENTITY

SSI empowers identity owners with fine-grained control
over their information. This represents a remarkable shift in
the digital identity landscape, as users are no longer forced
to relinquish data to centralized service providers, thereby
reducing the potential for data breaches and misuse [[19]], [20].
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Fig. 1: Self-Sovereign Identity (SSI) [21]] overview.

Trusted third parties provide VCs, digital credentials con-
taining claims that attest to some properties of an entity,
to identity owners, who usually store them in secure digital
wallets. Contrary to centralized and federated models, the user
is not dependent on the issuer every time they need to prove
something about themselves. Individuals have direct control
over how, when, and with whom they share specific attributes
contained in their credentials. A verifier can check the au-
thenticity of a credential without real-time communication
with its issuer. SSI relies on a verifiable data registry for
decentralized verification, promoting seamless interoperability
and standardization. In the following, we describe the main
entities of SSI, along with their role within the systems. Figure
[[ overviews the roles and information flows.

Issuers. VCs are released by trusted entities, such as a public
sector agency responsible for authoritative sources (e.g., a
university). Each issuer has an asymmetric cryptographic key
pair (sk, pk) comprised of the private key sk used to digitally
sign credentials, and a public key pk, leveraged by the verifier
to ensure the authenticity of the document. Issuers must meet
a level of reliability and trustworthiness equivalent to qualified
trust service providers.

Identity Owners. The identity owner, also referred to as the
holder, is any entity in possession of one or more digital
credentials. These credentials comprise a collection of at-
tributes or claims, uniquely representing the subject, which are
authenticated by an issuer. Each holder is associated with an
identifier, derived from a key pair (sk, pk), that allows proving
ownership over the credentials they possess. Credentials and
the private key are stored in a secure repository, such as a
storage vault or a hardware wallet.

Verifiers. A verifier, or relying party, determines whether to
grant or not access to a service depending on the validity of
credentials presented by identity owners. Verifiers are required
to assess the authenticity, the integrity, and the ownership of
credentials.

Verifiable Data Registry. The SSI paradigm also requires
a verifiable data registry, acting as a trust anchor for other
layers. This is usually employed to certify attributes such as the
public key pk associated with the credential issuer or holder.
Although there is no standard solution on what technology
should be employed for this registry, it is usually implemented
through Distributed Ledger Technologies (DLTs) due to their
immutability and availability [22].
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Information Flow. With reference to Figure a typical
SSI scenario comprises the following operations. We assume
that the issuer is already registered as a trusted accreditation
organization:

1) Identity owners register their identifiers in the SSI
ecosystems.

2) Once a user requires a credential, the issuer authenticates
them.

3) Upon verifying their identity and the veracity of the
statements to be attested, the issuer provides the identity
owner with a VC containing claims referring to the
holder.

4) The identity owner generates a VP encompassing the
claims necessary to access a service or resource.

5) The verifier assesses the authenticity and ownership of
VP by retrieving the issuer’s and holder’s public key. If
the claims presented are authentic, the user can access
the required services.

III. RELATED WORK

Although several works survey SSI systems [[11f], [23]-[25]],
none provide a comprehensive analysis of selective disclosure
mechanisms, as they often overlook security and privacy
aspects. Ernstberger [26], Krul et al. [21]], and Mazzocca et al.
[2]] address general dimensions of SSI and introduce selective
disclosure as a privacy-preserving technique. However, they
do not examine specific schemes in detail, nor do they assess
their resilience against security and privacy threats. Mukta et
al. [27] explore data minimization approaches in blockchain-
based healthcare systems, with a few limited references to
selective disclosure for privacy protection. The most closely
related works are [17]], [18]], which focus primarily on selective
disclosure mechanisms.

We identify threat models that are specific to selective
disclosure scenarios, going beyond the scope of existing
works. Rami¢ et al. [17] do not address security and privacy
considerations. While, Flamini et al. [18] introduce threats for
the underlying cryptographic primitives rather than selective
disclosure in VCs. Ernstberger [26] and Mazzocca et al.
[2] discuss general SSI threats that partially overlap with
selective disclosure concerns. Only Krul et al. [21]] provide
an in-depth analysis that explicitly covers threats affecting
selective disclosure mechanisms. Additionally, the security
and privacy properties of selective disclosure remain largely
underformalized in existing literature, such as the nuanced dis-
tinctions between unlinkability variants (i.e., unobservability
and untraceability). In this work, we explicitly formalize these
properties to provide a clearer foundation for evaluating and
comparing selective disclosure techniques.

We systematically categorize selective disclosure schemes
into four main families; our classification also considers
the extent to which each technique satisfies the identified
security and privacy properties. Ramic et al. [17] classify
selective disclosure mechanisms by methods, while Flamini
et al. [18] categorize cryptographic approaches according to
various properties, including standardization, which are not
exclusively focused on security and privacy. However, neither

work provides an in-depth analysis of how these approaches
satisfy security and privacy properties.

Finally, a core contribution of this paper is the comprehen-
sive evaluation of multiple selective disclosure mechanisms
for VCs. All code developed is open-source and fully repro-
ducible, providing a practical benchmark for assessing new se-
lective disclosure schemes across a wide range of performance
indicators. To date, only Flamini et al. [[18] have conducted
an experimental evaluation of the cryptographic mechanisms
underlying VCs. However, their analysis covers a narrower set
of performance metrics, and their implementations are neither
publicly available nor reproducible.

IV. THREAT MODEL

This section identifies the main threats to selective dis-
closure schemes and the corresponding security and privacy
properties to preserve. We consider a scenario where the ad-
versary aims to break the individual’s privacy in multiple ways.
Specifically, a malicious actor might try to disclose sensitive
data, to track the holder by linking credentials usage over time,
and to present previously collected credentials or fraudulent
ones. We assume that the adversary knows how VCs are
released and the mechanism employed by the identity owner to
reveal a subset of claims in a credential. Following the Dolev-
Yao adversary model [28]], the adversary can compromise the
identity owner’s privacy by eavesdropping on, intercepting,
and injecting an unlimited number of messages.

A. Threats

In the following, we report the main threats that affect
selective disclosure schemes:

e Data Inference: Adversaries or verifiers may acquire
additional knowledge about the holder by leveraging side
information such as the nature and number of disclosed
claims.

o Cross-Presentation Correlation: Multiple and repetitive
interactions with the same verifier or across colluding
verifiers may allow the correlation of the user’s informa-
tion over time, re-identifying the credential holder.

o Issuer Monitoring: An issuer may learn how the holder
uses the provided credentials.

o Issuer and Verifier Collusion: Issuers and verifiers may
collude, allowing them to leverage exchanged data to
track and re-identify the user performing a transaction.

e Presentation Forgery: Identity owners may disclose
fraudulent information.

e Replay Attacks: Selectively disclosed claims can be cap-
tured and reused by adversaries to spoof the legitimate
credential holder, gaining access to services on their
behalf.

B. Security & Privacy Properties

We formalize the definitions of the main security and
privacy properties that must be satisfied by selective disclosure
mechanisms. Let vc be a credential containing a set of claims
C = {c1,¢2,...,¢,}, and let v be a verifier requesting a



subset of claims C, C C to fulfill a verification policy P,
in order to grant a service. We define a selective disclosure
mechanism as a function (C,0) — (C,,0,) that generates a
verifiable presentation . We denote with o an authentication
and integrity verification method (e.g., a digital signature), and
with M, C M the metadata exposed during presentation.
Finally, we denote by A the security parameter.

Definition 1 (Minimization). A selective disclosure scheme
satisfies the minimization property if and only if:

frg C — 1 .
Co ={C, CC| P,(Cy) = 1 Narg min |Cy[}

Beyond claim minimization, a selective disclosure scheme
should minimize metadata leakage; hence, it requires that:

M = arg min |M'|

Definition 2 (Predicate Disclosure). A selective disclosure
mechanism that supports predicate disclosure allows the iden-
tity owner to prove that a claim ¢ € C satisfies a specific
condition P(c) without revealing the actual value of c. Let
P : C — {0, 1} be a predicate function that evaluates whether
a claim satisfies a given condition. A predicate disclosure
mechanism provides a cryptographic proof generation function
PG:
F= PG(sk,c, P),

such that a verifier can check without learning c.:

P,(H,P)=1

Definition 3 (Unlinkability). A selective disclosure mecha-
nism satisfies unlinkability if, for a vc possessed by a holder
h, the presentation w1 generated for a verifier v1 and the
presentation o generated for a second verifier va, cannot be
used by the colluding verifiers to determine that h was the
author of both. Formally, unlinkability holds if:

Pr[Lm (7717 h) = 1)] ~ Pr[va (7727 h) = 1] < negl()\),

where L, is a function executed by the verifier to attest if the
holder of the credential is h. It outputs 1 if h is the holder
that produced the verifiable presentation, 0 otherwise.

Definition 4 (Unobservability). Ler m denote a verifiable pre-
sentation derived from a verifiable credential vc. A credential
presentation mechanism satisfies the unobservability property
if the issuer i cannot determine when, where, or to which
verifier v a credential is presented. Formally, unobservability
holds if:

Pr[O;(m,v,t) = 1] < negl(\),

where O; is an algorithm executed by the issuer attempting
to infer whether a credential it issued was presented at time t
to verifier v. The function outputs 1 if the issuer successfully
identifies the presentation event, and 0 otherwise.

Definition 5 (Untraceability). A selective disclosure mecha-
nism satisfies untraceability if colluding issuers and verifiers
cannot trace a user’s credential usage across multiple interac-
tions. Let my,ma, ..., T, be presentations generated from the
same credential. Untraceability holds if:

Pr[T; (w1, ..., m) = 1] < negl(N),

where T ,, is a function run by colluding entities attempting to
infer that the presentations originate from the same credential.

Definition 6 (Non-Transferability). A selective disclosure
mechanism satisfies non-transferability if presentations cannot
be reused or delegated to another party. Let m be a pre-
sentation generated by the legitimate credential holder. Non-
transferability holds if, for any adversary A with access to T,
it cannot generate a valid presentation 7 that is accepted by
a verifier without interaction with the original holder:

Pr{(P,(r) = 1] < negl(X).

Definition 7 (Unforgeability). A selective disclosure satisfies
unforgeability if a holder h cannot create or present fraudulent
credentials that have not been legitimately issued. Let I(sk;, h)
be the credential issuance process, where sk; denotes the
issuer’s private key. Unforgeability requires that, for any
adversary A, the probability of producing, without access to
ski, a valid presentation T containing at least one claim ¢
that does not belong to any validly issued:

Pr [CA e ANt ¢ I(sky, ) | Po(nh) = 1] < negl())

V. EXISTING METHODS

This section reviews existing literature and cryptographic
solutions to selectively disclose claims within VCs, categoriz-
ing them according to the method employed to reveal infor-
mation. Table [| summarizes the time and storage complexities
of the reviewed solutions, using Big-O notation with respect
to the number of claims. While many methods share similar
complexity, practical performance can differ significantly due
to constant factors, implementation details, and cryptographic
costs, as shown in Section We do not provide an in-depth
analysis of Zero-Knowledge Proof (ZKP)-based mechanisms
due to the broad range of available mechanisms; a comprehen-
sive evaluation of the advantages and disadvantages of each
solution would require a dedicated study.

A. Atomic Credentials

Atomic credentials represent the naive approach to achieve
selective disclosure [29] by breaking down a multi-claim cre-
dential into a series of individual credentials, each containing
a single claim. This approach inherently supports selective
disclosure and can be easily integrated into various systems.
For example, instead of presenting a full credential with
multiple claims, such as a digital ID containing name, address,
and age, atomic credentials allow users to disclose only one



TABLE I: Comparison of selective disclosure mechanisms, with the complexity of key operations expressed using Big-O

notation.

Method Techni Ref. VC Generation VP Generation VC Verification VP Verification VC Storage VP Storage
etho echmique el Efficiency Efficiency Efficiency Efficiency Efficiency Efficiency

Atomic Credentials ~ Mono-claim [29] O(n) O(1) O(n) O(n) O(n) O(n)

SD-JWT [13] O(n) o(1) O(n) O(n) O(n) O(n)

) _— HMAC [30] O(n) O(1) O(n) O(n) O(n) O(n)
Hashed Values Merkle Tree BT O(n) O(nlog(n)) O(n) O(nlog(n)) O(n) O(nlog(n))

CL Signatures [32] O(n) O(n) O(n) O(n) O(n) O(n)

Signatures PS Signatures [33] O(n) O(n?) O(n) O(n) O(1) O(1)

BBS+ Signatures  [34] O(n) O(n) O(n) O(n) O(1) O(n)

of these claims (e.g., age) by sharing the specific credential
that verifies it.

However, they come with substantial drawbacks regarding
scalability and storage: the number of credentials a user
must manage increases linearly with the number of contained
claims. Moreover, every atomic credential is verified individu-
ally, which introduces delays when an identity owner presents
multiple claims at once. In high-throughput systems, handling
credentials individually can create performance bottlenecks,
degrading response times and user experience. Atomic cre-
dentials also introduce network overhead, as each credential
must be transmitted independently, making it less practical
for bandwidth-constrained environments or applications that
require frequent credential sharing.

B. Hashed Values

Hash-based methods leverage the one-way nature of crypto-
graphically secure hash functions to conceal claims within cre-
dentials. To verify these claims, holders are typically required
to supply supplementary information alongside the credential.

SD-JWT. The state-of-the-art solution is represented by SD-
JWT [13]], which allows selective disclosure on a set of claims
C. In particular, when providing a VC, an issuing authority
generates a salt s; for each claim ¢; € C before producing a
hash h; = H(c¢;||s;) corresponding to the concatenation of a
single claim and a single salt using a cryptographically secure
hash function. These hashes are then included in a list, which
is digitally signed by the issuing authority. Finally, the holder
is given a VC including the signed list of digests and the
Salt Value Container (SVC), a document that includes every
¢;, S; pair that was previously employed to compute the salted
hashes.

Whenever the holder needs to prove the authenticity of a
subset of the claims C C C, they will only disclose the
signed list of hashes and the subset of tuples in the SVC
corresponding to the claims in C'. By providing these data to
the verifier, they can perform the same hashing operation to
assert whether the provided values match the hashes included
in the list. If so, as this list is signed with the issuer’s
private key, the verifier can trust the authenticity of the claims.
Salting the claims before hashing them provides guarantees
on producing different digests even for claims whose entropy
is low (i.e., the nationality of an individual). This prevents
malicious verifiers from guessing undisclosed elements of the
credential by pre-computing rainbow tables.

HMAC. Similarly, De Salve et al. [30]] leverage HMAC [35]]
as the underlying mechanism. With this method, the issuing
authority produces a hash-based message authentication code
h; using a freshly generated key k; for each of the claims ¢;
to be included in the credential. The list of HMACs is then
signed and included in the VC along with another document,
which includes tuples c;, k; for each claim. Similarly to the
SD-JWT approach, whenever the holder of the VC must
disclose a subset of claims, they will only provide the tuples
c;, k; relative to the revealed claims, allowing the verifier to
reproduce a subset of the HMACsS included in the signed list.

Merkle Trees. Merkle Trees [36] can also be leveraged for
selective disclosure as proposed in [31]. In this context, to au-
thenticate statements within a credential, it is required to build
a binary Merkle Tree in which each leaf node corresponds to a
salted hash of a claim ¢; such that h; = H(c;||s;), where s; is
a salt generated for each claim in the credential. Each parent
node p; ; is derived by hashing its children h,, ; = H(h;||h;).
Once the tree is built, the issuer can digitally sign its root.
When the identity owner needs to disclose a specific subset
of claims, for every statement and its corresponding salt, they
must provide a Merkle proof consisting of the path obtained
by recursively hashing the node and its sibling up to the root
level. To verify the authenticity of a VP, the relying party
verifies the digital signature of the root and checks, for each
disclosed claim, its respective path from the leaf level up to
the root itself.

Tian et al. [37] present a selective disclosure mechanism
that leverages Erasure Coding (EC) [38] and a Merkle Tree
structure. VC is partitioned into multiple chunks, further
encoded using EC to generate parity chunks. These chunks
are encrypted and stored off-chain with a distributed storage
provider. Meanwhile, the blockchain stores a digest, which
includes the credential identifier, its hash, the Merkle root
(with leaves representing the chunks and their corresponding
parity data), and the maximum chunk size. The holder requests
a proof object from the off-chain storage provider to reveal
data. This object contains the encrypted data chunks and the
Merkle Tree proof (the hashes of all sibling nodes). The
recipient can verify the integrity of the disclosed data by
reconstructing the Merkle root and comparing it with the one
stored on-chain.

Mukta et al. [[39] propose CredChain, a mechanism to
implement selective disclosure through redactable signatures.
CredChain signs the credential by combining the pseudo-



random function Goldreich-Goldwasser-Micali (GGM) [40]
construction and the Merkle Trees. On the left side of the
tree, a pseudo-random value is generated at each node from
a random seed. On the right side, each leaf corresponds to
an attribute of the credentials. The root tree is computed, as
previously discussed, and signed with the issuer’s private key.
To reveal information, the holder provides the verifier with the
claim to disclose, their position in the tree, and the hashes of
redacted attributes. This information is used to verify whether
these values are included in the root signed by the issuer.

C. Signatures

A third category of methods employs specialized signature
schemes built to sign an array of messages that permit their
verification even if only a subset of them is disclosed. More-
over, some of these mechanisms provide means to randomize
the issued signature or completely avoid its disclosure by
providing a Zero Knowledge Proof of Knowledge (ZKPOK)
of the signature itself to prevent the presenter of the signed
credentials from being tracked.

CL Signatures. Camenisch-Lysyanskaya (CL) signatures [32]
are a foundational tool in privacy-preserving credentials based
on the hard RSA assumption. The algorithm setup requires
the selection of an RSA modulus n = p - ¢, where both p
and ¢ are safe primes. To generate the cryptographic key pair
for signing a VC containing L claims, the issuer must pick at
random L scalar values aq,...,ar, and two scalars b and c.
The public key is then defined as pk = (n, a1, ... ar, b, ¢)
and the secret key is defined as sk = p. In order to sign a
VC containing the claims ¢; ...cp € C, the issuer selects at
random two scalars e and s, and computes a value v such that:
v=(a$"a$...a5" b°c)Y/¢  (mod n) ()
The signature is then defined as ¢ = (e, s, v). Each
commitment a;* (mod n) included in the computation of v
conceals the corresponding claim c¢;, enabling the creden-
tial holder to present any combination of commitments and
disclosed claims. For example, to reveal c¢; while keeping
¢o hidden, the identity owner presents ((ai,c1),as?). This
presentation proves their possession of the commitment a3
without disclosing the actual value of cy. By employing the
public key pk, the issuer can verify its validity by checking
the correctness of the following equation:
ai® b’ c)

v¢ = (af'ag? ...

(mod n) (2)

The paper then proposes a ZKPOK method to prove the
validity of a given signature without disclosing neither the
signature nor the claims signed by leveraging commitment
schemes. Commitment on claims can then be opened, effec-
tively disclosing the claim used to compute them.

Pointcheval-Sanders Signatures. In [33], Pointcheval and
Sanders proposed a protocol for generating a signature over
an array of messages (PS-MS). This holds the same properties
of the CL signatures scheme with pairing-friendly curves of
type III that are secure under the bilinear group model and
random oracle model [41]. Sanders proposed a variation of

the signature scheme that directly supports selective disclosure
[42]]. The author first defines G <— G, —1¢, as the multiplica-
tive group ¢ without the identity element. When producing a
credential with L claims to be signed with this algorithm, an
issuer needs to produce two generators (g, §) < G7 x G5 and
L + 1 random scalar values z,y1,...,yr, < Z, to compute
the asymmetric key pair. Using these values, the issuer will
compute:

X g%,

Y; < g¥, V1<i<L,

Y; « ¥, Vi<i<L, ®)
ZijguVi, V1<i#j<L.

The secret key sk is defined as (,y;, . . ., yz,) and the public
key pk‘ is defined as (X, {(Y;,}/i)}lgigL, {Zi,j}1§i¢j§L)~
To produce a signature o on a VC storing a set of claims
(c1,...,cL), the issuerL must pick at random 6; + G2 and
compute Gy &f+z"':1y""c"’. The output signature is o =
(1¢,,1¢,,01,02). The holder of the signed VC can produce
a derived signature on a subset I C [1, L] of claims they want
to disclose by generating two random scalars r, s < Z,, and
computing the following elements:

gy « o7,
~/ ~r ~ \t
Gy < 04 - (671)",

2 t m;
oy g TTY™,

jet “)
t
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The so computed derived signature is defined as o; =
(61,55, 01,0%). Upon receiving a VP, the verifier can assert
the validity of the derived signature is valid on a subset
I C [1,L] of claims by checking that:

¢ <X~01HY1.”,61> = e(g,62), 5)

el

e <01, Hﬁ) = (02, 9)- (6)

iel
If both of these checks are successful, the verifier is fully
convinced of the authenticity of the received VP.

BBS+ Signatures. The BBS+ signature scheme [34], an
extension of the original BBS construction [43]], is based on
bilinear pairings and achieves security under the g-Strong
Diffie-Hellman (q-SDH) assumption. This signature scheme
permits the signing of an array of claims (c1,...,cp) € Z,,.
Similarly to the CL signature scheme, it leverages ZKPOK of
a signature over a set of committed messages, by employing
Pedersen commitments [44].

Whenever in need of generating a cryptographic key pair,
an issuer picks a random A € Z as its secret key SK, and
computes w = hy, where hy is a public generator for G and
setting w as the public key pk. Upon receiving a request to



TABLE II: Classification of selective disclosure mechanisms. Legend: @ Supported, © Partially Supported, O Not Supported.

Method Technique Ref. Minimization Predicate Disclosure  Unlinkability = Unobservability = Untraceability = Non-Transferability = Unforgeability
Atomic Credentials  Mono-claim [29] [ ) O O [ J O © [}
SD-JWT [13] © O @) [ ] ©) © [ ]
- — HMAC [30] D O @) [ J @) © [ ]
Hashed Values Merkle Tree I37] © o o ° o © °
CL Signatures [32] © © ® ) [ [ [ J
Signatures PS Signatures [33] © O [ ) [ ) [ ) o [ ]
BBS+ Signatures  [34] © © [ ] [ ] [ ] [ J [ J

sign a VC, containing (c1,...,cr) € ZI{‘, the issuer chooses
a pairing e and a random scalar value s. To compute the
signature, it needs to select a generator ¢; Vi € [0,L + 1]
and to evaluate:

A= [gog; 95" 95 - gty Y. (7

The final signature computed on the set of messages
(c1,...,cr) is then defined as 0 = (A, e, s). The holder of
the VC, knowing the generators g; Vi € [0, L + 1] employed
to construct the signature, can conceal the undisclosed claims
by providing a commitment d; = g;* and accumulating them
by product. Formally, if I is the set of undisclosed claims
and [ is the set of disclosed ones, such a product would
be Cr, = g [l;c79;"- Moreover, the scheme allows the
production of a ZKPOK of the signature to fully prevent its
exposure. By leveraging these techniques, the holder of a VC
can produce a VP with a subset of the claims included in the
original VC. To verify the claims, the verifier must perform a
single pairing check:

e(A, whg) = e(go g7 Cm H 9;'5 ho)
il
If the left side and the right side match, the verifier is
convinced of the authenticity of the disclosed claims. BBS+
leverages discrete-logarithm ZKPs, which do not reveal any
information about undisclosed claims.

®)

D. Zero-Knowledge Proofs

First introduced in [45], Interactive ZKP systems enable a
prover (i.e., the identity owner) to convince a verifier of the
truth of a statement about an input x, without revealing any
additional information. From the verifier’s perspective, the data
presented are indistinguishable from a distribution that could
be efficiently generated without accessing the holder’s secret.
Essentially, the verifier gains confidence in the statement’s
validity without learning anything beyond its truth.

In [46], the authors proposed a method to convert any
Interactive ZKP System into a Non-Interactive one, laying
the groundwork for a new class of digital signature schemes.
This concept led to significant advancements, including Zero-
Knowledge Succinct Non-Interactive Arguments of Knowl-
edge (zk-SNARK) [47], and Zero-Knowledge Scalable Trans-
parent Arguments of Knowledge (zk-STARK) [48]]. As high-
lighted in [15], ZKP systems in the Interactive Oracle Proof
models have short and prover-efficient proofs that only rely
on collision-resistant hash functions.

T1 - Takeaways on Existing Methods. Atomic creden-
tials and hash-based approaches offer simplicity, broad
compatibility with existing signature schemes, and im-
mediate deployability. However, atomic credentials suffer
from scalability limitations, particularly when the holder
possesses multiple or large credentials. In contrast, meth-
ods based on selective disclosure signatures and ZKPs are
more computationally demanding but enable the genera-
tion of more compact VPs. These properties make them
better suited for scenarios where reducing data exposure
is a priority, even at the cost of increased computational
overhead during VP creation and verification.

VI. SECURITY & PRIVACY ANALYSIS OF EXISTING
METHODS

In this section, we analyze the extent to which existing
solutions address the security and privacy properties outlined
in Section Table [[] illustrates the degree to which each
mechanism addresses these properties.

Minimization. A verifier should acquire only the lowest
amount of information needed to assess whether the individual
can access a given service. This prevents malicious providers
from exploiting data for financial gain or profiling [49].
Given the nature of the selective disclosure properties, all the
mechanisms that empower individuals to reveal only a subset
of their claims meet the data minimization.

Verifiers may infer additional information from a VP, partic-
ularly the number of claims in the credential. Except for mono-
claim credentials, most mechanisms reveal either partial or full
claim counts. SD-JWT and its HMAC-based variant disclose
a list of cryptographic commitments with a fixed size. Merkle
Trees reveal a range, as proof lengths scale with log,(n) for n
claims. Signature-based methods also leak claim counts: the
PS scheme reveals the cardinality of the claim set via the
public key; BBS+ exposes a lower bound by requiring indices
of disclosed claims; and CL signatures require both the basis
elements used in commitments and the indices of disclosed
claims.

To mitigate these concerns, the recent SD-JWT specification
by the IETF [50] recommends including one or more decoy
digests (i.e., mock claims) in the payload to obscure the actual
number of disclosed claims. This is especially important for
conditionally included claims: when a claim is only present
under certain conditions, a decoy digest should be added
when the condition is not met to avoid revealing its absence.
However, the use of decoy digests can increase the size
of credentials, introducing additional storage and network
overhead.



Nonetheless, decoy digests alone may not fully eliminate
privacy risks, especially in sensitive contexts where indirect
inferences remain possible. In fact, shifting the leakage from
the exact number of claims to an upper bound still allows
a verifier to draw conclusions based on the structure of the
credential. The presence of multiple digests, real or decoy, can
suggest the existence of undisclosed information, potentially
leading to unintended inferences. For instance, a VC issued by
a healthcare provider may contain 20 claims detailing various
health examinations. The holder wants to share only two spe-
cific pieces of information, such as the date of their last routine
check-up and proof of vaccination, with a local employer
offering a wellness-based insurance discount. If the employer
receives the entire credential, they might infer the presence
of many undisclosed claims, potentially suggesting chronic or
serious health conditions. Even though these inferences remain
unconfirmed, they could affect the employer’s willingness to
grant the discount, showing how selective disclosure can still
entail privacy risks through indirect leakage.

Predicate Disclosure. Selective disclosure mechanisms with
predicate disclosure capabilities limit the information revealed
and reduce the risk of data inference attacks. For example,
an individual may want to prove they are over 18 without
disclosing their birth date. Hash-based mechanisms cannot
directly support this property, as they generate presentations
from the original claims without expressing them as predicates.
A workaround solution would involve the issuer signing pre-
computed predicate claims like the assertion of an individual
being overage.

Conversely, signature-based selective disclosure techniques
such as CL signatures can support range proofs [51]] but
are inadequate for complex computations [52]. For instance,
if a user must prove their financial asset level, components
such as goods and debts may need to be evaluated through
a complex appraisal function. In cases where the appraisal
function cannot be directly represented within the selective
disclosure or range-checking frameworks, solely relying on
CL signatures and range-proof schemes may not suffice for
the verifiable credential data model.

The natural solution to achieve predicate proof is ZKP
mechanisms, which allow users to prove statements about
some of the claims in the credential without disclosing un-
derlying data. ZKPs can handle complex computations by
enabling proofs over predicates, such as demonstrating that age
surpasses a certain threshold. By embedding predicate checks
within the proof circuit, ZKPs provide greater flexibility and
privacy than other techniques.

Unlinkability. A selective disclosure mechanism that supports
unlinkability must prevent verifiers from correlating data ex-
changed during different transactions, thus protecting against
cross-presentation correlation. This means different verifiers
cannot establish whether two presentations refer to the same
identity owner or not. Furthermore, unless the individual is
explicitly required to disclose an information-sensitive claim
that can be used to identify the holder itself, this property
should also hold when presenting the same VC twice to the
same verifier. Mechanisms based on hashed values do not

meet the unlinkability property due to the intrinsic limitation
of hashes and signatures being static values. This limitation
could be partially addressed by leveraging single-show [53]]
or k-show [54] credentials, which offer unlinkability only
for a fixed number of presentations. However, this requires
periodical re-issuance of credentials from the user.

Methods based on signatures for selective disclosure only
disclose a set of attributes and their corresponding proof of
authenticity. At the same time, by leveraging ZKPs, they
do not reveal anything else about the identity owner other
than the claims disclosed. From the verifier’s perspective, this
makes credential presentation indistinguishable in the interac-
tion with two distinct users with identical selectively disclosed
attributes. Finally, as opposed to its original version, though
the variant of the PS signature scheme for selective disclosure
does not support ZKPOK of the signature, it supports its
randomization. This randomization generates a unique output
for each VP, providing privacy benefits similar to ZKPs by
preventing verifiers from linking multiple transactions to the
same holder or colluding to correlate different presentations.

Unobservability. One of the fundamental principles of SSI is
to empower identity owners with full control over their data.
This means they can disclose claims independently, without
needing to interact with any intermediary, including the trusted
issuer of the credential. The only information required about
the issuer is the public key, which is used to verify the
authenticity of the revealed claims.

This property is satisfied by all the reviewed selective
disclosure schemes as users can directly decide when and to
whom to reveal information, with no requirement to notify
any other party, including the issuer. Additionally, under the
assumption of them acting honestly, verification is performed
locally by relying parties through cryptographic mechanisms
without querying the entity that certified the claims in the
presentation.

Untraceability. Unlinkability and unobservability capture se-
curity respectively against malicious verifiers or malicious
issuers, while they do not cover when both verifiers and issuers
may collude. Granting untraceability means that the entity
releasing credentials cannot obtain information from the entity
that verifies it, such that it is possible to identify the user
who is presenting the credential. Similarly to the unlinkability
property, the only way for the issuer and verifier to track a
user is by leveraging a fixed value that uniquely identifies it.
Therefore, this property cannot be achieved neither by atomic
credentials, nor by hash-based mechanisms, as it is trivial
to link together disclosures and attestation through signatures
and the disclosed hashes. On the other hand, signature-based
protocols that use randomized signatures or ZKPs do prevent
holder traceability by either avoiding the disclosure of the
signature, or by dynamically changing it at every interaction.

Non-Transferability. An individual may present credentials
that were either legitimately issued to another user, obtained
through collusion with that user, or stolen from them. For
example, a citizen may present a driver’s license released to
a friend or a relative. In many cases, this property is met
by including an identifier of the holder within the credential



and proving ownership of a private key corresponding to
that identifier. The presentation should also hold a nonce or
a challenge to be resistant against replay attacks. However,
including an identifier is in contrast with the unlinkability

property.

Selective disclosure signature techniques address this lim-
itation as non-transferability is achieved by proving what
you know [21]]. The holder demonstrates knowledge of a
secret committed during issuance (a link secret [55]]), without
revealing it. The verifier checks the holder’s knowledge of
the committed secret and verifies that the issuer signed a
commitment to that hidden secret.

Unforgeability. To be accepted, a VC must be provided
by a trusted issuer. Therefore, the mechanism leveraged to
implement selective disclosure must be unforgeable. Tamper-
ing with the cryptographic construct must fail verification.
Additionally, the holder cannot produce a valid presentation
for a claim not included in the credential. This property is
usually granted by the underlying asymmetric mechanism by
signing the credential with the issuer’s private key using a
secure signature algorithm. The holder may also leverage a
ZKP of knowledge of a signature, which holds only if the
issuer signed the credential.

T2 — Takeaways on Security & Privacy Properties.
All reviewed selective disclosure schemes address unob-
servability and unforgeability. While atomic credentials
and hash-based mechanisms are the simplest to imple-
ment and the most efficient to compute, they lack the
necessary means to grant unlinkability and untraceability.
Only mechanisms based on ZKPs or signature random-
ization fully satisfy these security and privacy proper-
ties. However, these advanced signature schemes incur
significantly higher computational overhead compared
to atomic credentials and hash-based methods. Further
research is needed to optimize these schemes for practical
deployment, balancing strong privacy guarantees with
computational efficiency.

T3 - Takeaways on Standard Compatibility. SD-
JWT is currently the standardized solution for perform-
ing selective disclosure in mDL [5], EUDI-ARF [56],
and the W3C VCDM [57], owing to its simplicity of
implementation and compatibility with existing identity
frameworks. However, following a consensus opinion
of relevant cryptographers to the European Commission
[15]], both EUDI-ARF and VCDM have been updated
to incorporate the BBS+ signature scheme. This revision
aims to enhance privacy guarantees. Specifically, unlinka-
bility and untraceability cannot be fully achieved through
SD-JWT or other hash-based mechanisms. Despite its
technical merits, the broader adoption of BBS+ within
the eIDAS framework [58] faces regulatory challenges,
as pairing-based cryptography is not currently approved
by SOG-IS [59]. Emerging proposals [60] that adapt
BBS+ to elliptic curve cryptography offer a promising
alternative, though they remain under review.

VII. EXPERIMENTAL ANALYSIS

This section outlines our benchmarking framework for se-
lective disclosure mechanisms. We describe the implementa-
tion setup and detail the evaluation metrics employed. Finally,
we present an in-depth analysis of the experiments conducted,
offering additional insights into the performance and charac-
teristics of various selective disclosure schemes.

A. Implementation Setup

Our framework offers a valuable benchmark for evaluating
selective disclosure mechanisms. The library encompasses
different methods for selectively revealing information within
a VC. Specifically, our benchmark evaluates the selective
disclosure methods described in Section [V} except for ZKPs as
their implementation for selective disclosure is still in its early
stage [16]]. Each selective disclosure mechanism was evaluated
assuming a security level of A = 128 bits.

Libraries. Rust is a natural choice for implementing this
framework, offering high efficiency, built-in security, and a
rich ecosystem of cryptographic libraries. Our implementation
specifically leverages the following libraries: joseki for
both the implementation of HMAC functions and for ma-
nipulating, signing, and verifying JWTs, serde_jso':g for
serialization and de-serialization of data, zkryptiun for
the management of the BBS+ and CL signature schemes, and
rs-me rkleE] for handling Merkle Trees. Given that Hyper-
ledger’s ursaﬁ] library is now marked as deprecated, aside
from SD-JWT, the only ready-to-use library for achieving
selective disclosure in Rust is, to the best of our knowledge,
the BBS+ implementation offered by zkryptium. To en-
able selective disclosure with the CL signature scheme, we
extended the zkryptium library with support for multi-
message disclosure and enhanced security interfaces; our code
was later merged into the main library. Despite the main key
functionalities for selective disclosure being widely accessible
(i.e., digital signatures, message authentication codes, hashing
algorithms), the mechanisms are only hand-crafted at a high
level by the authors. Additionally, we are also the first to
provide a Rust implementation for the Pointcheval-Sanders
signature scheme modification provided by Sanders in [42]
and previously mentioned in subsection[V-C| All the developed
code has been made available to the research community.
Further details on its usage and extension are reported in
Appendix [A]

Core Operations. Each selective disclosure mechanism ex-
poses functions to: setup the selective disclosure mechanism;
generate a JWT-like VC from a raw credential containing
the claims to be authenticated; verify the correctness of
the issued VC; produce a JWT-like VP from both a pre-
viously issued VC and an array of claims to be disclosed;
verify the authenticity of the so generated VP. These core

Zhttps://crates.io/crates/josekit
3https://crates.io/crates/serde_json
“https://crates.io/crates/zkryptium
Shttps://crates.io/crates/rs-merkle
Shttps://crates.io/crates/ursa



functions simulate issuer—holder and holder—verifier interac-
tions. To standardize testing, raw credentials utilized for VC
generation held a variable number of claims in the format
claim key:claim value.

Experiments were executed on credentials whose number of
claims would vary between 1 and 100; on the other hand, tests
on VPs were executed on VCs for which the number of claims
is a multiple of 10: for each VC that satisfies this condition,
we kept the number of claims fixed and tested our metrics by
varying the amount of disclosed claims from 10% to 100%
with step 10%.

Testbed. Benchmarking was performed on a system equipped
with an Intel 19-14900K processor (5.6 GHz base frequency)
and 48 GB of DDR5 RAM (7000 MHz). The selective disclo-
sure mechanisms evaluated in this section are SD—-JWT [13]],
its variation built upon HMAC [30] (HMAC), Merkle Trees
for selective disclosure [31] (MERKLE), atomic credentials
[29] (MONOCLAIM), the BBS+ signature scheme [34] (BBS+),
the variant of the Pointcheval-Sanders signature scheme pro-
posed in [42] (PS), and the Camenisch-Lysyanskaya signature
scheme based on [32] (CL03). All tests were executed se-
quentially to avoid any bias from random process scheduling
that could impact the results. Moreover, for better accuracy on
experimental findings, each test was repeated 100 times and
the results were averaged over this interval.

B. Evaluation Metrics

The main goal of our framework is to evaluate the perfor-
mance of selective disclosure mechanisms. A selective disclo-
sure mechanism is considered efficient if the time to generate
VCs, verify their authenticity, and storage requirements is not
significantly impacted by the number of the included claims.
The same considerations also hold for VPs; the only difference
being that they should be almost independent of the number
of disclosed claims. To this purpose, we compare selective
disclosure schemes on the following metrics:

o Generation Efficiency: Time required for the credential
issuer to generate a VC, a VP, and the cryptographic ma-
terial necessary for the mechanism to function properly.

« Verification Efficiency: Time required for the verification
of the correctness of the issued VC (holder side) and the
presented VP (verifier side).

o Storage Requirement: Size of the JWT that encodes
the VC stored in the holder’s hardware and size of the
cryptographic keys.

o Network Overhead: Size of the JWT that encodes the
VP shared with the verifier.

While our theoretical analysis (summarized in Table
employs asymptotic notation to characterize each mechanism
with respect to the number of claims, the experimental results
presented in this section report concrete performance in terms
of execution time (us) and size (bytes), providing a more
comprehensive picture. All figures adopt a logarithmic scale
to emphasize differences in magnitude across the evaluated
methods.
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Fig. 2: Cryptographic key metrics.

C. Key Generation

Performance metrics such as key generation time and stor-
age overhead are critical when evaluating selective disclo-
sure mechanisms in SSI systems. Although the generation of
cryptographic keys used to sign VCs is typically performed
by issuers with powerful hardware, the size of these keys
remains a crucial factor for other participants in the system.
In the SSI ecosystem, verifiable data registries facilitate the
distribution of public keys for all involved entities. However,
identity holders and verifiers must still retrieve and store these
keys to authenticate VCs and VPs. Since verification may
occur on resource-constrained devices (e.g., hardware wallets
[61]), selective disclosure mechanisms must be designed with
these limitations in mind. This section evaluates both the key
generation time and the associated storage requirements of the
cryptographic keys used in these operations.

Generation. Cryptographic material is typically generated
by the issuer, who is assumed to have access to powerful
hardware. As a result, key generation is generally not a pri-
mary performance concern, particularly given that asymmetric
keys are created or rotated with a relatively low frequency,
depending on factors such as regulatory requirements and
certificate expiration policies. Consequently, unless key gener-
ation time is exceptionally high, none of the evaluated selective
disclosure mechanisms should be dismissed based solely on
this metric.
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Fig. 3: Latency and storage requirements varying the numbers of claims within a VC.

Figure illustrates the time required to generate a key
pair for each evaluated selective disclosure mechanism. All the
algorithms are far below the threshold of acceptance, with the
only exception being the Camenisch-Lysyanskaya parameter
generation algorithm that requires ~ 45s to be generated for a
key length of 3072 bits due to the requirement of safe primes.
While relatively high, this is still a fair timing. For most
schemes, key generation time remains constant, independent
of the number of claims. The only exception to this behavior is
the variant of the PS scheme [42]], which exhibits a quadratic
increase in key generation time with respect to the number
of claims in VC since its public key includes a matrix whose
horizontal and vertical dimensions grows with the number of
claims to be signed for a given credential.

Size. In contrast to key generation time, the size of crypto-
graphic keys can have a more significant impact on the choice
of a selective disclosure mechanism. While the verifier is
typically expected to operate on a relatively powerful machine,
this assumption does not always hold for the holder. In many
cases, the device storing the credential may have severely
limited resources, making key size a critical consideration.

Figure shows that all the evaluated selective disclosure
mechanisms require key pairs of fixed size, with the sole
exception of the PS signature scheme. In fact, as previously
noted, the key size in the PS scheme for selective disclosure
grows quadratically with the number of claims in the VC.
Although this behavior is uncommon, it does not necessarily
represent a drawback in the SSI context. VCs issued by legal
entities often contain a fixed number of claims, allowing the
same PS key pair to be reused across multiple instances of the
same document type.

D. Verifiable Credentials

This set of experiments aims to evaluate the issuer over-
head in generating VCs across different selective disclosure
mechanisms. To simulate different application scenarios, we
simulated the issuance of 100 VCs, each including a unique
number of claims ranging from 1 to 100. These documents are
encoded as JWTs and include all the parameters required for
their verification, aside from the cryptographic key material.

Figures [3a] [3b] and [3c] report the results.

Issuance. For issuance overhead, we consider the amount
of time to perform all the operations needed to compute a
VC. For example, regarding SD-JWT, this includes computing
hashes for each claim and generating a document that main-
tains the association between the plain claim and the hash,
for Merkle Trees requires the generation of a salt for each
claim and the construction of the binary tree, while for BBS+
it encompasses the generation of a valid BBS+ signature over
a block of messages.

As foreseeable, Figure @] outlines that hash-based mecha-
nisms are the most efficient since modern CPUs are optimized
to perform hashing algorithms. The HMAC-based method
comes right after: message authentication codes require multi-
ple iterations of hashing algorithms. As expected, mono-claim
is less effective since the issuer is required to generate multiple
digital signatures. Finally, the BBS+ and CL signature schemes
demand higher computation time as they leverage several
modular exponentiations to produce the signature. Interest-
ingly, while the PS variant presents a relatively high offset
for producing a signature for a single claim, this computation
remains constant on a logarithmic scale. This is justified as
it requires a single modular exponentiation for producing a
signature while necessitating just scalar multiplication and a
scalar sum for each claim included in the VC, in contrast to
the standard behavior of requiring a modular exponentiation
for every claim, which is performed by the other evaluated
signature schemes.

Verification. As the identity owner may be willing to verify
the authenticity of the provided credential, a key metric to
be evaluated is the time required for its verification (see
Figure [3b)). The plots do not highlight outliers in the expected
behavior. Each algorithm requires a verification time that is
linear with respect to the number of claims included in the VC.
The algorithms differ in the starting point and slope of the line.
As expected, the most efficient ones are hash-based methods
as they require running highly optimized hashing operations.
Signature-based methods, on the other hand, require higher
computation costs due to the underlying operations on finite
fields. Specifically, the variant of the PS signature scheme for
selective disclosure exhibits a similar behavior to what was
evaluated in the generation of a VC, starting from a high offset.
The number of operations is not fixed but greatly reduced,
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Fig. 4: Latency and overhead for VP varying the percentage of disclosed claims, given a VC containing 100 claims.

exhibiting a smaller scaling factor as the number of claims
grows with respect to the other methods based on signature
schemes.

Storage Requirement. The size of the stored VC grows
linearly with the number of claims within the credential. How-
ever, as outlined in Figure this increase is less sharpened
for Merkle Trees, PS, and BBS+ approaches. In the Merkle
Tree, the amount of information needed to prove membership
within the credential, i.e., the path from leaves to the root,
grows with the number of claims. BBS+ is the most effective
in terms of storage savings as it only requires a single signature
to be included in the VC. Similarly, the PS signature scheme
has higher requirements due to the larger size of the signature
included. The growth factor for these two signature schemes
solely depends on the number of claims included in the VC.
On the other hand, the signature scheme CL does necessitate
the inclusion of the bases necessary to produce the proof of
knowledge at a later stage, therefore having a higher initial
storage requirement, but displaying a growth factor that is
similar to other methods.

E. Verifiable Presentation

The generation, verification, and size efficiency of VPs
depend on the information the individuals aim to disclose
from the original issued VC. Therefore, we have evaluated
our metrics over 10 different VCs, each holding claims that
are multiples of 10 up to 100 claims. Each graph presents
a variation in disclosed claims by percentage points, varying
from 10% up to 100% of the claims included in the VC.
Figure [ reports the results for VPs generated from VCs
containing 100 claims, which is the upper bound considered
in our evaluation.

Generation. Figure [4a| shows a clear division between VP
generation timings between signature-based selective disclo-
sure solutions and the rest, explicitly mono-claim credentials
and hash-based algorithms. This result is explainable as the
latter two groups almost (except Merkle Trees) only require
filtering out an array of elements in the VC to produce a VP.
SD-JWT filters out the salt-claim values matching disclosed
claims. The HMAC-based algorithm filters out key-claim pairs
to permit the computation of the cryptographic construct.
Mono-claim credentials are only inserted in the VP with the

signatures relative to the disclosed claims. Merkle Tree has
a slightly higher computation cost than SD-JWT due to the
computation of proofs for each disclosed claim. However,
as the required operations are simply hashing operations, the
overhead remains particularly low.

On the other hand, signature-based algorithms do require
the holder to produce either a ZKP or a derived signature
from the original one, therefore forcing the execution of
resource-intensive computations. The most interesting evi-
dence produced in this graph is the non-monotonic trend of
the PS curve. A key factor for understanding this behavior
lies in the nature of the structure of the variant of the PS
signature scheme’s public key and its function to derive
the randomized signature. Indeed, a signature is derived as
follows: oy = (o4,0%,57,05). As mentioned above, the
computation of &5 involves a product of two sequences: one
iterating over the set of undisclosed claims, and the other
over the disclosed ones. Consequently, the computational load
peaks when approximately 50% of the claims are disclosed.
This behavior can be analytically explained by examining
the derivative of the function z(1 — x), which models the
interaction between disclosed and undisclosed claims. This
is consistent with the shape of the underlying cost function,
whose derivative indicates a maximum when the two sets
are balanced, i.e., when approximately half of the claims are
disclosed.

Verification. To verify the authenticity of VPs, verifiers are
required to check that the credential was released by a trusted
issuer and that the presented claims are embedded within that
VC. Figure [Ab] shows that, similarly to VP issuance timings,
there is a clear separation between methods belonging to
different categories. Hash-based methods are proven to be once
again the most effective due to the acceleration in the compu-
tation of hash functions thanks to modern CPU architectures.
Interestingly, the two methods that produce ZKPs are the only
mechanisms whose verification time decreases as the number
of disclosed claims grows. This makes sense because as more
information is revealed, the less concealed information needs
to be proven in zero-knowledge. It is worth noting that the
same argument applies to both VP issuance and verification
latencies, and VP size.

Network Overhead. Similarly to VCs, the size of VPs grows
with the number of claims presented to the verifier. However,



while the size of VC impacts devices’ storage, that of VPs
introduces overhead on the communication channel. Indeed,
once a VP is generated, the holder is not required to maintain
it as reusing the same VPs over time leads to security concerns
such as replay attacks. According to the results shown in
Figure the Merkle Tree and PS solutions consistently
introduce the lowest overhead across the experiment. The only
exception is atomic credentials, offering a particularly low
overhead for VPs with up to 25 disclosed claims. Similarly
to what was previously observed for verification time, the
only two methods that decrease over time as the number of
disclosed claims increases are those that employ ZKPs for
disclosing claims.

T4 - Takeaways on Experimental Results. The choice
of a selective disclosure mechanism is closely tied to
the specific deployment context. In privacy-sensitive ap-
plications, such as cross-border credential verification,
schemes like BBS+ may be a preferred option due to
its strong guarantees on unlinkability and untraceability,
along with minimal storage overhead. These proper-
ties are particularly valuable in scenarios where user
anonymity and data minimization are critical. However,
these benefits come at the cost of higher computational
complexity, particularly during VP generation, which may
impact responsiveness and scalability in time-sensitive
applications. In contrast, constrained environments such
as IoT deployments or mobile wallets, where devices may
have limited processing power, memory, or battery life,
require lightweight solutions. In such cases, hash-based
mechanisms like Merkle Trees offer a more practical
alternative: they enable fast verification and low memory
usage, making them well-suited for devices with limited
capabilities. While these approaches may sacrifice some
privacy guarantees compared to more advanced schemes,
they strike a balance between performance and acceptable
privacy levels, especially in use cases where the device
itself acts as the identity holder and privacy requirements
may be relaxed [62]], [63]].

VIII. CONCLUSION

This paper presents a systematic study of selective disclo-
sure mechanisms that enable users to reveal only a subset
of claims within VCs following SSI principles. We review
existing techniques for selective information disclosure and
assess how well these schemes satisfy the security and privacy
requirements set by emerging regulations, including the EU-
DIW framework. Our analysis also delves into the resilience
of these mechanisms against threats targeting the security
and privacy of credentials. To facilitate real-world application
and research, we introduced an open-source framework that
supports the effective use of various selective disclosure mech-
anisms, providing a practical resource for integrating VCs
across diverse application domains and for benchmarking and
evaluating new selective disclosure schemes. We believe this
framework offers significant utility to developers, researchers,
and regulators working to enhance the privacy and security of
digital identities.
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APPENDIX A
BENCHMARK USAGE AND EXTENSION

A. Adding a Custom Selective Disclosure Scheme

To include a novel selective disclosure algorithm in the
benchmark, any additional libraries it requires and their re-
spective versions must be specified in the Cargo.toml file
located in the source directory. These dependencies will be
automatically fetched and compiled by Cargo, making them
available at runtime for benchmarking. For a fair evaluation,
it is assumed that any custom selective disclosure algorithm
integrated into the benchmark leverages JWTs, consistently
with all other algorithms already included in the library. To
facilitate token generation, the benchmark library provides
a superclass SdAlgorithm, which exposes the necessary
functions to manage core operations. In particular, the methods
encode_Jjwt and encode_and_sign_jwt automatically
convert a serde_Jjson: :Map object (hereafter referred to
simply as Map) into a JWT. Conversely, decode_jwt and
decode_and_verify_Jjwt decode a JWT back into a
Map. These functions are essential for issuing and verifying
both VCs and VPs.

B. Implementing a Custom Selective Scheme

Due to the heterogeneity of selective disclosure mech-
anisms, it is not feasible to provide a universal template
that accommodates all variants. Therefore, once the required
libraries for a custom method are made available, users must
implement the mechanism themselves, place the resulting files
in the src/sd_algorithms directory, and register them
in the mod.rs file. Four core functions are necessary for
the benchmark to properly evaluate each selective disclosure
mechanism. None of them is required to respect a specific
function signature yet. The core functions are:

1) The issue_vc is the first function invoked by the
benchmark. Takes as input a Map containing mock
claims and all the necessary data to issue a VC lever-
aging the user’s mechanism (e.g., private keys). This
function extracts the claims from the mock VC via
SdAlgorithm’s extract_claims function, possi-
bly removes them from the Map with SdAlgorithm’s
remove_claims function, and produces a VC built
upon the user’s provided mechanism. For the fairness of
evaluation, each claim and each necessary value to be
included in the VC should be introduced through the
SdAlgorithm’s serialize_and_insert func-
tion. Considering that VC requires no proof of pos-
session, its encoding as JWT should be done with the
encode_JWT function. issue_vc return both the
Map containing the VC, and its JWT encoded version.

2) The second step consists of verifying a VC through the
verify_vc function. This method takes as input the
previously issued VC and all the data required to verify
it according to the user’s mechanism (e.g., public keys).
With the help of SdAlgorithm’s get_and_decode
function, it is possible to extract all the necessary
data from the VC and proceed with its verification. A
Result< (), String> should be returned, contain-
ing a message specifying the error in case the verifica-
tion fails.

3) To simulate the VP generation, the user should provide
the implementation issue_vp. Input parameters sup-
plied to the benchmark are the previously issued VC, a
vector containing a set of disclosures, and the owner’s
Elliptic Curve (EC) private key to simulate the proof
of possession. Considering the wide plethora of selec-
tive disclosure mechanisms, more parameters can be
inputted. For example, in the case of BBS+, to compute
a derived signature, the issuer’s public key is required.
Typically, the code in this function clones the VC and
modifies it by inserting and removing attributes in its
Map using the previously mentioned methods. Finally,
it returns the VP in both as a Map, and as its JWT
encoding, this time signed with the owner’s EC private
key via SdAlgorithm’s encode_and_sign_jwt
function.

4) Finally, the benchmark requires the verification of a
VP by means of the verify vp function. As op-
posed to verify_wvc, since they are typically trans-
ferred as a string encoding, this function no longer
takes as input a Map containing the VP but rather its
JWT. Additional data (e.g., the owner’s EC public key)
must also be supplied. Internally, this method decodes
and verifies the JWT by means of SdAlgorithm’s
decode_and_verify_Jjwt function, extracts from
the VP all the data necessary for the verification, and
proceeds to verify it. A Result< (), String> is
returned, containing an explanatory error in case of
failure of the verification.

In addition to SdAlgorithm, the benchmark provides
other superclasses tailored to the type of selective disclosure
algorithm (e.g., signature-based, hash-based), offering com-
mon utility functions. Users are encouraged to adopt and
extend these classes as needed. Existing implementations in
the src/sd_algorithms directory and its subfolders serve
as practical examples for integrating custom mechanisms,
supported by extensive documentation. As with any Rust-
based development, writing tests for custom code is strongly
recommended before proceeding to the next step.

C. Pattern Adapter

To enable seamless integration with benchmarking func-
tions, each selective disclosure algorithm must adhere to a
standardized interface. Given the diversity of approaches and
the impracticality of a universal function signature, a pattern
adapter is employed to harmonize custom implementations.
This involves creating, between benchmarking methods and
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selective disclosure algorithms, a layer that translates user-
defined functions into a predefined signature by leveraging
a custom structure. Such a structure must encapsulate all
necessary data for the selective disclosure mechanism to oper-
ate correctly (e.g., cryptographic keys and setup parameters),
ensuring that all dependencies are self-contained. As a result,
four core functions, corresponding to the ones defined earlier,
must be implemented. Additionally, a setup method is required
to initialize essential components such as cryptographic keys
or random number generators.

Each algorithm Alg must implement an AlgAdapter
conforming to the Adapter trait in src/adapters. Since
the benchmarking functions do not accept external input pa-
rameters, all required data must reside within the adapter struc-
ture and be accessed via its Self instance. The Adapter
trait exposes seven methods:

1) sd_algorithm: This method returns the name of the
underlying Selective Disclosure algorithm as a string.

2) new: This method, standard for every Rust class, re-
ceives the number of claims to be included in the VC
and, according to it, must initialize and set up every
single self-contained data to be used in the adapter.
This method returns a Result including either the
AlgAdapter structure itself or, in case of failure, an
error specifying the reason.

3) issue_vc: This method wraps the underlying A1g’s
issue_vc function to produce a VC. The only argu-
ment taken as input is a Map containing the claims to
be inserted in the VC. Similar to the wrapped function,
this method must return a Result containing the VC in
both its representations: as a Map and as a JWT string,
or an error containing a string that specifies the reason
for failure.

4) verify_wvec: This method wraps the underlying Alg
function that verifies a VC. Takes as input the VC as a
Map, and returns a Result containing a String in case of
error.

5) issue_vp: This method receives as input the VC as a
Map and a list of disclosures to produce a VP by using
Alg’s issue_vp.

6) verify vp: This method wraps the Alg’s
verify_vp. It takes as input the VP as a JWT
string, and returns a Result with an error string if the
verification fails.

7) issuer_keypair: This method returns the issuer’s
public and private keys employed in the selective disclo-
sure mechanism for the asymmetric verification method
as strings.

Implementing an adapter for each selective disclosure
algorithm is relatively straightforward. Existing classes in
the src/adapters directory can serve as practical refer-
ences for writing custom implementations. Once the adapter
AlgAdapter is defined, it can be registered in the
initialize_sd_algorithms function within the main
file by following the existing structure. To exclude spe-
cific selective disclosure methods from the benchmark, a
developer can simply remove their entries from the same

function. Furthermore, the benchmark parameters, such as
the maximum number of claims in the mock credential or
the number of iterations used to compute average timings,
can be adjusted by modifying the input arguments of the
benchmark_multiple_mock_claims function in the
main file.

D. Data Collection

Upon completion of the benchmark execution, all serialized
data stored in the csv_dir directory can be imported into the
Jupyter notebook provided in the source folder. This notebook
enables users to visualize and analyze the results through a set
of previously configured plots.
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