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Abstract
As urban environments become more complex, Smart Cities will
increasingly depend on the integration of Internet of Things (IoT)
devices and Digital Twin (DT) technologies to enable real-time mon-
itoring, simulation, and predictive analytics, to ultimately improve
quality of life. Data-driven approaches play a crucial role in optimiz-
ing city operations, but their effectiveness is hampered by data drift,
shifts in data distributions over time that can degrade model perfor-
mance. Frequent model retraining is a common solution, but it can
be ineffective or lead to high computational costs. Alternatively,
drift-driven approaches are often vulnerable to false detections
caused by noisy IoT data, hardware failures, or cyber threats. To
address that problem, we propose a context-aware drift detection
algorithm that takes advantage of local correlations between data
sources to detect actual real drifts while avoiding false positives.
Furthermore, we present a decentralized layered architecture for
embedding drift detection within the Smart City ecosystem and
evaluate our approach by using a real-world dataset. Our approach
demonstrates the viability of context-aware distributed drift detec-
tion, enhancing the reliability and efficiency of ML-driven Smart
City applications.

CCS Concepts
• Computing methodologies → Online learning settings; • Infor-
mation systems→ Stream management; • Computer systems
organization→ Embedded and cyber-physical systems.
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1 Introduction
In an era of rapid urbanization, the concept of a Smart City (SC)
emerges as a transformative approach to address the multifaceted
challenges of modern urban environments [2]. As cities expand,
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effective management of their development becomes essential to en-
sure sustainability and resilience. Part of this technological growth
is made possible by the diffusion of Internet of Things (IoT), which
can provide a network of interconnected devices, sensors and sys-
tems embedded in the urban landscape, allowing the generation of
large amounts of real-time data to be collected and handled [23].

However, transforming raw data into significant information
requires innovative frameworks that can assist city management.
This is where Digital Twins (DTs) play a crucial role in providing
virtual replicas of physical assets, processes, and systems, to en-
able real-time monitoring, simulation, and predictive analytics [10].
DTs facilitate data-driven decision-making, to improve both the
efficiency and responsiveness of city operations.

A fundamental component of the DT could be Machine Learning
(ML) [5, 11, 20, 21], a data-driven modeling approach that can learn
patterns from data to make predictions or decisions, empowering
both simulation and decision-making in response to the key chal-
lenges facing SC. ML-driven approaches have been proven to be
effective in optimizing traffic flow, predicting air quality, managing
disaster response, and improving face recognition [7]. However,
maintaining ML models in production environments poses signifi-
cant challenges, especially in dynamic and evolving contexts such
as smart cities.

A critical issue in ML is model drift [4], intended as the change
in data distributions and relationships over time that can cause a
degradation of model performance. This is particularly relevant
in SC, where environment, social, and technical variables change
constantly. Correcting model drift typically requires either model
retraining or updating [6, 16, 18, 19]. However, since frequent re-
training is computationally expensive and resource-intensive, it
is crucial to correctly and precisely identify real drifts to avoid
false drift detections and carefully balance the trade-off between
retraining costs and model performance [14, 17].

Furthermore, information from IoT devices is subject to noise,
hardware malfunctions, and malicious attacks [9, 12, 15], all of
which can be detected as drifts, that we will call anomalous drifts.
However, these false drifts must not trigger retraining to avoid un-
necessary costs.Moreover, wewant tomodel the real city/phenomenon
and not the errors induced by the sensing pipeline. The challenge
lies in separating anomalous drift from systematic drift, the latter
indicating true changes in the observed system. Our approach clas-
sifies these drifts by examining correlations between neighboring
data sources.

To ensure robust and cost-effective model maintenance, we have
designed a multi-layered architecture, conceptually organized into
three distinct layers. First, the Data Layer serves as the foundation,
housing the functional components responsible for interfacing with
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sensors, managing data processing pipelines, and handling all data
storage. Building upon this, the Service Layer provides essential
backend services for application developers and, crucially, is where
our concept-drift detection mechanisms reside. Finally, the Applica-
tion Layer sits at the top, enabling the development of Digital Twin
(DT) applications that seamlessly leverage the infrastructure ser-
vices provided by the underlying layers. Without loss of generality,
we assess our proposed concept-drift algorithmic approach relying
on a real dataset collected from the city of Bologna [1]. Results
show that our proposal compared to other standard metods can
reduce the costs of maintainence of ML models of DTs. Moreover,
introducing syntetic anomalies in the dataset we show the accuracy
of the context-aware drift detection in different scenarios.

The article is organized as follows: Section 2 provides a concise
background on the concepts and technological ecosystem adopted
in this work. Section 3 provides an overview of related works. Sec-
tion 4 describes the algorithm used for context-aware drift detection,
along with a potential concrete implementation of the proposed
algorithm, followed by the proposed architecture for embedding the
proposal in the smart city context. Section 5 starts by describing the
framework and the data for testing the proposed solution, followed
by the results showing how our solution compares to the baseline
algorithms. Finally, Section 6 draws the conclusions, delineating
some future work.

2 Background
This section sets the stage for our proposed solution by first pro-
viding some background literature on the concept of Smart City
Digital Twin, then reviewing common correction strategies for ML
model maintenance.

2.1 Smart City Digital Twin
For the purposes of this work, we consider SC Digital Twin not
as a single monolithic DT, but as a dynamic ecosystem populated
by DTs [10]. This ecosystem is founded upon a data layer char-
acterized by diverse and heterogeneous data streams originating
from a wide array of city sensors and IoT devices [23]. On top of
this layer, a series of interconnected applications are strategically
deployed across interconnected computational resources, spanning
from (far)edge devices to centralized cloud platforms.

Each application within this ecosystem is designed to perform
various tasks under the umbrella of urban management. A key char-
acteristic is that these distributed applications are empowered by
ML models [5, 11, 20, 21]. A general application typically employs
an ML model tailored to a specific urban phenomenon, e.g., traffic
optimization, air quality prediction [7] etc. Each such specialized
model operates on a relevant subset of the overall heterogeneous
city data, selecting the specific data streams relevant to its desig-
nated task.

These models provide core intelligence, enabling applications
to learn from their specific data subset, identify complex patterns,
make accurate predictions, and automate decision-making pro-
cesses. Consequently, the performance and reliability of the urban
services managed by these specialized Digital Twin instances are
heavily dependent on the effectiveness of their underlying, focused
ML models. However, these ML models, being data-driven and

specialized, need to be actively maintained throughout their life-
cycle to ensure continued accuracy and relevance in a constantly
changing urban environment [4, 16, 19]. They collect their specific
data streams to serve a dual purpose: (i) create a global view to
build the initial ML models (training) and update them over time
(retraining), and (ii) to process it for real-time decision-making
(inference). Given this architecture of distributed, specialized ML
models, each relying on specific evolving data subsets, drift de-
tection emerges not just as a utility, but as a fundamental system
service. This service can be used regardless of the specialized na-
ture of the applications, providing a common utility to maintain
the quality of the model and operational effectiveness within the
dynamic Smart City Digital Twin ecosystem.

2.2 Drift Correction Strategies
Two common strategies for maintaining the accuracy of ML models
in dynamic environments are periodic retraining and drift-driven
retraining [14].

Periodic Retraining: This is a straightforward approach where
models are retrained at regular, predetermined intervals, e.g., daily,
weekly, monthly. This solution is easy to implement and schedule,
ensuring that the models are regularly updated with recent data.
However, it often leads to unnecessary retraining cycles when no
significant changes have occurred in the modeled system.

Drift-Driven Retraining: In this strategy, model retraining is trig-
gered only when a drift detection mechanism signals a significant
change in the data [4]. The drift calculation is also performed peri-
odically, but its cost with respect to retraining is negligible. This
solution reduces consumption of resources on model retraining.
However, the effectiveness of this strategy relies on the accuracy of
the drift detection algorithm, False positive detections, which can
be triggered by noisy IoT data, sensor malfunctions, or even cyber
threats[9, 12, 15], can lead to unnecessary retraining, nullifying
some of the cost benefits.

Choosing an appropriate strategy involves balancing the com-
putational cost of retraining with the potential cost or penalty
incurred from performance degradation due to unreported or un-
addressed drift [6, 14, 18, 19]. The challenge of false positives in
drift detection, particularly in noisy IoT environments [9, 12, 15],
motivates research to find more robust detection methods, such as
the context-based approach explored in this work.

3 Related Work
Research on maintaining ML models in dynamic environments
like Smart Cities has yielded a variety of drift detection algorithms
designed to identify changes in data properties over time. These ap-
proaches range from statistical methods that formally compare data
distributions between different time windows (using tests such as
Kolmogorov-Smirnov or Chi square tests, or divergence measures
such as KL divergence), to techniques that monitor specific statisti-
cal properties of the data stream, and even machine learning-based
methods that attempt to classify whether new data points belong
to a drifted distribution [6, 16, 18, 19].

A typical action after a drift detection is model retraining, and
optimization is crucial due to its computational cost and the trade-
off against performance degradation penalties. Addressing this,
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the authors of [17] investigate cost-aware retraining strategies
aimed at balancing these factors. Similarly, another study explic-
itly models the maintenance problem by analyzing the trade-off
between retraining costs and penalty costs incurred from perfor-
mance degradation (e.g. false positives/negatives) [14]. This work
uses probabilistic models to compare different retraining strategies
(periodic vs. detector-based) and determine optimal policies that
minimize the average long-term cost.

A significant challenge in IoT-based systems is the high rate of
false positives in drift detection. These can be triggered by sensor
faults rather than true changes in the underlying process. Darvishi
et al. in [9] propose a modular data-driven architecture specifically
for sensor-fault detection, isolation, and accommodation within
Digital Twins, highlighting the need to handle sensor unreliabil-
ity. Furthermore, IoT systems are vulnerable to attacks that might
mimic drift. The authors in [15] provides a critical review of in-
trusion detection systems and techniques in IoT, while Haque et
al. [12] offer a systematic review focused on data-driven attack
detection trends in IoT, underscoring the security challenges that
can complicate drift detection.

The use of context represents a promising direction for improv-
ing drift detection accuracy, and other research has also explored
context-aware drift detection from a different perspective. As an
example, the authors in [8] propose a general statistical framework
based on conditional distributional treatment effects, borrowing
from causal inference. Their approach aims to detect drift condi-
tional on a changing context, allowing drifts when the context
changes.

In this work, we introduce contextual information to drift detec-
tion with the aim of distinguishing between localized sensor issues
and genuine/real data shifts. The goal is to analyze data streams not
in isolation but related to neighboring sensors, identified by relying
on a notion of distance, increasing the reliability of drift detection
and preventing unnecessary model updates triggered by isolated
faults. Additionally, we provide researchers and practitioners with
a comprehensive, ready-to-use recipe, consisting of a layered sys-
tem architecture within which context drift detection services are
embedded.

4 Drift Detection in the Smart City
In this section, we introduce the algorithm proposed to detect and
classify data drifts, followed by an architecture designed to embed
the algorithm in the smart city context.

4.1 Context-aware Drift Detection
Drift detection involves monitoring temporal changes in the data
distribution of sensors. Without loss of generality, let us consider
a traffic management scenario where sensors record the count
of vehicles passing through an area (𝑛). Consider, for example, a
sensor that typically records a daily count of 𝑛 = 500 vehicles on a
particular road. If this sensor suddenly starts reporting a null count
of (𝑛 = 0), a significant data drift is evident. Although standard
drift detection algorithms can easily identify this shift, they cannot
ascertain its type.

This observed data deviation could arise from two distinct sce-
narios, each requiring a different remediation strategy:

• A Systematic drift, such as an actual road closure. This rep-
resents a genuine change in the monitored environment,
potentially invalidating existing predictive models and ne-
cessitating retraining with new representative data.

• An Anomalous drift, such as a sensor malfunction or a local-
ized data transmission error. This indicates a problem with
the data source itself, rather than a change in the underly-
ing system. The appropriate response is to investigate and
rectify the sensor issue; the existing model, once provided
with the correct data or by excluding the fault period, may
still be valid.

Identifying these two types of drift requires contextual informa-
tion beyond the readings of the single affected sensor. In SC, data
from different sensors is clearly locally correlated. Extending our
example, if another car counter on an adjacent road also registers a
significant drop in traffic, the initial drift is likely systematic (e.g.,
the road closure). Conversely, if the neighboring sensor remains
consistent with typical patterns, the drift in the first sensor is more
likely anomalous, pointing towards an isolated sensor issue.

Therefore, we introduce a context-aware drift classification algo-
rithm. Once a drift is detected for a specific sensor, this algorithm
leverages information from its neighboring sensors to determine if
the drift is systematic (signalling a true change in the underlying
system) or anomalous (likely due to sensor-specific problems like
faults, noise, or localized, non-representative events).

The classification process is formalized as follows: let 𝑆 denote
the set of sensors deployed in the monitored space. For each sensor
𝑠𝑖 , we create a set of neighbors, computed as:

𝑁 (𝑠𝑖 ) = {∀𝑠 𝑗 ∈ 𝑆 \ {𝑠𝑖 } : 𝐶 (𝑠𝑖 , 𝑠 𝑗 )} (1)

where 𝐶 (𝑥,𝑦) is a grouping function that evaluates the affin-
ity among nodes. As an example, one might require grouping co-
located nodes using a distance metric, or employ more advanced
grouping strategies based on data cross-entropy [22].

Each sensor 𝑠𝑖 ∈ 𝑆 produces a data stream, which is segmented
into discrete periods 𝑠𝑖 (𝜏 𝑗 ) where 𝜏 𝑗 is the time span. These periods
could, for example, align with the intervals of a periodic retraining
schedule. Let 𝑠𝑖 denote a sensor for which a primary drift detection
mechanism has signalled a drift, as defined by the following:

𝑑𝑟𝑖 𝑓 𝑡 (𝑠𝑖 , 𝜏 𝑗 ) = 𝑑𝑟𝑖 𝑓 𝑡 (𝑠𝑖 (𝜏 𝑗 ), 𝑠𝑖 (𝜏 𝑗−1)) (2)

where the 𝑑𝑟𝑖 𝑓 𝑡 function can be a statistical test that compares
a recent data distribution with a reference distribution. Given the
set of drifting neighbors noted as:

𝐷 (𝑠𝑖 ) = {𝑠𝑘 ∈ 𝑁 (𝑠𝑖 ) : 𝑑𝑟𝑖 𝑓 𝑡 (𝑠𝑘 , 𝜏 𝑗 )} (3)

and upon calculating the ratio of drifted neighbouring sensors
given by:

𝑟 (𝑠𝑖 ) =
|𝐷 (𝑠𝑖 ) |
|𝑁 (𝑠𝑖 ) |

(4)

we are able to classify the contextual drift based on a parametric
threshold ℎ where 0 < ℎ < 1,

𝑐𝑜𝑛𝑡𝑒𝑥𝑡𝑢𝑎𝑙𝐷𝑟𝑖 𝑓 𝑡 (𝑠𝑖 ) =
{
𝑆𝑦𝑠𝑡𝑒𝑚𝑎𝑡𝑖𝑐 if 𝑟 (𝑠𝑖 ) > ℎ

𝐴𝑛𝑜𝑚𝑎𝑙𝑜𝑢𝑠 if 𝑟 (𝑠𝑖 ) < ℎ
(5)
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ℎ indicates the ratio of neighbors that have to drift concurrently
to label the contextual drift as systematic. The threshold ℎ can be
tuned based on the accuracy of the grouping function in classifying
highly correlated neighbors. A high value of ℎ restricts the classifi-
cation of systematic drifts to cases where most sensors are strongly
correlated, typically requiring correlations above 0.5, similar to a
majority vote. In contrast, a low ℎ allows the detection of systematic
drifts even when many neighboring sensors are not drifting, with
ℎ = 0 reducing the method to a standard drift-based approach.

4.2 Context-aware Drift Detection in the Digital
Twin Architecture

To embed our approach to drift classification in the SC, we propose
the insertion of context-aware drift detection within the digital
twin architecture at the Service Layer, positioned between the data
sources (Data Layer) and the digital twin applications (Application
Layer) as depicted in Figure 1.

• The Data Layer collects IoT data from heterogeneous sen-
sors in the urban environment via communication protocols
commonly found in IoT ecosystems, such as MQTT, ReST
APIs, OPC-UA, and CoAP. Furthermore, this layer is respon-
sible for essential data processing, such as data enrichment,
which involves augmenting raw sensor data with additional
contextual information (e.g., timestamps, sensor location);
preprocessing steps, involves filtering, normalization, and
transformation. Aggregation, which combines data frommul-
tiple sources or over time periods to provide summarized
views.

• The Service Layer provides system-level functions, such as
context-aware message-oriented middleware and drift de-
tection services. We view drift detection as a fundamental
system service, designed to monitor the data layer and enrich
the data stream with semantic labels, identifying and clas-
sifying drifts as systematic or anomalous. This information
is then made available to the application layer via standard
APIs.

• The Application Layer comprises various intelligent verti-
cal DTs that subscribe to streams of control/IoT data and
independently decide whether to retrain models based on
contextual drift signals. This offers several system goods:
reusability of drift detection across applications, scalability
through distributed processing, extensibility for integrating
new sensors or applications, and resilience against isolated
drifts, improving the precision of retraining decisions.

In our approach to maintain the DT, drift detection at the Service
layer serves as a middleware component, orchestrating the flow of
information and facilitating distributed intelligence. It moves drift
detection computations from individual applications to the infras-
tructure, enabling cooperative calculations for classifying drifts as
systematic or anomalous and reducing redundant processing when
multiple applications utilize the same data sources. Each Sensor data
stream is associated with a drift detection component that augments
the raw data with drift information. Central to the communication
within the service layer is a Message-Oriented Middleware (MoM)
backbone. The MoM facilitates the inter-component communica-
tion essential for our drift classification algorithm. Drift detection

components themselves subscribe to topics from their designated
neighbors. This enables them to share their drifting state with other
relevant components in the infrastructure, compare these states,
and collectively decide on the nature of a detected drift (systematic
or anomalous) based on local consensus. This distributed approach
also enables a rapid integration of new sensors into the city, as they
can easily publish their data and subscribe to relevant contextual
information, enhancing the labeling of already existing sensors
used by various applications.

While this distributed architecture introduces communication
and computation overhead, it is a deliberate trade-off designed to
achieve greater accuracy and reduce costly, unnecessary model
retraining. The communication overhead, managed by the MoM,
primarily consists of lightweight status messages (e.g., drift de-
tected/not detected) rather than large data payloads. This overhead
is further managed by restricting the communication at the local
level, performing neighbor discovery periodically at low frequen-
cies. The computational overhead of running statistical tests (like
the KS-test) within each component is negligible compared to the
cost of full model retraining. By distributing this lightweight com-
putation, the architecture avoids a central bottleneck and enhances
scalability. Therefore, the marginal increase in system overhead
is justified by the significant savings in computational resources
and improved model reliability achieved by avoiding false-positive-
triggered retraining.

4.3 Implementation of a Distance-based
Context-Drift Service

We now present an implementation of the drift detection service
component shown in Figure 2, describing its properties. We can
distinguish two phases: the configuration phase and the opera-
tion. During the configuration phase, the component determines
its operational environment, by creating its own drift topic on the
Contextual Drift MoM, which includes metadata indicating its pre-
cise position within the city. Subsequently, it scans the other topics
comparing its position with the others to create its neighborhood
(Eq. 1) using the following comparing function.

𝐶 (𝑠𝑖 , 𝑠 𝑗 ) = 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒 (𝑝𝑜𝑠 (𝑠𝑖 ), 𝑝𝑜𝑠 (𝑠 𝑗 )) < 𝑟𝑎𝑑𝑖𝑢𝑠 (6)

These discovered topics are identified as its neighbours 𝑁 (𝑠𝑖 ),
subscribing to their channels. A visualization of the neighborhood
is shown in Figure 3.

After configuration, the component enters the operation phase,
where it performs periodic tasks to monitor and assess the sensor
data:

• Data Collection: the component continuously collects data
from the associated sensor feed by Data Layer processes
(𝑠𝑖 (𝜏 𝑗 )).

• Drift Detection: analyzes the incoming data to identify poten-
tial drifts, which refer to significant deviations in a period
of sensor readings (Eq. 2).

• Neighbour Monitoring: the component also listens for drift
notifications from its neighboring nodes within the defined
radius and checks if new neighbors have been introduced in
the city.

455



Context-aware Drift Detection for Quality-aware Data-Driven Smart City Digital Twins GoodIT ’25, September 03–05, 2025, Antwerp, Belgium

\

Adaptation

Device Service
e.g., MQTT

Device Service
e.g., ReST

Device Service
e.g., OPC-UA

Device Service
e.g., CoAP ...

Data Processes

Preprocessing &
Aggregation

Metadata
Enrichment

Devices & Sensors

D
at

a 
La

ye
r

Se
rv

ic
e 

La
ye

r

Contextual Drift MoM

Contextual Drift Detection
Component

Contextual Drift Detection
ComponentContextual Drift Detection

ComponentContextual Drift Detection
Component

Contextual Drift Detection
ComponentContextual Drift Detection

ComponentContextual Drift Detection
Component

Contextual Drift Detection
ComponentContextual Drift Detection

Component

A
pp

lic
at

io
n

La
ye

r
Digital Twins & Processes

Figure 1: Multilayered architecture embedding context-aware Drift Detection.

• Drift Classification: when a drift is detected in the sensor
data, the component broadcasts its drift status to nodes that
subscribe to its channel. Then it enters a waiting period to
allow neighbors to report their own drift events. The com-
ponent then evaluates the drift reports from its neighbors to
classify the nature of its own drift (Eq. 5). The local drift is
classified as systematic, if the number of nodes in the compo-
nent’s neighbourhood experiencing a drift during the same

time period exceeds a predefined threshold, indicating that
a broader issue is affecting multiple nodes, such as an en-
vironmental or network-wide disturbance. Otherwise, it is
considered anomalous, suggesting that it is isolated to the
individual node or sensor.

The threshold for classifying a drift as systematic plays a crucial
role in ensuring the robustness of the system. By requiring a frac-
tion of neighbouring nodes to experience a drift concurrently, the
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Contextual Drift MoM

Figure 2: Context-aware drift detection component
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Figure 3: Representation of neighbourhood selection using a
distance comparison.

system reduces the likelihood of misclassifications due to erroneous
neighbour detection. This parameter can be adjusted to balance
sensitivity and resilience based on the specific requirements and
dynamics of the Smart City environment.

The data drift of each node is checked periodically. The period
has to be selected so that the data gathered during that time is
enough to reproduce the current data distribution. This is necessary
to perform an accurate drift detection and also to have enough data
to train the next version of the model. When an anomalous drift is
detected the data is labelled as incorrect and it will not be used as a
reference for future drift detections.

No Drift
Anomalous Drift
Systematic Drift

Figure 4: Map of context-aware drift detection in the first
period. Sensors are localized by colored dots, blue indicates
no drift, red anomalous drift and yellow systematic drift.

5 Evaluation
In our evaluation, we want to test the advantages of context-aware
drift detection to identify anomalous drifts and retrain only for sys-
tematic drifts, consequently reducing the costs of model retraining
during the management of model life cycles.

To evaluate our algorithm and framework, we tested it on data
collected from the city of Bologna [1]. This dataset is formed by
66 different sensors distributed in the city center recorded in the
year of 2024. Each sensor counts the number of cars that cross its
sensed area each hour via a different process, and the same is done
with the corresponding components.

The communication between components in the system is man-
aged by EMQX [3], an MQTT messaging platform. MQTT is an
appropriate selection for its capability of being used in any hard-
ware, even low power sensors. Each sensor creates its topic on
the EMQX broker to share its data. The same system is used for
communication between components to find neighbors and share
drift messages.

The 𝑟𝑎𝑑𝑖𝑢𝑠 for neighbour selection (Eq. 6) has been selected
at 150 meters, being the mean street length in Bologna, ensuring
that neighbouring sensors would have correlated car counts. The
threshold ℎ for contextual drift detection (Eq. 5) has been set to 0.5,
as a standard majority vote.

Drift detection (Eq. 2) is performed using the two-sample Kol-
mogorov Smirnov test [13], a common algorithm for measuring
the distance between two distributions. It is important to stress the
fact that performing this measure has lower computational costs
than training a deep learning model.

For the tests, we divided the year into three periods; the foremost
is used as a reference, the first and the second are considered for
drift detection. In Figure 4, 5 we represent the map of Bologna to
show the types of drifts of each sensor using our framework. We
selected these periods for their difference in drift, the first has few
changes in distribution, while the second has a great systematic
change given by prolonged city works. The difference in the number
of systematic drifts is going to affect the ability of the system to
detect anomalous drifts.

Following the tests performed with a year of data, we can find
the different amounts of models trained by comparing the three
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Figure 5: Map of context-aware drift detection in the second
period. Sensors are localized by colored dots, blue indicates
no drift, red anomalous drift and yellow systematic drift.
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Figure 6: Relative costs with different retraining policies.

strategies for retraining: periodic, drift-driven and context-aware
drift-driven (Figure 6). Using the Periodic retraining as a baseline
reference, every model is retrained at each period. The Drift-driven
approach cuts the number of trainings by 68 percent, avoiding
retraining on non-drifted data sources. Using our context-aware
drift-driven approach, we can further cut the costs by another 10
percent. This number can change based on the accuracy of the
algorithm to detect anomalous drift and how many occur in the
scenario. To further understand the algorithm behaviour in different
situations, we conducted other controlled tests.

For each period, we introduced anomalous drifts in the dataset of
an increasing amount of sensors, from 10 to 50 percent. In figure 7, 8
we can see the results in terms of percentage of detected anomalous
drifts, increasing the number of attacks the context-aware drift
detection efficiency deteriorates since it is based on neighborhood
consensus, if the number of attackers reaches the number of good
data distinguishing the two becomes progressively harder. Another
weakness of the algorithm is the presence of systematic drift in the
system, which helps anomalous drifts disguise themselves as sys-
tematic by being close to real drifts. This shows that improvements
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Figure 7: Percentage of detected anomalous drifts in the first
period.
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Figure 8: Percentage of detected anomalous drifts in the sec-
ond period.

on the algorithm should be introduced to better discriminate these
anomalies.

6 Conclusion
With the digitalization of SC, the costs of maintaining distributed
intelligent systems increased with the advent of machine learn-
ing models and their high cost of training. We proposed a new
way of reducing the number of model retrainings by introducing
a new concept of systematic and anomalous drift. An algorithm to
discriminate them, such as context-aware drift detection and an
architecture to embed it in the smart city infrastructure. Through
testing the real environment of the city of Bologna, we gave an
idea of the possible reduction in costs of our proposed solution.
In addition, we tested the accuracy of the algorithm in different
scenarios, highlighting its strengths and weaknesses.

In the future, we expect the introduction of such discrimination
algorithms in the smart city and their advancement in detecting
anomalous drifts to increase city sustainability. We are currently
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working on improving the detection algorithm, by introducing
neighbouring selection based on data correlation between differ-
ent kind of sensors. Instead of fixed radii and thresholds explor-
ing adaptive methods that adjust based on sensor density, data
type, or historical drift patterns. Moreover, we will conduct simula-
tions or analysis focused on the communication and computational
overhead introduced that can become a liability under large-scale
deployment scenarios.
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