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 a b s t r a c t

In the era of digital transformation, datacenters and High Performance Computing (HPC) Systems have emerged 
as the backbone of global technology infrastructure, powering essential services across various industries, includ-
ing finance and healthcare. Therefore, ensuring the uninterrupted service of these datacenters has become a criti-
cal challenge. Thermal anomalies pose a significant risk to datacenter operation, potentially leading to hardware 
deterioration, system downtime, and catastrophic failures. This threat is exacerbated by the growing number of 
datacenters, increased power density, and heat waves fostered by global warming. Detecting thermal anomalies 
in datacenters involves several challenges. Large-scale data collection is difficult, requiring diverse monitoring 
signals from thousands of nodes over long periods. The absence of labeled data complicates the identification of 
normal and abnormal states. Establishing accurate classification thresholds to minimize false positives and nega-
tives is another significant hurdle. Traditional statistical methods often fail to capture temporal dependencies and 
complex correlations in monitoring signals. Additionally, finding anomalies at both the system and subsystem 
levels adds to the complexity. Deploying machine learning models in production environments presents tech-
nical and operational challenges, making real-time anomaly detection a demanding task. This paper introduces 
ThermADNet, a Thermal Anomaly Detection framework that combines statistical rules-based methods with Deep 
Neural Network (DNN) techniques for thermal anomaly detection in datacenters. ThermADNet utilizes a semi-
supervised learning approach by training on a “semi-normal” dataset, addressing the challenges of large-scale 
data collection, semi-normal dataset identification, and classification threshold establishment. This framework’s 
efficacy is validated by its success in identifying real physical thermal failure events within a Tier-0 datacenter, 
pinpointing anomalies at both the system and subsystem levels, including compute nodes and datacenter infras-
tructure. In the critical evaluation window covering the July 28 failure, ThermADNet achieves precision and 
recall up to 0.97, with F1-scores as high as 0.97. By providing detailed information about anomalies, the frame-
work clarifies the characteristics and reasoning behind the DNN outputs, thereby building trust in the AI model 
and ensuring that users can understand and rely on the system’s decisions. By offering a sophisticated method 
for thermal anomaly detection, ThermADNet significantly contributes to enhancing datacenter reliability and ef-
ficiency. This advancement supports the uninterrupted operation of critical HPC systems, averting considerable 
economic and societal losses.

1.  Introduction

Datacenters serve as pivotal assets driving scientific, technological, 
economic, and industrial progress. Datacenters leverage the combined 
computing power of thousands of individual computing nodes. This ag-
gregation of computational resources enables supercomputers to deliver 
significantly enhanced performance, critical for tackling complex com-
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putational tasks [1]. The increasing demand for computing resources 
comes with a corresponding rise in energy consumption. Projections 
suggest that by 2030, the Information and Communication Technology 
(ICT) sector’s energy usage will constitute approximately 20% of the 
global demand, with datacenters contributing a third of that consump-
tion [2]. The growth in datacenter size and complexity, coupled with 
rising power densities as exemplified by the transition from the Summit 
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supercomputer’s 13 MW peak power consumption in 2017 to the Fron-
tier supercomputer’s 29MW in 2021, exacerbates these risks, highlight-
ing the importance of efficient thermal anomaly detection [3]. Experts 
predict that the computational needs for AI will continue to grow ex-
ponentially. This trend suggests that future AI datacenters will require 
supercomputer-like architectures to handle the increasing demands for 
processing power and efficiency [4–6].

Investment in supercomputing infrastructure is substantial. For in-
stance, the EuroHPC program has allocated approximately 𝜀650 million 
in capital and operational expenditures for procuring three pre-exascale 
systems [7]. In late 2024 and into 2025, the European Union launched 
a complementary initiative to bolster AI-focused computing infrastruc-
ture on a scale comparable to its High Performance Computing (HPC) 
efforts. The European Commission pledged approximately 𝜀750 mil-
lion (about $820 million) in 2025 to establish and operate a network 
of AI-optimized supercomputers, referred to as AI Factories, across the 
EU. This EU contribution represents half of a 𝜀1.5 billion joint invest-
ment, with the remaining funds provided by member states [8,9]. Con-
sequently, datacenter outages can be extremely costly. In the business 
sector, an outage of Amazon.com in year 2016 would have resulted in an 
average revenue loss of $15 million, highlighting the significant societal 
and financial risks associated with disruptions in datacenter operations 
[10]. The consequences of datacenter outages extend beyond financial 
implications, affecting critical services and infrastructure. Such events 
emphasize the critical importance of robust datacenter infrastructure 
and management practices to mitigate potential losses and ensure the 
uninterrupted functioning of essential services.

A datacenter is a sophisticated environment housing thousands of 
computing nodes with power consumption reaching into the megawatt 
range, all of which generate considerable heat as a byproduct of 
operation. The authors of [11–18] showed that significant spatio-
temporal power-thermal heterogeneity is present during datacenter pro-
duction, despite the advanced cooling methods used (further detailed in
Section 4).

The common practice in cooling system control involves using room-
level thermal control. This approach utilizes the average room or aver-
age room coolant temperature (air/water) as the input variable for the 
thermal control loop. However, this method is inadequate as it may ob-
scure crucial thermal irregularities. In 2019, a study [16] unveiled that 
the Marconi supercomputer encountered significant thermal challenges 
during its production: (i) The usage of hybrid (water/air) cooling tech-
nologies and rear-door heat exchanger within the datacenter created a 
multitude of thermal zones and hotspots [16,17]. (ii) Contrary to expec-
tations, spatial proximity does not guarantee thermal coupling, with sig-
nificant temperature deviations of up to ∼ 6◦𝐶 observed between neigh-
bor nodes. (iii) Significant temperature deviations, up to approximately 
11◦𝐶, have been observed among compute nodes at the same height in 
racks but located in different areas of the datacenter. This indicates hor-
izontal spatial thermal heterogeneity. (iv) Thermal decoupling between 
the top and bottom of racks has been observed, with central racks ex-
periencing an average temperature difference of ∼ 15◦𝐶 between their 
upper and lower sections. These findings emphasize that averaging tem-
peratures at the room level for thermal control is inadequate. This ap-
proach can cause localized thermal abnormalities, impairing the optimal 
performance of specific compute nodes or leading to thermal hotspots.

Minor thermal hotspots can trigger a cascade of events, leading to 
an imbalance between heat generation by computing nodes and heat 
dissipation by the cooling system. This can result in thermal anomalies 
and, in severe conditions, physical thermal failure. These anomalies pose 
significant risks to datacenter operations, potentially causing damage to 
IT and facility equipment, as well as datacenter outages.

To illustrate the negative repercussions of thermal anomalies, we 
conducted an analysis of computing capacity reduction at the CINECA 1 

1 Cineca is a non-profit consortium, made up of 69 Italian universities, 27 na-
tional public research centres, the Italian Ministry of Universities and Research 

supercomputer, a Tier-0 PRACE facility, following two thermal anomaly 
incidents. Our findings reveal (i) a 20% decrease in computing capacity 
over four days, starting from June 27, 2019, and (ii) a 50% reduction in 
computing capacity that lasted nearly two days, beginning on July 28, 
2021.

Thermal anomalies may stem from: (i) Malfunctioning cooling sys-
tems, (ii) Abnormal power fluctuations or increased computing de-
mands, (iii) Reduced cooling capacity due to abnormal ambient temper-
atures, (iv) Variations in response times between computing and cooling 
components in response to workload changes, and are expected to in-
crease in the future due to the ongoing trends in electronics that exacer-
bate computing device power densities, complicating datacenter cooling 
requirements, as well as the escalating frequency and intensity of heat 
waves due to global warming [19]. This poses additional challenges, 
particularly for aging datacenter facilities whose infrastructures were 
designed decades ago and may struggle to cope with these environmen-
tal changes.

Challenges. Given the operational and reliability impact of thermal fail-
ures, robust anomaly detection is essential. However, adapting anomaly 
detection to datacenters entails distinctive challenges, including:

(I) Large dataset: Accumulating diverse monitoring signals from thou-
sands of computing nodes during normal and abnormal operational 
states necessitates extensive data collection efforts over long periods, 
considering anomalies are infrequent occurrences.

(II) Annotated dataset: The absence of labeled data poses a signifi-
cant obstacle. Thermal anomalies may manifest in various ways, such 
as elevated electronics or coolant temperatures, or suboptimal cooling 
system performance. Additionally, self-regulating mechanisms within 
computing units may obscure signs of cooling deficiencies, making vi-
sual inspection of monitoring signals by facility managers insufficient 
for detection. Consequently, latent thermal anomalies, albeit not catas-
trophic, can undermine supercomputer performance, impacting metrics 
like energy-to-solution, time-to-solution, and node reliability.

(III) In-production deployments: Deploying machine learning (ML) 
models in production environments presents several challenges across 
technical, organizational, and operational domains. Key issues include 
data quality, continuous availability, model scalability, computational 
cost considerations, integration complexity, and versioning and experi-
mentation. Addressing thermal anomaly detection thus becomes a chal-
lenging and expensive task in datacenter management.

State of the art (overview). Prior work on datacenter/HPC anomaly de-
tection falls into three broad tracks (a detailed discussion of related work 
is provided in Section 2).

(1) Statistical rule-based monitoring flags threshold violations or sud-
den derivatives on node/facility telemetry and has been used from cloud 
Service Level Objective monitoring to Tier-0 HPC rooms, with fast, trans-
parent alerts but limited ability to capture cross-metric and temporal 
dependencies [18,20–22].

(2) ML-based approaches span supervised, semi-/unsupervised meth-
ods over network, node, and job telemetry, reporting strong accuracy 
on fault attribution and performance anomalies (e.g., LightGBM, au-
toencoders, VAEs) [23–27]. Some studies further combine rule-derived 
labels or priors with ML to reduce annotation needs. [18].

(3) Thermal, CFD and control studies use measurements and CFD (or 
Artificial Neural Networks surrogates) to optimize airflow and predict 
inlet temperatures, informing design/operations but not typically inte-
grated with room-scale anomaly labeling [28–30].
Despite these advances, several critical gaps remain: (i) scarce validation 
on real physical thermal failures, with most studies relying on synthetic 

(MUR) and the Italian Ministry of Education (MI), and was established in 1969 
in Casalecchio di Reno, Bologna [67]. It is the most powerful supercomputing 
centre for scientific research in Italy, as stated in the TOP500 list of the most 
powerful supercomputers in the world: Marconi100, is ranked at the 18th posi-
tion of the list as of November 2021, with about 30 P/FLOPS [71].
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or simulated anomalies; (ii) narrow sensing scopes (node-only or few 
facility metrics) rather than multi-layer node+cooling+power+ambi-
ent views; (iii) insufficient modeling of spatio-temporal dependencies 
across racks, Computer Room Air Conditioning (CRAC) units, and RDHX 
loops (see Section 4 for details); (iv) heuristic thresholding of recon-
struction errors, lacking principled conversion into actionable alerts; 
(v) limited reporting of operational metrics such as computational over-
head, inference latency, and (vi) absence of production-ready deploy-
ment pipelines, including Machine Learning Operations (MLOps) prac-
tices for continuous integration and monitoring.
To bridge these gaps, we present ThermADNet, a thermal anomaly de-
tection framework tailored for HPC datacenters. ThermADNet integrates 
statistical cues with deep learning, operates on heterogeneous monitor-
ing signals, and is validated against real physical thermal failure data. 
Our main contributions are as follows:

• Design of a robust Thermal Anomaly Detection framework, primed 
for seamless integration into production systems alongside existing 
monitoring infrastructure. Utilization of an extensive array of fea-
tures, encompassing monitoring signals sourced from diverse sen-
sors within computing nodes, various cooling facilities (both wa-
ter and air-based), power distribution system (Modbus) as well as 
meteorological data obtained from online weather forecasting ser-
vices. Introduction of a semi-supervised Machine-Learning-based 
Method (Autoencoder), merging the strengths of rule-based and ML 
methodologies to enhance thermal anomaly detection efficiency. 
Dataset compositions for training and testing purposes, ensuring ro-
bust evaluation and benchmarking of the proposed framework’s per-
formance. Introducing a methodology for defining the reconstruc-
tion error thresholds. This has been used to convert real numbers 
into binary classification, facilitating practical implementation and 
decision-making processes.

• Implementation of complete process of machine learning opera-
tions, including development, deployment, and Continuous Integra-
tion/Continuous Deployment (CI/CD). Additionally, we report the 
processing time latency at different stages of the machine learning 
pipeline, as well as the computation costs for the datacenter.

• Validation of the framework’s effectiveness through the examina-
tion of reported real-world physical thermal anomalies. Identifica-
tion and characterization of anomaly locations within the datacenter 
environment.

To contextualize these contributions, the next section reviews related 
work on anomaly detection approaches in datacenters.

2.  Related work

In the state-of-the-art (SoA), various methodologies have been used 
to study anomalies in datacenters. By approaching exascale computing 
systems, the importance of anomaly detection research topics in data-
centers and HPC systems increases [24,31,32]. The main objective of 
anomaly detection is to identify abnormal patterns or behaviors in the 
data generated by these systems. This could include any unusual oc-
currences related to resource usage in computing nodes and datacenter 
facilities, system log activity, network traffic flow, etc. In the datacen-
ter system, anomalies reduce the performance and increase the cost by 
affecting the computing capacity and energy of the datacenter. The aim 
is to detect such anomalies as soon as possible, allowing for prompt 
scrutiny and addressing to minimize downtime of the supercomputers 
[26,33].

2.1.  Datacenter anomaly studies

Anomalies are reported due to network contention [34], shared 
resources contention [35,36], hardware-level problems [37], memory 
[38], CPU [39], and cooling system failure [16,40]. These anomalies 

are then flagged as potential aberrations for further inspection by the 
system administrator [41].

2.1.1.  Statistical rule-based approach
Several studies rely on rule-based logic, where anomalies are flagged 

once system metrics exceed fixed or statistically derived thresholds.
In [20] (2015), the authors focused on application/runtime, re-

source, and Quality of Service/Service Level Agreement anomalies in 
cloud systems. They monitored CPU, memory, threads, and logs, and 
applied either manual fixed thresholds or seasonal statistical bounds. 
Detected anomalies triggered resolution via an Event–Condition–Action 
(ECA) policy engine. No quantitative accuracy was reported; validation 
was qualitative and based on prior results.

In [21] (2017), the authors used rule-/heuristic-based monitoring 
under a Service Level Objective framework to detect anomalies and 
identify bottlenecks in cloud-hosted PaaS services. They tracked end-to-
end request latency and per-component service times, flagging anoma-
lies when fewer than 95% of requests met latency targets learned from 
baseline benchmarking. Root causes were inferred via majority voting 
among four statistical heuristics (importance regression, change-point 
detection, high-quantile check, tail-outlier test). They reported counts of 
detected anomalies under different Service Level Objective settings and 
detection latencies of approximately 2–3min.

Study [22] (2023) employed monitoring signals from both comput-
ing nodes and facility-level infrastructure of Marconi-100 CINECA a 
Tier-0 HPC datacenter to detect thermal anomalies using statistical rule-
based methods. A wide range of thermal, power, and cooling metrics 
were monitored across nodes, racks, cooling units, and power distribu-
tion systems. Thresholds were defined using ASHRAE recommendations 
where available, and otherwise derived from statistical quantiles of his-
torical data.

Anomalies were flagged whenever monitored signals either violated 
predefined thresholds (constraint violations) or exhibited sudden vari-
ations exceeding derivative thresholds. Two principal categories were 
identified: (i) Constraint Violations - when a metric deviates sig-
nificantly from its expected operating range. (ii) High Derivatives 
- when a metric undergoes unusually rapid changes over a short
interval.

Based on these principles, the authors proposed a set of rule-based 
statistical methods (“flags”) designed to capture abnormal patterns at 
the node, subsystem, system, and datacenter levels. Each rule raised a 
flag upon detecting suspicious behavior, and the sum of active flags at 
each timestamp was used as a severity indicator for anomaly assessment.

The approach successfully identified a real thermal incident in the 
CINECA Marconi100 Tier-0 HPC cluster, with increasing severity lev-
els corresponding to precursor phases and the final failure. Although 
the method demonstrated clear qualitative alignment with operator-
reported failures, no quantitative accuracy metrics (e.g., precision, re-
call, F1-score) were reported. Validation was instead based on tempo-
ral correlation with incident reports and spatial anomaly localization 
through heatmaps.

In [18] (2024), the authors analyzed three IPMI metrics-inlet tem-
perature, outlet temperature, and node power-on CINECA’s Marconi-
A2 system, a Tier-0 production HPC cluster, ultimately identifying in-
let temperature as the most reliable indicator of thermal hazards. They 
proposed a rule-based statistical labeling scheme, defining a Node-
Threshold (NT) as the 0.95 quantile of each node’s inlet temperature 
distribution to assign a binary anomaly status at the node level. Com-
plementing this, the Spatio-Temporal Impact Threshold (STIT) extended 
detection beyond single nodes and moments in time by evaluating 6h 
windows and requiring a quorum of anomalous nodes, thereby captur-
ing the spatial and temporal continuity of hazards across the datacen-
ter. These statistically derived labels were then used to train supervised 
deep learning models, where a Temporal Convolutional Network (TCN) 
achieved near-perfect F1 = 0.98 under random splits and robust F1 = 
0.87 under time-separated realistic tests.
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Other studies [38,39] analyze the monitoring data of the sys-
tem and its components to identify correlations between various is-
sues (such as detecting I/O congestion and out-of-memory) and their
causes.

The main strength of statistical rule-based methods lies in their speed 
and simplicity, which makes them suitable for lightweight online mon-
itoring in large-scale datacenters. However, they are inherently limited 
in capturing complex correlations across metrics: a single variable may 
appear normal in isolation but become anomalous when combined with 
others, or vice versa. Moreover, as the volume and diversity of moni-
toring data grow, rule-based analysis and manual root-cause inspection 
become inefficient. For these reasons, ML-based approaches are increas-
ingly adopted for anomaly detection in datacenters [23–27,42].

2.1.2.  ML-based approaches
Machine learning (ML) has become a central component of modern 

anomaly detection and diagnostic frameworks for datacenters and HPC 
systems. Existing studies vary widely in their monitored metrics, learn-
ing paradigms, and operational objectives, yet together they demon-
strate both the diversity and increasing maturity of ML-driven solu-
tions [23–27,42]. Below, we present these contributions in chronologi-
cal order to highlight the evolution of methodologies-from early statis-
tical techniques to modern deep and federated learning models-while 
emphasizing their strengths and limitations.

Early work from 2010 such as [43] explored conventional statistical 
techniques (thresholds, moving averages, EWMA, Naïve Bayes) for the 
early detection of thermal anomalies in a production datacenter. Using 
three months of real sensor data, the naïve Bayes classifier detected up 
to 18% of anomalous events approximately 12min before occurrence. 
However, anomalies were defined using simplistic rules, and the models 
lacked the capacity to capture the spatiotemporal dependencies inherent 
in thermal behavior.

Subsequent efforts expanded the focus to other datacenter subsys-
tems. For example, Li[44] (2016) leveraged temperature-sensor teleme-
try to perform unsupervised anomaly detection, evaluating the ap-
proach on simulations of predictive failures such as worn-out fans and 
CRAC malfunctions. Around the same period, Study [23] (2016) demon-
strated that ML can also support network-level diagnostics: by analyzing 
TCP statistics with decision trees and random forests, their lightweight 
endpoint-based tool attributed client, server, and network faults with up 
to 96% accuracy.

Network-oriented anomaly detection was further explored in [27] 
(2016), which applied SVMs enhanced with Poisson Moving Average 
(PMA) features to cloud traffic traces. Using protocol types, port num-
bers, packet sizes, and packet counts, their model achieved a detection 
rate of 98.56% with only 1.44% false positives, and successfully de-
tected a real DDoS attack within five minutes.

ML-based anomaly detection for HPC systems continued to evolve 
with [42] (2018), which developed a dynamic online/offline framework 
for identifying inefficient applications on the Lomonosov-2 supercom-
puter. Their LSTM-based classifier operated on 40-minute windows of 
16 node-level metrics (CPU, cache misses, memory traffic, MPI and I/O 
counters), and suspicious jobs were re-evaluated by an offline Random 
Forest classifier, yielding 95% agreement with offline ground truth for 
3300 applications.

Autoencoder-based unsupervised and semi-supervised methods soon 
followed. Study [25] (2019) demonstrated that a semi-supervised au-
toencoder trained solely on normal data (CPU, memory, power, tem-
perature) could detect misconfigurations with weighted F-scores above 
0.91-improving accuracy by 12% over other semi-supervised base-
lines. Complementary works [45–47] explored supervised methods for 
fault detection and classification, though these often relied on triv-
ial correlations (e.g., idleness = failure) and were trained primarily 
on synthetic data due to the scarcity of labeled anomalies in produc-
tion HPC systems. To alleviate this challenge, semi-supervised methods 

such as [48] (2019) were proposed, requiring only normal samples for
training.

Subsequently, [49] (2020) developed an ML-based real-time predic-
tor of node failures using log collections from four HPC systems, extract-
ing recurring failure patterns for proactive detection.

Later works introduced holistic, multi-metric, and production-grade 
frameworks. Study [24] (2021) proposed an end-to-end anomaly-
diagnosis pipeline that monitored 160 telemetry variables (CPU, mem-
ory, counters, interrupts), applied windowing and feature selection, and 
benchmarked Random Forest, XGBoost, and LightGBM models. Light-
GBM achieved the best performance, with macro-average F1-scores up 
to 0.91 and false-alarm rates below 0.05

While semi-supervised models improve label efficiency, they often 
suffer from high false-positive rates. Study [50] (2022) addressed this 
limitation by combining a semi-supervised model with a supervised clas-
sifier, supported by a custom monitoring infrastructure that enabled the 
generation of labelled datasets. This hybrid approach achieved an F-
score of approximately 0.86 and predicted anomalies up to one hour 
before they were officially reported by system administrators.

Alternative paradigms have also been explored. For example, Ak-
sar et al. [51] (2022) introduced an active learning method to discrimi-
nate performance variances across HPC nodes, reducing annotation re-
quirements but still relying on synthetic datasets. Conversely, Molan 
et al. [52] (2023) demonstrated a fully unsupervised failure-detection 
method evaluated on real anomalies from a Tier-0 system, offering a 
more operationally practical solution due to its independence from la-
bels.

A step toward large-scale production deployment is Prodigy [26] 
(2023), an unsupervised anomaly-detection framework tested on a 
1,488-node production system (Eclipse) and a 52-node testbed (Volta). 
Prodigy uses LDMS telemetry sampled at 1 Hz, extracts over 700 statisti-
cal and spectral features, selects the most discriminative via a Chi-square 
test, and trains a variational autoencoder (VAE) on healthy samples. 
It achieves macro F1-scores of 0.95 (Eclipse) and 0.88 (Volta), outper-
forming classical unsupervised baselines. Additionally, its interpretabil-
ity module (CoMTE) provides node- and job-level root-cause explana-
tions.

More recently, federated learning has been introduced for HPC 
anomaly detection, as demonstrated in [53] (2024), enabling privacy-
preserving model training across distributed systems.

Finally, [18] (2024) proposed HazardNet, a hybrid statistical-ML ap-
proach for thermal anomaly prediction in a Tier-0 datacenter. Statistical 
rule-based labeling was first used to identify thermal anomalies, and the 
resulting labels trained deep neural predictors that achieved an F1-score 
of 0.87 at the room level. Further details on the rule-based methodology 
are provided in Section 2.1.1.

2.2.  Datacenter thermal studies

2.2.1.  Design improvements
Research on datacenter thermal management spans a wide range of 

approaches, including airflow and cooling-architecture analysis, sensor-
based thermal characterization, data-driven surrogate modeling, and 
IoT-enabled monitoring. These lines of work collectively aim to deepen 
the understanding of temperature dynamics in high-density comput-
ing facilities and to improve the effectiveness and efficiency of cooling 
strategies.

One of the earliest studies in this area is [54] (2006), which explored 
the use of mobile temperature sensors combined with a thermal com-
puter model to reconstruct heat maps and room-level thermal evolution. 
Although the method provided spatial coverage, the reliance on sen-
sor relocation produced temporally inconsistent snapshots, leading to 
chronologically distorted thermal models. This limitation highlighted 
the need for fixed, time-synchronized sensing infrastructures for accu-
rate thermal characterization.
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Subsequent efforts shifted toward analyzing airflow distribution and 
cooling behavior in production facilities. The study in [28] (2009) sys-
tematically compared raised versus hard-floor deployments, cooling-
unit placement, hot-aisle/cold-aisle organization, and ducted versus 
flooded airflow configurations. Using a combination of temperature 
measurements and CFD simulations, the work showed that ducted
supply and return airflow, combined with proper aisle separation, sig-
nificantly improves thermal stability and reduces hot-air recirculation. 
In contrast, unguided flooded-air configurations resulted in uneven tem-
peratures and were suitable only for smaller server rooms.

Further refinement of airflow analysis was provided in [29] (2011), 
which conducted extensive field measurements and CFD-based evalu-
ation of an operational datacenter. The study identified several con-
tributors to thermal inefficiency, including CRAC mis-provisioning, tile 
airflow imbalance, and hot-cold air recirculation. Multiple mitigation 
strategies were examined, such as cold-aisle containment, blanking of 
unused rack spaces, repositioning of CRAC units, and ceiling return mod-
ifications. The combination of aisle containment with overhead ducting 
achieved the best results, reducing the Supply Heat Index to 0.16 and 
decreasing peak rack inlet temperatures from 35 ◦C to 33.1 ◦C.

As modeling techniques advanced, [55] (2016) introduced a method-
ology based on Grammatical Evolution to generate computationally effi-
cient models for runtime CPU and inlet temperature prediction. The ap-
proach achieved average errors of 2 ◦C for CPU temperature and 0.5 ◦C 
for inlet temperature, offering a lightweight alternative to full CFD sim-
ulations for real-time monitoring and control.

The integration of machine learning into thermal prediction con-
tinued with [30] (2018), which developed an Artificial Neural Net-
work (ANN) surrogate model trained on high-fidelity CFD/HT simula-
tion data. The ANN achieved an average error of 0.6 ◦C for rack inlet 
temperature and 0.7% for tile airflow rate, demonstrating the feasibil-
ity of using surrogate models as fast, accurate predictors suitable for 
online optimization of cooling systems.

More recent efforts have focused on increasing sensing resolution 
and system awareness. The study in [17] (2022) presented a full-stack 
IoT monitoring infrastructure deployed in a production datacenter to 
capture fine-grained ambient temperature variations. The analysis re-
vealed substantial spatial thermal heterogeneity and demonstrated how 
computing-cluster activity shapes temperature behavior across the fa-
cility. The study also emphasized the importance of leveraging internal 
node sensors for more detailed power and thermal characterization.

2.2.2.  Thermal aware task scheduling
The authors of [56] (2009) proposed a mathematical model for ther-

mal aware task scheduling, which in view of the complexity and comput-
ing time is a trade-off between the complex CFD approach and sensor-
based fast thermal evaluation model [54] (2006). They utilized mathe-
matical models for datacenter resources and workloads to create a Ther-
mal Aware Scheduling Algorithm (TASA) that by scheduling the “hot” 
jobs on “cold” compute nodes, it reduces the temperatures of compute 
nodes. The simulation shows the reduction of 3.4◦𝐶 of datacenter tem-
perature by increasing 13.9% job response time.

2.2.3.  Thermal storage system
An entirely different approach involves using a thermal storage sys-

tem with chilled water tanks. This system can mitigate thermal failures 
while nodes continue to function using an Uninterruptible Power Supply 
(UPS) during thermal emergency [57] (2007).

2.2.4.  Thermal studies of CINECA datacenter
Regarding the CINECA datacenter, which is the target datacenter 

in this study for experimental results: The study [16] (2019) character-
izes the Marconi-A2 thermal distribution by considering the node’s inlet, 
outlet temperatures, fan speed, and power consumption by the compute 
nodes.

The inlet temperature of the compute nodes is a complex combi-
nation of several factors. It includes the ambient temperature, as the 
chillers are located outdoors, and the use of direct free cooling, which 
recirculates the outside cold air into the datacenter. It also includes the 
outlet air or water temperature of the cooling systems, and feedback 
from the nodes’ power consumption, which recirculation of hot and cold 
air in the datacenter. The outlet temperature of the compute nodes, is 
a combination of the inlet temperature, and the dissipated heat by the 
compute elements of the nodes.

The power consumption of compute nodes, is the main source of the 
generated heat in the datacenter. Analysis in [16] (2019) shows that 
the compute nodes have a heterogeneous power and thermal map. The 
inlet temperature of the nodes increases vertically with an average dif-
ference of 6.5◦𝐶 between the top and bottom nodes. This can be more 
severe in racks located in the center of the supercomputer room (15◦𝐶). 
Moreover, the bottom nodes face a higher variability of the inlet temper-
ature than the top nodes in the rack. The inlet temperature significantly 
changes in the horizontal section plane. This study [16] measured up 
to 11◦𝐶 difference for the monthly average compute nodes temperature 
for nodes at the same height in the racks. Interestingly the monthly av-
erage hotspot position in the horizontal section plane is correlated with 
the height. Measured data confirm that fans of bottom compute nodes 
work with a lower speed (RPM) and consume 15.8W less (∼ 6%) than 
top compute nodes. Therefore due to the heterogeneity of different param-
eters of the datacenter, keeping the spatio-temporal information/relation of 
monitoring signals inside data structures is essential.

2.3.  State of the art recap and positioning of ThermADNet

Table 1 provides a consolidated summary of the reviewed research 
directions in datacenter anomaly detection and thermal studies, posi-
tioning ThermADNet relative to prior efforts.

Prior work spans (i) rule-based monitoring with thresholds or 
heuristics for rapid, transparent detection; (ii) ML approaches-
supervised, semi-/unsupervised-for performance and fault anomalies 
on node/cluster telemetry; and (iii) thermal engineering tracks 
(CFD/design studies, surrogate models, thermal-aware scheduling). 
These lines advance detection and control but rarely integrate holistic, 
multi-source datacenter signals with spatio-temporal learning and 
production-grade deployment.

Observed gaps.

G1) Label scarcity and realism. Many studies rely on synthetic faults or 
limited labels; few are validated on real thermal failures with time-
separated evaluation.

G2) Narrow sensing scopes. Typical inputs cover node-only or a hand-
ful of facility metrics, under-utilizing power/cooling/electrical and 
ambient context.

G3) Under-modeled spatio-temporal coupling. Cross-rack/CRAC/RDHX in-
teractions and slow/fast dynamics are often simplified or ignored.

G4) Thresholding rigor. Semi-supervised AE methods frequently lack 
principled conversion from reconstruction error to actionable bi-
nary alerts.

G5) Operational metrics. Compute/ops overhead, inference latency are 
rarely reported for production viability.

G6) Deployment pathway. MLOps, CI/CD, and online integration with 
monitoring stacks (pub/sub, APIs) are often out of scope.

How ThermADNet addresses these gaps.

C1) Real physical thermal failure validation on an in-production Tier-
0 HPC room, with time-separated tests and analysis of a physical 
thermal failure (Sections 6 and 6.5; Fig. 8(a)).

C2) Multi-source sensing across 241 monitored metrics from nodes, 
cooling (CRAC, RDHX), electrical (Modbus), and weather context 
(Section 5.2; Table 2; Section 6.1).
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Table 1 
Comparison of major research directions in datacenter anomaly detection and positioning of ThermADNet relative to prior work. Representative studies for each 
category are discussed in Section 2 [18,20–30].
Aspect / Feature  Rule-based Methods  ML-based Approaches  Thermal / CFD Studies  ThermADNet (this work)
Real physical failure validation × / partial × / partial × ✓ Tier-0 HPC Cluster failures
Multi-source sensing (node + cooling + 
power + ambient)

×  Limited ✓ (thermal only) ✓ Comprehensive (241 metrics)

Spatio-temporal modeling × ✓ (partial) ✓ (thermal only) ✓ LSTM-AE temporal coupling
Semi-supervised learning × ✓ × ✓ Rule-derived semi-normal dataset
Threshold definition  Fixed / heuristic  Heuristic  - ✓ Quantile-based
Explainability / localization ×  Partial ✓ (CFD visualization only) ✓ System + subsystem localization
Operational metrics (latency, overhead) ×  Rarely × ✓ Reported and analyzed
Deployment pathway (MLOps, CI/CD, 
monitoring integration)

× × × ✓ ExaMon + Kubeflow + Kubernetes (Section 5.8, 5.4)

C3) Spatio-temporal representation via LSTM-AE and localization at 
system/subsystem granularity (Sections 5.5 and 6; Fig. 9).

C4) Principled alerting through quantile-based threshold strategies (T1-
T4) on reconstruction-error distributions, enabling tunable sensitiv-
ity/precision (Sections 5.7 and 6.3; Fig. 7).

C5) Reporting of compute overhead for realistic operations (Section 6.6; 
Table 8; Table 9; Section 7).

C6) A full deployment blueprint: ExaMon integration, MQTT pub/sub, 
Kubernetes+Kubeflow CI/CD, and staged rollout (Sections 5,5.4 
and 5.8; Fig. 5; Section 10).

Together, these elements position ThermADNet as a production-
oriented, semi-supervised framework that fuses rule-derived normality 
cues with deep spatio-temporal learning to deliver actionable, room-
aware thermal anomaly detection.

3.  Autoencoder

In the context of addressing the challenge of detecting thermal 
anomalies, Machine Learning (ML) tools have emerged as a promising 
approach for anomaly detection. Notably, ML tools such as time-series 
forecasting, classification, and autoencoders have demonstrated poten-
tial for identifying thermal anomalies[40,58–63].

In the realm of artificial intelligence, a multilayer perceptron (MLP) 
is a type of ANN comprising interconnected nodes organized into mul-
tiple layers. Each node, which is a neuron, processes input data and 
forwards output signals to the subsequent layer of neurons. The final 
layer’s output is then used for prediction or classification purposes. DL 
is a branch of AI and Machine Learning that has demonstrated success in 
learning from data and is, therefore, widely utilized in various fields. DL 
advancements have facilitated the development of methods for training 
models on large-scale time-series data.

Recurrent Neural Networks (RNNs) are a category of ANNs that can 
track/show the temporal dynamic behavior of the time-series data. Long 
Short-Term Memory (LSTM) extends RNNs to learn long-term depen-
dencies, which are common in time-series data, but at a higher training 
complexity. LSTMs can learn long-term dependencies. This is possible 
due to the additional forget gate, beyond the basic input and output 
gates found in traditional RNNs. These gates control the flow of infor-
mation and maintain a persistent internal state, allowing LSTMs to store 
information for longer periods of time. As a result, LSTMs can learn and 
make predictions based on long-term patterns and dependencies in time-
series data [58,64,65].

Autoencoder is a sort of ANN model (Fig. 3 Deep Learning Layer) 
composed of three components, Encoder, Code, and Decoder, which re-
construct the input at the output of the model, and each of these parts 
can compose of multiple hidden layers. Encoder maps the input to the 
Code layer, and Decoder maps the code layer to the output of the au-
toencoder. Eq. (2) shows the error (reconstruction error 𝜖) of the input 

from the reconstructed input (𝐼𝑛𝑝𝑢𝑡) at the output of the autoencoder.
𝐼𝑛𝑝𝑢𝑡 = 𝐷𝑒𝑐𝑜𝑑𝑒𝑟(𝐸𝑛𝑐𝑜𝑑𝑒𝑟(𝐼𝑛𝑝𝑢𝑡)) (1)

𝜖 = |𝐼𝑛𝑝𝑢𝑡 − 𝐼𝑛𝑝𝑢𝑡| (2)

During training, the autoencoder learns to reconstruct its input at the 
output by minimizing the error. The performance of the autoencoder in 
reconstructing the input can be measured by the reconstruction error, 
which indicates how well the model has learned the underlying structure 
of the data. The training process can be done in a supervised, semi-
supervised, or unsupervised manner [66].

The reconstruction error of a well-trained autoencoder is a valuable 
metric for identifying anomalies in the anomaly detection task. By com-
paring the reconstruction error with a predefined threshold, we can clas-
sify samples as either normal or abnormal. In order to properly capture 
the temporal aspect and extract useful properties from the data while 
learning how different parameters correlate, it is crucial to train the 
model on a subset of the dataset that is as close to a normal subset 
(semi-normal) of the dataset as possible. However, two challenges must 
be addressed. Firstly, how to extract a semi-normal subset of the dataset 
from the complete dataset, and secondly, how to determine the optimal 
reconstruction error threshold 𝜖𝑡ℎ. These challenges are critical to the 
success of the anomaly detection task, as the accuracy of the model’s 
detections hinges on the quality of the semi-normal subset and the cho-
sen threshold.

4.  Background setups

CINECA is a non-profit consortium of 69 Italian universities, 27 na-
tional public research centers, the Italian Ministry of Universities and 
Research (MUR), and the Italian Ministry of Education (MI) [67]. It is a 
national supercomputing center for scientific research in Italy and one 
of the few Tier-0 supercomputing centers worldwide. CINECA hosts dif-
ferent supercomputers. This study focuses on the Marconi-100 super-
computer and the datacenter hosting it. Marconi-100 has been in oper-
ation from April 2020 and ranked 9th (list of June 2020) and 18th (list 
of November 2021) in the Top500 list, which ranks the most powerful 
supercomputers worldwide [68].

Marconi-100 is the accelerated cluster based on IBM Power9 archi-
tecture and Volta NVIDIA GPUs. It comprises 980 nodes; each node 
has 2x16 cores IBM POWER9 (@3.1GHz) processors and is empowered 
with 4 x NVIDIA Volta V100 GPU accelerators (16GB), and 256 GB of 
RAM per node. The supercomputer’s peak performance is 32 PFlops. The 
Marconi-100 datacenter (Fig. 1(a)) hosts 55 racks (49 computing racks), 
arranged in 3 rows; each rack has 20 stacked chassis, each with one 
node [69].

Fig. 1 shows the Marconi-100 datacenter. From the figure, we can 
recall three main components, the ICT elements (Racks/Compute nodes) 
arranged in hot/cold aisles, the air cooling circuit (raised floor and Com-
puter Room Air Conditioning (CRAC)), and the liquid cooling circuit 
(Rear Door Heat eXchangers (RDHX), pump and chiller).
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Fig. 1. Datacenter computing room.

Marconi-100 datacenter is cooled using Computer Room Air Con-
ditioning (CRAC) units by the Direct Expansion (DX) Air-conditioning 
system. In DX Air-conditioning, the air used for cooling the datacen-
ter is directly passed over the cooling coil. There are six CRAC units in 
the room, and four of these CRAC units support the Direct Free Cooling 
(DFC) system, which is referred to by the CRAC+DFC in this study. The 
DFC system is designed to reduce energy dissipation and improve the 
carbon footprint by utilizing the external cold air for cooling the dat-
acenter. In this case, the DFC system starts to work when the outdoor 
temperature is lower than 18 ◦C. Without the DFC system, the CRAC 
units work in standard air recirculation mode with refrigeration-based 
cooling. Empowering the CRAC units with a DFC system can reduce the 
compressor’s operation.

Also, there is a water cooling system for Rear Door Heat eXchang-
ers (RDHX), with the chiller loop (cold loop) temperature around 12◦𝐶
to 17◦𝐶, and RDHX loop (hot loop) temperature around 23◦𝐶 to 30◦𝐶. 
The RDHX device is placed in front of the hot outlet airflow of the com-
pute node. During operation, the compute node’s hot airflow is forced 
through the RDHX device by the compute node fans and exchanges heat 
from the hot air to circulating water from a chiller. Thus, the compute 
node outlet air temperature reduces before its discharge into the data-
center. RDHX is used to augment the computing density in air-cooled 
computing room.

The hot/cold aisle approach is employed to cool the datacenter. Six 
CRAC units support two cold aisles. The cold airflow moves under the 
raised floor and gets to the loaded areas; then, the hot air returns to the 
CRAC units above the raised floor. All racks are equipped with RDHX, 
and RDHX of racks are in the hot aisle.

5.  Methodology

In this section, we describe the methodology for the proposed Ther-
mal Anomaly Detection framework (ThermADNet) for datacenters. As 
shown in Fig. 2, the workflow begins with data collection and prepro-
cessing, which feed both the offline model training pipeline and the on-
line inference pipeline. Trained weights are uploaded to the inference 
pipeline, which produces anomaly labels and alerts.

5.1.  System under study (cooling)

The analyzed room (Marconi100, CINECA) employs a hybrid cooling 
architecture that combines air-based Computer Room Air Conditioning 
(CRAC) units with Direct Expansion (DX) and Direct Free Cooling (DFC), 
together with liquid-based Rear Door Heat eXchangers (RDHX) on a 
chiller loop (hot/cold aisles). In this setup, DFC engages when outdoor 
temperature is below 18 °C; RDHX operates with a chiller (cold) loop 
typically around 12–17 °C and an RDHX (hot) loop around 23–30 °C 
(see Fig. 1 in Section 4).

5.2.  Input features

To train and evaluate ThermADNet, we rely on multi-source teleme-
try collected by the ExaMon monitoring framework. The signals span 

Fig. 2. High-level workflow of ThermADNet. Data collection and preprocessing 
feed both offline training (blue) and online inference (green). The trained model 
is periodically updated, enabling real-time anomaly detection and alerts (red).

compute-node sensors, cooling and power facilities, and ambient con-
ditions. Table 2 summarizes the main groups of variables and represen-
tative examples. Overall, the study uses 241 metrics from one rack (20 
nodes) together with room-facility signals, collected over a four-month 
period (April 8-August 18, 2021).

5.3.  Framework architecture

While Fig. 2 summarized the overall workflow of ThermADNet, Fig. 3 
illustrates the detailed architecture and the interactions across its five 
main layers: (1) Datacenter Layer, (2) Monitoring System (Data Collec-
tion Layer), (3) Data Preprocessing Layer, (4) Deep Learning Layer, and 
(5) Anomaly Detection and Alerting Layer.

The datacenter layer includes approximately a million built-in sen-
sors (We did not install any new sensors in this layer.) that collect var-
ious types of data from computing nodes and datacenter facility sys-
tems, such as power consumption, temperature, etc. (see Section 4 Back-
ground Setups). The monitoring system and data collection layer have 
the responsibility of continuously and efficiently gathering data from 
sensors and storing it in time-series databases. In this layer, we utilized 
ExaMon [70] (Section 5.4 Monitoring System). The data preprocessing 
layer is responsible for processing the raw data collected from sensors. It 
cleans and filters out irrelevant or erroneous data, handles missing data, 
and transforms it into a format that is suitable for DL models (Section 5.6 
Data Preprocessing). The DL layer includes Deep Neural Network (DNN) 
models and is responsible for training the model to recognize anomalous 
patterns in the monitoring data (Section 5.5 Deep Learning (Autoen-
coder)). Finally, the anomaly detection and alerting layer is responsible 
for detecting anomalies based on the output of DL models. This layer can 
also generate various reports that can be helpful in identifying the source 
of the anomalies (Section 5.7 Label Generation). Overall, our methodol-
ogy for thermal anomaly detection offers a comprehensive approach to 
detecting anomalies in the datacenter. It can be applied to various use 
cases in different domains with some modifications and adjustments to 
the layers, based on specific requirements.

The proposed framework consists of two separate dataflow pipelines: 
offline and online. The offline pipeline is designed for training the DNN 
model, while the online pipeline is optimized for real-time inference 
and generation of online labels, reports, and alerts. In both the offline 
and online pipelines for monitoring data extraction from the monitoring 
system, we used RESTful API. In the online pipeline to publish the results 

Future Generation Computer Systems 179 (2026) 108311 

7 



M. Seyedkazemi Ardebili et al.

Table 2 
Categories of monitored signals and representative metrics collected in ThermADNet.
 Group  Representative variables
 Compute nodes (IPMI)  Inlet / PCIe / CPU[0,1] / GPU[0.3] Temperatures; Fan Speed; PSU Power
 CRAC (DX + DFC)  Compressor Utilization; DFC State; Free-cooling Valve Position; Fan Speed; Return/Supply Air Temperature
 RDHX (Water Loop)  Water Flow Rate; Inlet/Outlet Water Temperature; Three-way Valve Position; Water ΔT
 Electrical (Modbus)  ICT Total Power; RDHX Pumps Power; Chillers Power; CRAC Units Power
 Ambient/Weather  Outdoor Temperature (DFC context)

Fig. 3. Detailed architecture of the ThermADNet framework.

of inference back to the monitoring system, we utilized the publisher-
subscriber communication method using the MQTT protocols.

5.4.  Monitoring system

The CINECA datacenter features a holistic monitoring framework, 
ExaMon, which aggregates a wide set of telemetry data collected 
via a set of plugins (one for each monitored component) that read 
the sensor and communicate to the ExamonDB via MQTT messages. 
ExamonDB uses Cassandra and KairosDB technologies. The different
monitored components are at the system level, the cooling and power 

provisioning equipment, while at the compute node level, IPMI for out-
of-band telemetry. The ExaMon monitoring system collects sensor data 
and stores these data in its internal KairosDB database as time traces 
and is remotely accessible through REST APIs.

5.5.  Deep learning

The DL layer of our framework consists of two autoencoders. While 
these autoencoders have identical architectures, they may have different 
weights at certain periods. The first autoencoder is used in the offline 
training dataflow pipeline for the training or retraining of the model. 
The second autoencoder is used in the online dataflow pipeline for con-
tinuous anomaly detection. After training updates, the weight of the 
autoencoder in the offline pipeline automatically uploads to the online 
pipeline’s autoencoder. This keeps the online pipeline updated with the 
latest training information, improving the accuracy and reliability of the 
anomaly detection process. We used the thermal, power, and cooling 
parameters of the Marconi100 datacenter as input for the autoencoder 
model. Well-trained autoencoders can reconstruct the input parameters 
at the output with minimal reconstruction error 𝜖. In other words, an au-
toencoder can capture the characteristics of a dataset and reconstruct it. 
The main idea is to train the autoencoder with the normal subset of the 
datacenter monitoring dataset. This way, the autoencoder can capture 
the standard characteristics of the monitoring signals. It can then recon-
struct the normal monitoring data with very low error. Conversely, it 
will reconstruct abnormal monitoring data with a high 𝜖. Since the data 
does not have any normal or abnormal labels, the question is how we 
can define a normal subset of the data. This is discussed further in the 
following Data Preprocessing section.

We evaluated two different types of autoencoders (AE) for our study: 
MLP-AE and LSTM-AE. The MLP-AE model consists of six Multilayer Per-
ceptron (MLP) layers and has a total of 100K trainable parameters. This 
model is effective in learning the normal relation of various input pa-
rameters, critical for our study. However, due to its architecture, the 
MLP-AE model cannot learn the temporal relation of the data, limiting 
its effectiveness in time-series data analysis. Conversely, the LSTM-AE 
model, a form of Recurrent Neural Network (RNN), can learn long-term 
dependencies and temporal attributes of time-series data. This model 
consists of two main components: the encoder and decoder layers, each 
containing two LSTM sublayers. Altogether, the LSTM-AE model has half 
a million trainable parameters, offering ample capacity to detect com-
plex patterns in the data.

5.6.  Data preprocessing

The data preprocessing layer is responsible for processing the raw 
data collected from sensors in both the online and offline dataflow 
pipelines. It performs several tasks, such as handling missing data, trans-
forming data into a format suitable for DL models, scaling/normaliza-
tion, and filtering out abnormal or suspicious data. This layer in the 
training pipeline, offline data flow, has a crucial filtering task that sets 
it apart from the online data flow. This filter is designed to allow only a 
subset of the dataset to proceed to the training phase of the subsequent 
layer, ensuring that the dataset closely matches the normal distribution 
of the monitoring signals of the datacenter. For filtering out the data, 
we use the Initial Data Annotation as described in the following.
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Table 3 
Initial data annotation.
 Initial Label  Definition  Percentage of Dataset
 Normal ∑

𝐹 𝑙𝑎𝑔𝑠 = 0  13.93%
 Ambiguous  1 ≤ ∑

𝐹 𝑙𝑎𝑔𝑠 ≤ 25  81.83%
 Abnormal ∑

𝐹 𝑙𝑎𝑔𝑠 > 25  4.24%

5.6.1.  Initial data annotation
We need to extract a normal subset from the dataset. Since the 

dataset lacks annotations that differentiate between normal and abnor-
mal samples, we need to identify an approach to assist us. The statistical 
rules-based approach proposed in paper [22] appears to be applicable 
for this step. As outlined in the Section 2.1.1 Statistical Rule-based Ap-
proach, this approach gives a comprehensive analysis of physical and 
thermal anomalies. It sets statistical rules to flag when unusual or suspi-
cious patterns are detected in various monitored systems. These systems 
include computing nodes, CRAC Units, RDHX, Modbus, and more. By 
adding up the flags raised at each timestamp, the approach measures 
the severity of abnormalities in the datacenter. However, it’s important 
to note that this method can’t capture complex correlations in the mon-
itoring signals. It also has limitations in handling time-series data, par-
ticularly with long-term dependencies.

We used the severity level of abnormalities in the datacenter as 
a metric to extract a subset of the dataset, which we refer to as the 
semi-normal subset. The intent was to filter out parts of the monitoring 
data that appeared suspicious. We then used this semi-normal subset to 
train the autoencoder. We applied statistical rules to all critical metrics 
of computing nodes and room facilities, including CRAC Units, RDHX, 
Modbus, etc. In total, we defined 281 flags for 241 metrics. We then cal-
culated the sum of the raised flags, which represents the severity level 
of abnormality, for each timestamp or sample.

Ambiguous Dataset| Due to the challenges in defining a solid thresh-
old for the sum of raised flags (severity level of abnormality) to classify 
a sample as normal or abnormal, we applied the statistical rule-based 
method conservatively, classifying only the extreme samples, those with 
zero raised flags, and those with a high number of raised flags. Sam-
ples with no raised flags, which indicate a severity level of zero, are 
likely normal. We selected these samples to create a semi-normal sub-
set, which constitutes 13.93% of the dataset. We defined samples with 
the top 4.24% of raised flags as abnormal. Consequently, we did not 
classify over 81.83% of the dataset. We referred to this subset as a “am-
biguous dataset”. Table 3 provides precise definitions for the normal, 
abnormal, and ambiguous datasets based on the statistical rule-based 
method.

5.6.2.  Training and testing dataset compositions (A-F)
In the offline dataflow, we train the model using a subset of data 

that represents normal or semi-normal conditions, namely the training 
dataset. We then evaluate the model’s performance using a different 
subset that includes both semi-normal and abnormal data, referred to 
as the test dataset. The model does not see the test data during training.

Fig. 4 illustrates how we divided the data into training and testing 
subsets. The left side of the figure shows data with no raised flags (green 
area), while the right side shows data with more than 25 raised flags (red 
area). The middle area (ambiguous) illustrates data with unclear labels. 
As we move from left to right, the number of raised flags increases. Each 
row represents a distinct dataset composition (A–F) used in our experi-
ments, progressively including more ambiguous data in the training set.

Before discussing the different dataset compositions, we should note 
that we had several reasons to explore the impact of incorporating am-
biguous data into the training set: (i) The samples with a few raised 
flags lacked clear labels, so it wasn’t safe to assume they were all ab-
normal. (ii) The percentage of samples with zero raised flags was small 
(only 13.93%), potentially limiting the model’s performance. (iii) If we 

Fig. 4. Different dataset compositions of the train and test dataset.

trained the model solely on samples with zero raised flags, it could result 
in overfitting and poor generalization.

As depicted in Fig. 4 row A, we started the train and test composition 
with dataset composition A, in which we randomly selected 75% of the 
normal data for training. The remaining 25% of the normal data, along 
with all of the abnormal data, were utilized for testing. Then, in dataset 
compositions B–F, we progressively increase the amount of ambiguous 
(gray) data included in the training set.

For instance, in composition B, the model was trained using gray sam-
ples with less than five raised flags, along with 75% of randomly se-
lected normal samples (zero flags data). Conversely, in composition F, 
the model was trained using all the gray data and 75% of the standard 
samples.

5.7.  Label generation and alerting

Up to this point in the methodology, we discussed how we train the 
autoencoder model, and it reconstructs the input at the output. Here, 
we will introduce a statistical approach to convert the outputs of the 
model, which is a continuous value, into a binary class.

5.7.1.  Reconstruction error threshold
The autoencoder in the DL layer reconstructs input at the output 

of the model with some error 𝜖, known as the Reconstruction Error. A 
well-trained autoencoder should reconstruct normal samples with low 
𝜖, while abnormal samples will yield a higher 𝜖. In the label generation 
layer, we create a binary label for the input sample by comparing the 𝜖
with a threshold, referred to as the Reconstruction Error Threshold 𝜖𝑡ℎ.

If the reconstruction error (𝜖) exceeds the threshold (𝜖𝑡ℎ), the au-
toencoder classifies the sample as abnormal. Otherwise, it is classified 
as normal. The threshold 𝜖𝑡ℎ is crucial in regulating the anomaly detec-
tion sensitivity of the framework. A low 𝜖𝑡ℎ results in a high anomaly 
detection rate, leading to an increased number of false positives. This 
conservative approach ensures safety but may cause unnecessary alarms 
and operational inefficiencies in the datacenter. Conversely, a high 𝜖𝑡ℎ
can reduce false positives but may increase the likelihood of false nega-
tives, potentially overlooking critical anomalies that could have severe 
detrimental effects.

𝑄𝑥(⋅) denotes the 𝑥 quantile function. For example, 𝑄0.99(⋅) denotes 
the 0.99 quantile function. 𝜖𝑖 represents the reconstruction error for the 
ith sample. We define the 0.99 quantile of the reconstruction error distri-
bution, which includes both normal and ambiguous data, as the recon-
struction error threshold 𝜖𝑡ℎ. In the experimental results, we will demon-
strate how changing the quantile 𝑥 from 0.99 affects the percentage of 
detected anomalies. Furthermore, we show how to adjust the anomaly 
detection sensitivity by using the distribution of reconstruction errors 
from different parts of the dataset to define 𝜖𝑡ℎ.

Assuming that we train the autoencoder model using samples with 
fewer than 10 raised flags, we propose four different threshold strategies 
for defining 𝜖𝑡ℎ:
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1. Strategy T1:
The threshold 𝜖𝑡ℎ is set by calculating the 0.99 quantile of the re-
construction error distribution across all samples with fewer than 10 
raised flags:

𝜖𝑡ℎ = 𝑄0.99

({

𝜖𝑖 ∣
∑

flags < 10
})

2. Strategy T2:
The threshold 𝜖𝑡ℎ is determined by computing the 0.99 quantile of 
the reconstruction error distribution for samples with 10 to 25 raised 
flags:

𝜖𝑡ℎ = 𝑄0.99

({

𝜖𝑖 ∣ 10 ≤
∑

flags ≤ 25
})

3. Strategy T3:
The threshold 𝜖𝑡ℎ is established by calculating the 0.99 quantile of 
the reconstruction error distribution exclusively from the ambiguous 
dataset:

𝜖𝑡ℎ = 𝑄0.99
({

𝜖𝑖 ∣ ambiguous dataset
})

4. Strategy T4:
The threshold 𝜖𝑡ℎ is set by computing the 0.99 quantile of the recon-
struction error distribution only from the semi-normal dataset:
𝜖𝑡ℎ = 𝑄0.99

({

𝜖𝑖 ∣ semi-normal dataset
})

These threshold strategies allow us to explore how different subsets 
of the data affect the reconstruction error threshold and the resulting 
anomaly detection sensitivity.

5.7.2.  Publishing the label back to the monitoring system
After generating the label, we utilized the MQTT protocol (publisher-

subscriber communication method) to transmit the results to the moni-
toring system (ExaMon), subsequently triggering an alert for the system 
administrator.

5.8.  Development and deployment

In the methodology section, we have described our methodology and 
how our framework works. Now, we will focus on how we developed 
and deployed it in the production system, as well as the technologies we 
used during different phases of development, testing, and deployment.

Our ThermADNet framework consists of three main components: (i) 
the monitoring system, (ii) the ML models development and deployment 
and related applications packages, libraries, etc., and (iii) the git reposi-
tory and container registry. The abstraction layers of the ML component 
are summarized from bottom to top as follows: (i) The on-premises cloud 
layer hosts all the tools needed on the higher layers (e.g. OpenStack). 
(ii) The software platform for automating the deployment, management, 
and scaling of containerized applications, namely Kubernetes. (iii) The 
software tools for MLOps on top of Kubernetes. This layer provides an 
environment for the user to develop, test, and deploy the ML models, 
namely Kubeflow. While ML components operate on Kubernetes, the 
monitoring system is housed in the HPC cloud infrastructure and does 
not rely on Kubernetes.

Kubeflow provides a flexible framework for data analytics develop-
ment and deployment, consisting of dashboards, JupyterLab, and Kube-
flow Pipeline. This is implemented in micro-services using the Kuber-
netes container orchestration framework.

Fig. 5 illustrates our workflow for the development, testing, and de-
ployment of the ML model (DNN Model), detailing the workflow is rep-
resented as a sequence of steps, highlighting the use of containers, reg-
istries, and various environments (Development, Staging, and Produc-
tion) in different computing infrastructures (Cloud, and HPC).

The development phase targets various infrastructures, including 
cloud services, HPC systems. In this phase, we utilize tools from Kube-
flow, such as JupyterLab and the Kubeflow Pipeline. The workflow be-
gins in the development environment, where we create a development 

branch and commit code related to different aspects of the machine 
learning project, such as data extraction, publishing results, preprocess-
ing, inference, training, ML pipeline, ML models, Dockerfiles, and the 
main application. Code changes are pushed to a GitHub repository, em-
phasizing the use of version control for iterative development. We set 
up a GitHub Action workflow. When we push code changes to GitHub, 
it triggers the CI/CD pipeline. This automatically executes a series of 
steps that build the Docker images and push them to a Docker repos-
itory. Kubernetes and the Kubeflow pipeline utilize Docker images to 
create Pods. These Pods establish various stages of the Machine Learn-
ing pipeline. The pipeline is created in Kubeflow using the Kubeflow 
Pipeline Python SDK. This automated workflow minimizes human er-
ror and ensures that the latest, tested versions of codes and models are 
always available for deployment, facilitating a more agile and efficient 
development lifecycle.

Training is carried out using SLURM jobs on the Marconi-100 HPC 
system. ML models require significant computing resources for train-
ing. Supercomputers are well-suited to meet this need, whereas a cloud 
environment may not be as effective due to the lack of dedicated accel-
erators.

Once the development phase is complete, a merge request is made 
to the staging environment. This step involves moving the development 
work to a more production-like setting for further testing and integra-
tion. In the staging environment, images are pulled from registries to 
create Pods and ML pipelines, and continuous integration (CI) triggers 
the execution of unit and CI tests. This phase is crucial to ensure that 
all codes, including the ML models, meet quality standards before being 
deployed to production. Successful completion of tests in the staging en-
vironment leads to the creation of a release branch, signifying that the 
code is ready for deployment to the production environment.

The machine learning pipeline has been deployed in a production 
environment. This environment is a cloud computing system that uses 
Kubernetes and Kubeflow. Containers are pulled from registries and de-
ployed in the production environment. They create Pods and Machine 
Learning pipelines, which facilitate the operational deployment of ma-
chine learning models. The deployed ML pipeline in the production en-
vironment includes a RESTful API for interaction, a model registry for 
managing different versions of machine learning models, and mecha-
nisms for publishing results with the Pub/Sub method using the MQTT 
protocol.

To implement the proposed framework, we employ a cloud system 
hosted in the CINECA supercomputing facility (on-premise) without cre-
ating any overhead on the HPC nodes. This cloud infrastructure is based 
on the OpenStack version of Wallaby. The nodes of this cloud system 
are composed of Dual-Socket Dell PowerEdge servers, 2xCPU 8260 Intel 
CascadeLake processors (24 cores, 2.4GHz), 48 cores per node, hyper-
threading x2, 768GB DDR4 RAM, and an internal network of Ethernet 
100GbE.

The OpenStack virtual machine executes the ExaMon production, 
which we extended with additional ones for the Kubeflow and Kuber-
netes Pods needed by the MLOps. The computational resources available 
for the ExaMon monitoring systems are 300GB of RAM and 40 vCores.

To implement the MLOps framework, we used Kubernetes version 
1.24 in our framework for automated deployment, scaling, and manage-
ment of containerized applications. Our Kubernetes cluster has 48 vC-
PUs and 360 GB of RAM available. For Kubeflow, we used the canonical 
Charmed Kubeflow version 1.6. We collect standard Kubernetes met-
rics in the monitoring system to analyze the computational cost of our 
framework.

6.  Experimental results

In the methodology section, we proposed a framework for ther-
mal anomaly detection. We introduced two types of autoencoders 
and a method for selecting the training and testing datasets through 
six different dataset compositions (A–F). Additionally, we defined the 
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Fig. 5. Machine learning operations (MLOps) phases.

reconstruction-error threshold 𝜖th using four distinct threshold strategies
(T1–T4).

In this section, we discuss our experimental results. We start by de-
scribing the dataset used for the experiments. We then assess the ef-
fectiveness of various autoencoder architectures in capturing the nor-
mal characteristics of datacenter monitoring signals. We also examine 
different dataset compositions (A–F) for the training dataset and differ-
ent threshold strategies (T1–T4) for 𝜖th. Furthermore, we evaluate Ther-
mADNet’s performance in thermal anomaly detection. This includes 
an in-depth study of actual physical thermal failure in the datacen-
ter. We demonstrate the framework’s capability in identifying thermal 
anomalies and pinpointing their locations within the datacenter at both 
the system and subsystem levels. Finally, we reported the computa-
tional overhead of deployment on the cloud system and the inference
rate.

Based on the experimental results, we aim to determine the opti-
mal autoencoder, training dataset composition (A–F), and 𝜖th threshold 
strategy (T1–T4). Success in detecting real reported thermal anoma-
lies (physical thermal failures) and the statistical results will guide this 
selection, allowing us to implement the chosen autoencoder, dataset 
composition, and threshold strategy into the production version of the
framework.

6.1.  Dataset

We utilized a holistic monitoring system, ExaMon [70], to collect 
monitoring signals over a four-month period (from April 8, 2021 to Au-
gust 18, 2021). The data was gathered from the datacenter room host-
ing the Marconi100 HPC cluster at the CINECA datacenter. During the 
monitoring period, the system experienced a physical thermal failure on 
28-07-2021.

For a general view of the monitored nodes and facilities, we have 
provided Fig. 1(a), which depicts the schematic of the datacenter room, 
facilities, and a rack. Regarding the computing nodes, we analyzed var-
ious metrics such as inlet, PCIe, CPU [0,1], GPU [0,1,2,3] temperatures, 
fan speed, and power supply. The racks are equipped with RDHX, and 
for this cooling system, we studied different essential metrics, such as 
water flow rate, inlet, and outlet water temperature, the position of the 

three-way valve, and delta temperature of the water. Furthermore, the 
room contains six CRAC units. For CRAC units, we studied metrics like 
compressor utilization, free cooling, free cooling valve open position, 
fan speed, return, and supply air temperature. From the main electri-
cal power distribution system (from Modbus), we extracted the met-
rics: total power consumption of ICT, total power consumption of RDHX 
pumps, total power consumption of chillers, and total power consump-
tion of CRAC units. Overall, we collected a total of 241 metrics from a 
single rack containing 20 nodes and room facilities.

6.2.  Evaluation of autoencoders and dataset compositions (A–F)

LSTM outperforms MLP, and dataset composition C is appropriate for 
the training dataset. In this section, our goal is to identify the optimal 
autoencoder and training dataset composition for the framework, based 
on experimental results. We conducted these experiments using the first 
two months of a four-month dataset, reserving the unseen data for fu-
ture steps. We trained autoencoder models (MLP-AE and LSTM-AE) us-
ing either 75% of the semi-normal dataset or 75% of the semi-normal 
dataset combined with parts of the ambiguous dataset. We used various 
dataset compositions as described in the Section 5 Methodology sec-
tion. The remaining 25% of the normal dataset and the entire abnormal 
dataset are used for the test dataset, which remains fixed in all experi-
ments. During training, samples do not have any labels, making it a form 
of semi-supervised learning. Fig. 6 displays the box plots of the recon-
struction error for MLP-AE and LSTM-AE on the test dataset, according 
to six different training dataset compositions. The red boxes represent 
the reconstruction error of the abnormal subset of the test dataset, while 
the blue boxes represent the semi-normal subset of test dataset. For the 
sake of clarity, outliers have been eliminated. The objective is to dis-
tinguish normal from abnormal samples in the test dataset, using the 
autoencoder’s reconstruction error. Ideally, the boxplots of the recon-
struction errors for the two datasets should have minimal overlap. If 
the boxplots for the reconstruction errors of the normal and abnormal 
datasets substantially overlap, it makes classification based on these er-
rors impractical.

Table 4 provides a quantitative basis for the visual assessment 
in Fig. 6. We computed the overlap coefficient (OVL) between the
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Fig. 6. Reconstruction error of MLP-AE and LSTM-AE on the test dataset for the 
six dataset compositions (A–F) used in training.

reconstruction error distributions of normal and abnormal samples for 
each dataset composition (A–F). The OVL measures the shared probabil-
ity mass between two distributions, where values closer to 0 indicate 
better separation and values closer to 1 indicate higher overlap.

As shown in Table 4 and illustrated in Fig. 6, the MLP-AE exhibits 
relatively high OVL values (0.66-0.88), confirming the larger overlap 
observed in its boxplots. In contrast, the LSTM-AE consistently achieves 
very low OVL values (0.04-0.09), reflecting much clearer separation 
between normal and abnormal samples. This quantitative and visual 
evidence highlights the advantage of LSTM-AE, which can exploit the 
temporal dependencies present in the dataset more effectively. Conse-
quently, LSTM-AE was selected as the deep learning model in the pro-
posed framework.

Although dataset compositions B, C, and D all yield identical OVL 
values (0.04), the median reconstruction error separation highlights 
important differences. Composition B achieves the largest separation 
(Δmedian ≈ 259), but its abnormal distribution is relatively narrow, 
which may reduce robustness to diverse anomaly patterns. Composition 
D yields the smallest separation (Δmedian ≈ 89), limiting its discrimi-
native power. Composition C strikes a balance: it achieves a clear sep-
aration (Δmedian ≈ 138) while maintaining a broader abnormal error 
distribution (IQR up to 461). This balance between separation and rep-
resentativeness motivated the selection of dataset composition C for the 
preprocessing stage in the offline data flow pipeline.

6.3.  Reconstruction error threshold strategies (T1–T4)

In Section 6.2, we chose the LSTM-AE as the autoencoder and dataset 
composition C for the training dataset. The next step involves defining 
the threshold strategy for 𝜖th. We conducted nine different sets of exper-
iments, training the LSTM-AE using nine different periods of the mon-
itoring dataset, as reported in Table 5. The tests were conducted on a 
one-week monitoring dataset following the training period.

As outlined in Section 5.7, we defined four distinct threshold strate-
gies (T1–T4) for 𝜖th. After training the LSTM-AE, we use it for inference. 
This involves reconstructing the input at the model’s output for the test 
dataset. We then create a binary label for each sample by comparing 
the reconstruction error of the test sample with 𝜖𝑡ℎ. We applied this 
method to nine different training periods using the four threshold strate-

Table 4 
Overlap coefficient (OVL) between the reconstruction 
error distributions of normal and abnormal samples for 
each dataset composition (A–F). Lower values indicate 
less overlap and thus better separation between classes.
 Dataset Composition  Model  Overlap Coefficient
 A  MLP-AE  0.66
 B  MLP-AE  0.88
 C  MLP-AE  0.77
 D  MLP-AE  0.80
 E  MLP-AE  0.86
 F  MLP-AE  0.85
 A  LSTM-AE  0.07
 B  LSTM-AE  0.04
 C  LSTM-AE  0.04
 D  LSTM-AE  0.04
 E  LSTM-AE  0.07
 F  LSTM-AE  0.09

Table 5 
Experiments training periods.
 Experiment  Start Train  Stop Train
 1  2021-06-15  2021-07-15
 2  2021-04-08  2021-07-01
 3  2021-04-08  2021-07-15
 4  2021-04-08  2021-05-22
 5  2021-04-08  2021-07-22
 6  2021-06-22  2021-07-22
 7  2021-04-08  2021-07-27
 8  2021-04-08  2021-08-02
 9  2021-04-08  2021-08-18

gies (T1–T4) to generate binary labels for test samples. The results of 
this experiment are presented in Fig. 7.

In this figure, the x-axis represents different quantiles, ranging from 
the median to the maximum value (quantile 1). The 𝜖𝑡ℎ value can be 
calculated based on different quantiles of reconstruction errors of the 
semi-normal or ambiguous training dataset. The y-axis shows the aver-
age anomaly percentage for the test weeks across nine training-testing 
experiments. The four lines represent the results obtained with the four 
reconstruction-error threshold strategies (T1–T4). While the maximum 𝜖𝑡ℎ
can be attained by setting the quantile to 1, a minimum average anomaly 
boundary of 4% still persists for the test weeks. This is due to the fact 
that a real physical thermal failure is present in the test week of three 
out of the nine experiments, signifying the existence of anomalies in the 
datacenter. As depicted in Fig. 7, T2 (10 ≤

∑

Flags ≤ 25) exhibited the 
lowest percentage of anomalies across quantiles, suggesting improved 
control over the anomaly percentage and fewer false positives. There-
fore, it is a suitable candidate for defining 𝜖𝑡ℎ. However, before finaliz-
ing this threshold strategy to compute 𝜖th, we should verify its ability to 
detect the real failure that occurred on 28-07-2021. In the subsequent 
section, we will verify whether the LSTM-AE with dataset composition C
for the training dataset can accurately detect severe real physical fail-
ures as well as low-severity anomalies, by computing 𝜖th using threshold 
strategy T2 (10 ≤

∑

Flags ≤ 25).

6.4.  Evaluation of anomaly detection

Fig. 8(a) shows the results gathered from nine experiments, corre-
sponding to the training periods outlined in Table 5. The training dataset 
was processed using dataset composition C to train the LSTM-AEs. 𝜖th was 
calculated using threshold strategy T2, with a quantile of 0.99. The x-axis 
represents the date, while the dashed red line indicates the reported 
real physical thermal failure that occurred on 28-07-2021. The first row 
displays the sum of raised flags, the second row shows the reconstruc-
tion error of the LSTM-AE for various experiments, and the third row 
presents the label generated by the sum of flags (The approach proposed 
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Fig. 7. Average percentage of anomalies detected across test weeks as a 
function of the reconstruction-error quantile. Results are shown for the four 
reconstruction-error threshold strategies (T1-T4).

in paper [22]). In the third row, zero flags indicate a normal condition. 
More than 25 flags indicate an abnormal condition, while between 1 
and 25 flags fall into the ambiguous zone. The remaining rows display 
the waveform of the labels produced by calculating 𝜖th using threshold 
strategy T2 (10 ≤

∑

Flags ≤ 25) for the various experiments. Two dashed 
black lines show the training period of each experiment, and the dashed 
green line shows the end of the test week, which starts just after training 
and lasts for one week.

Fig. 8(a) presents the entire dataset, but its details are unclear. There-
fore, we have provided a zoomed-in version around the actual failure 
point in Fig. 8(b) for better clarity. From Fig. 8(a), several observations 
can be made: (i) The sum of flags reaches its maximum value at the re-
ported real physical thermal failure. (ii) All nine experiments show peak 
reconstruction errors at the moment of reported physical thermal fail-
ure. (iii) All conducted experiments successfully detect the actual system 
failure.

Experiments 5, 6, and 7 are of particular importance due to the short 
distance between the training period and the reported failure and the 
test period in these experiments includes the reported failure. These 
three experiments can accurately identify the actual failure with an ac-
ceptable percentage of anomalies.

6.4.1.  Validation with human-labeled anomalies
For this analysis, a human-labeled reference was compiled in collab-

oration with facility experts by manually inspecting monitoring signals 
and operator logs. These labels were produced only for the evaluation 
window 25–30 July 2021, which includes the real thermal failure of 28 
July.

Table 6 reports the precision, recall, and F1-score of ThermADNet 
(LSTM-AE, threshold strategy T2, composition C) across nine training 
windows, benchmarked against the human labels.

Among the nine runs, Experiment 5 achieves the highest F1-score 
(0.97) with balanced precision and recall. Its training period ended just 
days before the failure, allowing the model to capture representative 
operating conditions. Experiments 2, 3, and 9 also perform strongly (F1 
≥ 0.93). In contrast, Experiments 1 and 4 show weaker results (F1 = 
0.66 and 0.53, respectively), due to shorter or earlier training coverage 
that led to domain shift.

6.4.2.  Operational day-level evaluation: stressed-day policy (baseline P90)
Fig. 8(c) reports the daily anomaly rate for each experiment across the 

full study window (10-min inference cadence). Typical days are quiet 
(median ≈0% for most experiments), with occasional bursts on a small 
subset of days. To operationalize review, we adopt a day-level thresh-
old defined as the baseline P90 of the daily anomaly rate, computed on 

Table 6 
Precision, Recall, and F1-score of Ther-
mADNet (LSTM-AE, threshold strategy T2, 
composition C) across nine training win-
dows, evaluated against human-labeled ref-
erence anomalies in the period 25–30 July 
2021 (covering the 28-Jul thermal failure).
 Experiment  Precision  Recall  F1
 Experiment 1  0.49  1.00  0.66
 Experiment 2  0.96  0.97  0.96
 Experiment 3  0.89  0.97  0.93
 Experiment 4  0.36  1.00  0.53
 Experiment 5  0.97  0.97  0.97
 Experiment 6  0.66  0.95  0.78
 Experiment 7  0.98  0.82  0.89
 Experiment 8  0.98  0.80  0.88
 Experiment 9  0.97  0.95  0.96

non-incident days; days exceeding this threshold are labeled stressed and 
earmarked for inspection .2

The resulting operator workload is summarized in Table 7. Across 
eight of nine experiments, the mean daily anomaly rate is ∼2-4% (≈3-6 
alerts/day at a 10-min cadence), which is manageable for manual triage. 
At the baseline-P90 operating point, approximate false-positive fractions 
are in the single- to low-teens-percent range and ≈10-13% of calendar 
days are classified as stressed, providing a practical workload/coverage 
trade-off. Experiment 4 is an outlier with higher rates, consistent with 
its earlier training cutoff and larger domain shift (Table 7).

The nine training windows in Table 5 were selected to probe sensi-
tivity to recency and training-set size and to span distinct operational 
regimes. This choice yields materially different alert profiles-for ex-
ample, Experiment 4 (earlier cutoff) shows a higher 70th-percentile 
daily anomaly than recency-matched windows-whereas Experiments 5-
7 (short gap to the failure) represent the most realistic deployment sce-
nario (Table 7; Fig. 8). For completeness, a sensitivity sweep of the day-
threshold (percentile from P0-P100) for all nine experiments is provided 
in Appendix  A, Fig. A.1.

6.5.  Analyzing anomalies

In this section, we provide a summary of the events surrounding the 
reported real physical thermal anomaly 3 on 28-07-2021. We analyzed 
monitoring signals and consulted with experts to compile this informa-
tion.

We summarized the study in three crucial snapshots before the re-
ported failure, which had a high reconstruction error. Point A was al-
most a day (30 h) before the failure, point B was 12h before the failure, 
and point C was the reported physical thermal failure. The heatmap in 
Fig. 9 shows various room and node level parameters of the datacenter 
on the y-axis, and the annotations within the heatmap are normalized 
numbers. Therefore, this figure illustrates the severity and location of 
the issues or anomalies that the autoencoder identified at these three 
points.

2 Baseline P90 denotes the 90th percentile of the per-day anomaly rate com-
puted on baseline days; the 26–30 Jul window is excluded.
3 The paper [22] presents a detailed study on the reported failure that oc-

curred on 28-07-2021. It analyzes both node-level and room-level monitor-
ing signals. Node-level signals include CPU, GPU, PCIe, inlet temperatures, fan 
speed, and power consumption for each node. Room-level signals encompass: 
(i) Total power consumption of the ICT devices, (ii) CRAC units’ total power 
consumption, fan speed, compressor utilization, free cooling valve open posi-
tion, outlet and inlet temperature, (iii) RDHX: total power consumption of the 
chillers, total power consumption of the pumps, inlet and outlet water temper-
ature, the position of the three-way valve, and the delta temperature of outlet 
and inlet water, (iv) Outside temperature (ambient temperature).

Future Generation Computer Systems 179 (2026) 108311 

13 



M. Seyedkazemi Ardebili et al.

Fig. 8. Results of the nine experiments for computing the reconstruction-error threshold 𝜖th using threshold strategy T2 (10 ≤
∑

Flags ≤ 25).

A day before the reported physical thermal failure, nodes experi-
enced a normal inlet temperature, suggesting that the cooling systems 
were functioning properly and the room temperature was within the 
normal range. As the computing demands (GPU and CPU) increased, 
power consumption of the nodes began to rise. This resulted in a higher 
temperature within the nodes (CPU, GPU, and PCIe), causing the node 
fans to speed up, leading to a further increase in power consumption 
due to the fans. Despite the CRAC units increasing compression utiliza-
tion and reducing their outlet temperature, it was insufficient to alter 
the inlet temperature of the nodes. Consequently, the computing loads 
were promptly reduced. At point A, the autoencoder identifies 73 out 

of the 241 sub-anomalies in various zones of node level temperatures 
like CPU, GPU, and PCIe and also the power consumption of nodes, and 
in the room level facilities, it discovers some issues mostly on water 
cooling system (RDHX). Something is going to happen in the RDHX water 
cooling system.

The node-level parameters at point B are normal. However, some 
suspicions arise at the room-level parameters. Before this point, the free 
cooling was activated, involving two and then three CRAC units out of 
four, which is the primary source of signal fluctuations in the other parts 
of the two cooling systems. This situation is controlled by deactivating 
the free cooling as well as a reduction in the computing load of the 
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Table 7 
Per-experiment alert statistics (10-min inference cadence).
 Experiment  Start Train  Stop Train  #Days Overall 

Anomaly 
Rate (%)

Mean Daily 
Anomaly 
Rate (%)

SD of Daily 
Anomaly 
Rate (%)

Median Daily 
Anomaly (%)

70th-percentile 
Daily Anomaly 
(%)

Day-
threshold at 
baseline P90 
(%*)

Approx. 
False-positive 
Fraction at P90 
(%)

Percent of 
Days 
Stressed at 
P90 (%)

 Experiment 1  2021-06-15  2021-07-15  132 3.9 3.9 11.3 0 0 6.3 12.4 11.4
 Experiment 2  2021-04-08  2021-07-01  132 2.0 2.0 6.8 0 0 2.6 9.1 12.9
 Experiment 3  2021-04-08  2021-07-15  132 2.1 2.0 6.9 0 0 2.6 8.3 12.9
 Experiment 4  2021-04-08  2021-05-22  132 12.3 12.2 23.9 0 6.25 42.6 39.9 9.8
 Experiment 5  2021-04-08  2021-07-22  132 2.0 2.0 6.8 0 0 2.6 9.4 12.9
 Experiment 6  2021-06-22  2021-07-22  132 3.9 3.9 11.1 0 1.39 6.5 13.7 12.1
 Experiment 7  2021-04-08  2021-07-27  132 1.8 1.8 6.3 0 0 2.4 6.3 12.9
 Experiment 8  2021-04-08  2021-08-02  132 1.8 1.8 6.3 0 0 2.4 6.2 12.9
 Experiment 9  2021-04-08  2021-08-18  132 2.0 2.0 6.8 0 0 3.1 8.7 12.9

Table 8 
Processing time and latency of deployment.
 MLOps Pipeline Stage Execution Time [s]
 Data Extraction [s]  Preprocessing [s]  Inference [s]  Publishing Results [s]  Total [s]  #Inference/Hour
 10.33  0.15  0.014  0.002  10.496  343

Fig. 9. Severity and zone of the anomaly in the datacenter.

room, and as it is explicit, it is successful, and there is no rise in the 
node level temperature. Regarding point B, the autoencoder identified 
high reconstruction errors in 25 out of 241 metrics. It detected some 
issues with the cooling system, but all systems remain under control.

After reducing point B (parameters such as the total power consump-
tion of the ICT and CRAC units), the power consumption of the CRAC 
units continues to increase, peaking at point C. Before C, the free cooling 
was activated for four out of four CRAC units meanwhile, by activating 
free cooling, the power consumption of the chillers of the RDHX was
reduced (due to the failure in the water cooling system), and in the same 
time, the computing load increased these three action 1- increasing the 
computing load 2- activation of free cooling and 3- reduction in chillers 
cooling capacity, create thermal emergency which cause an increase in 
the temperature of the room and temperature of the inlet and outlet 
water of the RDHX and inlet and outlet temperature of the CRAC units 
which turn into thermal emergency in the cores of nodes and it creates 
out of control situation in node level and room level. For point C, repre-
senting the actual physical thermal failure, the autoencoder identified 
issues with 204 out of 241 metrics across nearly all parts of the system.

The immediate trigger of the July 28, event was the RDHX water 
cooling subsystem failure; however, its impact was exacerbated by con-
current high computational load and activation of free-cooling, which 
together amplified the thermal imbalance.

While anomaly scores increase 12–30h before the July 28, failure 
(points A and B), we interpret these as early warning signals of impend-
ing system stress rather than definitive failure prediction. Developing a 
predictive framework would require further validation and integration 
with forecasting methods, which we leave as future work.

6.6.  Deployment evaluation

We assess the framework’s deployment based on the processing time 
latency, as shown in Table 8, and the computational resource require-

ments, as illustrated in Table 9. Table 8 shows the latency in seconds for 
various parts of the pipeline. The final column indicates the inference 
rate, which is measured as the number of inferences made per hour. 
In pipelines, the inference rate depends on the processing time and la-
tency of the pipeline. Data extraction is the most time-consuming step 
in the pipeline. Pre-processing only takes up 2% of the data extraction 
latency, while the inference and result publishing steps take negligible 
time. This result indicates that the proposed framework can scale to ex-
ascale system requirements. Moreover, being the pipeline bottleneck, 
the data extraction of more complex models can be afforded with the 
current system at a negligible cost.

Our evaluation includes an assessment of the resources required to 
deploy the thermal anomaly detection pipeline. This covers HPC mon-
itoring and the MLOps framework. In Table 9, we present the resource 
usage including network, CPU, and memory usage, as well as the num-
ber of Pods used. The corresponding metrics are summarized in Table 9, 
which shows resource usage for the baseline setup and the NN models; 
the results are grouped into five sub-tables, reporting the resource us-
age for the monitoring system (“ExaMon” sub-table), Kubernetes man-
agement, Kubeflow management, user workload not including the NN 
inference (“User Namespace” sub-table), and the workload due to the 
NN models pipeline (“ML Production pipeline” sub-table).

To better understand the implication and cost of the proposed MLOps 
framework in conjunction with the monitoring system, we collected re-
source usage data for different parts of the monitoring system, Kuber-
netes, and Kubeflow without running any pipelines to determine the 
base load of the framework. By looking at the baseline case (Baseline in 
Table 9), we can notice that the ExaMon framework under normal oper-
ations (continuous data collection from the different sensors and dash-
boards) consumes 3 virtual cores (vcores) and 190GB of memory, while 
the MLOps framework while not processing any data analytics pipeline 
uses 75 Pods (13 used by Kubernetes, 59 Kubeflow, 3 user namespace), 
0.66 vcores and almost 7 GB of memory for its micro-services - almost 
the 22% more vcores and 4% more memory than the pure monitoring 
framework. Interestingly, when a real-time ML model pipeline is per-
formed, the ExaMon load increases from 3.08 to 3.59. And the MLOps 
load increases, from 0.66 vcores to 0.75 vcores with a relatively negli-
gible cost for real-time inference (0.01 vcores).

As a result, supporting a real-time ML model in production on the 
Marconi100 supercomputer requires 30% more vcore resources than 
merely monitoring it. Of this 40% increase, 16% is attributable to the 
increased load on the monitoring system, while the remainder is asso-
ciated with the MLOps component. The ML inference pipeline accounts 
for less than 1% of the entire overhead, making it ready to scale to larger 
supercomputers, like exascale systems.
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7.  Framework portability

Our framework is intentionally designed with modularity in mind, 
allowing it to be adaptable to different datacenter architectures. How-
ever, we recognize that specific adjustments might be necessary when 
deploying it in different settings. Specifically, the following areas may 
require adaptation:

Connection Between Monitoring and Data Preprocessing Layers: The 
data preprocessing and monitoring systems are currently linked through 
a RESTful API designed for ExaMon. If the datacenter uses a different 
monitoring system, minor updates may be required.

Autoencoder Model Adjustments: Modifications in the AE model, par-
ticularly in the first layer, could be necessary if the composition of the 
datacenter is different than the one studied.

Threshold Modification: Modifications in the thresholds are needed, 
based on the target datacenter requirements.

ML Model Deployment in Production: Modifications are required in 
configuration based on the target datacenter on-premise cloud system.

8.  Conclusion and future work

The paper introduces ThermADNet, an innovative framework de-
signed to address the critical challenge of detecting thermal anomalies 
within datacenter environments, particularly in HPC systems. Leverag-
ing a combination of statistical rules-based methods and DNN tech-
niques, ThermADNet offers a semi-supervised learning approach by 
training on “semi-normal” datasets. This methodology is specifically tai-
lored to overcome the challenges associated with large-scale data collec-
tion, identification of semi-normal datasets, and defining classification 
thresholds.

ThermADNet’s effectiveness is underscored by its ability to success-
fully identify real physical thermal failure events at a Tier-0 datacenter, 
demonstrating its capability to pinpoint anomalies not only at the sys-
tem level but also at more granular subsystem levels. This is achieved 
through the utilization of comprehensive monitoring signals from a va-
riety of sensors embedded within computing nodes and datacenter in-
frastructure.

In the critical evaluation window of 25–30 July 2021, which includes 
the real thermal failure of 28 July, the framework achieves precision up 
to 0.97, recall up to 0.97, and F1-scores as high as 0.97 (Table 6). At 
the day-level operational evaluation, the system sustains a manageable 
alert rate of only 3–6 anomaly alerts per day (10-min cadence), with 
∼10–13% of days flagged as stressed at the P90 threshold (Table 7), 
offering a practical balance between sensitivity and operator workload. 
Deployment analysis confirms that real-time inference introduces less 
than 1% overhead to the monitoring pipeline, achieving an inference 
rate of 343 inferences/hour with negligible CPU and memory footprint 
(Tables 8–9).

These quantitative results substantiate ThermADNet’s contributions: 
(i) reliable detection of real failures with high F1-scores, (ii) practical 
operator workload in production environments, and (iii) production-
ready efficiency with minimal runtime cost. Collectively, they confirm 
that ThermADNet is a scalable, high-accuracy solution for enhancing 
HPC datacenter resilience. By enhancing thermal anomaly detection ef-
ficiency, ThermADNet significantly contributes to improving datacenter 
reliability and efficiency, ensuring uninterrupted operation of critical 
services and averting potential economic and societal losses.

The scope for future research and development in thermal anomaly 
detection and related fields includes the following key areas: Enhanced 
Model Generalization: Future research could investigate the creation of 
more sophisticated DNN models that exhibit better generalization across 
various datacenter configurations and cooling technologies. This could 
make ThermADNet applicable in a wider range of datacenter environ-
ments without requiring major reconfiguration. Anomaly Prediction: Ex-
tending ThermADNet’s capabilities from anomaly detection to anomaly 
prediction would represent a significant advancement. By predicting
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potential thermal anomalies before they occur, datacenter operators 
could proactively manage cooling resources and workload placement, 
further minimizing the risk of thermal anomalies and thermal failure. 
Expanded Scope of Anomalies: While ThermADNet primarily focuses on 
thermal anomalies, its fundamental principles and methodologies could 
be tailored to detect a wider range of anomalies within datacenters, 
such as power fluctuations, hardware failures, and network congestion. 
Exploring these areas could offer a more comprehensive approach to 
datacenter health and efficiency.
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Appendix A.  Stressed-day threshold selection and sensitivity 
analysis

This appendix reports the stressed-day threshold-sweep analysis of 
the daily anomaly rate across all nine experiments (Fig. A.1). For each 
experiment, we vary the baseline percentile of the daily anomaly rate 
(i.e., the fraction of 10-min inference intervals detected as anomalous 
within a day) from P0 to P100, and show the resulting trade-off be-
tween the approximate false-positive fraction (the share of alert inter-
vals occurring on non-stressed days) and the percentage of calendar 
days labeled as stressed. Baseline days exclude 26–30 Jul to avoid leak-
age from the incident window. A day is marked stressed when its daily 
anomaly rate exceeds the chosen percentile threshold. All axis scales 
(x, left y, right y) are kept identical across panels for cross-experiment
comparison.

The sweep indicates that operating points around P90-P95 provide 
a balanced trade-off between alert noise and day-level coverage, while 
consistently capturing the 28-Jul event above the threshold. Summary 
operating metrics at the P90 operating point-used in the main text-are 
reported per experiment in Table 7.

Future Generation Computer Systems 179 (2026) 108311 

17 



M. Seyedkazemi Ardebili et al.

Fig. A.1. Anomaly threshold sweep across experiments. Each subplot shows the trade-off between the approximate false-positive fraction (left axis) and the percentage 
of days labeled stressed (right axis) as the baseline percentile of the daily anomaly rate is varied (P0-P100). The y-axis range is identical across panels.
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