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High-Performance Computing (HPC) systems are becoming increasingly vulnerable to anomalies as their scale
and complexity grow. In this work, we propose a federated learning (FL) framework that integrates Long Short-
Term Memory (LSTM) autoencoders for time series anomaly detection, allowing decentralized model training
without sharing raw data. Using real telemetry from the Marconil00 Tier-O0 supercomputer, our approach im-
proves the average F1-score from 0.388 to 0.867 (+123 %) and the AUC from 0.334 to 0.808 (+ 142 %). It also
cuts the training data requirement by a factor of 15, reducing the collection period from 4.5 months to just 1.25

weeks. These improvements are consistent across unsupervised, semi-supervised, and supervised settings, and
significance testing with the Wilcoxon signed-rank test confirms they are statistically robust (p < 0.01). To our
knowledge, this is the first comprehensive evaluation of FL-based LSTM autoencoders for anomaly detection in

real HPC environments.

1. Introduction

High-Performance Computing (HPC) systems serve as the compu-
tational backbone for scientific and industrial breakthroughs, power-
ing demanding applications such as physics simulations, bioinformat-
ics, and climate modeling [5]. These infrastructures typically comprise
thousands of heterogeneous compute nodes distributed across large fa-
cilities, making their management and reliability increasingly challeng-
ing as scale grows. Despite advances in instrumentation and monitoring,
anomaly detection in HPC environments remains a critical and largely
manual task, often reliant on domain experts to interpret vast volumes
of telemetry data from system logs and hardware sensors [6].

In recent years, data-driven methods have gained traction for fault
detection in HPC, leveraging machine learning (ML) and deep learning
(DL) to automate anomaly identification [7]. Among these, unsuper-
vised and semi-supervised models such as autoencoders have become
particularly valuable given the scarcity of labeled fault data in produc-
tion [8]. However, traditional dense autoencoders, while effective for
static data, fail to capture the temporal dependencies intrinsic to time-
series telemetry. Long Short-Term Memory (LSTM) autoencoders ad-
dress this limitation by modeling long-range correlations, making them
especially suited for detecting evolving faults in HPC workloads [9].

Federated Learning (FL) offers a promising paradigm for collabora-
tive anomaly detection in distributed systems without requiring cen-
tralized data collection. By training models locally at each node and
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sharing only model updates, FL enables cross-node knowledge transfer
while preserving privacy and reducing communication overhead [10].
Although FL has been widely explored in domains such as IoT, health-
care, and edge computing, its application to HPC environments has been
limited [11].

Unlike other domains where privacy is the primary motivation, the
benefits of FL in HPC datacenters extend beyond data confidentiality.
First, FL supports failure isolation by confining training to individual
nodes or groups, improving resilience against intermittent faults or re-
source contention [5]. Second, it provides modular scalability, allowing
training to expand seamlessly across clusters or workloads [12]. Third,
FL fosters node-level autonomy by tailoring models to local behavior
while reducing strain on centralized resources. These advantages are
particularly compelling in production-scale HPC systems, where scala-
bility, resiliency, and responsiveness are as critical as accuracy [13].

Prior work [14] introduced the first application of FL for anomaly
detection in HPC using dense autoencoders. While it demonstrated the
feasibility of decentralized training, dense autoencoders lacked the abil-
ity to capture temporal dynamics in time-series telemetry. To address
this, a follow-up study [15] employed LSTM autoencoders in an unsu-
pervised FL setting, reporting improved accuracy and underscoring the
importance of temporal modeling.

Building on these foundations, the present work generalizes the
use of FL with LSTM autoencoders across all three major learn-
ing paradigms: unsupervised, semi-supervised, and supervised. Our
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Table 1
Comparison of FL strategies in related domains vs. this study.
Domain Application Area  FL Strategies Used Model Type Evaluation Dataset Key Challenges Addressed Reference
Metrics Type
IoMT Human activity FedAvg Hybrid Fl-score, UCI-HAR, Privacy, Decentralization [1]
recognition LSTM-GRU Accuracy HARTH,
with CNN HAR?7 +
Healthcare Brain tumor FedAvg, FedProx CNN Accuracy, Brain MRI Privacy, Heterogeneity [2]
classification Recall, (Kaggle)
Fl-score
Network security Privacy- FedAvg, FedProx, Deep neural Classifica- Heteroge- Robustness to attacks [3]
preserving FedNova network tion neous data
analytics accuracy
Cybersecurity Intrusion FedAvg, FedAdagrad, AE, DNN Detection KDD’99, Imbalanced data, adversarial inputs [4]
detection FedYogi Rate, F1 UNSW-
NB15
This Study HPC anomaly FedAvg, FedAvgM, LSTM Au- Fl1-score, Real Data scarcity, temporal modeling This paper
detection FedProx, FedAdam, toencoder AUC telemetry
FedYogi, FedAdagrad (Mar-
conil00)

evaluation is conducted on telemetry from the Marconil00 Tier-0 super-
computer [16], a production-scale HPC system hosted at a leading Euro-
pean facility. In addition to focusing on LSTM architectures, this study
complements earlier dense autoencoder investigations [14], offering a
technically distinct perspective. To the best of our knowledge, this work
delivers the most comprehensive empirical study of FL for HPC anomaly
detection to date, benchmarking six aggregation strategies—-FedAvg, Fe-
dAvgM, FedProx, FedAdagrad, FedYogi, and FedAdam.

1.1. Contributions of this paper

This work proposes the first federated learning architecture based
on LSTM autoencoders for time-series anomaly detection in operational
Tier-0 HPC systems. The contributions are grouped into technical inno-
vations and validated empirical improvements, as detailed below:

Technical contributions

¢ Federated temporal anomaly detection architecture: A decen-
tralized LSTM autoencoder pipeline that preserves node-local data,
reduces monitoring overhead, and captures temporal dependencies
in HPC telemetry.

¢ Advanced FL optimization strategies for HPC telemetry: Formu-
lation and benchmarking of six federated aggregation methods (Fe-
dAvg, FedAvgM, FedProx, FedAdagrad, FedYogi, FedAdam) to ad-
dress data heterogeneity, instability with small node-local datasets,
and non-IID anomaly patterns.

¢ Cross-node knowledge transfer under high anomaly scarcity:
A collaborative learning mechanism that improves generalization
across nodes even when anomalies are extremely rare and node be-
haviors diverge.

¢ Robust anomaly scoring with temporal sensitivity: Integration
of reconstruction-based decision thresholds with sensitivity analysis
to ensure consistent detection quality across different datasets and
node groups.

Empirical findings

¢ Superior detection performance in real HPC operations: Average
F1-score improves from 0.388 — 0.867 (+123%) and AUC from
0.334 — 0.808 (+142%) on telemetry from the Marconil00 Tier-0
supercomputer.

e Strong robustness to data scarcity: Federated models maintain
high performance even when training data is reduced by a factor
of 15 (from 4.5 months to 1.25 weeks).

e Comprehensive learning paradigm evaluation: Consistent im-
provements observed across unsupervised, semi-supervised, and super-
vised training modes.

e Statistical validation of improvements: All performance gains are
significant under the Wilcoxon signed-rank test (p < .01).

1.2. Structure of the paper

Section 2 reviews the literature relevant to this study. Section 3 out-
lines the semi-supervised, unsupervised, and supervised anomaly de-
tection methodologies, along with the FL approaches employed in this
work. Section 4.2 presents the implementation details for both anomaly
detection and FL. The experimental results are discussed in Section 4.6,
and the concluding remarks are provided in Section 5.

2. Related works

Anomaly detection is a critical task across diverse domains, includ-
ing credit card fraud prevention [17], the energy sector [18], IT infras-
tructure monitoring [19], and the Internet of Things (IoT) [20]. In this
study, our focus is on anomaly detection in High-Performance Comput-
ing (HPC) systems, with a particular emphasis on the role of Federated
Learning (FL). The following subsections provide an overview of the
most relevant literature.

2.1. Anomaly detection in HPC systems

Anomalies in HPC systems can result in job failures, incomplete com-
putations, and accelerated hardware degradation [21]. As systems move
toward the Exascale era, anomaly detection becomes increasingly chal-
lenging due to hardware heterogeneity, temporal variability, and severe
class imbalance [22,23]. Traditional supervised learning approaches of-
ten struggle in these settings, primarily because labeled fault data is
scarce and imbalanced [24-26]. Consequently, unsupervised and semi-
supervised methods, particularly autoencoder-based approaches, have
gained traction [18]. Among these, LSTM autoencoders have demon-
strated superior performance compared to dense autoencoders, ow-
ing to their ability to capture temporal dependencies in sensor data
[6,9,21,27]. These models have proven effective in identifying subtle
and evolving anomalies in HPC telemetry.

2.2. Federated learning for anomaly detection

Federated Learning has emerged as a promising paradigm in dis-
tributed environments such as healthcare and IoT, where data privacy
and localized training are essential [28]. Beyond privacy, FL has shown
its potential to improve convergence and accuracy in anomaly detec-
tion systems by enabling collaborative training across decentralized de-
vices without exposing raw data [29,30]. For example, FL has enhanced
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Fig. 1. Workflow of LSTM-based anomaly detection in HPC with federated learning. Top: local pipeline using LSTM autoencoder; anomalies flagged if reconstruction
error exceeds threshold. Bottom: HPC nodes train local autoencoders (unsupervised/semi-supervised/supervised), send model updates to the server, which aggregates
them (FedAvg, FedAvgM, FedAdam, FedAdagrad, FedOpt, FedProx, FedYogi) into a global model redistributed for refined detection.

anomaly detection in smart buildings, wireless sensor networks, and
industrial IoT by leveraging models such as LSTM, GRU, and CNN-
LSTM hybrids [17,31]. Moreover, recent advances in communication-
efficient frameworks-such as attention-based methods and hierarchical
aggregation—have further reduced the overhead of FL while preserving
detection accuracy.

2.3. Advanced aggregation strategies in FL

To address the challenges of non-IID data and resource heterogene-
ity, several aggregation strategies have been proposed. These include Fe-
dAvgM, FedProx, FedAdagrad, FedYogi, and FedAdam [11,32]. In indus-
trial anomaly detection tasks, algorithms such as FedAdam and FedYogi
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have achieved notable improvements over the standard FedAvg base-
line [14]. Beyond optimizer design, hybrid frameworks combining FL
with ensemble learning and deep architectures have demonstrated re-
silience against distributional shifts, extending applicability to intrusion
detection and other distributed security tasks [28].

While FL has been widely applied in domains such as IoT, health-
care, and cybersecurity, most studies employ dense or convolutional
architectures. These approaches often overlook the temporal dynamics
essential for effective time-series anomaly detection in HPC environ-
ments. Table 1 summarizes key FL strategies, architectures, evaluation
metrics, and datasets used in prior work, contrasting them with the con-
tributions of this study. In particular, our work is the first to systemat-
ically benchmark multiple FL optimizers (e.g., FedYogi, FedAdagrad,
FedAvgM) in combination with LSTM autoencoders on real telemetry
data from a Tier-0 supercomputer.

Comparative landscape. Although time-series anomaly detection has
been studied in other domains (e.g., energy, IoT, LANL system logs),
a clean apples-to-apples catalogue of SOTA methods is not available un-
der the constraints of federated HPC telemetry. Differences in anomaly
labeling, sensor semantics, and centralization assumptions limit direct
comparability. For this reason, our study emphasizes principled intra-
domain baselines: dense vs. LSTM autoencoders to assess temporal mod-
eling, and local vs. federated training to isolate the effect of FL in
HPC operations. We highlight cross-platform benchmarking on public
datasets such as LANL, Grid5000, or Google traces as a valuable future
direction.

2.4. Research gap

Although FL has been validated in several domains, its application to
HPC anomaly detection remains at an early stage. Initial studies using
dense autoencoders in FL settings lacked the capacity to capture tempo-
ral dependencies [14], while more recent works employing LSTM-based
FL approaches did not systematically compare aggregation strategies
[15]. This study addresses these gaps by evaluating a comprehensive
set of FL optimizers in conjunction with LSTM autoencoders, leveraging
real-world telemetry from a production-scale HPC system. To the best
of our knowledge, it represents the first empirically validated applica-
tion of FL for time-series anomaly detection in operational Tier-0 HPC
environments.

3. Methodology

This section describes the proposed methodology for applying fed-
erated learning (FL) with LSTM autoencoders to anomaly detection in
high-performance computing (HPC) systems.

3.1. Overview

Fig. 1 presents a high-level view of the framework. The objective
is to enhance anomaly detection accuracy across HPC nodes while re-
ducing training time and data requirements. Although privacy is not
a primary concern in this setting—since all nodes belong to the same
supercomputer-FL provides architectural and performance advantages.
By enabling decentralized training, FL leverages behavioral similarities
across nodes without transferring raw telemetry data, thereby reducing
communication overhead and improving scalability.

The framework is evaluated under three training paradigms:

e Unsupervised: Training on unlabeled data containing both normal
and anomalous samples.

e Semi-supervised: Training exclusively on data from normal system
behavior.

¢ Supervised: Training on fully labeled datasets with explicit anomaly
annotations.
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Algorithm 1: FedAvg: Federated averaging algorithm.

1 Server executes:

2 Initialize global model wy

3 for eachround r =0,1,2,... do

4 ¢ < max(Cx K, 1)

5 S, « (random subset of ¢ clients)
6 foreach client k € S, in parallel do
7 A « ClientUpdate(k, w,)

8 end

2 Ar - ZkeS, nTkAlr(

10 Wy < w,+A,

11 end

12 ClientUpdate(k, w,):

13 W« w,
14 B « (split D, into batches of size B)
15 for each local epoch e =1 to E do

16 foreach batch b € B do

17 w <« w —nVe(w;b)

18 end

19 end

20 A—w-w,

return A to server

Algorithm 2: FedAvgM: Federated Averaging with Server Mo-
mentum

1 Server executes:

2 Initialize global model w, server momentum v, < 0
3 for each round r =0, 1,2, ... do

4 Select a random subset S, of K clients

5 for each client k € S, in parallel do

6 A’r‘ « ClientUpdate(k, w,)

7

Aggregate updates: A, « ZkeS, %Ak

.
Update server momentum: v,,; < uv, + A,
Update global model: w,,| < w, + 7,0,

=Tl

10 ClientUpdate(k, w,):

11 W~ w,
12 Split local data D, into batches B of size B
13 for each local epoch e =1 to E do

14 for each batch b € B do

15 w <~ w—nVe(w;b)

16 Return A¥ = w — w,

Each node independently trains a local LSTM autoencoder, while
a central server aggregates models using different FL strategies. This
enables collaborative training that preserves node-specific learning.

3.2. LSTM autoencoder for anomaly detection

The core detection model is an LSTM autoencoder, chosen for three
main reasons: (i) the telemetry is sampled at 15-m intervals, and the
sequence length of 10 steps (150 m; Table 3) is modest, favoring
lightweight gated recurrent models over heavier attention-based ones;
(ii) ablation studies show that replacing LSTMs with dense autoencoders
reduces F1/AUC by 15-16 % (Table 10), highlighting the importance of
temporal modeling; and (iii) in federated training with small node-local
datasets, the parameter efficiency and stability of LSTMs make them
preferable to more complex architectures.

The LSTM autoencoder is trained by minimizing the Mean Squared
Error (MSE) between inputs and reconstructions, as MSE provides
smoother gradients and promotes stable convergence during optimiza-
tion. At inference, however, anomalies are scored using the Mean Abso-
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Algorithm 3: FedProx: Federated Learning with Proximal Gra-
dient Descent

1 Server executes:

2 Initialize global model w,

3 for eachround r =0,1,2, ... do

4 S, « (random subset of K clients)
5 foreach client k € S, in parallel do
6 ‘ AF « ClientUpdate(k, w,)

7 end

8 Ar < ZkeS, %Alr(

9 Wiy —w.+ng - A,

10 end

11 ClientUpdate(k, w,):

12 W w,
13 B « (split D, into batches of size B)
14 for each local epoch e = 1 to E do

15 foreach batch b € B do

16 g« VZ(w; b) + p(w —w,)

17 wew-n-g

18 end

19 end

20 A—w-w,

21 return A to server

lute Error (MAE) of the reconstruction, which is more robust to heavy-
tailed residuals and outliers. An input is flagged as anomalous if its MAE
exceeds the threshold 6 = 0.65, as determined through sensitivity anal-
ysis (Section 4.4).

n
Error, = rll Z % = %04 (€]
i=1

3.3. Federated learning setup

In the federated learning (FL) setup for HPC anomaly detection, each
HPC node acts as a client. Instead of transferring raw telemetry data,
clients train local models on their node-specific data and transmit only
the learned updates to the central server. The server then aggregates
these updates to improve the global model. The optimization problem
solved by FL is:

K
s =Y %Fw. @
=1 "
Here:

¢ f(w): the global objective function, representing the overall train-
ing loss across all clients.

¢ w: the vector of global model parameters maintained by the central
server.

¢ K: the total number of clients (HPC nodes) participating in FL.

e F,(w): the local loss function of client k, computed using its local
dataset.

¢ n,: the number of training samples available at client k.

e n= Z,Ifz | 1 the total number of samples across all clients.

o "Tk: the weighting factor ensuring that each client’s contribution is
proportional to its dataset size.

In each communication round r, clients minimize their local loss
F,(w) on their telemetry data and send model updates to the server.
The server then aggregates these updates to update the global parame-
ters w:

K

Ny
Wy = Z 7“1':, 3)
=1

Algorithm 4: FedAdagrad, FedYogi, and FedAdam: Federated
optimizers with variant second-moment updates.

1 Server executes:
2 Initialize global model w,

3 Initialize decay parameters ,, §, € [0, 1), v_, > 72
4 for eachround r =0, 1,2, ... do

5 ¢« max(Cx K, 1)
6

7

8

9

S, « (random set of ¢ clients)
foreach client k € S, in parallel do
‘ A¥ « ClientUpdate(k, w,)
end
10 A« ZkeSr %Alr(
1 m, — pym,_ + (1 - pA,
12 // FedAdagrad
13 phdasrad 4 (A,)2
14 // FedYogi
15 08 u = (1= By (A -sign(u,_; — (A,)?)
16 // FedAdam
17 vAdam gy (1= By (A
18 W,y < W+ \/LmT’H
19 end

20 ClientUpdate(k, w,):

21 W« w,
22 B « (split local data D, into batches of size B)
23 for each local epoch e =1 to E do

24 foreach batch b € B do

25 ‘ w «— w—nVe(w;b)

26 end

27 end

28 A—w-w,

29 return A to server

where w* denotes the local model parameters obtained by client k after
local training in round r. This weighted averaging balances the contri-
bution of clients with large and small datasets, ensuring fairness and
stability in the global optimization.

We implemented six FL optimization strategies:

3.3.1. FedAvg

Federated averaging (FedAvg) In each communication round of
federated learning, the central server aggregates the local models re-
ceived from participating clients (HPC nodes). The contribution of each
client is weighted according to the size of its local dataset, so that nodes
with more training samples have a proportionally stronger influence on
the global update. This aggregation rule, which underpins Algorithm 1,
is expressed as:

K

n
= 3, @

= "

where:

¢ r denotes the communication round index, with »r =0, 1,2, ....

e K is the total number of clients (HPC nodes) participating in the
federated training.

o w* represents the local model parameters trained by client k at round
r.

¢ n, is the number of training samples available on client k.

e n= Z,’; | i, is the total number of samples across all clients.

¢ w,, is the updated global model after aggregating the local updates
from round r.
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3.3.2. FedAvgM

FedAvgM extends the standard FedAvg algorithm by introducing
server-side momentum, which helps to stabilize convergence and im-
prove performance under non-IID data distributions. Instead of directly
averaging client updates, the server maintains a momentum term v, that
accumulates past updates in an exponentially decayed manner. This al-
lows the global model to move more smoothly in parameter space, re-
ducing oscillations caused by heterogeneous client data. The aggrega-
tion rule is defined as:

K
M Aok
v, = pu,_, +27Awr, Wy = W, = V,. 5)
k=1

where:

e ris the communication round index, with r =0, 1,2, ....

e K is the total number of participating clients (HPC nodes).

* Aw* denotes the model update computed locally by client k during
round r.

e n, is the number of training samples available on client k.

e n= Z,If:] n, is the total number of samples across all clients.

e f€0,1) is the server-side momentum coefficient that controls how
strongly past updates influence the current step.

¢ v, is the server’s momentum term at round r, combining the weighted
average of current client updates with a fraction of the previous mo-
mentum v,_;.

e w, represents the global model parameters at round r.

e w,,, is the updated global model obtained after applying the
momentum-adjusted update v,.

3.3.3. FedProx

FedProx extends FedAvg by introducing a proximal term into each
client’s local optimization objective. This term penalizes large devia-
tions from the current global model, thereby reducing the risk of client
drift and improving stability under heterogeneous (non-IID) data dis-
tributions. The local objective function for client k in communication
round r is given as:

min F,(w) + 2 lw - w, | ®)
w 2
where:

¢ F,(w): the empirical loss function of client k, computed on its local
dataset.

o w: the local model parameters being optimized on client k.

¢ w,: the global model parameters distributed by the server at com-
munication round r.

e u: the proximal coefficient that controls the strength of the penalty
term.

e |lw — w,||*: the squared Euclidean distance between the local and
global model parameters, enforcing closeness to the server’s model.

This proximal adjustment ensures that clients update their models in
a way that balances fitting local data while staying close to the global
model, thus stabilizing training in non-IID settings.

3.3.4. FedAdagrad

FedAdagrad extends federated optimization by applying the Ada-
grad update rule at the server side (Algorithm 4). Unlike fixed learning-
rate strategies, it adapts the step size per round by accumulating squared
gradients, thereby dampening updates along frequently observed direc-
tions and allowing larger progress along rare ones. This makes FedAda-
grad particularly robust under non-IID data distributions in federated
settings.

v, =0, + Af, Wy =W, — ——=A,. ()]

v, +7

where:
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¢ r denotes the federated round index (server iteration).

¢ w, are the global model parameters at round r.

e A, is the aggregated model update received from clients in round r.

e v, is the accumulated sum of squared updates up to round r, serving
as a memory of past gradient magnitudes.

e 7 is the base server learning rate.

e 7 is a small smoothing constant that prevents division by zero and
stabilizes the denominator.

3.3.5. FedYogi

FedYogi builds on FedAdagrad by modifying the accumulator
update to enhance stability in non-convex optimization landscapes
(Algorithm 4). Instead of directly accumulating squared gradients,
FedYogi adjusts the update direction by comparing the current accumu-
lator to the new squared gradient, thus preventing uncontrolled growth
and improving robustness when anomalies or irregular gradient patterns
occur.

v, =0,y — (1= fy) - sign(v,_, — A?) - A% (8)
Here:

¢ v, is the adaptive accumulator at round r (server-side state).

e v,_, is the accumulator from the previous round.

e p, €(0,1) is the exponential decay parameter controlling how
strongly past information is retained.

e A, is the aggregated gradient update from clients at round r.

e sign(-) ensures the update direction accounts for the difference be-
tween the old and new squared gradients.

This formulation stabilizes the update process by slowing down rapid
changes in the accumulator, which is particularly beneficial in hetero-
geneous or non-convex settings often found in federated learning.

3.3.6. FedAdam

FedAdam adapts the Adam optimizer for federated learning
(Algorithm 4), leveraging both first- and second-moment estimates of
the aggregated client updates. This allows the server to perform adap-
tive learning rate updates while smoothing out gradient noise, which is
especially useful in heterogeneous and non-IID federated settings.

m, = ﬂl m._; + (1 - ﬂl )Ar’ (9)
vy = Prvpy + (1= fr)A2, (10)

o an
W =W, — 1 —.
r+1 r n \/U_r+1'

Here:

¢ m, — first moment estimate (exponentially decayed moving average
of gradients) at round r.

¢ v, — second moment estimate (exponentially decayed moving aver-
age of squared gradients) at round r.

e A, —aggregated gradient update from clients at round r.

e B, b, € (0,1)-exponential decay rates controlling the momentum of
first and second moments.

¢ 5 — global learning rate at the server.

¢ 7 —small constant added for numerical stability in the denominator.

¢ w, — global model parameters at round r.

While powerful, FedAdam can be sensitive to imbalanced client data
and requires careful hyperparameter tuning to avoid instability.

3.4. Training modes

To assess the framework under varying supervision, we define three
training modes:

3.4.1. Unsupervised
Models are trained on unlabeled telemetry data, reconstructing in-
puts and detecting anomalies via reconstruction error.
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Table 2
Average number of normal, anomalous, total data points and
average number of anomalies in Data Set 1 (D1) and Data Set 2

(D2).
Data Set #Normal #Anomalous Total % Anom
D1 12650.25 391.25 13041.49 3.00
D2 14200.75  241.41 14442.16 1.7

3.4.2. Semi-supervised

Models are trained only on normal behavior data, with anomalies
flagged as deviations during inference. This is suitable when labeled
anomalies are scarce.

3.4.3. Supervised

In the supervised regime we maintain the same LSTM-AE archi-
tecture and reconstruction objective as in the semi-supervised setting,
where training is performed exclusively on sequences of normal behav-
ior. Labels are used only to calibrate the decision threshold on a held-
out validation set and to enable early stopping, ensuring that the model
does not overfit to the training data. Importantly, no classification head
is introduced-the autoencoder continues to operate as a reconstruction
model, with anomalies flagged when the reconstruction error exceeds
the calibrated threshold.

3.5. FL vs. non-FL comparison

To highlight the benefits of FL, we compare:

¢ Local AE baseline: Independent training on each node without col-
laboration.

e FL AEs: Federated training using one of the strategies described
above.

Rationale for baselines. We emphasize that the “Local AE Base-
line” was selected as the most operationally relevant comparator for FL
in production-scale HPC systems. In this setting, each node indepen-
dently trains its LSTM autoencoder, representing the common practice
of node-level monitoring without cross-node collaboration. By contrast,
a hypothetical centralized model would require sustained large-scale
data movement and storage, which is atypical and undesirable in HPC
telemetry pipelines. Furthermore, a centralized approach would not as-
sess robustness under non-IID node behavior-the very challenge that FL
explicitly targets.

Finally, our results already show that advanced FL optimizers such as

FedAdagrad and FedAvgM approach near-saturation performance across
all regimes (Tables 8-9), which makes a centralized proxy less informa-
tive in this context.
For clarity, the baseline results reported in Tables 8-9 under the la-
bel “ML” correspond to the Local AE baseline: each node independently
trains its own LSTM autoencoder without federation, and group-level
values are obtained by averaging across the 17 nodes in each cohort.

All experiments use identical hyperparameters, and we further ana-
lyze performance under reduced training data fractions (1/2, 1/4, 1/8,

1/16).
4. Experimental analysis

This section presents the experimental framework adopted in this
study. We begin with a detailed description of the two datasets used,
followed by the technical architecture of the anomaly detection model,
based on an LSTM autoencoder. Finally, we outline the implementation
of the Federated Learning (FL) framework.

The experiments were conducted on a system equipped with 42 In-
tel(R) Xeon(R) Gold 6240R CPUs, providing a total of 96 cores and 790
GB of RAM. The system runs on Ubuntu 22.0.
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The primary focus of this work is anomaly detection at the com-
pute node level, rather than system-wide failures or issues tied to user
workloads. Accordingly, the analysis is restricted to data collected from
hardware-level sensors within the monitoring infrastructure. These in-
clude measurements such as power consumption, core temperature, and
clock speed of computing units, while workload-related information is
excluded. Both datasets used in this study consist of such hardware
telemetry, combined with node status information provided by system
administrators.

4.1. Datasets and data justification

To conduct a comprehensive evaluation of the proposed federated
anomaly detection framework, we selected two real-world HPC system
datasets. These datasets capture a broad spectrum of operational pat-
terns, fault scenarios, and node-level behaviors, making them particu-
larly suitable for benchmarking unsupervised, semi-supervised, and su-
pervised anomaly detection methods. The choice was driven by three
key requirements: (i) sufficient temporal granularity, (ii) availability of
anomaly annotations, and (iii) relevance to production-scale HPC en-
vironments. The characteristics of each dataset are described in detail
below, together with the justification for their use in this study.

4.1.1. Dataset 1 (D1)

The first dataset used in this study was collected from the Mar-
conil00,! a Tier-O0 supercomputer hosted at the CINECA facility in
Bologna. Marconil00 consists of 980 compute nodes, each equipped
with two IBM POWER9 AC922 CPUs (16 cores per CPU, 3.1 GHz), 256
GB of RAM, and four NVIDIA Volta V100 GPUs. The system delivers a
peak performance of 32 PFlop/s. An advanced monitoring infrastruc-
ture, Examon, is integrated into the machine, enabling real-time collec-
tion of a wide range of operational and performance metrics. Examon
has been widely adopted across CINECA’s HPC systems [8,33]. Mar-
conil00 was selected for this study due to both its significance and the
availability of detailed telemetry data.

The dataset comprises 462 metrics per node, including low-level sen-
sor data such as fan speed, clock frequency, and power consumption of
CPUs and GPUs. It also incorporates higher-level information such as
system availability indicators, job scheduler logs, and node status re-
ports.

To assign anomaly labels, the Nagios® monitoring system was used.
Nagios provides health status information based on periodic checks and
user-reported issues, allowing administrators to classify nodes as either
healthy or anomalous. These status updates occur every 15 m, which
we adopted as the temporal resolution of this study. This sampling fre-
quency is consistent with prior work in HPC anomaly detection [5,9,34].
To capture temporal dynamics, statistical features-the mean and stan-
dard deviation-were computed for each 15-m window. Labels were then
assigned in binary format: 1 for healthy nodes and 0 for anomalous con-
ditions.

4.1.2. Dataset 2 (D2)

The second dataset (D2) was also collected from the Marconil 003
supercomputer at CINECA, using the same set of 980 compute nodes as
in Dataset 1 (D1).

During the D2 collection period, the monitoring infrastructure un-
derwent a substantial upgrade. Specifically, the Examon system was en-
hanced to provide a more comprehensive and fine-grained representa-
tion of system behavior. This enriched dataset has since been released
to the research community and industry practitioners [35], serving as a
valuable resource for experimental evaluation in this work.

L https://www.hpc.cineca.it/hardware/marconil00
2 https://www.nagios.org/
3 https://www.hpc.cineca.it/hardware/marconil00
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Fig. 2. Representative anonymized anomaly patterns. Left: Thermal anomaly characterized by power spikes co-occurring with temperature ramps. Right: Node
unavailability illustrated by prolonged flatlined activity. Both examples follow the 15-m sampling cadence used in our datasets.

To improve system observability, additional software probes and
physical sensors were deployed, increasing the number of recorded fea-
tures per node from 462 in D1 to 573 in D2. The anomaly labeling
methodology was also refined: system administrators curated the labels
to emphasize operationally significant anomalies, reducing the anomaly
rate from 3% in D1 to 1.7 % in D2 (see Table 2). Notably, conditions
previously treated as anomalies in D1-such as transient behavior due
to configuration updates or operating system patches-were reclassified
as normal in D2, reflecting a more accurate characterization of system
dynamics.

This revised labeling strategy defines a distinct experimental sce-
nario in D2, characterized by a broader feature set and a different
anomaly profile. Although D1 and D2 share partial feature overlap, they
were collected during separate operational periods of Marconi100, with
differing monitoring configurations and methodologies. These differ-
ences make D2 a more challenging and realistic test case for assess-
ing the effectiveness of Federated Learning (FL) in time-series-based
anomaly detection.

For experimental evaluation, nodes were partitioned into five inde-
pendent cohorts (Groups A-E), each comprising 17 nodes. This group-
ing strategy ensured stable client counts for federated training, while
enabling repeated measurements across heterogeneous subsets of nodes
for statistical significance testing. The same node groups were consis-
tently used across all experiments, including both the local AE baselines
and the FL-based models.

Operational anomalies flagged by Nagios include: (i) node-level un-
availability events (e.g., heartbeat loss), (ii) thermal and power excur-
sions leading to CPU/GPU throttling, and (iii) persistent sensor out-of-
range conditions.

Because raw traces can contain sensitive operational details, we illus-
trate representative anonymized schematic patterns rather than node-
identifying plots. For example, thermal anomalies often appear as short
bursts of power spikes co-occurring with temperature ramps, while un-
availability events manifest as prolonged flatlined activity in the moni-
tored signals. These examples reflect the same 15-m sampling cadence
used in our modeling pipeline Fig. 2.

Anomaly prevalence in each dataset remains low (3% in D1 and
1.7 % in D2, see Table 2), highlighting the severe class imbalance char-
acteristic of real HPC production systems.

4.1.3. Rationale for using Marconil00 data exclusively

Although other publicly available HPC datasets exist (e.g.,
LANL [36], Grid5000 [37], and Google Cluster traces [38]), we delib-
erately restricted our experiments to data from Marconil00. This de-
cision was made to ensure consistency in both infrastructure and data
semantics. Marconil00, a Tier-0 production supercomputer at CINECA,
provides a unique opportunity to validate federated anomaly detection
under real-world conditions, where organically occurring faults are ob-

Input(# of features)
LSTM(16,selu)

LSTM(16,selu)

LSTM(8,selu)

LSTM(16,selu)

LSTM(16,selu)

Dense(# of features)

Fig. 3. Architecture of LSTM autoencoder.

served instead of synthetic anomalies. In addition, the architectural ho-
mogeneity of its compute nodes aligns with our goal of isolating the
effects of federated learning without the confounding influence of het-
erogeneous hardware or software configurations. While cross-platform
generalization remains an important direction for future work, we argue
that this focused evaluation offers a rigorous and replicable foundation
for demonstrating the benefits of FL in operational HPC environments.

It is important to highlight that the anomalies studied here are not
artificially generated or manually injected. Instead, they correspond to
real faults and irregularities observed in the production system and ver-
ified by system administrators.

4.2. Implementation

To evaluate the effectiveness of the proposed Federated Learning
(FL) framework, we employ a Long Short-Term Memory (LSTM) autoen-
coder as the core anomaly detection model. Each selected HPC node
is assigned a dedicated autoencoder, enabling node-specific behavior
modeling. The framework is implemented across three learning
paradigms-supervised, unsupervised, and semi-supervised-to ensure a
comprehensive evaluation.

In the semi-supervised setting, models are trained exclusively on data
from normal system operation, allowing the autoencoder to learn the
structure of non-anomalous behavior in line with [25]. The unsupervised
configuration uses a mixture of normal and anomalous samples without
label guidance [12]. By contrast, the supervised approach leverages fully
labeled datasets to explicitly discriminate between anomalous and non-
anomalous samples [14].
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Table 3

Hyperparameters of the LSTM Autoencoder. The model is trained by minimiz-
ing reconstruction error with Mean Squared Error (MSE) for stable conver-
gence. At inference, anomalies are scored using Mean Absolute Error (MAE),
which is more robust to heavy-tailed residuals.

Hyperparameter Value Description

Time Steps 10 Number of time intervals used in each
input sequence.
Optimizer RMSprop Gradient-based optimizer adapting

learning rates.

Learning Rate 0.000001 Controls weight updates; smaller value
ensures stability.

Loss MSE (training) Objective function for reconstruction
learning.

Batch Size 128 Samples processed before updating
weights.

Epochs 5 Complete passes through the training
dataset.

Threshold 0.65 MAE-based anomaly detection threshold

at inference.

4.2.1. Data preprocessing

Prior to training, data is preprocessed to exclude workload-related
and non-numeric features. Node status information collected via the
Nagios monitoring system is removed from training but retained for
evaluation. Instances with missing values are discarded, and all remain-
ing numerical features are normalized to the [0, 1] range using Scikit-
learn.

Each node’s dataset was divided into 80 % training and 20 % testing,
applied independently per node to maintain temporal consistency. This
procedure preserves the natural anomaly prevalence within the test sets,
which closely follows the dataset-level base rates: approximately 3 % in
D1 and 1.7 % in D2 (see Table 2). Thus, the evaluation reflects real-
istic anomaly occurrence frequencies rather than artificially balanced
splits. Given the sequential nature of LSTMs, the input data is reshaped
into (samples, timesteps, features) format. Following established
practices [12], we set the sequence length to 10 time steps, correspond-
ing to a 150-m temporal window at the 15-m logging interval.

Handling high-dimensional features Both datasets contain a large
number of sensor-level metrics (462 features in D1 and 573 in D2 fol-
lowing a monitoring system upgrade), which increases the potential for
noise and redundancy. To address this, we drop all non-numeric at-
tributes and normalize the numerical features to [0, 1]. Furthermore, the
bottleneck of the LSTM autoencoder naturally performs dimensionality
reduction by compressing input sequences into compact latent represen-
tations that preserve temporal dynamics while filtering out irrelevant
variance. The robustness of this approach is demonstrated by the strong
detection performance observed in D2, despite its additional 111 fea-
tures, across all learning paradigms (Tables 5-7). Nonetheless, explicit
feature selection techniques—such as sparsity-inducing regularization or
statistical feature ranking—may further enhance efficiency, and we high-
light this as an avenue for future research.

4.2.2. Model architecture and training

The LSTM autoencoder architecture is illustrated in Fig. 3, and the as-
sociated hyperparameters are summarized in Table 3. During training,
the model minimizes reconstruction error using Mean squared error
(MSE), which provides smoother gradients and promotes stable con-
vergence. At inference, anomalies are detected using the Mean abso-
lute error (MAE) of the reconstruction, since MAE is more robust to
heavy-tailed residuals. An input is flagged as anomalous if its MAE ex-
ceeds the threshold 0 = 0.65, as determined through sensitivity analysis
(Section 4.4).

Model training is implemented using TensorFlow (Keras API). Node-
level training pipelines are automated with batch scripts and Python or-
chestration. Detection performance is measured using the F1-score and
the Area Under the ROC Curve (AUC) [11].
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Table 4
Sensitivity of FL-LSTM to key hyperparameters.

Hyperparameter Range Best Value / Observation

Learning Rate 1073-1077 Best at 107%; higher unstable, lower too slow.

Batch Size 32, 64,128, 256 128 balanced variance and speed.
Epochs 1-10 5 epochs sufficient; more gave no gain.
Time Steps 5-15 10 steps optimal for temporal capture.
F1-score Sensitivity to Reconstruction Error Threshold 6
~=- 8= 0.65 (used in paper)
0.70
0.65
0.60
o
%
T o055
0.50
0.45
0.40 0.45 0.50 0.55 0.60 0.65 0.70 0.75 0.80

Threshold 8

Fig. 4. Fl-score variation with respect to reconstruction error threshold ().

4.2.3. Federated learning setup
Federated Learning is implemented with the Flower framework [39].
In this setup:

e Each HPC node acts as an FL client, running a local LSTM autoen-
coder.

e A central server (management node) coordinates aggregation and
broadcasts updates.

Initially, each node trains its local autoencoder independently, pro-
viding the non-FL baseline. FL experiments are then conducted using six
aggregation strategies: FedAvg, FedAvgM, FedAdagrad, FedYogi, Fed-
Prox, and FedAdam, all supported by Flower. The FlowerClient class
enables node participation in each training round.

We evaluate FL with 1000, 1500, and 2000 communication rounds.
Since performance converged after approximately 1000 rounds, further
round-variation analysis is omitted for brevity.

4.3. Hyperparameter sensitivity analysis of anomaly detection model

To assess the robustness of our anomaly detection framework, we
performed a sensitivity analysis by varying key hyperparameters.
Table 4 summarizes the impact of each parameter:

e Learning rate: Values above 10~> caused unstable training, while
values below 1077 slowed convergence without delivering meaning-
ful accuracy gains.

e Batch size: Smaller batches (e.g., 32) improved sensitivity to anoma-
lies but introduced higher variance. In contrast, larger batches (e.g.,
256) reduced variance but slightly decreased F1 performance.

¢ Epochs: Increasing the number of epochs beyond 5 yielded negligi-
ble improvements, indicating that the model converges early in the
federated setting.

o Time steps: We experimented with ranges between 5 and 15. A se-
quence length of 10 offered the best balance between capturing tem-
poral dependencies and maintaining computational efficiency.

These insights guided the selection of final hyperparameters. The
Federated Learning (FL) implementation was tuned to support scalabil-
ity, minimize communication costs, and remain resilient against client-
side heterogeneity and potential faults in HPC environments.
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4.4. Reconstruction error threshold sensitivity analysis

Anomaly detection models based on autoencoders-including the
LSTM-based models used in this study—classify input samples as nor-
mal or anomalous according to a reconstruction error threshold (6). In
our baseline setup, this threshold was fixed at 0.65, guided by empirical
evidence and prior literature [9]. However, the choice of 0 is critical,
as it directly affects the balance between precision and recall, particu-
larly in scenarios where anomalies are rare or subtle. Fig. 4 presents the
results of our threshold sensitivity analysis.

4.4.1. Experimental setup

To investigate the influence of # on model performance, we con-
ducted a sensitivity analysis using Group A nodes from Dataset D1 in the
unsupervised setting. The threshold # was systematically varied from
0.40 to 0.80 in increments of 0.05, and the corresponding F1-scores
were recorded. All other model components and training procedures
were kept constant.

4.4.2. Results and discussion

The analysis indicates that performance peaks around 6 = 0.65,
which validates our initial choice. Nevertheless, performance degrades
noticeably outside this range. At thresholds below 0.55, the model be-
comes overly sensitive, producing a large number of false positives. In
contrast, thresholds above 0.70 reduce sensitivity to anomalies, increas-
ing false negatives.

Although Fig. 4 shows that F1 performance is locally high around
0 = 0.60, this setting leads to increased false positives and less stable
behavior across datasets and training modes. By contrast, § = 0.65 con-
sistently provides the best balance between precision and recall, which
is why it was adopted for all subsequent analyses. We also verified that
using 6 = 0.60 does not alter the overall conclusions: federated models
continue to outperform non-FL baselines in all regimes (Tables 5-7).
This threshold choice is therefore both empirically justified and aligned
with prior HPC studies [14,25].

4.5. Metrics

The performance of the proposed approach was evaluated using
two widely adopted metrics in line with state-of-the-art methodolo-
gies [9,24]: (i) the Fl-score and (ii) the Area Under the Receiver Op-
erating Characteristic Curve (AUC-ROC). The F1-score, defined in (12),
represents the harmonic mean of precision and recall, and provides a
balanced measure that considers both false positives and false negatives.

Precision - Recall
Precision + Recall

The AUC-ROC metric [40] quantifies the overall ability of the model
to discriminate between positive and negative classes by computing the
area under the ROC curve. This curve plots the true positive rate against
the false positive rate across various classification thresholds, and the
AUC value corresponds to the probability that a randomly chosen posi-
tive instance is ranked higher than a randomly chosen negative one.

F1-Score=2- (12)

4.6. Results

This section presents the experimental results that demonstrate the
effectiveness of our proposed approach. To evaluate the performance,
we address the following research questions:

1. RQ1: Does the integration of FL with anomaly detection techniques
in HPC environments enhance the performance of anomaly detection
models?

2. RQ2: Can the adoption of FL reduce the amount of training data
needed to achieve comparable performance to baseline, non-FL
anomaly detection models trained on the full dataset?

10
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Table 5

F1 and AUC scores for FL vs. Non-FL in unsupervised learning under data
reduction for D1 and D2. Wilcoxon signed-rank test confirms significance
(p <.0D).

Dataset Group Metric Full 1/2 1/4 1/8 1/16
Non-FL F1 0.31 0.24 0.20 0.18 0.12

A FL F1 0.86 0.65 0.45 0.40 0.35
Non-FL AUC  0.38 0.25 0.17 0.14 0.08

FL AUC 074 0.55 0.43 0.42 0.40

Non-FL F1 0.25 0.19 0.15 0.13 0.09

B FL F1 078 0.59 0.51 0.39 0.33
Non-FL AUC  0.44 0.31 0.21 0.16 0.12

FL AUC 0.77 0.58 0.49 0.48 0.46

Non-FL F1 0.37 0.28 0.22 0.19 0.13

b1 C FLF1 0.87 0.64 0.57 0.49 0.42
Non-FL AUC 0.47 0.35 0.26 0.22 0.18

FL AUC 0.85 0.62 0.53 0.50 0.49

Non-FL F1 0.24 0.19 0.16 0.14 0.11

D FL F1 0.84 0.65 0.53 0.34 0.29
Non-FL AUC 0.33 0.27 0.14 0.11 0.07

FL AUC 0.69 0.44 039 0.36 0.34

Non-FL F1 0.22 0.17 0.13 0.08 0.05

E FL F1 0.79 0.57 0.48 0.33 0.28
Non-FL AUC  0.25 0.18 0.09 0.05 0.01

FL AUC 0.63 0.40 0.31 0.29 0.26

Non-FL F1 0.54 0.45 0.36 0.25 0.18

A FL F1 096 0.85 074 0.63 0.59
Non-FL AUC  0.51 0.43 0.35 0.24 0.15

FL AUC 0.94 0.85 0.73 0.59 0.52

Non-FL F1 0.42 0.38 0.29 0.18 0.09

B FLF1 0.85 076 0.68 0.57 0.49
Non-FL AUC 0.42 0.33 0.21 0.14 0.09

FL AUC 0.82 0.73 0.60 0.51 0.43

Non-FL F1 0.22 0.14 0.09 0.06 0.03

D2 c FLF1 0.70  0.61 0.52 0.44 0.38
Non-FL AUC 0.17 0.12 0.09 0.05 0.01

FL AUC 0.67 0.59 0.48 0.39 0.29

Non-FL F1 0.33 0.25 0.16 0.09 0.05

D FL F1 0.77 0.68 0.57 0.48 0.37
Non-FL AUC  0.30 0.28 0.20 0.11 0.05

FL AUC 0.80 0.69 0.57 0.42 0.35

Non-FL F1 0.31 0.24 0.15 0.08 0.04

E FL F1 0.81 0.73 0.64 0.53 0.46
Non-FL AUC  0.28 0.17 0.11 0.08 0.04

FL AUC 078 0.67 0.56 0.45 0.36

3. RQ3: Does the use of advanced FL aggregation algorithms further
improve the performance of anomaly detection models compared to
the conventional FedAvg algorithm?

To evaluate the performance of FL-powered LSTM autoencoders,
Tables 5-7 present detailed F1 and AUC scores across five groups (A-
E) and two datasets (D1 and D2) under varying data availability levels.
These tables highlight the consistent and substantial improvements that
FL provides across all learning paradigms.

Unsupervised learning (Table 5). In the absence of labeled data, FL sig-
nificantly enhances anomaly detection capability. On Dataset D1, Group
C’s F1 score improves from 0.37 (non-FL) to 0.87 (FL) and AUC from
0.47 to 0.85 —-a +135% and +81 % increase, respectively. Similar
trends are observed across other groups, with FL consistently outper-
forming the standalone LSTM baseline.

For Dataset D2, FL achieves even stronger gains. In Group A, the
F1 score improves from 0.54 to 0.96, while the AUC jumps from 0.51
to 0.94. Even under extreme data reduction (1/16), FL maintains robust
performance, e.g., Group E improves F1 from 0.04 (non-FL) to 0.46 (FL).
These results confirm that even without access to labeled samples, FL
leverages distributed patterns across nodes to generalize anomaly de-
tection with minimal data—supporting RQ1 and RQ2.

A potential concern in unsupervised training is that the autoencoder
may inadvertently learn anomalous temporal patterns, since both nor-
mal and abnormal samples appear in the training set. In our case, this



E. Farooq et al.

Node-wise F1l-score Improvement After FL - Dataset D1 (Unsupervised Learning)
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Fig. 5. Node-wise improvement in F1 and AUC scores across all learning modes (Unsupervised, Semi-Supervised, Supervised) for Dataset D1. Each subfigure

compares baseline and post-FL performance across Groups A-E.
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Fig. 6. Node-wise improvement in F1 and AUC scores across all learning paradigms (Unsupervised, Semi-Supervised, Supervised) for Dataset D2. Each subfigure

shows scores before and after applying Federated Learning (FL) for Groups A-E.
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Table 6

F1 and AUC scores for FL vs. Non-FL in semi-supervised learning under data
reduction (D1 & D2). Wilcoxon signed-rank test confirms significance (p <
.01).

Dataset Group Metric Full 172 1/4 1/8 1/16
Non-FL F1 0.68 0.57 0.48 0.43 0.33

A FL F1 0.95 0.85 0.64 0.62 0.60
Non-FL AUC  0.58 0.44 0.38 0.35 0.26

FL AUC 0.92 0.76 0.65 0.63 0.58

Non-FL F1 0.62 0.52 0.43 0.38 0.30

B FL F1 0.87 079 070 0.61 0.58
Non-FL AUC  0.64 0.50 0.42 0.37 0.30

FL AUC 0.95 0.79 0.71 0.69 0.64

Non-FL F1 0.74 0.61 0.50 0.44 0.34

b1 C FLF1 096 0.84 076 071 0.67
Non-FL AUC  0.67 0.54 0.47 0.43 0.36

FL AUC 0.99 0.83 0.75 0.71 0.67

Non-FL F1 0.61 0.52 0.44 0.39 0.32

D FL F1 0.93 0.85 0.72 0.56 0.54
Non-FL AUC 0.53 0.46 0.35 0.32 0.25

FL AUC 0.87 0.65 0.61 0.57 0.52

Non-FL F1 0.59 0.50 0.41 0.33 0.26

E FL F1 0.88 0.77 0.67 0.55 0.53
Non-FL AUC  0.45 0.37 0.30 0.26 0.19

FL AUC 0.81 0.61 0.53 0.50 0.44

Non-FL F1 0.91 0.78 0.64 0.50 0.39

A FL F1 099 099 093 0.85 0.84
Non-FL AUC  0.71 0.62 0.56 0.45 0.33

FL AUC 0.99 0.99 0.95 0.80 0.70

Non-FL F1 0.79 0.71 0.57 0.43 0.30

B FLF1 094 096 0.87 079 074
Non-FL AUC 0.62 0.52 0.42 0.35 0.27

FL AUC 099 094 0.82 072 0.61

Non-FL F1 0.59 0.47 0.37 0.31 0.24

D2 c FLF1 0.79 0.81 0.71 0.66 0.63
Non-FL AUC 0.37 0.31 0.30 0.26 0.19

FL AUC 0.85 0.80 070 0.60 0.47

Non-FL F1 0.70 0.58 0.44 0.34 0.26

D FL F1 0.86 0.88 0.76 0.70 0.62
Non-FL AUC  0.50 0.47 0.41 0.32 0.23

FL AUC 098 090 079 0.63 0.53

Non-FL F1 0.68 0.57 0.43 0.33 0.25

E FL F1 0.90 0.93 0.83 0.75 0.71
Non-FL AUC  0.48 0.36 0.32 0.29 0.22

FL AUC 096 0.88 078 0.66 0.54

risk is mitigated by several factors. First, the anomaly base rate is very
low (3% in D1 and 1.7 % in D2, see Table 2), so the MSE loss is domi-
nated by normal samples.

Second, federated aggregation promotes the learning of common
normal behaviors across nodes, which reduces the influence of rare,
node-specific anomalies. Third, our empirical results demonstrate that
the model does not overfit to anomalies: FL. models trained with only
1/8 or 1/16 of the training data consistently outperform non-FL mod-
els trained with the full dataset (Table 5). This robustness under data
scarcity provides indirect evidence that the unsupervised FL approach
captures generalizable normal patterns rather than anomalous ones.

Semi-supervised learning (Table 6). When trained only on normal data,
FL demonstrates exceptional generalization. On D1, Group A’s F1 score
improves from 0.68 (non-FL) to 0.95 (FL) using full data. Similar im-
provements hold even under data scarcity; with just 1/4 of training data,
FL achieves an F1 of 0.64, compared to 0.48 for non-FL.

Across D2, Group B reaches near-perfect detection: FL increases F1
from 0.79 to 0.94, and AUC from 0.62 to 0.99 using the full dataset. Im-
portantly, with just 1/8 of data, FL retains high accuracy (F1 = 0.79vs.
0.43 non-FL), confirming FL’s ability to reduce training requirements
(RQ2) without sacrificing performance. This generalization is attributed
to FL’s collaborative training, which allows each node to benefit from
shared knowledge of normal behavior-even in the absence of anomaly
labels.
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Table 7

F1 and AUC scores for FL vs. Non-FL in supervised learning under data re-
duction (D1 & D2). Wilcoxon signed-rank test confirms significance (p <
.01).

Dataset Group Metric Full 1/2 1/4 1/8 1/16
Non-FL F1 0.93 0.78 0.70 0.62 0.55

A FL F1 0.99 0.99 0.90 0.87 0.88
Non-FL AUC  0.86 0.64 0.63 0.59 0.47

FL AUC 099 0.89 074 074 0.68

Non-FL F1 0.87 0.73 0.65 0.57 0.52

B FLF1 099 099 096 0.86 0.86
Non-FL AUC  0.92 0.70 0.67 0.61 0.51

FL AUC 0.99 0.92 0.80 0.80 0.74

Non-FL F1 0.99 0.82 0.72 0.63 0.56

b1 C FLF1 099 099 099 096 0.95
Non-FL AUC  0.95 0.74 0.72 0.67 0.57

FL AUC 099 096 0.84 0.82 0.77

Non-FL F1 0.86 0.73 0.66 0.58 0.54

D FL F1 0.99 0.99 0.98 0.81 0.82
Non-FL AUC 0.81 0.66 0.60 0.56 0.46

FL AUC 099 078 070 0.68 0.62

Non-FL F1 0.84 0.71 0.63 0.52 0.48

E FL F1 0.99 0.99 0.93 0.80 0.81
Non-FL AUC  0.73 0.57 0.55 0.50 0.40

FL AUC 0.93 074 0.62 0.61 0.54

Non-FL F1 0.99 0.99 0.86 0.69 0.61

A FLF1 099 099 099 099 0.99
Non-FL AUC  0.99 0.82 0.81 0.69 0.54

FL AUC 0.99 0.99 0.99 0.91 0.80

Non-FL F1 0.99 0.92 0.79 0.62 0.52

B FLF1 099 099 099 099 0.99
Non-FL AUC  0.90 0.72 0.67 0.59 0.48

FL AUC 0.99 0.99 0.91 0.83 071

Non-FL F1 0.84 0.68 0.59 0.50 0.46

D2 c FLF1 099 099 097 091 0.85
Non-FL AUC 0.65 0.51 0.55 0.50 0.40

FL AUC 097 093 079 071 0.57

Non-FL F1 0.95 0.79 0.66 0.53 0.48

D FL F1 0.99 0.99 0.99 0.95 0.90
Non-FL AUC  0.78 0.67 0.66 0.56 0.44

FL AUC 099 099 0.88 074 0.63

Non-FL F1 0.93 0.78 0.65 0.52 0.47

B FL F1 099 099 099 0.99 0.99
Non-FL AUC  0.76 0.56 0.57 0.53 0.43

FL AUC 099 099 0.87 077 0.64

Supervised learning (Table 7). With fully labeled data, FL consistently
achieves near-optimal performance. In Dataset D1, Groups A through E
reach F1 scores of 0.99 across the board when using FL, whereas non-FL
models range from 0.84 to 0.93. The AUC values show similar trends,
increasing from 0.73-0.95 (non-FL) to 0.99 (FL).

On Dataset D2, where data is more complex and anomalies are more
sparse, FL maintains strong performance: for example, Group C im-
proves from F1 = 0.84 (non-FL) to 0.99 (FL). Even with 1/16 of training
data, FL achieves F1 = 0.99 in all groups, compared to as low as 0.47
for the non-FL baseline.

These findings reveal the scalability and robustness of FL in high-
supervision settings, while also highlighting its ability to drastically re-
duce the need for data collection and labeling —answering RQ1 and RQ2
affirmatively.

4.6.1. Individual node analysis

Figs. 5 and 6 present node-level analyses of F1 and AUC improve-
ments across all learning paradigms for Datasets D1 and D2, respec-
tively. Each subplot contrasts baseline (non-FL) LSTM autoencoders
with their federated counterparts, thereby illustrating the effect of FL
on individual HPC nodes grouped into cohorts A through E.

For Dataset D1, FL consistently enhanced performance across all
node groups. In the unsupervised setting, Group C demonstrated the
most substantial improvement: several nodes achieved F1-score gains
exceeding + 100 %, with post-FL values approaching 0.87 compared to
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baseline scores as low as 0.37. Comparable trends emerged in Group D
under semi-supervised training, where federated learning boosted mul-
tiple nodes from F1 scores near 0.50 to above 0.85. In the supervised
configuration, nearly all nodes attained F1 scores greater than 0.95 after
FL, indicating near-perfect anomaly detection across the cohort.

For Dataset D2, the gains were even more pronounced, particu-
larly under data-scarce conditions. In Group A, for instance, the lowest-
performing node’s F1 score rose from 0.54 to 0.96 in the unsupervised
setting. Group B exhibited strong heterogeneity before FL, with F1 scores
ranging from 0.09 to 0.42; federated training not only lifted these nodes
into the 0.85-0.95 range but also reduced performance variance. Even
in Group E-where semi-supervised baselines were extremely poor (F1 <
0.25)-post-FL training elevated node-level scores to 0.70 or higher.

Overall, these results highlight the ability of FL to generalize
anomaly detection capabilities across diverse nodes. The visual evidence
in Figs. 5 and 6 provides strong support for RQ1, demonstrating that FL
yields consistent and significant node-level improvements in anomaly
detection.

4.6.2. Performance results using a limited training dataset

To evaluate the robustness of FL under practical constraints, we
examined how reducing the amount of available training data affects
anomaly detection performance. This directly addresses RQ2: Can the
adoption of FL reduce the amount of training data needed to achieve compa-
rable or superior performance relative to non-FL anomaly detection models
trained on the full dataset?

We simulated data scarcity by training models on fractions of the full
dataset: 1/2, 1/4, 1/8, and 1/16, corresponding to training durations of
approximately 2.25 months, 1.25 months, 2.5 weeks, and 1.25 weeks,
respectively. The full dataset spans 4.5 months of telemetry.

Motivation. In production-scale HPC environments, extended data col-
lection cycles delay model deployment, undermining timely anomaly
detection. Our objective is to assess whether FL can sustain high perfor-
mance while substantially reducing this data collection burden.

Experimental setup. FL models were evaluated across three learning
paradigms-unsupervised, semi-supervised, and supervised-on both D1
and D2 datasets. Results were averaged across five groups (A-E). For
each data fraction, we compared:

¢ Non-FL baselines, trained independently on both full and reduced
datasets.
¢ FL models, trained collaboratively on the same reduced subsets.

Key results (Tables 5-7).

¢ Unsupervised learning: FL trained with only 1/8 of the data often
surpassed non-FL models trained on the full dataset.
Example: D1 Group C — F1: 0.49 (FL, 1/8) vs. 0.37 (Non-FL, full).
¢ Semi-supervised learning: FL remained effective even with as little
as 1/16 of the training data.
Example: D2 Group A — F1: 0.84 (FL, 1/16) vs. 0.39 (Non-FL, 1/16).
e Supervised learning: FL consistently achieved near-optimal perfor-
mance across all fractions.
Example: D2 Group E — F1: 0.99 (FL, 1/16) vs. 0.47 (Non-FL, 1/16).

These findings clearly demonstrate that FL enables high anomaly de-
tection accuracy with significantly less training data, strongly support-
ing RQ2.

Relation to RQ1. Although the focus here is data efficiency, the results
also reinforce:

e RQ1: Does FL integration improve anomaly detection in HPC environ-
ments?
Across all paradigms, FL consistently outperformed local LSTM base-
lines.
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Conclusion. FL reduces training data requirements by up to 15x, while
sustaining or even improving detection accuracy. This makes FL par-
ticularly well-suited for real-world HPC environments, where rapid de-
ployment and scalability are essential.

4.6.3. Performance evaluation of federated learning aggregation techniques

To evaluate the effectiveness of advanced FL aggregation strate-
gies for anomaly detection, we conducted extensive experiments using
six algorithms-FedAvg, FedProx, FedAdagrad, FedAvgM, FedYogi, and
FedAdam. The evaluation spanned five groups (A-E) across both datasets
(D1 and D2) under unsupervised, semi-supervised, and supervised learn-
ing paradigms. The detailed F1 and AUC results are reported in Tables 8
and 9, highlighting key trends in performance and generalization.

In these tables, the baseline marked as “ML” is not an additional
algorithm but rather the Local AE baseline, i.e., non-federated LSTM
autoencoders trained independently at each node, with results averaged
within each group.

Across both datasets, FedAdagrad and FedAvgM consistently deliv-
ered the strongest results.

On Dataset D1, FedAdagrad achieved peak F1 scores of up to 0.94
(Group C, unsupervised) and 0.99 (Groups A-E, supervised), along-
side AUC scores reaching 0.92 and 0.99, respectively. FedAvgM closely
matched these results, performing particularly well in semi-supervised
settings where both methods reached near-perfect scores across multi-
ple groups. FedYogi and FedProx also yielded competitive outcomes,
though with slightly less consistency. By contrast, FedAdam performed
poorly, with F1 and AUC values rarely exceeding 0.20-suggesting con-
vergence issues or instability in the federated HPC anomaly detection
setting.

Summary of Table 8 (Dataset D1):

e FedAdagrad: Highest overall performance, up to 0.94 F1 and 0.99
AUC.

e FedAvgM: Nearly identical to FedAdagrad, excelling in semi-
supervised training.

* FedYogi & FedProx: Strong but less consistent compared to the top
two.

¢ FedAdam: Fails to generalize, with scores capped at 0.20.

On Dataset D2, these trends were reinforced. FedAdagrad and Fe-
dAvgM again achieved top-tier results, with both methods reaching 0.99
F1 and AUC in Group A under semi-supervised and supervised configu-
rations. Their ability to generalize across groups and modes highlights
resilience to variations in monitoring infrastructure and data distribu-
tion. Among the remaining methods, FedYogi was the most robust third
performer-particularly in supervised settings-while FedProx remained
competitive but less stable. FedAdam again showed the weakest perfor-
mance, with F1 and AUC values consistently below 0.41.

Summary of Table 9 (Dataset D2):

e FedAdagrad & FedAvgM: Achieve near-perfect F1 and AUC across
all groups and learning modes.

e FedYogi: A solid third option, especially in supervised and semi-
supervised training.

e FedProx: Competitive but slightly less reliable across groups.

e FedAdam: Underperforms across all settings, never exceeding 0.41.

These findings provide strong evidence for RQ3: advanced FL ag-
gregation techniques, particularly FedAdagrad and FedAvgM, substan-
tially outperform the standard FedAvg baseline. Their consistent supe-
riority across datasets and training modes underscores their suitability
for production-scale anomaly detection in federated HPC environments,
where communication constraints and heterogeneous data are critical
factors.

Taken together, these results explain why FL remains robust under
severe data reduction. The ablation study (Table 10) confirms that both
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Table 8
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F1 and AUC scores for different FL aggregation strategies on Dataset D1 across unsupervised, semi-supervised, and
supervised learning modes. “ML” denotes the Local AE baseline (non-federated LSTM autoencoders trained independently

at each node, with group averages reported).

Group Strategy F1 Score AUC Score
Unsupervised ~ Semi-Supervised  Supervised = Unsupervised  Semi-Supervised  Supervised
ML 0.31 0.68 0.93 0.38 0.58 0.86
FedAvg 0.86 0.95 0.99 0.74 0.92 0.99
FedAdagrad 0.93 0.99 0.99 0.80 0.96 0.99
A FedAvgM 0.90 0.99 0.99 0.77 0.99 0.99
FedProx 0.82 0.91 0.95 0.71 0.88 0.95
FedYogi 0.89 0.95 0.95 0.76 0.95 0.95
FedAdam 0.18 0.20 0.20 0.16 0.20 0.20
ML 0.25 0.62 0.87 0.44 0.64 0.92
FedAvg 0.78 0.87 0.99 0.77 0.95 0.99
FedAdagrad  0.84 0.91 0.99 0.83 0.99 0.99
B FedAvgM 0.81 0.99 0.99 0.80 0.99 0.99
FedProx 0.74 0.83 0.95 0.73 0.91 0.95
FedYogi 0.80 0.95 0.95 0.79 0.95 0.95
FedAdam 0.17 0.19 0.20 0.16 0.20 0.20
ML 0.37 0.74 0.99 0.47 0.67 0.95
FedAvg 0.87 0.96 0.99 0.85 0.99 0.99
FedAdagrad  0.94 0.99 0.99 0.92 0.99 0.99
C FedAvgM 0.91 0.99 0.99 0.89 0.99 0.99
FedProx 0.83 0.92 0.95 0.81 0.95 0.95
FedYogi 0.90 0.95 0.95 0.88 0.95 0.95
FedAdam 0.19 0.20 0.20 0.18 0.20 0.20
ML 0.24 0.61 0.86 0.33 0.53 0.81
FedAvg 0.84 0.93 0.99 0.69 0.87 0.99
FedAdagrad  0.91 0.97 0.99 0.74 0.91 0.99
D FedAvgM 0.87 0.99 0.99 0.72 0.94 0.99
FedProx 0.80 0.89 0.95 0.66 0.83 0.95
FedYogi 0.87 0.95 0.95 0.71 0.90 0.95
FedAdam 0.18 0.20 0.20 0.15 0.19 0.20
ML 0.22 0.59 0.84 0.25 0.45 0.73
FedAvg 0.79 0.88 0.99 0.63 0.81 0.93
FedAdagrad 0.85 0.92 0.99 0.68 0.84 0.99
E FedAvgM 0.82 0.95 0.99 0.65 0.87 0.97
FedProx 0.75 0.84 0.95 0.60 0.77 0.89
FedYogi 0.81 0.91 0.95 0.65 0.83 0.95
FedAdam 0.17 0.19 0.20 0.13 0.17 0.20

temporal modeling through LSTMs and federation itself provide com-
plementary gains, which jointly sustain accuracy even with limited sam-
ples. The comparison of aggregation strategies (Tables 8-9) shows that
adaptive server-side optimizers such as FedAdagrad and FedAvgM mit-
igate non-IID effects and stabilize training under sparse anomalies, out-
performing the FedAvg baseline.

Furthermore, latent space visualizations (Fig. 7) reveal improved
separation between normal and anomalous patterns after FL, consistent
with the enhanced F1 and AUC scores reported in Tables 5-7. Node-level
improvements across groups (Figs. 5-6) and the robustness of threshold
sensitivity (Fig. 4) further support that FL aggregates generalizable nor-
mal patterns across nodes, enabling resilient anomaly detection even
under data scarcity.

Qualitative interpretation of FL gains While quantitative met-
rics such as Fl-score and AUC confirm the effectiveness of Feder-
ated Learning (FL), understanding the underlying reasons for these im-
provements is essential for both practical deployment and scientific
validation.

One key observation is that HPC nodes, though monitored individu-
ally, often share similar operational patterns under normal conditions.
FL leverages this commonality by enabling models to collaboratively
learn generalized representations of normal behavior. This collective
learning enhances anomaly detection on individual nodes, particularly
when local anomaly data is limited or unevenly distributed.

Another important factor is the choice of aggregation strategy. Ad-
vanced optimizers such as FedAdagrad and FedYogi consistently out-
perform FedAvg in several settings. By adapting learning rates based on

gradient history, they demonstrate greater robustness to non-IID data
distributions and sparse anomalies. In contrast, FedAdam underper-
forms due to its sensitivity to noisy gradient updates-a frequent chal-
lenge in HPC environments, where anomalies are rare and irregularly
distributed.

FL also shows clear benefits in reduced-data scenarios. By aggre-
gating knowledge across nodes, it mitigates performance degradation
for nodes with scarce historical data or those recently introduced into
the system. This ability to generalize from shared operational patterns
makes the global model more resilient to data scarcity and better suited
for dynamic HPC environments.

Overall, the observed gains in F1-score and AUC stem from FL’s ca-
pacity to integrate common behavioral dynamics across nodes. While
anomalies remain node-specific and infrequent, many normal states
are shared among nodes. FL captures these shared dynamics, thereby
strengthening model generalization and improving anomaly detection
across the entire system.

It is important to note that our evaluation does not attempt to cata-
logue all external SOTA time-series anomaly detectors, as such methods
are designed for centralized settings with different data semantics. In-
stead, the baselines chosen here are those most operationally relevant
for HPC: (i) local vs. federated autoencoders, and (ii) optimizer-level
variations. These allow us to directly measure the contribution of feder-
ation under realistic non-IID conditions. Given that FedAdagrad and Fe-
dAvgM already approach near-saturation performance across learning
regimes, additional centralized baselines would provide limited extra
value in this context.
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Table 9
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F1 and AUC scores for different FL aggregation strategies on Dataset D2 across unsupervised, semi-supervised, and
supervised learning modes. “ML” denotes the Local AE baseline (non-federated LSTM autoencoders trained independently

at each node, with group averages reported).

Group Strategy F1 Score AUC Score
Unsupervised Semi-Supervised Supervised Unsupervised Semi-Supervised Supervised
ML 0.51 0.74 0.94 0.51 0.66 0.94
FedAvg 0.94 0.97 0.99 0.94 0.98 0.99
FedAdagrad  0.97 0.99 0.99 0.97 0.99 0.99
A FedAvgM 0.96 0.99 0.99 0.96 0.99 0.99
FedProx 0.91 0.93 0.96 0.91 0.95 0.96
FedYogi 0.95 0.97 0.97 0.95 0.97 0.97
FedAdam 0.35 0.40 0.41 0.34 0.40 0.40
ML 0.42 0.67 0.89 0.42 0.63 0.82
FedAvg 0.82 0.93 0.99 0.82 0.95 0.99
FedAdagrad 0.91 0.96 0.99 0.91 0.97 0.99
B FedAvgM 0.88 0.99 0.99 0.88 0.99 0.99
FedProx 0.80 0.89 0.95 0.80 0.91 0.95
FedYogi 0.87 0.94 0.95 0.87 0.94 0.95
FedAdam 0.33 0.37 0.38 0.32 0.36 0.37
ML 0.17 0.59 0.81 0.17 0.52 0.67
FedAvg 0.67 0.87 0.98 0.67 0.90 0.98
FedAdagrad 0.73 0.91 0.99 0.73 0.92 0.99
C FedAvgM 0.71 0.99 0.99 0.71 0.99 0.99
FedProx 0.60 0.83 0.93 0.60 0.85 0.93
FedYogi 0.69 0.90 0.94 0.69 0.90 0.94
FedAdam 0.28 0.31 0.31 0.26 0.30 0.30
ML 0.30 0.65 0.85 0.30 0.56 0.79
FedAvg 0.80 0.92 0.99 0.80 0.94 0.99
FedAdagrad 0.88 0.95 0.99 0.88 0.96 0.99
D FedAvgM 0.85 0.99 0.99 0.85 0.99 0.99
FedProx 0.77 0.89 0.95 0.77 0.91 0.95
FedYogi 0.84 0.93 0.95 0.84 0.93 0.95
FedAdam 0.31 0.35 0.36 0.30 0.34 0.35
ML 0.28 0.62 0.84 0.28 0.53 0.73
FedAvg 0.78 0.91 0.99 0.78 0.93 0.99
FedAdagrad  0.84 0.94 0.99 0.84 0.95 0.99
E FedAvgM 0.81 0.99 0.99 0.81 0.99 0.99
FedProx 0.75 0.87 0.95 0.75 0.89 0.95
FedYogi 0.80 0.92 0.95 0.80 0.92 0.95
FedAdam 0.30 0.34 0.35 0.28 0.33 0.34
4.7. Ablation study: temporal modeling and aggregation effects Table 10
Ablation study: temporal modeling effect (Dense vs. LSTM autoencoders
To gain deeper insight into the contribution of individual compo- with FL).
nents of our framework, we conducted an ablation study. This analysis Model architecture F1(D1) AUC(D1) F1(D2) AUC (D2)
systematically mod1ﬁ(.es or removes specific architectural and training Dense Autoencoder (FL)  0.72 071 074 072
elements to assess their effect on overall performance. We focus on two LSTM Autoencoder (FL)  0.87 0.81 0.90 0.84
key aspects:
1. Temporal modeling through LSTM autoencoders Zab:’lej 1 dv: effect of FL ) Jocal traini .
2. The influence of federated aggregation algorithms daggn study: effect o aggregation vs. local training on
an .

The objective is to isolate and quantify the role of each component in
achieving robust anomaly detection.
Effect of temporal modeling

We replaced the LSTM autoencoders with dense (fully connected)
autoencoders while keeping all other factors unchanged, including the
training data, hyperparameters, and federated setup. This allows us to
directly measure the importance of modeling temporal dependencies in
HPC telemetry.

Observation:

As shown in Table 10, LSTM autoencoders consistently outperform
dense autoencoders, improving F1 and AUC scores by 15-16 % across
both datasets. This highlights that capturing temporal patterns is crucial
for detecting subtle, evolving anomalies in HPC telemetry data.

Effect of federated aggregation algorithms

To evaluate the contribution of federated learning strategies, we re-

moved all aggregation mechanisms and relied solely on local training

Model Variant  FL Strategy F1 (D1) AUC (D1) F1(D2) AUC (D2)

Local AE Only  None 0.45 0.39 0.49 0.42
LSTM-AE + FL FedAvg 0.86 0.74 0.90 0.84
LSTM-AE + FL FedYogi 0.89 0.76 0.92 0.87
LSTM-AE + FL FedAdagrad 0.93 0.80 0.94 0.89

at each node (i.e., no FL). We then compared this setup against models
trained with FedAvg, FedYogi, and FedAdagrad.
Observation:

As reported in Table 11, federated learning significantly improves
performance compared to standalone training. Moreover, advanced op-
timizers such as FedAdagrad yield the highest gains. These findings
demonstrate that both temporal modeling and federated aggregation
play complementary roles, jointly enhancing anomaly detection in dis-
tributed HPC environments.
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t-SNE Visualization of Latent Space Before and After FL
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Fig. 7. t-SNE visualization of latent space representations before and after ap-
plying Federated Learning (FL). The blue and green clusters (non-FL normal
and FL normal, respectively) show significant overlap, while anomalies (red for
non-FL, orange for FL) remain more distinctly separated after FL, indicating im-
proved anomaly discrimination.

4.8. Statistical significance

To evaluate the statistical significance of the performance improve-
ments achieved by FL over local LSTM-based anomaly detectors in HPC
environments, we apply the Wilcoxon signed-rank test [41].

This non-parametric test is particularly appropriate in our context
because it does not assume normality of the underlying distributions-a
critical factor given the non-Gaussian nature of node-specific telemetry
data [42]. By comparing paired Fl-scores for each client before and
after FL integration, the test provides a robust mechanism to deter-
mine whether the observed gains are consistent and statistically reliable
across clients [43].

In doing so, we ensure that the improvements attributed to FL are
not the result of random variation or skewed by outlier nodes [44]. This
strengthens the reliability of our claims regarding FL’s generalization
benefits in distributed HPC systems.

Concretely, we applied the Wilcoxon signed-rank test to compare
baseline and FL-enhanced F1-scores across the five node groups. Across
all learning paradigms and both datasets (D1 and D2), the results con-
firmed statistical significance (p < 0.01), validating the robustness of
FL’s contribution to anomaly detection performance.

4.9. Latent space visualization using t-SNE

To gain deeper insight into how Federated Learning (FL) enhances
internal feature representations, we conducted a qualitative analysis of
the LSTM encoder’s latent space using t-distributed Stochastic Neigh-
bor Embedding (t-SNE). Fig. 7 shows the 2D projections of the high-
dimensional latent vectors produced by LSTM autoencoders under both
non-FL and FL settings.

In the non-FL case, the latent embeddings of normal and anomalous
instances form overlapping clusters, reflecting limited discriminative ca-
pability of the local models. In contrast, FL leads to more compact and
distinctly separated clusters, especially for anomalous instances. This
separation indicates that FL promotes the learning of generalized and
discriminative representations by aggregating information across mul-
tiple nodes.

These observations align with the quantitative improvements in F1-
score and AUC, highlighting the representational advantages gained
through federated collaboration.

Interpretation of latent space visualization. Fig. 7 illustrates the distribu-
tion of normal (blue) and anomalous (red) samples in the latent space of
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the LSTM autoencoder, together with their associated reconstruction er-
rors. We emphasize that the purpose of this visualization is not to show
strict point-level overlap, but rather to highlight that anomalies—while
scattered—tend to occupy peripheral regions where reconstruction error
values are elevated. In contrast, normal points cluster tightly in central
regions of the latent space, where reconstruction errors remain consis-
tently low.

This behavior is desirable for anomaly detection: anomalies natu-
rally diverge from normal clusters due to their irregular temporal dy-
namics, and their separation is reinforced by the elevated reconstruction
error. Thus, latent space separability and reconstruction error provide
two complementary signals that jointly enhance the model’s ability to
distinguish normal and anomalous behavior.

4.10. Deployment feasibility analysis

To assess the practicality of deploying the proposed Federated
Learning (FL)-based anomaly detection framework in real-world high-
performance computing (HPC) environments, we carried out a detailed
analysis focusing on computational efficiency, scalability, and resource
utilization. Although our implementation was tested on a non-HPC
platform, the observed performance strongly suggests production-level
readiness.

Each client model-an LSTM autoencoder representing an individual
HPC node-completed local training in roughly 26 s. A full FL training
round, including server-side aggregation and communication overhead,
required approximately 53 s. Inference latency was consistently low,
averaging 2.4 s for local models and 2.9 s for the global model. These
runtimes demonstrate the framework’s ability to support near real-time
anomaly detection, which is critical for proactive fault mitigation in
mission-critical infrastructures.

Memory and computational demands remained modest, ensuring
compatibility with diverse system configurations. No performance bot-
tlenecks were detected even as the system was scaled to multiple clients.
This lightweight, non-intrusive design aligns well with the operational
constraints of HPC environments, where minimizing overhead is a pri-
ority.

When extended to production-grade clusters—equipped with high-
throughput interconnects and specialized accelerators—the framework is
expected to benefit from lower communication latency and faster con-
vergence. These gains could be further enhanced by techniques such
as hierarchical FL or federated dropout. Moreover, the modular archi-
tecture of the framework enables seamless integration with established
monitoring stacks (e.g., Examon, Nagios), allowing plug-and-play de-
ployment without disrupting existing workflows.

In addition to offline and batch-based inference, the framework can
be extended for streaming anomaly detection, supporting integration
with real-time alerting systems and dynamic resource management. Its
ability to generalize across nodes while requiring only 1.25 weeks of
training data—-a 15-fold reduction compared to conventional methods—
significantly reduces the time-to-deployment, making it suitable even
during the early stages of system commissioning.

Overall, the combination of empirical results, architectural scalabil-
ity, and operational efficiency demonstrates the high feasibility of de-
ploying the proposed framework in both current and future HPC en-
vironments. By offering a strong balance of accuracy, responsiveness,
and deployability, the system presents a practical solution for proactive,
distributed anomaly detection in production-scale computing infrastruc-
tures.

4.11. Computational and communication overhead of federated learning

While Federated Learning (FL) provides important architectural
benefits for distributed anomaly detection—most notably decentralized
training and the avoidance of raw data sharing-its deployment in HPC
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environments requires a careful evaluation of both computational and
communication overheads.

Computational cost. Each client trains a local LSTM autoencoder.
As summarized in Table 3, the architecture is lightweight, consisting
of a small number of LSTM layers and optimized for fast convergence.
On our HPC infrastructure, training a client model for 5 epochs with a
batch size of 128 required, on average, less than 30 s. Even across 1000
communication rounds, the computational load remained well within
acceptable limits, with no evidence of bottlenecks. The choice of com-
pact LSTM autoencoders ensures scalability without straining compute
resources.

Communication cost. In each round, participating nodes transmit
their model updates (weights) to the central server. With approximately
300,000 parameters per model stored in float32, each upload and
download is about 0.6 MB, resulting in 1.2MB per client per round.
With 17 clients, this corresponds to roughly 20 MB of communication
per round. Over 1000 rounds, the total volume reaches approximately
20 GB. Given the high-bandwidth interconnects of Tier-0 HPC systems,
this overhead is modest.

Although communication is generally not the limiting factor in HPC
settings, further reductions are possible through techniques such as up-
date sparsification, model quantization, and client subsampling. While
these were not employed in this study, they represent promising direc-
tions for scaling FL to even larger deployments.

In summary, the proposed FL configuration demonstrates both com-
putational efficiency and manageable communication costs. These re-
sults confirm the feasibility of applying federated anomaly detection in
real HPC environments, supporting its integration into production mon-
itoring pipelines without requiring major architectural modifications or
additional infrastructure.

5. Conclusion

This work presents the first systematic study of Federated Learning
(FL) with LSTM autoencoders for anomaly detection in real-world HPC
systems using time-series telemetry. Using data from the Marconil00
Tier-0 supercomputer, we show that FL substantially improves anomaly
detection performance across unsupervised, semi-supervised, and super-
vised settings—without requiring centralized data collection or access
to labeled anomalies. Our approach achieves an average Fl-score in-
crease from 0.388 to 0.867 and an AUC improvement from 0.334 to
0.808, while reducing the training data requirement by a factor of 15.
These gains are supported by statistical significance testing and rein-
forced through ablation studies.

Beyond raw performance, our analysis highlights the importance of
temporal modeling with LSTM autoencoders and the role of advanced
aggregation strategies in FL. In particular, FedAdagrad and FedAvgM
consistently delivered the best results across different data fractions and
learning modes, ensuring robustness even under conditions of extreme
data scarcity. These findings emphasize the scalability and efficiency of
FL for practical deployment in operational HPC environments.

By enabling decentralized, collaborative training directly on HPC
nodes, this research addresses the dual challenges of data privacy and
distributed system monitoring. It also paves the way for early fault pre-
diction and adaptive monitoring in next-generation supercomputing fa-
cilities.

6. Future work

In future work, we plan to enhance our FL framework by incorporat-
ing explainable Al techniques (e.g., attention mechanisms or SHAP) to
improve the interpretability of anomaly predictions and assist in root-
cause analysis. We also intend to explore personalized federated models
that adapt global knowledge to local node behaviors, potentially im-
proving detection in heterogeneous environments.
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To address rare or low-frequency faults, we plan to investigate fed-
erated transfer learning methods that enable knowledge sharing from
data-rich to data-scarce nodes. Furthermore, we aim to optimize com-
munication efficiency through model compression, sparse updates, and
asynchronous aggregation to support large-scale deployments.

Expanding the data scope to include multimodal sources such as
workload logs and environmental metrics is another avenue we plan
to pursue. This will support broader generalization across diverse HPC
platforms. We also plan to extend our framework with continual learn-
ing capabilities for adapting to system drift without full retraining.

Lastly, we are interested in integrating our models into real-time
monitoring pipelines and evaluating their performance under adversar-
ial settings, where we plan to implement robust and fault-tolerant FL
strategies to ensure reliability in production-grade HPC environments.

While this study demonstrates the effectiveness of LSTMs for tempo-
ral modeling in HPC telemetry, future research would also explore alter-
native architectures such as GRUs, TCNs, and Transformers. These mod-
els capture different temporal dynamics or offer improved efficiency un-
der varying sampling regimes. Incorporating such architectures into the
federated setting represents a promising direction for further work.
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