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Abstract—The dynamic nature of modern wireless networks,
combined with the need for efficient management, has heightened
interest in Software-Defined Networking (SDN). This paper
presents a simulation framework designed to effectively model
SDN in wireless network environments. The framework addresses
key challenges in managing heterogeneous networks, offering a
versatile platform for the development and evaluation of SDN
applications. A key feature of the framework is the integration
of a Digital Twin (DT) module within the SDN controller,
leveraging the controller’s comprehensive view of the network.
This integration allows for real-time construction and updating of
a virtual representation of the network, enhancing the controller’s
decision-making capabilities. By predicting future network states
through a neural network model, the DT facilitates proactive
management strategies, such as routing adjustments and resource
reallocation, which are essential for maintaining optimal network
performance. The paper details the architectural design and
implementation of the framework, including the integration of
Mininet, OMNeT++, and the Ryu controller. Our results demon-
strate the framework’s effectiveness in simulating complex SDN
scenarios and providing detailed analyses of network behavior.

Index Terms—SDN, Wireless Networks, Digital Twin, Simu-
lation Framework, Mininet, Ryu, OMNeT++, Neural Networks

I. INTRODUCTION

In recent years, Software-Defined Networking (SDN) has
revolutionized the management of modern wireless networks.
By decoupling the control plane from the data plane, SDN
provides a centralized and programmable approach to net-
work management, leading to enhanced flexibility, scalabil-
ity, and efficiency. These requirements are especially crucial
for wireless networks, where dynamic and efficient resource
management is essential [1]. Such capabilities become even
more relevant in scenarios involving multi-layered networks,
such as those integrating satellite, aerial, and terrestrial seg-
ments. SDN’s centralized control can provide real-time co-
ordination across diverse network layers [2]. The concept
of Digital Twins (DT) is also gaining significant traction in
various industries, including network management. A DT is
a virtual model of a physical system that allows for real-
time monitoring, predictive maintenance, and optimization.
For wireless networks, DTs can offer comprehensive insights
into network operations, enabling proactive issue resolution
and more effective resource utilization [3], [4]. In multi-layer
network scenarios, a DT can further enhance this coordination,
ensuring seamless connectivity and optimal resource distri-
bution across various network segments. SDN’s centralized

control and programmability make it an ideal candidate for
creating DTs of wireless networks. By continuously monitor-
ing network performance and leveraging real-time data, SDNs
can provide the foundation for accurate and dynamic DTs.
This combination transforms network management, making
it more responsive, predictive, and efficient [5], [6]. Despite
these promising developments, current simulation tools face
significant challenges in accurately simulating SDNs in wire-
less environments. Many existing tools are not adequately
integrated, limiting their ability to provide comprehensive
and realistic simulations [7]. These shortcomings hinder the
effective simulation of SDNs, which is critical for developing
and testing new network solutions.

This paper introduces a novel approach that integrates
a DT into an SDN controller, leveraging the controller’s
comprehensive overview of the network to enable real-time
construction and updating of the DT. The DT utilizes a neural
network model that takes the history of network topology and
node mobility as input to forecast future network states, such
as changes in connectivity. This predictive capability allows
for more advanced network management, enabling the SDN
controller to make informed decisions, such as preemptively
adjusting routing paths and reallocating resources to optimize
network performance and mitigate potential issues before they
arise. To support the study and evaluation of this system in a
wireless environment, we propose a comprehensive simulation
framework that combines Mininet', Ryu?, and OMNeT++>.
Mininet, a network emulator, provides a virtual environment
to model SDN-enabled networks, while OMNeT++, a discrete
event simulator, accurately simulates wireless network behav-
ior, including node mobility and wireless link dynamics. Ryu,
a flexible SDN controller platform, manages the network’s
control plane, enabling the simulation of the interaction be-
tween the SDN controller, switches, and wireless nodes. To-
gether, these tools provide a robust platform for exploring the
impact of the DT on network performance. Key contributions
of this paper include:

o The proposal and implementation of a DT within an SDN
controller, enabled by the controller’s centralized view of
the network. The DT is built using a neural network ar-
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chitecture that combines Convolutional Neural Networks
(CNNs) and Long Short-Term Memory (LSTM) layers to
predict the connectivity of the wireless network, allowing
for real-time monitoring and predictive decision-making.

o The design of a simulation framework that integrates
Mininet, Ryu, and OMNeT++ to model and study the
interaction between the DT and wireless network envi-
ronments, providing insights into the dynamic behavior
of SDN-enabled wireless networks.

o The evaluation of the framework’s performance, includ-
ing the extraction and analysis of key wireless network
metrics such as delay and SDN control overhead. Ad-
ditionally, the performance of the DT is assessed by
evaluating its prediction accuracy and its impact on
network management and optimization.

Our results demonstrate that the proposed framework provides
accurate simulations of SDN-enabled wireless environments.
Additionally, the incorporation of a CNN-LSTM-based DT
within the SDN controller allows for real-time monitoring and
proactive adjustments, resulting in better resource allocation
and reduced network disruptions.

The rest of the paper is structured as follows. Section II re-
views existing simulation tools for SDN and wireless networks
and discusses the application of DT in network management.
Section III presents the system model. Section IV discusses
the DT model, including its neural network architecture and
predictive capabilities. Section V details the implementation of
the framework, highlighting the integration of Mininet, Ryu,
and OMNeT++. Section VI validates the proposed framework
and evaluates the effectiveness of the DT in optimizing net-
work operations. Section VII concludes the work.

II. RELATED WORK

This section explores the existing work relevant to our
proposed framework by reviewing simulation tools used in
SDN and wireless networks and the application of DTs in
network management. The objective is to outline the tools
and technologies that inform our framework and the specific
advancements our approach offers in the context of DT appli-
cations.

Several tools have been developed to simulate SDNs and
wireless networks. Mininet-WiFi, introduced by [8], allows
for the emulation of software-defined wireless networks, pro-
viding a controlled environment for testing SDN solutions.
Similarly, [9] presents SDN-Sim, a system-level simulator that
integrates with SDN to enable detailed network simulations
and performance analysis. OpenNet, developed by [10], facili-
tates the study of SDN-based network management in wireless
local area networks. Additionally, SDN-WISE by [11] offers a
stateful SDN solution for wireless sensor networks, enhancing
network efficiency and scalability. The combination of Mininet
and ns-3, as discussed by [12], addresses the challenges of
emulating SDN environments. Furthermore, [13] compares
various SDN simulators, including Mininet and OPNET, pro-
viding insights into their strengths and limitations. Lastly,
[14] conducts a benchmarking analysis of SDN emulators,

evaluating their performance and suitability for different types
of network research. In addition to these tools, [15] introduces
a flexible simulation framework specifically for distributed
SDN-controller architectures using OMNeT++. This frame-
work allows for evaluating the performance of distributed SDN
controllers, such as Hyperflow and Kandoo, and explores the
trade-offs between resiliency, synchronization, and scalability
in different controller architectures.

DTs have been increasingly applied in network manage-
ment, particularly in wireless networks. [3] introduces the
Relativistic DT (RDT) framework, which addresses the chal-
lenge of deploying DTs in heterogeneous IoT environments.
The RDT framework automatically generates general-purpose
DTs across various IoT entities, regardless of the data formats
and network protocols in use. The relevance of DTs in SDN
environments is discussed in [4], highlighting their potential
to enhance network resilience and performance. Moreover, [6]
emphasizes the role of DTs in the industrial Internet of Things
(IToT), showcasing their benefits in predictive maintenance and
real-time monitoring. [16] explores the use of DTs in software-
defined UAV networks, utilizing queuing models to enhance
network performance and reliability. The application of neural
networks in network monitoring and prediction is also gaining
attention. [17] presents AMoND, an area-controlled mobile
ad-hoc networking framework with DT technology, aiming to
improve network management and efficiency. [18] provides a
comprehensive overview of DT technology in wireless sys-
tems, discussing the taxonomy, challenges, and opportunities.
Furthermore, [19] delves into the construction of DT networks
using SDN and knowledge graphs, highlighting their potential
benefits for network management and optimization.

These studies underscore the potential of DT and advanced
simulation tools to improve network management and opti-
mization. Our proposed framework builds on these insights by
integrating Mininet, Ryu, and OMNeT++ to create a unified
simulation environment for wireless networks. A key innova-
tion of our framework is the utilization of the SDN controller’s
centralized view of the network to construct and maintain an
accurate DT. This centralized knowledge base enables the real-
time creation and updating of the DT, which provides detailed
and predictive insights into network states. This integration not
only facilitates the accurate simulation of SDN controllers and
switches in wireless settings but also significantly enhances
real-time network monitoring, predictive maintenance, and
overall network management efficiency.

III. SYSTEM MODEL

The proliferation of wireless devices, including sensors,
drones, and other IoT devices, demands advanced network
management solutions capable of handling dynamic and com-
plex environments, particularly those involving multi-layered
architectures such as satellite, aerial, and ground segments.
SDN offers a centralized and programmable approach to
network management by decoupling the control plane from
the data plane. To enhance SDN’s capabilities further, we
propose integrating a DT module into the SDN controller,



which provides real-time monitoring and predictive analytics
to optimize network operations.

The proposed framework features a layered architecture that
integrates wireless nodes equipped with SDN switches, an
SDN controller, and a DT module.
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Fig. 1: Conceptual architecture of the proposed framework.

The high-level architecture, illustrated in Figure 1, demon-
strates an application in a Non-Terrestrial Network (NTN) and
is composed of the following components:

o Wireless Nodes (WN): these encompass various devices
such as IoT sensors, mobile nodes, satellites, and drones.
Each node has a layered architecture, with an SDN
switch at the bottom layer enabling programmable control
over network traffic and resource allocation. The user
application layer resides above the switch, running node-
specific applications or services. This separation between
data handling and application functions allows for more
efficient and flexible network management.

e SDN Controller: acting as the central hub for network
management, the SDN controller maintains a global view
of the network state, informed by real-time data from
SDN switches. The DT module, integrated within the
controller, uses this data from the network statistics
module to maintain an up-to-date virtual representation
of the network. By predicting future conditions, such as
congestion or link failures, the DT provides optimization
suggestions to the routing module, enabling the controller
to make proactive adjustments that improve network
performance and stability.

Although Figure 1 illustrates a use case involving satellite,
drone, and ground users typical of non-terrestrial networks,
the system model is adaptable to various wireless network
environments, providing flexibility for a wide range of appli-
cations.

The integration of the DT within the SDN framework
establishes a feedback loop for proactive network manage-
ment. Data collected from wireless nodes is processed by
the DT, which informs the SDN controller’s decisions on
routing, load balancing, and resource allocation. This process
enhances network efficiency and reliability by anticipating and
mitigating potential issues before they affect performance.

IV. PROPOSED DIGITAL TWIN MODEL

The DT model in our simulation framework enhances the
SDN controller by providing predictive insights into future
network states, allowing for proactive network management.
By leveraging real-time data, such as network topology and
traffic patterns, the DT forecasts conditions like congestion or
node failures, enabling the SDN controller to optimize routing
and resource allocation. This section details the neural network
architecture of the DT and presents use cases demonstrating its
impact on network performance optimization. The core of the
DT’s predictive capabilities is a deep neural network designed
to process multiple inputs related to the network’s state and
forecast future connectivity matrices. The architecture of this
neural network is illustrated in Figure 2.
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Fig. 2: Topology of the neural network used in the DT model.
The architecture includes convolutional layers for matrix in-
puts and LSTM layers for sequence processing.

The neural network processes three distinct inputs: the
network’s connectivity matrix, a grid-map of the nodes’ spatial
distribution, and a list of node positions. The model predicts
future connectivity matrices based on these inputs. Here,
we assume that the SDN controller manages a map of size
S'x S square meters and N wireless switches. The architecture
comprises the following components:

o The model takes three inputs: (i) a connectivity matrix
of size N x N representing the network’s connections at
each time step; (ii) a grid-map of size GS x G.S, where
GS = [S/C] with a cell-size granularity of C' meters,
capturing the spatial arrangement of the nodes; and (iii)
a list of the NV node positions, each represented by its x
and y coordinates.

o The connectivity matrix and grid-map are processed by
separate convolutional neural networks (CNNs). Each
matrix is passed through a series of 2D convolution layers
followed by max pooling to extract spatial features. The
CNN outputs are then flattened for further processing.



o The outputs from the CNNs (for both the connectivity
matrix and grid-map) are concatenated with the node
position data. This combined representation integrates the
connectivity structure, spatial layout, and node-specific
information into a single feature vector.

o After the merging step, the feature vector is passed
through Long Short-Term Memory (LSTM) layers to cap-
ture temporal dependencies and forecast future network
states. These layers process the time series data to predict
how the network’s connectivity will evolve.

e The output is a time-distributed dense layer with a
sigmoid activation function, which predicts the future
connectivity matrix for the next forecasted time step.

This architecture allows the DT to accurately predict future
connectivity matrices based on current network conditions,
including the spatial distribution of nodes and their positions
over time. The use of convolutional layers for matrix inputs,
combined with LSTM layers for sequence forecasting, enables
the model to capture both spatial and temporal patterns in the
network. The rationale behind this architecture is to potentially
include matrices related to wireless hop-by-hop metrics such
as RSSI, PDR, delay, and throughput in future work, further
enriching the capabilities and decision-making power of the
SDN controller.

V. SIMULATION FRAMEWORK FOR SDN-ENABLED
OPTIMIZATION OF WIRELESS NETWORKS

In wireless networks, analyzing real-world scenarios can be
challenging due to the difficulty of deploying and managing
large numbers of wireless devices, particularly in complex or
dynamic environments. Studying the scalability and behavior
of wireless networks in such scenarios is often impractical
without a controlled and flexible testing environment. To
address these challenges, simulation frameworks play a crucial
role in enabling researchers to evaluate network performance
and scalability under various conditions without requiring
extensive physical infrastructure. The simulation framework
developed for this study integrates Mininet, OMNeT++, and
Ryu to provide a robust environment for simulating and
optimizing wireless networks. This framework allows for the
simulation of large-scale wireless network topologies and
enables the collection of detailed network state information,
including positional data, which enhances the SDN controller’s
ability to manage the network proactively. This section details
the framework’s architecture and implementation, highlighting
the integration of these tools and the use of custom SDN
messages to enhance network monitoring and management.
The architecture of the proposed simulation framework is
depicted in Figure 3. The framework integrates three primary
components: Mininet, OMNeT++, and the Ryu SDN con-
troller.

o Mininet serves as the emulation environment for the
network’s virtualized infrastructure, creating a fully con-
nected mesh topology of SDN-enabled nodes. Each node
consists of a host that contains the application logic and
an SDN switch. In this topology, all nodes are connected
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Fig. 3: Architecture of the simulation framework.

through virtual links, abstracting the underlying physical
connections. This abstraction allows the SDN controller
to manage the network as if it were fully wired, while
OMNeT++ simulates the actual wireless links and their
behavior.

o OMNeT++ simulates the wireless aspects of the network,
including the dynamic nature of wireless communication
channels, signal propagation, and node mobility. While
Mininet provides the virtual links in a fully connected
topology, OMNeT++ characterizes these links by simu-
lating realistic wireless conditions, such as varying signal
strengths, interference, and data rates. This setup ensures
that the simulated network conditions closely resemble
real-world wireless networks.

o The Ryu SDN controller acts as the network’s central
management system, utilizing its global view to en-
force network policies, manage traffic flows, and allocate
resources. The controller communicates with the SDN
switches in Mininet via the OpenFlow protocol, directing
how data should be forwarded across the network based
on the latest network state information.

An important feature of this framework is that it is built on
the standard OpenFlow protocol, ensuring compatibility with
both simulated and real-world network environments. This
means that, beyond its simulation capabilities, the framework
could be deployed in real-world environments with minimal
modification. The Ryu controller in this setup interacts with
both virtual and real wireless nodes using standard OpenFlow
messages, allowing it to manage real network devices in
the same way as it does in the simulation. This ensures
a straightforward transition from simulation to real-world
implementation.

In addition to standard OpenFlow messages, our framework



extends the OpenFlow protocol with custom SDN messages.
These custom messages are designed to collect additional
information from SDN-enabled switches, such as the geo-
graphic positions of wireless nodes, which is not part of the
standard OpenFlow message set. By embedding these custom
fields within the OpenFlow framework, the system enhances
its ability to monitor and manage network conditions, while
still maintaining compliance with the core OpenFlow protocol.
The custom message workflow includes the following three
steps. (i) Message creation: the SDN controller sends out
custom SDN messages with empty fields to the wireless nodes,
requesting specific data such as node positions. (ii) Data
filling: as these messages are routed through the network, they
pass through OMNeT++. OMNeT++ has detailed simulation
data, including the exact positions of nodes. It intercepts
these messages and fills empty fields with the requested data,
such as node positions. (iii) Data integration: the enriched
messages, now containing the actual data, continue to the
SDN controller. The controller then integrates this information
into its network state database, improving its understanding of
network topology and node dynamics. This approach allows
the SDN controller to maintain a dynamic and accurate model
of the network, which is crucial for optimizing network
performance, particularly in scenarios involving mobility and
varying wireless link conditions.

Implementation Details

The implementation of the proposed simulation framework
required the use of specific tools and techniques to en-
sure seamless interaction between the different components.
Two particular aspects of the implementation are the use of
TUN/TAP interfaces for communication between Mininet and
OMNeT++ and the external deployment of the Ryu SDN
controller. These choices enable efficient message handling
and flexible simulation of wireless environments.

1) TUN/TAP Interface for Communication: To facilitate
communication between Mininet and OMNeT++, we em-
ployed TUN/TAP virtual network interfaces. These interfaces
enable network traffic redirection, allowing Mininet to interact
seamlessly with OMNeT++. The TUN/TAP devices capture
packets from Mininet’s virtual switches and forward them to
OMNeT++ to simulate wireless transmission characteristics.
On the other hand, OMNeT++ can inject packets inside
Mininet, completing the bidirectional flow of data.

2) External Ryu Controller Deployment: The Ryu SDN
controller is deployed on an external server in the proposed
framework. This design choice simplifies the setup and allows
the controller to handle control messages via direct socket
connections, independent of the simulated wireless environ-
ment in OMNeT++. While this separation streamlines the
implementation, it does not fully reflect real-world scenarios
where control messages might traverse the same wireless
links as data traffic. In future work, we plan to incorporate
the transmission of control messages through the simulated
wireless environment. This enhancement will enable the dif-
ferentiation between data and control planes, providing more

accurate modeling of network behaviors and allowing for the
exploration of different quality-of-service strategies for control
and data traffic. The described implementation details not only
support the current functionality of the framework but also lay
the groundwork for future enhancements that will bring the
simulation closer to real-world network operations.

VI. EVALUATION AND RESULTS

In this Section, we evaluate the effectiveness of the proposed
simulation framework and the integrated DT model. The
evaluation is divided into two parts: first, we validate the
framework by analyzing key network performance metrics
such as delay and SDN control overhead, obtained through
simulations of various wireless network scenarios. Second,
we assess the performance of the DT model by evaluating
its predictive accuracy in forecasting network states and its
impact on network management decisions.

A. Validation of the Simulation Framework

To validate the proposed simulation framework and its
capability of capturing essential features of an SDN-enabled
wireless network, we deployed a set of four wireless nodes in
various topologies, including both static and dynamic mobility
scenarios. The static topologies considered were a linear chain
configuration and a 2 x 2 grid configuration. Additionally,
we introduced a dynamic mobility scenario where the nodes
randomly moved within a predefined area of 500 x 500 meters.
In these experiments, the DT’s predictive capabilities for link
failures were not active, allowing for an evaluation focused
solely on the framework’s baseline performance.

The evaluation focused on two key performance metrics:

o End-to-End Delay: This metric measures the time taken
for a data packet to travel from the source node to the
destination node across the network. It provides insight
into the efficiency and responsiveness of the network
under different topological and mobility conditions.

o Frequency of SDN Control Messages: This metric
quantifies the amount of control traffic generated by the
SDN controller to manage the network. It is a critical
factor in understanding the scalability of the network
and the effectiveness of the SDN controller in handling
various network scenarios.

Figure 4a presents the average delay experienced by data
packets in each topology. The static chain topology typi-
cally exhibits lower delays due to the stable and consistent
paths between nodes, while the 2 x 2 grid configuration
also maintains relatively low delays. In contrast, the dynamic
mobility scenario results in significantly higher delays as
nodes move, causing frequent path breaks and necessitating
continuous route recalculations by the SDN controller. Figure
4b illustrates the overhead generated by the SDN controller
in each scenario. The static topologies show relatively stable
overhead levels, with the grid generating slightly more control
messages due to occasional packet losses on the diagonal
links. However, the dynamic mobility scenario results in a
substantially higher overhead, as the controller must frequently
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Fig. 4: Average end-to-end delay and SDN control message overhead for different network topologies and mobility scenarios, respectively in Figure 4a and

Figure 4b.

adapt to the changing network conditions, issuing more control
messages to re-establish routes and maintain network connec-
tivity.

B. Digital Twin Performance Evaluation

To assess the performance of the DT model, we utilized
synthetic data generated by the proposed simulation frame-
work. The SDN controller was responsible for collecting all
the required data, including connectivity matrices and node
positions. This synthetic dataset allowed for a comprehensive
evaluation of the DT’s predictive capabilities under various
network conditions. We conducted simulations with different
numbers of wireless switches equipped with an 802.11b net-
work interface, N, ranging from 5 to 50, with random mass-
mobility within a scenario of size S x S. For the experiments,
we set S = lkm and a cell size C = 10m. We compared
the performance of our proposed neural network architecture,
which includes convolutional layers for spatial inputs, against
a baseline LSTM-only model with a comparable number
of learning parameters. The evaluation focused on two key
metrics: the Fl-score for connectivity matrix prediction and
the F1-score related to accurate routing path predictions. Both
metrics were evaluated by varying the number of wireless
nodes in the network.

1) Connectivity Matrix Prediction: The first evaluation
metric is the Fl-score for predicting the future connectivity
matrix. This metric measures how accurately the DT model
can forecast the network’s future connections based on current
inputs. Figure 5a shows that both models perform well, with
Fl-scores remaining high across varying network sizes. For
networks with a small number of nodes, the LSTM-only
model is similar or slightly outperforms our proposed model.
However, as the number of nodes increases, our proposed
model consistently matches or exceeds the performance of the
LSTM-only model, demonstrating its ability to handle more
complex spatial-temporal data.

2) Routing Path Prediction and Network Stability: The
second evaluation focuses on how well the DT model predicts
routing paths that can be maintained or adjusted based on
accurate predictions of the network’s future state. We define
a prediction as correct when either (i) the actual routing path

is broken, and the DT accurately predicts the necessary path
change, or (ii) there is no break in the routing path, and
the DT correctly predicts that no change is required. This
metric is crucial for understanding the DT’s effectiveness in
preventing unnecessary route recalculations, which can lead
to network instability and performance degradation. Figure
5b illustrates the Fl-score for routing path predictions across
different network sizes. As the number of nodes increases,
the network topologies undergo more frequent changes, which
negatively affects the performance of both models. Despite
this, our proposed model demonstrates superior performance,
especially in larger networks. For a small number of nodes,
the LSTM-only model again is similar or slightly outperforms,
but the gap closes as the node count increases, and our model
consistently handles the increased complexity better. This
result highlights the importance of incorporating spatial data
through convolutional layers, which enhances the DT’s ability
to predict routing paths more accurately in more dynamic
environments.

Overall, these results demonstrate that our proposed neu-
ral network architecture, combining convolutional layers and
LSTM layers, offers a robust solution for predicting both
connectivity matrices and routing paths in increasingly com-
plex wireless network environments. The performance gap
between our model and the LSTM-only baseline increases as
the number of nodes grows, further validating the benefits of
incorporating spatial data into the model.

VII. CONCLUSIONS

This paper presented a novel simulation framework that
integrates Mininet, Ryu, and OMNeT++ to enable the study
and development of Software-Defined Networking (SDN) ap-
plications in wired and wireless environments. The framework
provides a comprehensive platform for simulating complex
network scenarios, making it especially suitable for hetero-
geneous networks. By combining SDN and Digital Twin (DT)
technologies, the framework supports real-time monitoring and
predictive network management, enhancing the controller’s
decision-making capabilities.

One of the framework’s core innovations is the integra-
tion of a DT module within the SDN controller. This DT
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leverages neural network-based predictions to anticipate future
network conditions, allowing the SDN controller to implement
proactive strategies such as preemptive routing and resource
allocation. Our evaluation demonstrates that the DT module
significantly reduces route recalculations and improves overall
network stability, particularly in dynamic environments with
changing topologies. Additionally, the framework’s compati-
bility with standard OpenFlow protocols ensures it can transi-
tion from simulated to real-world environments with minimal
modifications.

Future work will focus on refining the predictive capabilities
of the DT, expanding the framework to support more advanced
network scenarios, and exploring its deployment in real-world
settings.
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