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FRT and access to public services: What acceptable uses in smart cities?

Isadora Neroni Rezende, University of Bologna

Digital technologies are the backbone of the smart city, where local governments rely on diversified solutions to
mafke public services more accessible and efficient. Facial recognition technologies (FRT) are also a popular
option to regulate access to public services. However, using FRT in this domain raises many privacy and data
protection issues, for example, in terms of the legitimate legal basis and proportionality of the processing.
Against this background, this chapter aims to assess what are the legitimate uses of FRT to access public
Services in smart cities. Preliminary, existing applications of the technology are mapped and categorized. In
public service provision, FRT contribute to the efficiency of a service (i.e., by improving crowd flows) or detecting
irregularities (i.e., violations of public facility rules). The legitimacy of such implementations is assessed against
two of the legal bases for biometric processing under the EU General Data Protection Regulation (GDPR):
consent (Art. 9(2)(a) GDPR) and public interest (Art. 9(2)(@g) GDPR). In particular, firstly, I examine
to which extent consent can legitimize FRT use for accessing public services and assess the role of the
proportionality test in such processing vis-a-vis the determinations of data subjects. Secondly, I analyze if the
employment of FRT to control the regular access to and use of services complies with proportionality, in light
of data subjects’ expectations of privacy in public venues. In conclusion, I summarise the findings of the legal
analysis.

1. Introduction

Digital technologies are the backbone of the smart city, where local governments rely on diversified
solutions to make public services more accessible and efficient. For example, Blockchain improves data
privacy and security in e-government and provides greater accountability. Facial recognition technologies
(FRT) are also a popular option to regulate access to public services. In Madrid, for example, Mastercard
partnered with the Empresa Municipal de Transporte EMT to pilot a face recognition ticketing system in
public transportation’. In France and the UK, FRT was used to monitor school attendance and make
payments in canteens? The Irish Department of Social Protection planned to employ the technology to
identify welfare fraud® In the US, instead, FRT systems were installed to monitor entrance in public
housing buildings?, with wortisome implications for residents’ privacy.

The use of facial recognition in the public arena raises a wide range of issues, for instance for
democracy and accountabilitys, since biometric software is mostly developed by private companies, and
its basic functioning is often opaque and prone to discrimination against women and dark-skinned
peoples. These problems are exacerbated by the threats that these technologies pose specifically to privacy
and data protection rights, which are also instrumental in supplying power imbalances between
individuals and government authorities’.

! del Castillo C (2019) Madrid probara el pago con reconocimiento facial en autobuses publicos. elDiario.es.

2 Baudino H (2019) Reconnaissance faciale dans les lycées : la fin justifie-telle les moyens ? numériqueétique.fr; O’Murchu C
(2021) Facial recognition cameras arrive in UK school canteens. Financ. Times.

3 Horgan-Jones (2020).

4 MacMillan D (2023) Eyes on the poor: Cameras, facial recognition watch over public housing. Wash. Post.

5> On the impact of FRT on democracy, see Gentzel (2021); Smith and Miller (2022); Palmiotto and Menéndez Gonzalez
(2023). See also Mobilio in this volume.

¢ Lohr S (2018) Facial Recognition Is Accurate, if You’re a White Guy. N. Y. Times.

7 On the role of privacy and data protection in redressing power asymmetries, see in general Clifford and Ausloos (2018);
Malgieri (2020); De Hert and Gutwirth (2000).



Against this background, this article aims to investigate what are the legitimate uses of FRT to access
public services in smart cities under the European human rights framework on privacy and data
protection. This comprises not only the Charter of Fundamental Rights of the European Union (CFREU)
and relevant EU secondary law and case law, but also the European Convention on Human Rights
(ECHR), as interpreted by the European Court of Human Rights (ECtHR). Before delving into the
analysis, however, some caveats are necessary to clarify the scope and method of the research.

Using FRT in this domain raises many data protection problems, for example, in terms of the
appropriate legal basis and proportionality of the processing. In the EU, data protection authorities
(DPAs) have assessed FRT uses for authentication purposes in relation to consent (Article 9(2)(a)
GDPRS) and public interest (Article 9(2)(g) GDPR)’. In fact, these appear to be the most relevant legal
bases for public authorities to collect personal data in public venues. Concerning the provision of services
by public authorities, the grounds relating to the performance of a contract (Article 6(1)(b) GDPR),
compliance with a legal obligation (Article 6(1)(c) GDPR), the protection of a vital interest of the data
subject or another natural person (Article 6(1)(d) GDPR) do not sit well with a situation where a local
government, while not complying with a strict legal obligation in terms of means, decides to rely
specifically on FRT to manage relationships that have a public (and not private) nature!®. Public
authorities may, under some circumstances, rely on the legitimate interest basis, but not when they act
“in the performance of their tasks” (Article 6(1)(second sentence) GDPR). Therefore, this ground will
not be considered either in relation to the analysis of the provision of public services.

When the processing is based on consent, this is considered “free” only if alternative solutions are
proposed!!, meaning that data subjects should always have the possibility to opt out. Nonetheless, it is
problematic to rely on consent as a legal basis in public spaces'? and in the relations with the public
sector'3. In smart cities, specifically, individuals may not be aware that their data is being collected at all,
especially when such data is gathered by sensors embedded in the infrastructure. Even where the
processing is explicit to the data subject, such as in the case of facial authentication systems, their consent
may not always be considered “freely given” because it might be impacted by external factors like time
constraints and pressure from public authorities. Besides, when data subjects consent to the processing,
they act as the “arbiters” of the underlying value balancing!* and, in this case, this entails that they may
choose freely whether to access public services more speedily with FRT. As we will see, this has important
consequences for the assessment of the proportionality of the processing because it remains unclear to
which extent DPAs may censure the decisions of the data subject.

8 Regulation (EU) 2016/679 of the European Patliament and of the Council of 27 Aptil 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation) (Text with EEA relevance) OJ L 119, 4.5.2016, p. 1-88.

 As outlined by Christakis T et al., Mapping the use of facial recognition in public spaces in Europe - Part. 3: Facial recognition for
anthorisation purposes, 2022.

10 For example, in a case involving the installation of a Wi-fi tracking system in the public streets of the municipality of
Enschede, the Dutch data protection authority (Autoriteit Persongegevens, AP) observed that the only relevant GDPR bases for
collecting personal data in such a context where consent, the performance of a public task, and legitimate interest. See
Autoriteit Persoonsgegevens, Gemeente Enschede, decision of 11 March 2021.

! European Data Protection Boatd, Guidelines 3/2019 on processing of personal data through video devices, 2019, p. 20. This was
highlighted too by the Commission nationale du numérique et des libertés (CNIL), in its decision about the ALICEM project, which
aimed to establish a mobile FRT system to access online administrative services. See Délibération n° 2018-342 du 18 octobre 2018
portant avis sur un projet de décret antorisant la création d’un traitement antomatisé permettant d'anthentifier une identité numérique par voie
Electronique dénommé « Application de lecture de ['identité d’un citoyen en mobilité » (ALICEM) et modifiant le code de l'entrée et du sé¢our des
étrangers et du droit d'asile (demande d'avis n° 18008244), Judgment of 18 October 2018. Non-biometric gates were also set up at
the Molenbeek stadium to identify season ticket holders who did not consent to the 2019-2020 FRT trial.

12 Breuer | et al., Personal data protection in smart cities, 2019, p. 8; Christofi and Wauters, pp. 24-28.

13 Koops (2014), p. 253.

4 Gellert (20106), p. 485.



Conversely, if the processing is based on public interest, as required by Recital 41 GDPR, an additional
legal basis is needed that shall satisfy both “quality of the law” and proportionality requirements. Because
the consent of the data subject is not necessary here, relying on this legal basis seems plausible when the
system is meant to monitor every one of interest in a given area. Therefore, a system of this kind may be
useful to control access to public premises such as public housing buildings, but such indiscriminate
surveillance would hardly reconcile with proportionality requirements, if not in the security domain.

National DPAs have addressed these legal hurdles differently, creating legal ambiguity'>. At the same
time, tech companies are pushing these solutions to the market and could thus profit from this regulatory
uncertainty. To address this problem, this article examines the effect of choosing a specific GDPR basis
for the proportionality assessment of a given FRT processing. The aim is to provide more legal clarity
for data controllers seeking to employ the technology in compliance with EU data protection.

As known, proportionality assessments in data protection are fact-based!® and, methodologically
speaking, this requires contextualizing the analysis and limiting its scope on multiple levels. At the outset,
the investigation focuses only on FRT use to access to public services, while applications in the security
domain (for example, in crime detection or border control) and in schools are excluded!”. Both
applications raise data protection issues of their own and therefore go beyond the scope of this article.
In examining the relevant FRT uses, then, I first consider why the technology is employed to authorize
users to access a public service. The purpose of the processing is a key element in assessing its
proportionality and should thus be taken into account in the analysis. In this respect, FRT seek either (i)
to improve people’s experience or (i) to detect irregularities in service provision. These applications
should be examined separately: face verification systems used to buy tickets or to speed up crowd flows
fall within the first category, while identification systems that control entries to public venues (e.g., public
residences) refer instead to the second iteration. I shall see below how these objectives affect both the
choice of the legal basis of the processing and the subsequent proportionality assessment.

Furthermore, a contextual approach also imposes to consider not only sow FRT is used but also where,
given that each setting where a given technology is deployed features specific normative elements that
may impact the legal assessment. In this article, I address only applications used in (i) smart cities azd (ii)
in public places. This choice entails further preliminary considerations.

Concerning the first aspect, embracing a specific conception of the smart city plays a crucial role in
setting the stage for the analysis. Certainly, there is no agreed definition of what “smart cities” are, least
of all, in the legal domain!®. The core idea behind this notion is using technologies to increase efficiency
and sustainability in cities, as well as citizens’ quality of life!?. However, on the normative level, there are
diverging approaches as to how technologies shall be used to attain these objectives. In particular, there
is a tension between zechnology-driven and human-driven conceptions of smart cities’. The former relies on
the assumption that technologies alone can solve any challenge that cities face, with big corporations
sponsoring technical solutions with a top-down approach and ignoring political, social, and cultural
factors?l. Instead, the latter focuses on the city as a political construct and looks at technologies as a

15 Christakis T et al., Mapping the use of facial recognition in public spaces in Eurgpe - Part. 3: Facial recognition for authorisation purposes,
2022.

16 European Data Protection Supervisor, EDPS Guidelines on assessing the proportionality of measures that limit the fundamental rights to
privacy and to the protection of personal data, 19 December 2019, p. 11.

17 For examples of FRT use in law enforcement and legal implications, see the contributions of Levantino and Jasserand in
this volume, or if you wish, Neroni Rezende (2022); Neroni Rezende (2020).

18 Albino et al. (2015); Cocchia (2014); Kummitha and Crutzen (2017).

19 Cardullo and Kitchin (2019), p. 815; Vanolo (2013), pp. 888—889.

20 Ziosi et al. (2022).

2! Cardullo and Kitchin (2019); Hollands (2008).



means to reach broader societal goals?2, meaning that smart projects are implemented with a bottom-up
approach that considers both wider societal effects and citizens’ human rights?.

For the purposes of this analysis, both outlooks express a specific equilibrium of values, which may
affect the perspective taken in the proportionality assessments in data protection. For instance, the
technology-driven approach prioritizes the need for innovation and economic attractiveness in the city but
may also lead to a careless implementation of FRT technologies to the detriment of privacy and data
protection rights. On the opposite, the buman-driven conception values such instances while also resulting
in a too-restrictive approach to FRT. Against this backdrop, in this analysis, I will combine elements of
both conceptions to resolve some interpretative hurdles. From zechnology-driven approaches, 1 draw the
emphasis on the need for innovation in the urban environment, which entails that no technology
application — including FRT — should be rejected a priors in smart cities. At the same time, however, the
human-driven approach requires keeping privacy and data protection rights, as well as the opinions of data
subjects, at the forefront when implementing smart city projects?*. This entails also avoiding top-down
and paternalistic approaches, especially when data subjects can express their view on the legitimacy of
the processing.

About the second aspect, deploying FRT in public places? raises specific challenges because such
venues have always played a crucial role in cities? as they create room for political expression in liberal
democracies, social integration, and identity-building?’. Nonetheless, not all public places are alike: for
example, airports and public squares do not raise the same privacy expectations or risks for public order2.
Therefore, the specific nature and function of the place where FRT is deployed shall be another key
element in the legal analysis, as we will see specifically in section three.

Given these caveats, the article is structured as follows. In section two, 1 examine to which extent
consent can legitimize FRT use for accessing public services and assess the role of the proportionality
assessment in such processing vis-a-vis the determinations of data subjects. In section three instead, 1
analyze if the employment of FRT to control the regular access to and use of services complies with
proportionality, in light of data subjects’ expectations of privacy in public venues. In section four, I
summarise the findings of the legal analysis.

2. FRT and consent to improve service flow

EU DPAs have consistently found that consent is often the right legal basis for FRT processing to access
a public service. In EU data protection law, Article 4(11) GDPR defines consent as “any freely given,
specific, informed and unambiguous indication of the data subject’s wishes by which he or she, by a
statement or by a clear affirmative action, signifies agreement to the processing of personal data relating

22 De Waal (2017).

23 Kitchin et al. (2019).

2 Christofi et al. (2022).

25 Although the terms “space” and “place” are often used interchangeably, it should be kept in mind that there is semantic
difference the two, as clarified in human geography and other scholarly disciplines Koops and Galic (2017).. On the one hand,
in fact, “space” has a rather naturalistic and empirical connotation and shall be defined as the “backdrop against which human
behaviour is played”, as put it by Hubbard and Kitchin (2011), p. 4. On the other hand, a “place” is any “weaningfu/ location”
Altman and Zube (1989), p. 2; Cresswell (2004), p. 7., that is “a distinctive (and more-or-less bounded) type of space which is
defined by (and constructed in terms of) the lived experiences of people” (Hubbard and Kitchin (2011), p. 6.).

26 Madanipour (2003).

27 Regan (2015).

28 Ashworth and Zedner (2014), p. 130.



to him or her.”?. When FRT is used to manage access to a public service, then, the data subject must
have a back-up solution allowing to access the service without the intermediation of the technology, as
submitting biometric data to public administration must be a voluntary choice of the individual. Only if
users have an alternative, their consent can be considered genuinely “free”.

In the smart city context, this legal requirement does not pose particular issues, as controllers in the
EU usually demonstrate that they have implemented alternative options*. However, as shown below,
other issues remain unsolved. In particular, relying on this legal basis may be problematic to assess (i) the
coherence of consent with the actual purpose of the processing, raising issues for the specificity of the
wishes expressed by the data subject (ii) the authenticity of consent, and (iii) its relationship with the
proportionality assessment. For each of these problems, some possible mitigation measures are
suggested.

Concerning the first problem, using FRT for authentication purposes logically serves the objective of
improving service experience. Face recognition makes identity verification more seamless but only for
those that accept such a processing. In smart cities, FRT could thus facilitate the purchase of tickets on
public transport or speed up queues in public venues such as airports or postal services. Nonetheless,
there are some grey areas, like border control, where it is not clear if the processing should still be based
on consent or rather on public interest. In France, for example, EU citizens in airports and stations may
voluntarily use the PARAFE biometric system to authenticate themselves while crossing borders3!. The
basis chosen for this processing is consent while its purpose is defined in Article R. 232-6 of the French
Code of Internal Security, which provides that PARAFE “is intended, for woluntary air, sea and rail
travellers, to zmprove and facilitate police controls at external borders”2 In this context, the legal basis does
not seem to grasp all the objectives of the operation, which exceed providing more comfort to travelers
but have public interest (or even law enforcement purposes)®. This ambiguity is further highlighted by
the fact that, while the processing is grounded on data subjects’ consent, it still needs an additional legal
basis as it were based only on a public interest or law enforcement ground. In fact, foreseeability reasons
impose that when authorities use FRT in public, the sensitive nature of processing and the context of
application require that the operation is grounded in a clear and accessible law3* which clarifies — inter
alia — the voluntary participation in the processing. To satisfy the requirement of specific consent,
however, the legal basis shall clearly inform individuals of the possible reuses of the data in other domains,
in such a way that they fully understand all the consequences (and dangers) of submitting their biometric
data.

Secondly, selecting consent as the legal basis for data processing in public is problematic for assessing
the authenticity of data subjects’ choices. In smart cities, FRT could simplify many activities for citizens
leading a hectic lifestyle, allowing for example to buy tickets on public transportation or speed up queues
in postal services and any other venue where identity verification is mandatory. Nonetheless, data subjects
may not really understand the dynamics underlying the processing of their biometric data in such
circumstances. It is unavoidable indeed that tension exists between improving services and making sure

2 For an analysis of the requirements of consent in EU data protection, see Article 29 Data Protection Working Party, Opinion
15/2011 on the definition of consent, 2011; European Data Protection Boatd, Guidelines 05/2020 on consent under Regulation
2016/679, 2020; Kosta (2013); Kotschy (2020). .

30 Christakis T et al., Mapping the use of facial recognition in public spaces in Europe - Part. 3: Facial recognition for authorisation purposes,
2022, p. 13.

3 Ibid., p. 16.

32 Emphasis added.

33 Contra Christakis T et al., Mapping the use of facial recognition in public spaces in Europe - Part. 3: Facial recognition for authorisation
purposes, 2022, p. 16.

34 Christofi and Wauters, p. 50.



informed consent is granted: the more the information about the processing is accurate and lengthy, the
more time-consuming authentication becomes. It is true that, differently from data collection by
sensors®, citizens may choose to opt out of FRT processing. However, this may come at the cost of
losing precious time, meaning that people may agree to go on with FRT authentication for convenience
reasons but without a full understanding of its implications. One solution to this problem could be
“anticipating” the provision of information in various ways. For instance, pre-enrolment in an FRT
authentication program should require assimilating background information (e.g., through small videos)
a significant timeframe before the processing?. Likewise, public-facing initiatives could also assist public
authorities in educating citizens on the implications of FRT and may be crucial for the future success of
FRT initiatives. In fact, as shown by Alphabet’s Sidewalk Labs experience in Toronto?, keeping citizens
in the dark about the key features of smart city projects may cause public backlash and ultimately lead to
their failure.

Even where consent is the right legal basis and is genuinely given by the data subject, a third problem
arises with regard to the extent of the proportionality assessment. It is unclear whether and to which
extent DPAs can censure the proportionality of the processing when data subjects have already assessed
its means and purpose on their own. Any intrusion in this evaluation might conceal paternalistic attitudes
and have problematic implications in smart cities, where patronizing attitudes toward the use of
technologies are widespread®. Thus, in order to maximise user consent, it can be argued that DPAs
should refrain from strictly assessing the legitimacy of FRT uses in relation to their purposes, thus leaving
individuals the choice of whether or not to rely on the technology, even for trivial objectives (e.g.
convenience). Conversely, DPAs should retain more discretion in assessing the zeans of FRT processing,
ensuring that it remains within the limits of what is strictly necessary. Both aspects are examined below.

About the purpose of the processing, one could wonder whether using FRT at all merely to improve
public services is acceptable in smart cities. In data protection, the Court of Justice of the European
Union (CJEU) has considered that fostering performance in the public sector is a legitimate goal for the
processing®. In the commercial domain as well, the French and Belgian DPAs have accepted that using
FRT to achieve user comfort can meet the strict necessity test*. This could have ramifications for smart
cities too, although in a context where public and private (i.e., economic) objectives overlap, as urban
services are often delivered with public-private partnerships (PPPs)#'. In this context, indeed, DPAs seem
to follow a similar approach even where the use of the technology in public places has strong commercial
connotations*2. This could translate also for the use of FRT for authentication purposes, where citizens

3 Ibid., pp. 24-25; Kitchin (2016), p. 9.

36 A similar solution was proposed in relation to IoT sensors collecting data in public places. In particular, it was suggested
that smart city services may equip lampposts and trams with QR codes redirecting data subjects to privacy policies or
information campaigns. However, it is dubious whether individuals would dedicate time to read them while rushing to work
or to buy groceries, as suggested by Christofi and Wauters, p. 27., that is why it would be important to anticipate somehow
the provision of such information.

37 Goodman and Powles (2019).

38 Ranchordas (2020).

3 Cf. Judgment in Heing Huber v Bundesrepublife Dentschland, C-524/06 ECLL:EU:C:2008:724, §62.

40 This was the case in the Molenbeck stadium trial and in the MONA project, see Christakis T et al., Mapping the use of facial
recognition in public spaces in Europe - Part. 3: Facial recognition for anthorisation purposes, 2022, pp. 25—26., mentioned above. For more
on the strict necessity test, see Jasserand Chapter.

# On PPPs, see Savas (2000); Vutsova (2014).

42 This emerged, for instance, in a case where the company JCDecaux France lodged an authorisation request before the CNIL
to implement a Wi-Fi tracking system in the esplanade of La Défence to measure pedestrian fluxes in the square. The project
aimed at optimising the prices to promote adverts on the billboards in the esplanade, but it had public implications too, as the
billboards also displayed messages for the public and were installed in a public place. In its decision, the CNIL recognized the
legitimacy of the economic goals pursued by JCDecanx France. See Délibération n° 2015-255 du 16 juillet 2015 refusant la mise en



consent to the biometric processing in the framework of public services provided by private actors
according to their corporate logic. In this way, however, citizens may be increasingly treated as consumers
who experience different levels of services depending on how much data they decide to provide to the
administration. Therefore, there might emerge legal and societal issues on the accessibility and quality of
public services®, which compels public authorities to remain attentive to the collective implications of
introducing such technologies to access public services. Specifically, they shall ensure that FRT simply
enhances performance but does not affect the core service for those who do not consent to biometric
processing. Again, to achieve more legitimacy at the collective level, these issues should be discussed
within the citizenship, for instance, through participatory data protection impact assessments (DPIAs).
In fact, Article 35(9) GDPR provides that “[w]here appropriate, the controller shall seek the views of
data subjects or their representatives on the intended processing, without prejudice to the protection of
commercial or public interests or the security of processing operations”. Although this provision leaves
wide discretion to the controllers in deciding whether to carry out participatory DPIAs#, the Belgian
DPA has indicated that involving data subjects may not be entirely optional: the nature, context, scope,
and purpose of the processing could make the consultation necessary*, although no further guidelines
were given on the modalities of such an initiative. Participatory DPIAs may be a tool for controllers to
be more transparent about the implications of the processing, understand data subjects’ potential
concerns?, and examine all possible risks through the inputs of different segments of the population*,
thus vesting the technology with greater democratic legitimacy*. Thus, in smart cities, participatory
DPIAs may serve not only to inform citizens of the technical features of the FRT but also of their impact
on the accessibility of services. For instance, public authorities may address citizens’ concerns by showing,
preventively, that core service levels will not be affected for those who will not consent to the processing.

Conversely, proportionality should be strictly assessed when it comes to the zeans of the processing™.
Specifically, this could be disproportionate if the processing involves people ozher than those who have
consented. The EDPB stressed indeed that facial recognition checkpoints should be separated clearly,
for example, by positioning them in gantries and avoiding that biometric templates of non-consenting
people are collecteds!. Nonetheless, this requirement could make FRT authentication difficult in crowded
venues, such as public transportation or squares, where other people’s faces could easily be captured. In
compliance with the privacy-by-design and privacy-by-defanit principles (Article 25 GDPR), such issues shall
be addressed by private and public actors in the design phase of the project.

oeuvre par la société [CDecanx d’un traitement antomatisé de données a caractére personnel ayant ponr finalité de tester une méthodologie d’estimation
quantitative des flux: pictons sur la dalle de La Défense (demande d’antorisation n° 1833589).

4 On this issue, see Ranchordas (2018).

# Christofi et al. (2022), p. 504.

4 Commission de la Protection de la Vie Privée (CPVP) (2018), §82.

4 Irish Data Protection Commission, Guide to Data Protection Impact Assessments (DPLAs), 2019, p. 13; Agencia espafiola de
proteccion datos, Gestidn del riesgo y evaluacion de impacto en tratamientos de datos personales, 2019, p. 149.

47 Irish Data Protection Commission, Guide to Data Protection Impact Assessments (DPLAs), 2019, p. 13; Agencia espafiola de
proteccion datos, Gestidn del riesgo y evaluacion de impacto en tratamientos de datos personales, 2019, p. 149.

4 Commission de la Protection de la Vie Privée, Recommandation d'initiative concernant l'analyse d'impact relative a la protection des
données et la consultation préalable, (CO-AR-2018-001)., §82.

4 On the relationship between FRT and democracy values, see Mobilio’s chapter in this volume.

50 Christakis T et al., Mapping the use of facial recognition in public spaces in Europe - Part. 3: Facial recognition for anthorisation purposes,
2022, p. 27.

51 BEuropean Data Protection Board, Guidelines 3/ 2019 on processing of personal data throngh video devices, 2019, p. 20.



3. FRT and public interest to detect irregularities in service provision

Sometimes FRT is used for surveillance purposes beyond the law enforcement domain, such as to
detect irregularities or little misbehavior in public facilities. In the US, for example, governments install
facial recognition systems in public housing to spot violations of housing ruless2. These aim to identify
those who host guests overnight or misuse common facilities, like laundries, and identification could lead
to negative consequences, such as fines or denied welfare benefits. In smart cities, we could imagine that
biometric identification could be used to detect people who toss trash in parks and streets or do not
respect recycling rules. In China, for example, FRT's are employed to identify and fine those who commit
jaywalking, although such use would hardly be allowed in the EU under the new rules regulating artificial
intelligence.

Because in this case people do not consent to the biometric processing, the legal basis for such
operation shall be public interest (Article 9(2)(g) GDPR). The proportionality assessment thus plays a
crucial role when scrutinizing the legitimacy of the processing. As laid down in Article 52 CFREU, the
proportionality assessment first requires that a measure limiting fundamental rights is provided by the
law and genuinely meets objectives of general interests recognized by the Union or the need to protect
the rights and freedoms of others. The measure must also respect the essence of the rights, and be both
necessary and proportionate to the objectives pursueds.

To establish whether the deployment of FRT to detect irregularities in public services may be
proportionate under a public interest basis, I consider the case of such technologies applied to control
the use of facilities in public housing where access is restricted to residents only. A preliminary issue to
be examined is whether the right to privacy applies to this specific context® and, if so, what is the
seriousness of the interference.

In relation to this problem, a relevant factor to take into account is whether the interference occurs in
a public or private setting>. In the urban geography and privacy scholarship, the separation between
public and private places does not revolve around the ownership regime of a given location but its
accessibility by individualss. Therefore, even if a space — for example, a shopping center — is privately
owned, it should still be considered a public place if it is freely accessible by everyone. Conversely,
individuals may claim to have an expectation of privacy in their offices, even if these are located in publicly

52 MacMillan D (2023) Eyes on the poor: Cameras, facial recognition watch over public housing. Wash. Post.

5 Cf. Art. 5(1)(h) and (2-8) of the Regulation of the European Parliament and of the Council on laying down harmonised
rules on Artificial Intelligence (Artificial Intelligence Act) and amending certain Union Legislative Acts (COM(2021)0206 —
C9-0146/2021 — 2021/0106(COD)), as adopted in the European Patliament legislative resolution of 13 March 2024.

5 EU data protection authorities have published studies to guide on the right interpretation of the essence of the right criterion
Gonzélez Fuster G, Study on the essence of the fundamental rights to privacy and to protection of personal data, EDPS 2021/0932, Decembet
2022., the necessity European Data Protection Supervisor, Assessing the necessity of measures that limit the fundamental right to the
protection of personal data: A Toeolkit, 11 April 2017., and the proportionality test European Data Protection Supervisor, EDPS
Guidelines on assessing the proportionality of measures that limit the fundamental rights to privacy and to the protection of personal data, 19
December 2019. On technical solutions to make FRT compliant with the proportionality principle, see Menéndez in this
volume.

5 Conversely, as argued by Edwatrds (2016), p. 40., data protection law is not affected by “any crucial private/public
distinction”. Moreover, whether this application would be permissible under the Al Act, is different issue. Article 5 of the
Regulation bans this practice only where carried out in a ‘publicly accessible space and for law enforcement purposes, unless
the specific conditions of paragraphs (2-7) apply. Recital 19 of the Regulation clarifies the notion of ‘publicly accessible space’
in similar terms as the scholarship outlined above. In particular, a space shall be considered publicly accessible if, regardless
of its ownership regime, it can be accessed by an “undetermined number of natural persons”. Because in the example proposed
the buildings are not accessible by an indeterminate number of people, the deployment of an identification system shall not
be considered to be per se against the Regulation.

5 Since classical times, people have perceived the existence of a dividing line between the public and private (Westin, 2018
original work of 1967) and, in the privacy domain, the separation between private and public places is still one of the most
relevant for establishing the mechanisms of it legal protection Koops et al. (2017).
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owned premises like university buildings. In fact, there might be cases where there is an overlap between
the public and private nature of the space, such as in publicly accessible places such as cafés and
restaurants, where people may engage in private activities by retreating into their mental bubbles or having
private conversations with friends®. Similar semi-private zones also include closed-off spaces where
individuals may have some expectation of secrecy or discretion, such as in toilets, changing cubicles, hotel
or hospital rooms, and library desks®.

In the case under consideration, the common facilities (e.g., the laundry and the garden) of a public
housing building are an example of a space where both private and public elements converge. Such
facilities are located in a closed-off space where users may expect to carry out their chores or spend their
free time privately, away from the eyes of non-residents. However, the level of secrecy experienced in
these venues is not as high as that of the home, because the facilities are likely located in an open space
within the infrastructure to be shared with the rest of the residents, who might thus intrude on each
other’s private activities. Moreover, there is also a public interest in the right management of such facilities
as far as energy consumption and facility deterioration are concerned, as the infrastructure is publicly
funded. Therefore, while residents may expect to have some expectation of privacy in such venues, these
cannot be considered very high.

We shall see how such expectations are assessed in the European human rights framework, and what
is their impact on the proportionality assessment, by relying on the theory of reasonable expectations of
privacy endorsed by the ECtHR.

When the applicant claims that a privacy violation occurred in public, Strasbourg relies on the
reasonable expectations of privacy test to establish if, in that specific case, Article 8 of the Convention
applies beyond the strict boundaries of the ‘home’®. The concept of reasonable expectations of privacy,
although elaborated in the jurisprudence of the United States Supreme Court, has also been integrated
into the case law of the ECtHRS!. The Court acknowledges that there is “a zone of interaction of a person
with others, even in a public context, which may fall within the scope of ‘private life”’¢2. The right to live
a ‘private social life’ extends to a variety of public settings, including the workplace: for example, in_Antovic
and Mirkovié v. Montenegro, the Court contended that two professors could claim an expectation of privacy
against the video surveillance carried out at their university, as this represented a place “where they not
only [taught] students, but also interact[ed] with them, thus developing mutual relations and constructing
their social identity”¢.

Although the reasonable expectation of privacy test is not carried out consistently, a review of the
relevant case law highlights that the ECtHR usually relies on a set of criteria to assess the seriousness of
the interference in public, such as: the relevant regulatory framework (e.g., legal rules, principles,
workplace instructions, acceptable uses of the data); the characteristics of the individual targeted by the
surveillance; the activity intercepted by the operation; the means of employed in the surveillance, as far
as they are relevant for how the data will further be used; the place and time of surveillance.

58 Koops (2018), pp. 647-648.

5 Ibid., pp. 643—644.

0 See, e.g., ECtHR, Peck v. the United Kingdom, judgment of 28 January 2003, App. no. 44647/98, §58; ECtHR, 5 September
2017, Barbulescu v. Romania, App. no. 61496/08, §73; ECtHR, Benedik v. S lovenia, judgment of 24 April 2018, App. no. 62357/14,
§101; ECtHR, Ldpez Ribalda and Others v. Spain, judgment of 17 October 2019, App. nos. 1874/13 and 8567/13, §89.

W BECtHR, P.G. and ]. H. v. United Kingdom, judgment of 25 September 2001, App. no. 44787/98, §56; ECtHR, Peck v. the United
Kingdom, §57. In the US context, compare USSC, Katz v. United States, 389 U.S. 347, 351 (1967) and Carpenter v. United States, 585
U.S._(2018).

2 BECtHR, P.G. and ]. H. v. United Kingdom, judgment of 25 September 2001, App. no. 44787/98, §56; ECtHR, Peck v. the United
Kingdom, §57.

03 ECtHR, Antovié and Mirkovié v. Montenegro, judgment of 28 February 2018, App. no. 70838/13, §44.



For instance, concerning the relevant legal framework, the instructions given by the employer about
the surveillance carried out in the workplace are relevant to determine the level of privacy expectationst,
although they cannot exclude the applicability of the right to privacy altogether®. Public figures do not
enjoy the same expectations of privacy in public, while people in a situation of vulnerability, such as in
Peck, might claim a higher level of protections. The Court also considers the public or private nature of
the activity subject to surveillance, downsizing — or sometimes even excludings’ — privacy expectations
when the actions do not bear any intimate nature. For example, in the Grand Chamber judgment Lgpez-
Ribalda and Others v. Spain, the Court assessed the legitimacy of a covert video surveillance system
implemented in a supermarket. When assessing the level of privacy expectations of the employees, the
Court observed that a “supermarket [...] was open to the public and [...] the activities filmed there,
namely the taking of payments for purchases by the customers, were not of an intimate or private nature.
Their expectation as to the protection of their private life was thus necessarily limited”s. This assessment
suggests that also the physical features of the space where the surveillance occurs are relevant in the test,
as further argued by the Court: “[The expectation of privacy] is very high in places which are private by
nature, such as toilets or cloakrooms, where heightened protection, or even a complete ban on video-
surveillance, is justified [...]. It remains high in closed working areas such as offices. It is manifestly lower
in places that are visible or accessible to colleagues or, as in the present case, to the general public”®. As
for the means of surveillance, Strasbourg arguably tends to take a neutral approach, making no distinction
between surveillance through analogical and digital means. What seems to be relevant is whether the
technologies used rely on the (automated) processing of personal data and if they can generate a
permanent record of the operations™. In Glukhin, specifically, the ECtHR found that privacy
considerations arise especially when a person’s picture is captured by the camera, as the image represents
one of the chief attributes of the personality’. For an interference with privacy to arise, however, it might
also be necessary that the data is further used to identify the target of surveillance. This emerged, for
instance, in Fried/, where the Commission excluded that the applicant’s right to private life had been at
stake because police forces had never taken the initiative to identify him from his photographs™.

Continuing with the example proposed, it is important to highlight that, although public housing
regulations may forbid the presence of non-residents or the unreasonable use of common facilities, such
rules cannot reduce to zero the privacy expectations of the residents in relation to their social interactions
and daily chores. Activities such as doing the laundry or spending free time with friends still bear a private
nature with regard to the other residents and public administrators, even if they are carried out in open
spaces within the infrastructure. Moreover, it should be underlined that, although there is a public interest

04 Cf. ECtHR, 25 June 1997, Halford v. United Kingdom, App. no. 20605/92, §45; ECtHR, 3 Aptil 2007, Copland v. United Kingdom,
App. no. 62617/00, §42; ECtHR, Barbulescu v. Romania, §78; ECtHR, Ldpez Ribalda and Others v. Spain, §93; ECtHR, Akblyustin
v. Russia, §39.

% Cf. ECtHR, Bdrbulescu v. Romania, §80; ECtHR, Antovié and Mirkovi v. Montenegro, §44.

% BECtHR, Peck v. the United Kingdom, §62.

o7 Cf. ECommHR, 19 May 1994, Fried/ v. Austria, App. no. 15225/89 (referred to the participation to anti-government
demonstration) and ECtHR, 24 November 2009, Friend and Others v. United Kingdom, App. nos. 16072/06 and 27809/08, §43
(referred to the case of a fox hunt carried out in open fields).

8 BECtHR, Ldpez Ribalda and Others v. Spain, §89.

9 ECtHR, Ldpeg Ribalda and Others v. Spain, §125.

0 ECtHR, Perry v. United Kingdom, §38; ECtHR, P.G. and J. H. v. United Kingdom, §57; ECtHR, Peck v. the United Kingdons, §59
(and cited jurisprudence).

" ECtHR, Glukhbin v. Russia, judgement of 4 July 2023, App. no. 11519/20, §66, commented by Neroni Rezende (2023);
Palmiotto and Menéndez Gonzalez (2023).

2 BECtHR, Perry v. United Kingdom, §38; ECtHR, Leander v. Sweden, judgment of 26 March 1987, App. no. 9248/81, §48; ECtHR,
16 Februatry 2000, Amann v. Switzerland, App. no. 27798/95, §§65-67; ECtHR, 4 May 2000, Rofaru v. Romania, App. no.
28341/95, §§43-44.
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in the right management of the facilities, these do not raise the same concerns as high-risk areas like
airports, stations, and other overcrowded venues. Surveillance in public housing may also systematically
target people belonging to the poorest segments of the population, who could be further penalized due
to the violation of housing rules.

Against this background, the interference with privacy rights shall be considered serious and calls for
a strict approach in the proportionality assessment.

Under the proportionality principle, biometric processing of several non-consenting individuals would
not be justified only to detect minor irregularities and improve resource management in public housing
facilities. At the outset, it might be difficult to assess whether such interference violates the essence of
the residents’ privacy rights, as this requirement is assessed only on a case-by-case basis by the CJEU™,
and was never analyzed in this context. It may be argued that, as long as the interference occurs in a semi-
public setting and not within a fully private space, this might not violate the essence of the right to privacy
of those involved. Regardless of the outcome of this first evaluation, however, the lack of proportionality
of FRT surveillance in this context emerges with the other requirements of the test. In fact, even
admitting that FRT is an appropriate means to attain the public interest pursued, the processing would
fall short of the strict necessity and proportionality s#icto sensu requirements, as argued below.

Concerning the first aspect, to argue that FRT is strictly necessary, public authorities should
demonstrate that CCTV surveillance, as well as other tracking instruments like RFID cards, are not
enough to address entry control and efficiency needs in resource management. Likely, it would be difficult
to provide such evidence in restricted environments like public housing facilities, where residents are
registered and known to the administrators. Such venues do pose the same risks as unrestricted
environments, where security needs may require identifying people in large crowds. Moreover, in terms
of strict proportionality, a human-rights approach to the smart city would require prioritizing fundamental
rights in the balancing between privacy expectations and the need for efficiency. For instance, for an
identification system to work, a centralized database of residents’ pictures would have to be created and
fed to the machine. Arguably, such invasive surveillance would be disproportionate if used only to
detecting minor misbehavior. In addition, an identification system may disproportionally target
vulnerable people, like the poor, the undereducated, the homeless, and those belonging to ethnic
minorities, who might be overrepresented in similar venues. As known indeed, FRT performs badly with
women and people of colot”, posing a significant risk of discrimination that may not be counterbalanced
by the public interest pursued.

In conclusion, differently from the examples shown in section two, the use of FRT to regulate access
to public services would hardly reconcile with proportionality when the surveillance pursues a public
interest beyond the law enforcement domain. Overall, then, this analysis suggests that FRT may be
implemented very differently in smart city scenarios and that the assessment of its legitimacy should be

molded accordingly.

4. Conclusions

This article aimed to shed light on the legitimate uses of FRT to access public services. The context
chosen for the analysis was the human-rights smart city, which aims to reproduce an adequate balance of
values between innovation needs and fundamental rights like privacy and data protection. The assessment

74 Brkan (2018); Gonzalez Fuster G, Study on the essence of the fundamental rights to privacy and to protection of personal data, EDPS
2021/0932, December 2022, p. 8; Ojanen (2016), p. 326. Conversely, this requitement is not mentioned in Art. 8(2) ECHR
and is rarely used by the ECtHR.
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further considered how FRT contribute to the efficiency of a service, i.e., by improving crowd flows or
detecting irregularities. From a data protection perspective, this choice affects the legal basis and
subsequent proportionality assessment. The analysis conducted highlights that FRT can be leveraged only
to improve the “customer experience” of those who agree with the processing. This, however, does not
exempt smart city bodies from all responsibilities. These should continue to make efforts to gather
meaningful consent and exclude the fortuitous collection of other biometric templates. Conversely, using
FRT to detect irregularities in welfare services imposes a stricter proportionality assessment that excludes
its legitimacy in democratic societies. Ultimately, it seems that such initiatives implement surveillance
mechanisms that are incompatible with the human-rights approach to the smart city.
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