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digitization of society and the proliferation of connected 
devices, such as those in the Internet of Things (IoT), are 
fueling unprecedented volumes of data generation. These 
vast datasets are foundational for training effective Machine 
Learning (ML) models [1]. However, conventional ML 
approaches typically rely on data centralization, requiring 
sensitive information to be transferred to centralized serv-
ers. This practice introduces major privacy risks, including 
the potential for data leaks or misuse.

To mitigate such concerns, Federated Learning (FL) has 
emerged as a compelling alternative. FL enables multiple 
clients to collaboratively train a shared ML model without 
exposing their local data to any external entity [2]. In this 
decentralized setup, each client performs local training on 
its private dataset and transmits only the resulting model 
updates (e.g., gradients or weights) to a central aggregator, 
which constructs the global model.

In this setting, clients may seek to verify that their con-
tributions were indeed included in the aggregation pro-
cess. Membership verification mechanisms serve multiple 
purposes: (i) they promote fairness, ensuring that all par-
ticipating clients are treated equally and that no updates 

1  Introduction

Privacy-preserving distributed learning paradigms are gain-
ing significant traction thanks to their ability to collabora-
tively train models without exposing raw data. This shift is 
particularly relevant in today’s landscape, where the rapid 
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Abstract
In Federated Learning (FL) clients collaboratively train a Machine Learning (ML) model by sharing updates computed 
over their private data. These updates are aggregated to form a global model, which requires clients to trust the central 
server. However, clients have no direct means to verify whether their updates were incorporated into the global model. 
This lack of transparency raises challenges that may discourage participation in the federation. For instance, a malicious 
server might exclude legitimate clients to deny them rewards or recognition. Even in benign scenarios, updates may be 
disregarded due to network failures or predefined aggregation conditions (e.g., a quorum). This highlights the need for 
mechanisms that let clients independently verify their inclusion. To this specific purpose, we propose a novel approach 
called Membership Proof in Federated Learning (MPFL), which enables client-side verifiability of participation. In MPFL, 
model updates are aggregated via a smart contract, which also generates a unique cryptographic proof of participation for 
each update by using cryptographic accumulators. By leveraging blockchain and smart contracts, our approach enhances 
system trustworthiness, while cryptographic proofs provide an efficient and privacy-preserving method for clients to verify 
inclusion. In addition, the paper reports on how we have implemented MPFL and extensively evaluated it across three 
diverse datasets and ML architectures, thus demonstrating its effectiveness and practical viability.
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are arbitrarily excluded from the global model; (ii) they 
play a key role in incentive mechanisms, where clients are 
rewarded for their participation–verifying inclusion allows 
clients to confidently claim rewards based on actual contri-
bution [3, 4]; (iii) even in the absence of incentives, such 
mechanisms support auditing and regulatory compliance, 
especially in sensitive domains where transparency and trust 
are critical. By enabling inclusion checks, clients can detect 
misbehavior (e.g., a server selectively ignoring updates), 
verify correct execution of the protocol, and build greater 
confidence in the fairness and integrity of the FL process.

As a result, FL frameworks should support efficient 
and privacy-preserving membership proof mechanisms. A 
membership proof provides verifiable evidence that a cli-
ent update was used in the global model. It is worth not-
ing that this must be achieved without undermining one of 
the key privacy guarantees of FL: the system must protect 
the content of local data and avoid the need to identify cli-
ents explicitly [5]. While several works have focused on 
verifying the correctness of global models [6–8], they often 
overlook the ability of individual clients to confirm their 
participation.

To address this gap, we build on our prior work and intro-
duce the first protocol for efficient Membership Proof in FL 
(MPFL), originally presented in [9]. Our method empowers 
clients with the possibility to verify that their model update 
contributed to the global model, with minimal computational 
and communication overhead, and without compromis-
ing privacy. At the core of our approach is a cryptographic 
accumulator based on Elliptic Curve Cryptography (ECC) 
[10], which compactly encodes multiple contributions into a 
constant-size digest. This accumulator value allows the gen-
eration of concise proofs, known as witnesses, which clients 
can use to verify inclusion.

To guarantee the integrity and trustworthiness of the 
global model and its related cryptographic artifacts, MPFL 
replaces the traditional centralized parameter server of FL 
with a decentralized smart contract deployed on a block-
chain, which coordinates and verifies the aggregation of 
model updates. This decentralized architecture mitigates 
common FL issues such as single points of failure, scalabil-
ity bottlenecks, and potential tampering by untrusted serv-
ers [11, 12]. The blockchain serves as an immutable ledger 
for managing aggregations and issuing proofs, improving 
the overall trust and auditability of the training process. 
Although the individual components of MPFL (i.e., crypto-
graphic accumulators, blockchain, and smart contracts) are 
known, their integration in MPFL addresses a critical and 
previously underexplored need in FL: enabling the trans-
parent generation of participation proofs that are uniquely 
bound to each client’s contribution, without compromising 
efficiency or privacy.

We have implemented and evaluated our MPFL solution 
by using various datasets and three ML models of differ-
ent sizes, with varying numbers of participating clients. Our 
experiments demonstrate that the overhead introduced by 
the accumulator and membership proof creation is minimal. 
On the client side, only 96 bytes of local storage are needed 
to store the membership proof and the corresponding accu-
mulator value. The verification process is lightweight, com-
pleting in approximately 20 milliseconds, making MPFL a 
practical and scalable solution for FL scenarios. The main 
contributions of the paper can be summarized as follows:

	● We present a comprehensive analysis highlighting the 
importance of verifiable proof of participation as a criti-
cal challenge in FL;

	● We introduce MPFL, the first client-side protocol de-
signed to verify whether individual contributions are 
incorporated into the global model;

	● We implement and rigorously evaluate MPFL across a 
range of datasets and learning scenarios, demonstrating 
its scalability and practical efficiency. We also open-
sourced our code to the research community1.

The remainder of this paper is organized as follows. Sec-
tion 2 introduces the needed background, while Section 3 
highlights the relevance of enabling clients to verify par-
ticipation in FL. Section 4 presents the reference threat 
model and Section 5 describes our original approach and 
protocol, whose security analysis is discussed in Section 6. 
Section 7 extensively evaluates our solution, while Section 
8 review related work in the field. Finally, Section 9 draws 
our conclusions.

2  Background

To support the design of our proposed inclusion verifica-
tion mechanism in FL, we rely on three foundational tech-
nologies: blockchain, cryptographic accumulators, and FL 
itself. This section provides essential background on these 
building blocks. We first introduce blockchain and smart 
contracts as a decentralized infrastructure. We then present 
cryptographic accumulators as a tool for set membership 
proofs, and finally, we summarize key aspects of FL rel-
evant to our solution.

2.1  Blockchain

Blockchain technology offers a secure and decentralized 
platform to share and process data in a network of unknown 

1  ​h​t​t​p​s​:​​​/​​/​g​i​t​h​u​​​b​.​c​​o​​m​/​​M​​M​w​​-​U​​n​i​​b​o​/​M​P​F​L
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entities. Its data structure is a continuously expanding chain 
of blocks containing transactions [13]. Each block is cryp-
tographically linked to the previous one through hashes. 
Using hashes guarantees immutability since any attempt to 
alter a block would produce a different hash, disrupting the 
entire chain. Additionally, blockchain operates on a peer-to-
peer paradigm, being resilient against single points of fail-
ure. In this decentralized ecosystem, each node maintains 
a consistent copy of the ledger synchronized through con-
sensus protocols such as Proof of Work (PoW) or Proof of 
Stake (PoS). The absence of a central authority that controls 
the entire network underscores blockchain’s democratized 
nature. These features make it the natural solution for many 
applications such as FL, where numerous unknown partici-
pants collaborate on shared tasks without relying on any 
trusted central intermediary.

Furthermore, integrating smart contracts paves the way 
for novel applications by enabling programmable, self-exe-
cuting agreements directly on the blockchain. This makes 
smart contracts trusted by all involved participants as the 
transparent nature of blockchain ensures that all transac-
tions and program details are visible and immutable. For 
example, in the context of FL, smart contracts are exploited 
to securely aggregate client updates.

2.2  Cryptographic accumulators

Cryptographic accumulators aggregate many different 
data into a fixed-length digest called accumulator value v, 
enabling efficient set membership verification. For each ele-
ment ei, a witness pi is derived by aggregating all the values 
except ei. Accumulators are categorized according to their 
support for different types of witnesses. Specifically, those 
enabling membership witnesses are referred to as positive, 
while those that support non-membership witnesses are 
known as negative. Finally, accumulators capable of sup-
porting both functionalities are called universal.

Over the years, several types of accumulators have been 
proposed. Among them, ECC-based accumulators have 
shown superior performance compared to alternatives like 
RSA-based accumulators and Merkle Trees (MTs) [14, 15]. 
ECC-based accumulators offer smaller membership proofs 
and faster verification due to the reduced number of cryp-
tographic operations. In contrast, RSA-based accumulators 
require large modulus sizes to maintain equivalent security 
levels, resulting in larger proofs and slower computations. 
MTs have logarithmic proof sizes that grow with the size of 
the dataset, leading to scalability limitations in FL settings 
involving many clients.

In this work, we adopt a positive ECC-based accumu-
lator [10] that supports batch operations, including effi-
cient witness generation. This design aligns well with the 

heterogeneity of FL clients, enabling lightweight, scalable, 
and verifiable inclusion proofs of client model updates into 
the global model.

2.3  Federated learning

FL enables the training of deep learning models without 
requiring raw data to be centralized. Instead, a federation 
of nodes, such as edge devices or IoT devices, collaborates 
to train a shared model that generalizes across the entire 
data distribution. Unlike traditional cloud-centric training, 
FL shifts the training process to the devices where the data 
resides. Only processed information (e.g., model updates) 
is transmitted, preserving data privacy and reducing com-
munication overhead.

The de facto standard algorithm in FL is Federated Aver-
aging (FedAvg) [16], which operates in a star-shaped topol-
ogy [2] consisting of multiple clients (devices) and a central 
server (orchestrator). FedAvg begins by initializing a global 
model, either randomly or from a pre-trained checkpoint, 
and structures the training into communication rounds. In 
each round, a subset of clients is selected to participate. 
These clients compute local weight updates using their pri-
vate data and send the results back to the server. The server 
then aggregates the updates and apply them to refine the 
global model. FedAvg uses a weighted average based on the 
number of data points per client to aggregate model updates. 
The next round then begins using the updated global model. 
This iterative process continues until a predefined stopping 
criterion is met, such as reaching a maximum number of 
rounds or achieving a target metric, like accuracy on a vali-
dation or test dataset, if available.

In this context, membership proof mechanisms can serve 
several purposes. From a participant’s perspective, being 
able to verify inclusion in the training process (i.e., “Was 
my contribution actually used?”) is crucial for transpar-
ency and accountability. This is especially important in 
incentive-driven settings, where clients may be rewarded 
based on their participation [17]. It also helps detect poten-
tial misbehavior by the server, such as ignoring certain cli-
ents’ updates. Moreover, verifying membership can support 
auditing and compliance in sensitive applications where 
trust is essential. The next Section further describes the rea-
sons that motivate the investigation of strategies to verify 
the client inclusion in FL processes.

3  Motivation

Ensuring that clients’ contributions are genuinely included 
in the generation of the global model is a foundational prin-
ciple in FL. A mechanism to verify inclusion is not only 
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inclusion (or exclusion) is also critical in newer para-
digms like Federated Unlearning (FU) [18]. FU aims to 
remove a client’s influence from a model upon request, 
often for privacy or compliance reasons (e.g., GDPR’s 
right to be forgotten). In this context, clients may require 
proof that their data is no longer present in the model. 
While this paper focuses on inclusion verification, not 
unlearning, we note that the MPFL mechanism intro-
duced here lays the foundation for future extensions to 
verify exclusion as well.

4  Threat model

We consider an FL setting involving a set of clients 
C = {c1, c2, . . . , cn}, each holding a private local dataset 
Dc that remains on-device. The goal is to collaboratively 
train a global model g without sharing raw data. In each 
training round t, a client c ∈ C trains a local model mt

c on its 
dataset Dc, and submits the resulting model update to a cen-
tral aggregator. The aggregator computes the global model 
using the FedAvg protocol:

gt+1 ←
∑
c∈C

|Dc|∑
c′∈C |Dc′ |

· mt
c,� (1)

where |Dc| denotes the size of the local dataset held by cli-
ent c. In this context, it becomes crucial for each participat-
ing client c ∈ C to be able to efficiently verify whether its 
contribution mt

c has been correctly included in the aggre-
gated global model.

In our threat model, we focus on attacks that interfere 
with the ability of clients to verify the inclusion of their 
contributions in the global model. We do not consider 
attacks that manipulate the global model itself, such as poi-
soning attacks, or those aimed at compromising client pri-
vacy. Instead, we concentrate on adversarial behaviors that 
exclude clients’ contributions or impersonate other clients, 
making it difficult for legitimate clients to verify their actual 
participation. The primary adversaries in our model are: (i) 
a malicious aggregator, capable of manipulating both the 
aggregation process and the mechanisms used by clients to 
verify inclusion, and (ii) a malicious client, who imperson-
ates other clients, further complicating the verification of 
legitimate contributions.

	● Intentional Exclusion: A malicious aggregator may 
intentionally exclude a legitimate client’s model update 
from being included in the global model. This exclusion 
could be used to prevent the client from receiving re-
wards or recognition for their contribution.

a technical enhancement but a necessary component to 
support trust, fairness, and accountability in collaborative 
model training. Clients may seek to verify their inclusion 
for several interconnected reasons, which we detail below. 

1.	 Fairness and Transparency. A core motivation lies in 
promoting fairness: all participating clients deserve to 
be treated equally, with their updates considered in the 
aggregation process. Since many FL systems rely on 
partial participation schemes to improve communica-
tion efficiency, clients are not always selected in each 
round. While this is often expected, the lack of trans-
parency in selection may lead to suspicions of unfair 
treatment or exclusion. Verifiable inclusion ensures that 
no client is arbitrarily excluded, intentionally or other-
wise. This transparency fosters trust in the FL process, 
particularly important in collaborative or cross-silo set-
tings, where participants may not fully trust the coor-
dinating server or aggregator. Moreover, clients benefit 
from understanding how their data influences the global 
model. This is particularly relevant in applications such 
as personalized recommendations, where users expect 
the model to reflect their individual data. The ability to 
verify inclusion gives clients assurance that their par-
ticipation has a tangible impact.

2.	 Incentive Mechanisms. Participation in FL is often 
driven by incentives–clients may be compensated 
through monetary rewards, improved local perfor-
mance, or access to better global models. In such set-
tings, verifying inclusion becomes a prerequisite for fair 
compensation. Clients must be able to confirm that their 
updates have been incorporated into the global model 
before claiming rewards. Without a mechanism for ver-
ifiable inclusion, the incentive structure becomes vul-
nerable to disputes and abuse. Recent works explicitly 
leverage inclusion proofs to enable accountable reward 
distribution in decentralized FL environments [3, 4].

3.	 Auditing, Accountability, and Anomaly Detection. 
Even in the absence of explicit incentives, verifying 
inclusion serves as a powerful auditing tool. In regu-
lated or sensitive domains (e.g., healthcare and finance) 
verifiable records of participation support compliance 
with legal and ethical requirements. Additionally, cli-
ents can use inclusion verification to detect anomalies in 
the training process. For instance, if a client’s contribu-
tion is missing from the global model, it may indicate 
communication failures, adversarial filtering, or rejec-
tion due to low-quality updates. The ability to confirm 
or contest inclusion enables proactive debugging and 
enhances system robustness.

4.	 Emerging Paradigms: Federated Unlearning. 
Beyond traditional FL, verifiability of contribution 
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5.1  Preliminaries

This subsection provides a detailed explanation of how the 
accumulator and witnesses are utilized in MPFL to prove a 
client’s inclusion in gt. The concept of membership proof is 
closely linked to the notion of a witness, which is formally 
defined as follows:

Definition 1  (Membership Proof) In federated learning, 
a membership proof refers to the ability of a client to effi-
ciently verify that their contribution, specifically their local 
model update, has been successfully included in the global 
model for a given training round t.

Inputs of the Accumulator. The values included in at are 
derived from the hash conversion of mt

c ∈ M t. The secu-
rity of at is thus dependent on the chosen hash function. In 
our implementation, we utilize the SHA-256 hash function, 
known for its security and collision resistance.

Functions. Below, we present the key functions 
employed by MPFL to facilitate membership proof in feder-
ated learning:

	● mt
c ← ComputeLocalModel(Dc, gt−1): Each client c 

trains an updated local model mt
c based on their private 

data Dc and the global model from the previous round 
gt−1.

	● gt ← ComputeGlobalModel(Mt): The aggregator 
computes the new global model gt by averaging all lo-
cal model updates mt

c ∈ M t, where M t is the set of all 
updates from the clients in round t.

	● ainfo ← Setup(K): This function sets up the param-
eters for the accumulator aj , using a set of public values 
K, which represent the random generators of the elliptic 
curve used for the accumulator.

	● at ← ComputeAccumulator(ainfo, Mt
c): This func-

tion accumulates the collected model updates M t
c  and 

computes the corresponding point on the elliptic curve, 
resulting in the accumulator at.

	● pt
c ← ComputeMembershipProof(at, mt

c): This func-
tion generates the membership proof pt

c for the model 
update mt

c, providing evidence that the contribution has 
been included in the accumulator at.

	● 0, 1 ← Verify(at, mt
c, pt

c): Each client c verifies whether 
the membership proof pt

c associated with their model 
update mt

c belongs to the accumulator at. If the proof is 
valid, the result is 1 (true), otherwise 0 (false).

5.2  Protocol

In each round t of FL, the participating clients c1, c2, . . . , cn 
collaboratively train by computing their local model updates 

	● Forgery of Inclusion Proofs: A malicious aggregator 
may forge or manipulate the proof of inclusion provided 
to the client, leading the client to believe their contribu-
tion has been included in the global model when it has 
not.

	● Model Update Forgery: A malicious client may forge 
model updates and falsely attribute them to a legitimate 
client. This attack creates the false appearance that the 
legitimate client contributed, while in reality they did 
not. Such forgery complicates the verification process, 
as it may prevent the legitimate client from immediately 
recognizing whether their genuine contribution has been 
correctly included.

5  Membership proof in Federated Learning

This section describes MPFL, our novel method that enables 
efficient membership proof verification in FL by leverag-
ing blockchain, smart contracts, and ECC-based accumula-
tors. Specifically, the aggregator is implemented through a 
smart contract that also produces a proof of inclusion, i.e., a 
witness, for each client update mc used during the genera-
tion of the global model. The use of blockchain ensures the 
transparency of the entire aggregation process, allowing all 
participants to independently verify the inclusion of their 
contributions, without relying on external parties. In the fol-
lowing, we first introduce the preliminaries to understand 
our proposal. Then, we describe how MPFL operates. Fig-
ure 1 offers a visual overview of MPFL.

Fig. 1  Overview of MPFL
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at, the client can confirm that their update was correctly 
incorporated into the global model. The pseudocode for 
ComputeGlobalModel() is provided in Algorithm 1.

5.3  Discussion

Leveraging blockchain and smart contracts enhances the 
trustworthiness of the FL process by enabling transpar-
ent and auditable model aggregation. In MPFL, the global 
model is generated directly on-chain, allowing all partici-
pants to independently verify the correctness of the aggre-
gation logic detect potential flaws or biases encoded in the 
smart contract. However, such transparency does not guar-
antee that a specific client’s update has been included in the 
global model. Several factors may prevent a client’s update 
from being incorporated, such as network connectivity 
issues or conditions embedded in the smart contract logic. 
For instance, generating the global model only after receiv-
ing a certain number of updates. In such cases, verifying 
inclusion becomes difficult. Although clients could attempt 
to analyze blockchain transactions to confirm their partici-
pation, this is impractical due to the volume and structure 
of on-chain data. MPFL addresses this challenge through 
ECC accumulators that encode all valid contributions into a 
constant-size digest published on-chain. The smart contract 
also generates lightweight cryptographic witnesses to prove 
client inclusion.

This design achieves an efficient and privacy-preserving 
membership proof mechanism that scales across heteroge-
neous clients and avoids the overhead of exhaustive on-
chain analysis. While the individual components of MPFL 
are established tools, their integration in our framework 
fills a critical and previously underexplored gap in FL by 
enabling verifiable participation, thereby enhancing both 
transparency and accountability in decentralized learning 
environments. Moreover, MPFL can be readily extended 
to support quality-weighted contribution proofs, enabling 
more nuanced verification of each client’s impact on the 
learning process. This enhancement could be realized by 
integrating smart contracts with contribution valuation tech-
niques, such as Shapley value approximations [19] or influ-
ence functions [20], which estimate the utility of individual 
updates. These quantified values can then be securely bound 
to the corresponding membership proofs, allowing clients 
not only to verify their inclusion but also to assess the rela-
tive significance of their contributions in the final model.

Finally, it is important to note that MPFL is not inher-
ently limited to gradient-sharing federated learning schemes 
such as FedAvg. The core requirement for applying MPFL 
is a star-shaped communication topology, where a central 
coordinator collects client contributions. MPFL replaces 
this central entity with a blockchain-based smart contract, 

mt
c using their respective local datasets Dc. This is achieved 

through the ComputeLocalModel() function, which also 
takes the previous global model gt−1 as input. The result-
ing local updates are then sent to the smart contract, which 
orchestrates the construction of the new global model gt.

Once the aggregation conditions are met, the smart con-
tract invokes the ComputeGlobalModel() function, using the 
set of received updates M t and the previous model gt−1 as 
input. To guarantee the integrity of client contributions and 
produce cryptographic membership proofs, this process also 
involves executing the Setup(), ComputeAccumulator(), 
and ComputeMembershipProof() functions.

Algorithm 1  Smart contract that generates global model and member-
ship proofs

The ComputeMembershipProof() procedure plays a 
crucial role in allowing clients to verify the inclusion of 
their updates in the global model. When a model update 
mt

c ∈ M t is incorporated into gt, it is first hashed and then 
accumulated into at using the ComputeAccumulator() 
function. After computing at, the smart contract invokes 
ComputeMembershipProof() for each mt

c, generating the 
corresponding membership proof pt

c. These proofs, along 
with the newly computed global model gt, are subsequently 
distributed to the respective clients.

To verify whether their update mt
c was included in gt, a 

client c runs the Verify() function, as illustrated in Figure 2. 
This function takes mt

c and the associated proof pt
c as input. 

If the result of the verification matches the accumulator 

Fig. 2  Verification of inclusion
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6.2  Forgery of inclusion proofs

In MPFL, the process of aggregating clients’ updates into 
the global model is accompanied by the generation of proof 
of inclusion pt

c. When a client’s contribution is success-
fully included in the global model, the smart contract not 
only updates the model but also generates a corresponding 
membership proof. Therefore, the generation of a member-
ship proof pt

c is tightly bound to both mt
c and at, and is per-

formed on-chain by the smart contract. We formally define 
the security guarantee as follows:

Definition 2  (Unforgeability of Membership Proofs) A 
membership proof scheme is unforgeable if no probabilistic 
polynomial-time adversary A, given only at, can generate a 
tuple (m∗, p∗) such that m∗ /∈ M t and:

Verify(at, m∗, p∗) = 1

except with negligible probability in the security parameter 
λ.
This proof, or witness, enables the client to directly and effi-
ciently verify their inclusion in the updated global model. 
Because proof generation is executed within the smart con-
tract, tampering with pt

c would require manipulating the 
blockchain state, which is computationally infeasible under 
standard consensus assumptions.

6.3  Model update forgery

In MPFL, clients verify their inclusion in the global model 
by combining their original model update with the corre-
sponding membership proof. This verification step is cru-
cial: even if a malicious client forges an update in the name 
of another, the legitimate client can detect the fraud by 
verifying that no proof of inclusion matches their genuine 
contribution.

A malicious client may attempt to forge an update 
m̂t

c ̸= mt
c attributed to another legitimate client c, aiming to 

deceive the system into accepting it as valid. However, the 
design of MPFL ensures that such attempts can be detected 
and rejected. Because membership proofs pt

c are computed 
by the smart contract and are cryptographically linked to the 
submitted mt

c, the legitimate client can locally verify their 
own contribution by checking:

Verify(at, mt
c, pt

c) = 1

If an adversary replaces mt
c with m̂t

c, the verification will 
fail unless the adversary can forge a valid proof p̂t

c, which 
contradicts the unforgeability property. Thus, impersonation 
attempts are readily detectable.

which transparently manages, aggregates, and verifies the 
contributions. These architectural conditions are met by a 
wide range of federated and distributed ML paradigms. As 
a result, MPFL can be naturally extended to other settings, 
such as Split Learning [21] or FL variants that exchange 
model outputs or intermediate representations instead of 
raw weights (e.g., [22, 23]). This flexibility highlights 
MPFL’s broader applicability in ensuring transparent and 
verifiable participation across diverse collaborative learning 
scenarios. In Split Learning, clients process the initial lay-
ers of a model locally and send the resulting activations to a 
central server, which completes the forward and backward 
passes. In FL via model outputs, clients share predictions or 
intermediate representations instead of parameter updates, 
often to preserve privacy or reduce the computation over-
head associated with local training. Despite differences in 
the data exchanged, both paradigms meet the structural 
requirements necessary for MPFL.

6  Security analysis

MPFL builds upon cryptographic accumulators and smart 
contract logic to ensure the verifiability and integrity of 
model updates in FL. In this section, we describe how 
MPFL addresses the threats identified in Section 4.

6.1  Intentional exclusion

In MPFL, the global model gt is computed by a smart con-
tract based on the set of updates M t = {mt

c1
, . . . , mt

cn
} 

collected on-chain. This mitigates the risk of intentional 
exclusion by a malicious central server, as the smart con-
tract logic is deterministic and publicly verifiable. Each 
model update mt

c is hashed and included in the accumulator 
at = ComputeAccumulator(ainfo, M t). A client’s update 
is said to be verifiably included if there exists a witness 
pt

c = ComputeMembershipProof(at, mt
c) such that:

Verify(at, mt
c, pt

c) = 1

Hence, exclusion can only occur if mt
c /∈ M t, which implies 

the update was never received by the smart contract–either 
due to submission failure or unmet aggregation conditions. 
This limitation also applies in centralized deployments, 
where the server is assumed to be honest but still may not 
be able to include an update if it fails to meet the necessary 
conditions or encounters technical issues.

1 3

Page 7 of 12  942



Cluster Computing (2025) 28:942

classes with 6,000 images per class. The dataset is divided 
into 50,000 training images and 10,000 test images. In this 
phase, we first used the MobileNetV2 architecture proposed 
by Sandler et al. [27], which contains 2,270,794 parameters, 
representing approximately twenty times the size of the 
model used in the initial experiment. In addition, we evalu-
ated the EfficientNetV2 [28] architecture, a more recent 
and high-performing model designed to balance accuracy 
and computational efficiency. EfficientNetV2 contains 
5,932,122 parameters, nearly two times the number found 
in MobileNetV2, allowing us to further stress-test MPFL in 
scenarios involving large-scale and high-capacity models.

In all experiments, we run 10 FL rounds, with each client 
locally training the neural network for 5 epochs. The datas-
ets were equally partitioned among all FL clients to ensure a 
fair distribution of computational load. Since the generation 
of membership proofs depends on the number of FL par-
ticipants, we conducted experiments varying the number of 
clients from 10 to 1000. Each experiment was executed 10 
times, and the outcomes were aggregated.

7.2  Results

Figures 3, 4, and 5 show the overhead introduced by MPFL 
across the datasets and ML models under study, as well as 
when varying the number of involved clients. Specifically, 
we report the latency, expressed in ms, incurred in computing 
the accumulator value and generating membership proofs 
for clients to verify their inclusion in the global models. 
Additionally, we examine the amount of time required for 
hashing model updates. This operation is necessary because 
the functions that accumulate client contributions and gen-
erate corresponding membership proofs require hashes as 
input. To effectively evaluate the impact of MPFL on feder-
ated learning aggregation, we also measure the latency of 
the standard FedAvg algorithm, labeled as FedAvg in the 
figures. In addition, we assess the overhead introduced by 
blockchain-related operations, such as the consensus pro-
tocol, which is labeled as Consensus. As shown in the 

7  Performance evaluation

To evaluate the feasibility and performance of our mem-
bership proof protocol, we implemented it through a smart 
contract [24] written in NodeJS that implements FedAvg, 
as well as the generation of membership proofs for all cli-
ents whose contributions are included in the global model. 
We used Hyperledger Fabric as the underlying blockchain 
framework for our deployment. The network consisted of 
six organizations, each hosting a single peer node, and one 
ordering node leveraging the Raft consensus protocol. The 
endorsement policy of the smart contract was based on a 
majority rule, requiring approval from at least four of the 
six peer nodes for a transaction to be validated. The net-
work was hosted on a machine with an Intel(R) Core(TM) 
i5-3470 CPU at 3.20 GHz and 32 GB of RAM.

7.1  In-the-field experimentation

We have extensively evaluated the performance and the 
overhead introduced by MPFL via a series of experiments, 
with varying degrees of complexity regarding the ML mod-
els utilized, the datasets employed, and the number of cli-
ents involved. Specifically, our experiments aim to evaluate 
the overhead introduced by MPFL when generating mem-
bership proofs during the global model generation.

Initially, we used the Fashion-MNIST dataset [25], which 
consists of Zalando item images, comprising a training set 
of 60,000 examples and a test set of 10,000. Each example 
is represented by a 28x28 grayscale image associated with 
one of 10 classes. The neural network architecture used in 
this experiment features three layers: a Flatten input layer, 
a Dense layer with 128 neurons, and an output layer with 
10 neurons, corresponding to the 10 classes. The network 
comprises a total of 101,770 parameters. We then increased 
the complexity by employing the CIFAR-10 dataset [26] 
together with more sophisticated neural network architec-
tures. CIFAR-10 is a widely recognized dataset comprising 
60,000 color images of size 32 by 32, distributed across ten 
Fig. 3  Latency analysis with Fashion-
MNIST and 1-layer neural network, 
varying the number of FL clients. (a) 
Shows total latency for global model 
generation, encoding, accumulator, and 
membership proof creation. (b) Zooms 
in on accumulator and membership proof 
latency
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worth noting that the latency associated with membership 
proof scales with the number of proofs required: generat-
ing p membership proofs requires at least Ω(p) operations 
[29]. In general, with a higher number of clients, there is 
an expected increase in the number of model updates. Con-
sequently, the figures outline a remarkable uptick in the 
time required to convert the model updates and generate the 
corresponding hashes. Although MPFL introduces latency 
overhead in generating the global model, it is worth noting 
that this time increase is acceptable since clients’ contribu-
tions are not continuously aggregated; thus, overhead in the 
order of minutes or a few hours does not constitute a serious 
concern. For example, in a scenario where participants are 
smartphones, the aggregation of clients’ updates may occur 
once a day according to a specified timeline (e.g., during 
the night) [30]. The experiments highlight that the security, 
transparency, and decentralization benefits provided by 
MPFL and blockchain are achieved with limited impact on 
overall system performance, making the trade-offs accept-
able within the context of typical FL scenarios.

Client-side. MPFL imposes minimal overhead on the cli-
ent side. Local training proceeds exactly as in traditional 
FL settings, with no modifications required to the training 
process or the way updates are shared. The only overhead 
introduced relates to storing a compact cryptographic proof 

figures, in most cases, the FedAvg aggregation algorithm is 
the most time-consuming operation in the process. Block-
chain-related operations introduce only minimal overhead, 
demonstrating that the decentralized infrastructure can be 
integrated efficiently. Notably, generating hashes for each 
model is the second most time-intensive task following 
FedAvg. The time required to process MobileNetV2 and 
EfficientNetV2 is an order of magnitude greater than that for 
a 1-layer neural network. Interestingly, this pattern appears 
to correlate with the number of weights in the models. Spe-
cifically, as mentioned, MobileNetV2 and EfficientNetV2 
have an order of magnitude more weights than the 1-layer 
neural network. Moreover, EfficientNetV2 has roughly dou-
ble the number of weights compared to MobileNetV2, and 
it exhibits approximately double the latency.

Instead, the time required to generate the accumula-
tor and membership proofs is negligible compared to the 
other operations across all three experiments. This is why 
subfigures (b) are used to display the latency separately. 
These figures show that as the number of participating cli-
ents increases, latency increases only marginally. More-
over, with the same number of clients, latency remains 
almost unchanged across the three model configurations. 
This is expected, as these operations rely on hashes and 
are not dependent on the model’s size. Furthermore, it is 

Fig. 5  Latency analysis with CIFAR-10 
and EfficientNetV2, varying the number 
of FL clients. (a) Shows total latency 
for global model generation, encoding, 
accumulator, and membership proof 
creation. (b) Zooms in on accumulator 
and membership proof latency

 

Fig. 4  Latency analysis with CIFAR-10 
and MobileNetV2, varying the number 
of FL clients. (a) Shows total latency 
for global model generation, encoding, 
accumulator, and membership proof 
creation. (b) Zooms in on accumulator 
and membership proof latency
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hashing and pseudorandom functions, ensuring that the 
aggregation process can be externally verified. However, 
VerifyNet does not empower individual clients to verify 
whether their specific updates were included in the global 
model, nor does it remove the reliance on a trusted aggre-
gator. These are crucial limitations in FL scenarios, where 
accountability and transparency at the participant level are 
essential

Cryptographic accumulators are a powerful primitive 
for enabling efficient membership proofs. While they are 
widely adopted in privacy-preserving protocols [31], their 
application in the context of FL remains limited. In FL, 
accumulators have primarily been leveraged to verify user 
participation or to support authentication, rather than to con-
firm a client’s actual contribution to the global model. For 
instance, PFLM [32] introduces a membership-proof mech-
anism based on threshold secret sharing, where the server 
maintains an accumulator of active user identifiers, and the 
resulting proofs are anchored on a public blockchain. Simi-
larly, PrSeFL [33] utilizes accumulators for lightweight and 
anonymous user authentication. However, in both cases, the 
generated proofs demonstrate client participation in the sys-
tem but do not offer guarantees regarding the inclusion of 
a client’s model update in the final aggregated model. As 
such, the fundamental problem of verifiable contribution in 
FL remains largely unaddressed.

9  Conclusive remarks

FL clients require efficient mechanisms to verify whether 
their contributions have been incorporated into the global 
model. This paper presents MPFL, i.e., a novel method that 
enables client-side proofs of participation in FL. MPFL 
leverages a blockchain smart contract to aggregate client 
updates and uses an ECC-based cryptographic accumula-
tor to generate verifiable proofs. The reported experimental 
results show that MPFL clients can efficiently verify their 
participation with minimal computational and storage over-
head, regardless of the underlying ML model.
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and verifying whether a model update has been included or 
excluded from the global model. Each client needs to store 
just 96 bytes to maintain the accumulator value and the 
corresponding membership proof. Furthermore, the verifi-
cation latency remains consistently low, around 20 millisec-
onds. It is worth noting that, due to ue to the unique features 
of the ECC-based accumulator, both storage requirements 
and verification time remain unaffected and do not grow 
with the number of updates or the complexity of the under-
lying model. This makes MPFL particularly well-suited for 
FL deployments, which are characterized by heterogeneous 
participants, who may rely on resource-constrained devices.

8  Related work

Recent efforts to address the verifiability of global model 
updates in FL have increasingly turned to blockchain and 
smart contract technologies. These decentralized architec-
tures aim to reduce reliance on centralized servers while 
offering transparency and auditability. For instance, Kala-
paaking et al. [7] propose a dual-blockchain infrastructure 
where local models, computed within trusted execution 
environments, are aggregated by blockchain nodes. Once 
a consensus is reached, based on the alignment of global 
model hashes, the result is broadcast to a second blockchain. 
This secondary layer finalizes the update using a multi-sig-
nature protocol before committing it. Although this setup 
offers strong consistency guarantees, it incurs significant 
overhead due to the dual-chain structure and still does not 
offer a way for individual clients to verify whether their 
own contributions were actually included in the final global 
model.

Similarly, VFChain [8] proposes a secure and verifiable 
blockchain-based framework for FL where smart contracts 
manage aggregation once a threshold θ of client updates is 
collected. Each global model update is signed and recorded 
on-chain, and an efficient indexing structure is introduced 
for streamlined data access. While VFChain ensures the 
integrity and authenticity of the overall training process, it 
overlooks client-side verifiability. In particular, it does not 
enable individual clients to directly verify whether their 
updates were included in the final global model, nor whether 
their contributions satisfied the threshold-based selection 
criteria enforced by the smart contract.

In contrast to blockchain-based systems, earlier efforts 
such as VerifyNet [6] explore verifiability through crypto-
graphic primitives within a centralized architecture. In Veri-
fyNet, clients encrypt their model updates and transmit them 
to a central server, which performs aggregation and returns 
the global model accompanied by a cryptographic proof of 
correctness. This proof is constructed using homomorphic 
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