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ARTICLE INFO ABSTRACT

Keywords: Ethereum has recently switched to a Proof of Stake consensus protocol called Gasper. We analyze Gasper using
Stochastic modeling and analysis PRISM+, an extension of the probabilistic model checker PRISM with primitives for modeling blockchain data
Proof of stake types. PRISM+ is therefore used to rapidly and automatically analyze the robustness of Gasper when tuning,
Blockchain fork

up or down, several basic parameters of the protocol, such as network latencies and number of validators.
We also study the effectiveness of Gasper in updating stakes and its resilience to three attacks: the balance,

bouncing and time attacks.

1. Introduction

Ethereum is a network of peer-to-peer nodes that maintains a dis-
tributed ledger globally recording the occurrence of certain events. Due
to the inherent asynchrony of the network, the main difficulty is the
consistency of the ledger upon updates performed by different nodes.
To overcome this problem, Ethereum relies on consensus protocols that
impose a total order on the updates, which are called blocks. Histori-
cally, in line with Nakamoto’s seminal work [1], these protocols have
relied on a probabilistic mechanism known as Proof of Work (PoW).
In this framework, nodes can update the ledger only upon solving
a computationally demanding problem, which is a notable drawback
because it causes a substantial waste of resources and energy [2],
thus limiting the application of the technology (especially in contexts
such as pervasive computing [3] where energy consumption is a critical
issue). For this reason, the network recently underwent a significant
protocol transformation, transitioning from a PoW model to a Proof of
Stake (PoS) model, which introduced the Gasper consensus protocol,
where some nodes are randomly designated to propose and verify new
blocks. In particular, in Gasper, a subset of nodes of the network that
own a stake — the validators — express votes for certain blocks — the
checkpoints. These checkpoints pass through two stages: the first when
the checkpoint is justified, which means that it has received at least
two-thirds of the validators’ votes in terms of stake; the second is when
it is finalized, which means that it is justified and its child checkpoint
is justified as well. Finalization guarantees consistency of the blocks in
the path from the corresponding checkpoint to the root of the ledger —
the blockchain.

Since Gasper is pretty recent, the protocol may have corner cases
that can pave the way to possible attacks and, up-to our knowledge,
very few studies have already addressed its correctness [4,5]. We
contribute to this issue by analyzing Gasper through a formal automatic
verification technique that allows us (i) to predict how it behaves in
different settings of the parameters and (ii) to understand its resilience
and robustness to attacks.

Following [6,7], the automatic verifier we use is PRISM+, an ex-
tension of the stochastic model checker PRISM [8] with primitives
for blockchain protocols. Gasper is rendered in PRISM+ as a parallel
composition of processes where the time to create a block and to broad-
cast a message is an exponential distribution with a rate parameter
associated to process actions. By tuning up and down these rates, it
has been possible to analyze different settings of the basic parameters
of the protocol rapidly and automatically and check the corresponding
correctness.

The main contributions of this article are the following:

» We study the probability of justifying and finalizing checkpoints
and the time needed to create a new block, thus providing empiri-
cal evidence of Gasper’s robustness. In particular, we show that (i)
the probability of justifying a checkpoint within 64 slots is 0.552
and it is greater than 0.9 in 96 slots and (ii) the probability of
finalizing a checkpoint within 96 slots is almost 1.

We test the protocol with respect to different time delays and
verify that the probability of justification and finalization drops
significantly by increasing the time needed for a block to be
delivered. In particular, if the average delay time is 38 s, the
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system is not able to justify a block with probability 1 within 9
epochs after its creation.

We analyze the stakes’ updates and we find out that, while in
larger networks the rewards for proposing a block are bigger, in
a smaller network it is more likely to become a proposer and
receive a larger reward. This might reduce the interest in partici-
pating to the protocol, view the constant increase of validators in
Ethereum.

We evaluate the resilience of the protocol against the balance,
bouncing and time attacks. We show that the protocol is highly
affected by these attacks, therefore confirming the results in the
literature [4,5], and analyze the effectiveness of patches that have
been proposed.

This paper extends the analyses conducted in [9]. In particular, (i) we
also evaluate how network latencies modify the process of justification
and finalization; (ii) we study the trend of the average stake of the
network when a single validator owns more stake than the other peers
and when all the validators start with a greater amount of stake; (iii) we
examine how the bouncing and the time attacks affect the probability
of justifying/finalizing checkpoints.

The paper is organized as follows. Section 2 contains an overview of
Gasper and Section 3 a quick introduction to PRISM and PRISM+. The
PRISM+ model of Gasper is defined in Section 4 and the coherence of
the model and the analyses of the security of the protocol are reported
in Section 5. Section 6 compares our proposal with the literature and
Section 7 draws some conclusions and discusses possible future work.

2. The gasper protocol

Gasper ledger is a tree of blocks with a pointer to a leaf block at
maximal depth, called handle; the blockchain is the sequence of blocks
from the handle to the root, called genesis block. Each block in the ledger
has a height that is the length of the path from the block to the genesis
block. Gasper consists of three main steps:

A. the selection of the validator that has to propose a new block,
the creation of the block and its inclusion in the ledger;

B. the voting process of blocks and their irreversible storage in the
blockchain, called finalization;

C. the incentive mechanism that rewards honest validators and
punishes misbehaving ones.

We overview these steps in some detail in the following subsections.
2.1. Block creation

In Gasper, block creation involves validators, which are nodes cho-
sen to create new blocks and validate transactions based on the number
of coins they have stored as collateral in the network — the stake. This
stake, which is at least 32 ETH (Ethers, the Ethereum cryptocurrency),
allows the validator to be registered in the Gasper smart contract and
to have a unique index. During a fixed time interval of 12 s, known as
slot, a single validator is chosen to propose a block. If the designated
proposer is offline during its slot, no new block will be generated for
that slot and the other validators will have to wait until the end of the
12 s to proceed with a new block. Otherwise the proposer validator
creates a block by collecting a number of transactions and a block seed,
which combines the (hash of the) validator index and the epoch seed
(see below). We recall that, even if the time frame in which the selected
proposer can propose a block is limited to the current slot, it may
happen that, due to the network latency, one or more blocks may be
received in the same slot, which causes a fork in the ledger (i.e. multiple
blocks at the same height in the ledger).

An epoch consists of 32 consecutive slots (therefore an epoch may
contain a number of blocks that is less or equal to 32). The blocks that
are at the beginning of an epoch are called checkpoints (also known as
epoch boundary blocks).
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The validator selection process is managed by an algorithm coded in
the RANDAOQ smart contract [10]. This algorithm, which runs at the
beginning of the epochs, uses the seeds that have been stored by the
validators in the blocks at epoch e and combines these seeds with the
epoch e-number by creating the epoch seed for epoch e+ 1. In turn, this
value, is used by the RANDAO smart contract at epoch e+1 to generate a
pseudo-casual sequence of 32 validator indexes with stake greater than
32 ETH that will propose the blocks at epoch e + 3.

2.2. Finalization mechanism and the voting process

Finality refers to a critical property of checkpoints that makes them
irreversible. When this happens, all the blocks in the blockchain with a
smaller height are irreversible as well. To achieve finality, checkpoints
undergo a two-step upgrade procedure. First, for a checkpoint to be
justified, it must obtain approval from two-thirds of the total staked
ETH, indicating a high level of confidence in its inclusion in the
canonical chain. The second step involves finalization, which occurs
when another checkpoint is justified on top of a justified block. This
action commits to including the ancestor block in the canonical chain,
making it irreversible.

The message (called attestation) containing a validator’s vote for a
checkpoint also contains a block vote, which is used to solve forks in
the ledger. In particular, for every block vote, a weight is added to each
block of the chain that has the voted block as a descendant. (The weight
is proportional to the effective balance of the corresponding validator,
see below.) Then, in case of forks, the so-called LMD-Ghost algorithm
identifies the main chain by

1. considering the most recent attestation from each validator —
the LMD (Latest Message Driven) process;

2. and selecting the chain with the heaviest subtree (the one with
the most attestations) — the Ghost process.

2.3. Incentives and penalties

Validators earn rewards through various activities, including
proposing blocks and making consistent votes with the majority of
other validators in correspondence of checkpoints. In Gasper, a reward
refers to the incentives distributed to participants (such as validators)
for contributing to the maintenance, security, or functionality of the
network. As explained in the documentation [11], the reward values
for validator i are computed according to the so-called base_reward,.
This value represents the average reward that a validator would receive
under optimal conditions per epoch and it is proportional to the effective
balance (called stake; in our analyses) of the validator and inversely
proportional to the number of validators on the network:

base_reward; = stake; X 64/(4 X z stakej).
jev

The effective balance refers to the capped amount used for reward
calculations, which maxes out at 32 ETH. This is distinct from the
actual balance, which represents the total amount of ETH held by the
validator. Thus, while the actual balance can fluctuate with the addition
of rewards or penalties, only the effective balance is considered when
determining rewards.

If a validator votes for the same block as the majority, it will receive
a reward, which can be calculated as follows:'

27
reward; = e X stake; X base_reward;

1 In Gasper there are rewards within so-called committees as well, which use
aggregators to get a consensus between components. Committees are groups
of validators chosen to attest to blocks during each epoch, playing a crucial
role in voting for block inclusion and contributing to block validation and
finalization. We do not discuss this issue because we are assuming singleton
committees.
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The reward a proposer receives when one of the blocks it created
has been validated is defined by the following formula, where n is the
number of validators participating in the system:

n X reward;
7 x stake;

Gasper also features a drastic penalty scenario, called slashing,
which causes the expulsion of a validator from the network, together
with the retrieval of its balance. Validators face slashing through two
distinct scenarios: (i) proposing and endorsing two distinct blocks for
the same slot and (ii) engaging in double voting for checkpoints. If these
actions are detected, the validator is slashed: 1/32 of its balance is
immediately burned and it is banned for 36 days; during this period
additional penalties are also applied. For example, one such penalty is
got when a validator does not send the attestation within the so-called
inclusion delay, which is 32 slots (i.e. 384s). That is, votes beyond the
same epoch of the checkpoint are not admitted and punished.

reward_bp; =

3. PRISM and PRISM+

The Gasper protocol is analyzed by means of a tool, PRISM+, which
is an extension of PRISM. In this section we overview PRISM and
PRISM+. We refer to [12] for a full account of PRISM.

PRISM [8] is a probabilistic model checker that computes the
likelihood of the occurrence of certain events. The input of the model
checker is a parallel composition of interacting modules, everyone rep-
resenting a (sequential) agent/process. The internal state of a module is
determined by the values assigned to its variables, whereas the overall
state of a system is determined by the internal states of all its modules.
Every module is defined by a sequence of commands that specify how
and under which conditions the module performs a transition and
updates its internal state. In turn, commands have the pattern

[a]l] guard -> rho_1l:update_1+...+rho_n:update_n;

where a, called action is used to synchronize commands of different
modules (actions may be omitted, meaning that no synchronization is
required); guard is a predicate over the state variables of the system
(those of the module and of the other modules); update_i defines
a list of assignments to its variables; and rho_1i is the rate at which
update_i is executed. The meaning of the above command is the
following: when guard is true, the module chooses a transition (the
operator + denotes a choice) according to the rate rho_i associated
to that update.

To illustrate PRISM semantics we discuss the code in Listing 1
(which is taken from the documentation®). This code defines an N-
place queue of jobs and a server that removes jobs from the queue and
processes them.

The module queue (lines 6-11) uses the variable q to represent
the size of the queue (N defines the maximal capacity). Transitions
specify the operations: The enqueue operation (line 8) inserts a new
element with rate mu, if the queue is not full (q < N); the operation is
modeled by increasing the value of q. Note that PRISM uses the prime
notation to denote the new value of a variable, in our case ¢’ = q +
1. The command at line 9) says that no new element is inserted when
the queue is full. The command at line 10 dequeue an element, and it
is performed provided that the server can consume it. For this reason
it has the action name serve that constrains server to perform a
transition with the same name.

The module server (lines 13-17), uses s to define whether the
server is busy or not. When s = O (the server is not busy), the command
at line 15 lets the server synchronize with queue through the action
serve. After this synchronization the server updates its state to busy

2 http://www.prismmodelchecker.org/manual/ThePRISMLanguage/
Example2
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1 const int N = 10;

2 const double mu = 1/10;

3 const double lambda = 1/2;

4 const double gamma = 1/3;

5

6 module queue

7 q : [0..N];

8 [1 q<N -> mu:(q'=q+1);
9 [1 =N -> mu:(q'=q);

10 [serve]l g>0 -> lambda:(q'=q-1);
11 endmodule

12

13 module server

14 s [0..1];

15 [serve] s=0 -> 1:(s’=1);
16 [1 s=1 -> gamma:(s’=0);
17 endmodule

18

19 label "full" = q = N;

Listing 1 An N-place queue and a server in PRISM

(s’ = 1). The rate of the synchronization is the product of the two
individual rates (in this case, 1lambda * 1). The command at line 16
states that a busy server (s = 1) can complete its task with rate gamma.
Line 19 defines a label. Labels are a way of identifying sets of states that
are of particular interest for expressing properties (see below). In this
case, it represents the states in which the queue q is full.

PRISM supports different kinds of probabilistic formalisms; in this
paper we use Continuous Time Markov Chains (CTMC), which are
transition systems (as the one above) where each transition is labeled
by a positive real number, called rate. In particular, if the rate of a
transition from a state .S, to .S, is r then the probability of moving from
Sy to S; within # > 0 time units is 1 — e*?. That is, rates are used as
parameters of an exponential distribution. Note that, higher is the rate,
higher is the probability to leave .S, in a given time. For example, in
Gasper, the creation of blocks can be approximated by an exponential
distribution with rate 1/12 (because a block is created every 12 s)
and an exponential distribution also approximates the probability of
delivering blocks across the network [13].

When a CTMC state has several exiting transitions (in the above
example, when 0 < g < N), then the probability of choosing one of
them depends on their rates — this is known as race condition. For
example, if r;, ---, r, are the rates of transitions exiting from a state
S, (and entering on pairwise different states), then the probability of
taking a transition with rate r; is r;/R, where R = r; 4+ --- + r,. This
is due to the fact that the minimum of two exponentially distributed
random variables is still an exponentially distributed random variable
with a rate equal to the sum of their rates.

In the following sections we are interested in the probability of
reaching states with a given property within a certain time. We use a
basic property of CTMC models: the events are independent from the
previous events in the history — the Markov property. Therefore, the
above probability is a function of the product of the probabilities in the
intermediate states.

In PRISM, properties of CTMC models are expressed in Continuous
Stochastic Logic (CSL) [14-16], which is an extension of temporal logic
with a probabilistic operator. The formulas we use in this paper have
always the form

P=7[F<=t propertyl

and express the probability that property is eventually true in a state
of the model within ¢ time units (starting from the initial state). In
particular, eventuality is expressed by the operator F of CSL logic; the
operator 7 asks the model checker to produce a numeric value for the
probability.

In the example in Listing 1, the probability that the queue is full
within 10 time units is denoted by the CSL formula


http://www.prismmodelchecker.org/manual/ThePRISMLanguage/Example2
http://www.prismmodelchecker.org/manual/ThePRISMLanguage/Example2
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P=7[F<=10 "full"].

To actually compute this probability, PRISM performs model checking.
However, since models may bear infinite sets of executions (in general
and in our case, in particular), PRISM does not undertake an exhaustive
exploration of the state-space and sticks to a so called statistical model
checking, which combines model checking and statistical methods. In
a nutshell, given a model of the stochastic system and a formula ¢
representing the property to verify, PRISM generates a finite number of
executions and evaluates them to determine the fraction of executions
satisfying ¢. This process computes an approximation P,,, of the actual
probability P for the formula ¢, and gives a probabilistic guarantee on
the accuracy of P,,,. In particular, P,,, is such that the probability that
the error of the approximation is too high is bounded by a constant
chosen by the user and called confidence level.

3.1. The Extension PRISM+

PRISM+ [17] extends PRISM by adding a native support for ex-
pressing and manipulating dynamic data types, such as ledgers, in order
to provide a generic set of primitives that can be used to model and
analyze different kinds of blockchain protocols.

Data types and operations. The data types that have been implemented
in PRISM+ are block, ledger, set, and map. These data types,
in particular ledger and set make models of PRISM+ be infinite
state. Therefore we analyze them by means of the statistical model
checking engine that we have discussed above. These types and the
corresponding operations are presented in the following paragraphs.

Blocks, noted b, p, ..., are triples (v*;p;h), where Vv is the name of
the validator that created the block; n is a unique numeric label; p,
called father, is the name of another block which (v®;p;h) points to;
h is the height of the block in the ledger. For instance, (v3;v]:3) is a
block named vg, which is the first block created by v3, whose father is
the block named VZ and which is at height 3. The operations on blocks
are:

» createB(v, n, L) returns a block (v®;p;h), where p is the
handle of the ledger L (see below) and h is the height of p plus
one;

+ isCP(b) returns true if the block b is a checkpoint (i.e. its height
is a multiple of 64), false otherwise;

» height(b) returns the height of b.

Ledgers, noted L, L/, ..., are tuples (T; f; p; K) where T is a tree
of blocks; £ is the name of a block in T (the last finalized block of L);
p is the name of a leaf block at maximal height in the subtree rooted
at £, called the handle of L; and K is a mapping from blocks in T to
integers such that, if b has been inserted more recently than b’ in T,
then K(b) > K(b"). The root of T is called genesis block and is denoted by
(genesis®; genesis®; 0). The blockchain of L is the sequence of blocks
that starts from the handle and reaches the genesis.

The operations on ledgers are:

canBeIns(L,b) returns true if b can be inserted in L (i.e. if
the father of b is in L), false otherwise;

addBtoL(L,b) inserts b in L and returns the updated ledger
(precondition: canBeIns(L,b) = true); it also updates the
mapping K and, in case, it updates the handle;

lastCP(L) and lastboCP (L) return the last checkpoint and
the last-but-one checkpoint in L, respectively;

lastF(L) returns the last finalized block in L, e.g lastF
(T, f,p,K)) =£.

updateHF (L,b) takes a ledger L = (T;f;p;K) and a block b
that has been finalized such that K(b) > K(f) and returns L' =
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(T;b;p’; K) where p’ is the leaf block in the subtree of b such that
K(b) is the greatest value.

A important notion for ledgers is that of fork defined as follows:

Let L; = (T;; 513K )s .5 L, = (Ts £, K,) be a set of ledgers
and let m be the maximal height of the handles py, ..., p,. Let also L; ,
..., L;, be the ledgers in the above set with the handle at height m.
We say that the set L, ..., L, has a fork of length m — h, where h is
the length of the maximal common suffix of the blockchains of L; 3o
L.

’ The following operations are used to compute and verify forks:

calculateFork(Ly,...,L;) returns the length of the fork in
L,,...,Ly, O if there is no fork.

> Lns

» verifyCP(Ly,...,L,) returns true if lastCP(Ly)
= --- = lastCP(L,), false otherwise.
Sets, noted S, 9/, ..., are collections of blocks, whose operations are:

+ get(S) returns a block randomly extracted from the set S, the
block is not removed from S;

« add(S,b) returns SuU {b};

» receive(S) returns a block b extracted from S;

» remove (S,b) returns S\ b;

+ isEmpty (S) returns true if the set S is empty, false other-
wise.

In our model, sets are used to store the blocks that have been received
but have to be inserted in the local ledger.

Maps, noted H, H, ..., are used to record the stakes of validators and
the votes of checkpoints. We use the following operations:

+ addVote (H,b,v) returns the update of H where the vote of v
for b has been recorded,;

updateS(H,H,b) returns H updated with the rewards and
penalties for each validator according to if they voted correctly
for b or not; the votes are taken from H'. The techniques for
rewarding and penalizing the validators are described in the
Ethereum documentation [18,19];

isJust(b,H,H’) returns true if the sum of the stakes of the
validators in H that have voted for b is greater than 2/3 of the
total stake of the system, false otherwise. Stakes are retrieved
from H'.

4. The Gasper model in PRISM+

The current implementation of Gasper consists of several interacting
modules. Our PRISM+ model closely adheres to it by defining Gasper as
a parallel composition of different modules: Validators, Network,
Vote_Manager, Randao, RandaoSelection and Global. Each
module plays a critical role in simulating and analyzing the behavior
of the system, contributing to the overall robustness and reliability of
our implementation. The architecture of our model is in Fig. 1.

The module Vote_Manager stores the tables containing the votes
for each checkpoint and calculates the rewards/penalties at the end
of each epoch; Network implements the broadcast communication
mechanism among validators; Global is an auxiliary module that
computes the length of forks — see Section 5; Validator; are the pro-
cesses modeling the validators and Randao and RandaoSelection
simulate the random selection of the proposers for the next epoch.

For clarity sake, we present a sugared version of the PRISM+ code
of Gasper; the online repository [17] contains the actual implemen-
tation, the verified properties with the data of our analyses and the
instructions for the use of the tool.
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1 module Validator_i

2 STATE_i [Start ,Create ,Receive ,Move,Vote,Check,Fin] init Start;

3 L_i : ledger init ({(genesis’;genesis®;0)};genesis®;genesis?;[genesis®r~1]);
4 c_i : [0..1000] init O;

5 b_i : block;

6 lastJ_i block init (genesis®;genesis®;0);

7 [J (STATE_i=Start)&(validatorID=i) ->

8 1 : (b_i’=createB(Validator_i,c_i,L_i))&(c_i’=c_i+1)

9 &(STATE_i’=Create)&(validatorID’=-1);

10 [1] (STATE_i=Start)&((voteID_0=i)|(voteID_1=i)|(voteID_2=i)) -> 1 (STATE_i’=Vote);
1 [J] (STATE_i=Start) -> 1 (STATE_i’=Receive);

12 [ (STATE_i=Start) -> rC_i (b_i’=lastCP(L_i))&(STATE_i’=Check);

13 [addB_i] (STATE_i=Create) ->

14 1 : (L_i’=addBtoL(L_i,b_1i))&(STATE_i’=Start);

15 [voteB_i] (STATE_i=Vote) -> 1 (STATE_i’=Start);

16 [1] (STATE_i=Receive)&!isEmpty(Set_i) ->

17 1 : (b_i’=receive(Set_i))&(STATE_i’=Move);

18 [1] (STATE_i=Receive)&isEmpty(Set_i) -> 1 (STATE_i’=Start);

19 [removeB_i] (STATE_i=Move)&canBeIns(L_i,b_i) ->

20 1 : (L_i’=addBtoL(L_i,b_1i))&(STATE_i’=Start);

21 [1] (STATE_i=Move) & !'canBeIns(L_i,b_i) -> 1 (STATE_i’=Start);

2 [] (STATE_i=Check)&isJust(b_i,Votes,Stakes)&lastJ_i=lastboCP(b_i,L_i) ->
23 1 : (lastJ_i’=b_i)&(L_i’= updateHF(L_i,lastJ_i))&(STATE_i’=Fin);
2 [1] (STATE_i=Check)&isJust(b_i,Votes,Stakes)&lastJ_i'!=lastboCP(L_i) ->

25 1 : (lastJ_i’=b_i)&(STATE_i’=Start);

26 [J (STATE_i=Check)&'isJust(b_i,Votes) -> 1 STATE_i’=Start;

27 [finB_i] (STATE_i=Fin) -> 1 STATE_i’=Start;

28 endmodule

Listing 2 The code of a Validator.

Network
o setl;
o set SetB;

Vote_Manager

o int epoch
o table Votes

Tganowsas {'gppe

Validator;
o block by
o ledger Ly
o block lastJ;

Validator,
o block by

o ledger L,

o block lastJ,

Randao RandaoSelection

o int validatorBi o inti

Validator,
o block b,

o ledger L,
o block lastJ,

Fig. 1. The Ethereum PoS model architecture.

4.1. The Validator

The Validator; module is reported in Listing 2. It is defined as a
state machine with seven states, whose current one is recorded in the
variable STATE_i defined at line 2. The actions of Validator are
guarded by STATE_i and update this variable when executed.

In Start, the validator may either (i) create a new block if it has
been selected by the RANDAOQ algorithm (c.f. the value of the variable
validatorID) and transit to the Create state (line 9), or (ii) has
been selected to vote in this slot and transit to Vote (line 10), or
(iii) receive a new block from the network and transit to Receive
(line 11), or (iv) check whether a checkpoint can be justified and
transit to Check (line 12), provided the block is the end of an epoch.
The rate rC_i represents how often a validator should check for new
justified/finalized blocks. In the Gasper protocol [20], in the absence
of excessive delays or congestion, this happens within the slot to which

they have been assigned. Thus rC_i = s/(len
and s is 12.

In the state Create (the validator creates a new block), the val-
idator updates its ledger and sends the created block to Network (see
action addB_1i at lines 13-14) to forward it to the other validators. The
rate of this action is determined by the companion action in Network,
which expresses the communication latency of the network (c.f. line 6
of Listing 6).

If the new block is a checkpoint (the height of the block is a multiple
of len,,, /s, i.e. 32 which represents the number of slots in an epoch),
Validator returns to Start.

In the state Vote, Validator votes by synchronizing with
Vote_Manager through the action voteB_i; this synchronization
causes the addition of the vote to the table Votes (c.f. line 15).

In the state Receive, the validator verifies whether Network has
blocks to deliver (lines from 16 to 18), and in case it transits to the
state Move; otherwise, it returns to Start.

In Move, Validator verifies whether the block can be inserted in
its own ledger (lines from 19-20). If this is the case, Validator adds
the block and returns to the initial state (line 21). It is possible that
a block that has been received cannot be inserted in the local ledger
— these blocks are called orphans in the literature — because its entire
ancestry (yet) is missing. In this case, the block is left in the local set
set_i of Network and will be added afterwards.

In the state Check, the validator verifies whether the last check-
point, say C;, has received the majority of the votes (i.e. C; has been
justified) and whether the last but one checkpoint in the blockchain of
C;, say Cy, is also justified. If this is the case, C, becomes finalized and
C; becomes justified — in lines 22-23 this is performed by storing C;
in lastF_i and updating the last finalized block of L_i to lastJ_i.
At the same time, the handle of L_1i may be updated as well.

If C, is not justified then C; is stored in lastJ_1i (lines 24-25). In
any case, the validator returns to Start and the process starts again.

epoch)s Where len, ., is 384
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module Randao
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1

2 for i from 0O to 31:

3 ValidatorB_i: int init -1;

4 for j from 0 to 2:

5 Voter_ji: int init -1;

6 for i from 0O to N:

7 index_i int init 1i;

8

9 [1 (state=0)&(randao=true) -> 1 (state’=1)& for i from O to N:

10 if Stakes[i] < 32 index_i’ = -1;

1 [] (state=1) ->

12 1: (randao’=false)&(state’=0)& for i from O to 31:

13 ValidatorB_i’=randomNumber (epoch,i, index_0,..,index_N)
14 & Voter_Oi’=randomNumber (epoch,i+31, index_0,...,index_N)
15 & Voter_1li’=randomNumber (epoch,i+63, index_0,...,index_N)
16 & Voter_2i’=randomNumber (epoch,i+95, index_O,...,index_N)

18 endmodule

Listing 3 The code of Randao.

(validatorID’=ValidatorB0)&(i’=i+1);

1 module Randao_Selection

2 i : [0..32] init O;

3 [1] (i=0)&(randao=false) -> 1

4 for j from 1 to 31:

5 [1 (i=j) -> slot

6 (validatorID’=ValidatorB_j)&(voterID_0'=Voter_0i)

7 &(voterID_1'=Voter_1i)&(voterID_2/=Voter_2i)&(i’'=i+1);
8 [] (i>31) -> 1: (i’=0)&(randao’=true);

9 endmodule

Listing 4 The code of RandaoSelection.

4.2. The RANDAOD

The RANDAO process has been split in two different modules: Ran—
dao and RandaoSelection.

The first one, reported in Listing 3, generates 32 random numbers
that represent the index of the validators that will be allowed to create a
block for each slot. The process also selects a number of validators that
vote for the block (in Gasper this number is 64, in our simulations it is 3
— see lines 11-17 in Listing 3). For the pseudo-random selection of the
validators, a function called randomNumber has been implemented
which takes as input the indices of the active validators (the validators
with at least 32 ETH), the epoch number and the number of the slot.
The function returns the index of the next block proposer.

The code in Listing 4 is used to change the indeces of the selected
proposer and validators for each slot. For each slot, index i, the
global variables validatorID collects the extracted value for the
corresponding slot, voterID_O, voterID_1 and voterID_2 store
the extracted values for the slot.

4.3. The Vote_Manager

The Vote_Manager module is used to initialize, track and update
the stakes of each validator belonging to the network.

The internal state of the Vote_Manager consists of a map Stakes
that stores the stakes of validators; a map Votes that takes the name
of a block and return the list of validators who have voted for the
corresponding block; and the epoch that records the height of the
last finalized block. The module synchronizes with the validator i on

actions voteB_1i and £inB_i. The synchronization on voteB_1i adds
the vote for the block that is stored in b_i to Votes, i.e. the name
Validator_i is added to the list of b_i (line 8). The synchronization
on finB_1i is used to compute the rewards and penalties for each
validator when a block is finalized. In particular, this happens when the
first validator finalizes a block b because, in this case, the height of b is
higher than epoch. In this case, both Stakes and epoch are updated
with the new stakes and height (b), respectively (lines 9-10). If the
validator is not the first to finalize (line 11) then no update occurs.

4.4. The Network

The Network module in Listing 6 manages the delivery of blocks
to the validators and the addition or elimination of a block to the
main blockchain, considering the addition or removal delays that are
foreseen by the protocol used.

The transitions in this module manage the steps before justifying or
finalizing a block. If a block needs to be added, in the addB_1i transi-
tion, then it will be added to each validator’s set, so that everyone can
have the block in its set. The opposite situation exists in removeB_i,
which is carried out only in the set of the user who created the block.

As regards the rate r,, we set it to 1/12.6, which is the broadcast
delay of the Bitcoin network [13], in order to have an average delay
value that allows us to compare our simulation with other models.
However, in Section 5, we will consider different latencies to test the
protocol under different settings.

4.5. Simplifications

In our model and in the analyses presented in the next sections we
overlook some details of Gasper that are not relevant to the properties
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1 module Vote_Manager

2 Stakes map {} ;

3 Votes map {};

4 epoch = 0 ;

5 for i from 0O to N:

6 Stakes[validator_i]

7 for i from 0O to N:

8 [voteB_i] -> 1

9 [finB_i] (height(lastF(L_i)) > epoch)
10 1:

1 [finB_i] (height(lastF(L_i)) <= epoch)

12 endmodule

Listing 5 The code of Vote_Manager.

1 module Network
2 for i from 0O to N:

3 SetB_i set [1;
. N_i : set [];

5 for i from 0 to N:

6 [addB_i] -> r,:
7 for i from 0O to N:

8 [removeB_i] -> r,
9 endmodule

Listing 6 The code of Network.

we are interested in. In particular, since our goal is to study the
behavior of the protocol to changes in basic parameters, such as the rate
of creating new blocks and the percentages in the rewards/penalties
system, we assume that:

1. blocks are black boxes: we omit any informations that is not
relevant for the consensus, in particular Solidity transactions.
In fact, the analysis of Solidity transactions would add com-
plexities related to the computation time of every transaction.
This issue is outside the scope of our analysis because it does
not affect the basic consensus mechanisms we are studying;

2. the network consists of validators that also create new blocks.
In particular, we drop the distinction between validators and
proposers and the grouping of proposers in committees;

3. the selection of the proposers and the voters for blocks is defined
by a randomNumber function, which does not consider the
block seeds of the previous epoch (c.f. Section 2.1).

Finally, the dynamic networks, that is validators that may enter or exit
the protocol (c.f. end of Section 2), have been overlooked in this work.
The modeling and the corresponding analysis of this feature is left to
future work.

5. Results

The section reports the experiments performed in order to test
Gasper. Since the protocol is new, we have not found any benchmark in
the literature to verify the coherence of our PRISM+ model. Therefore
we decided to compare it with those about the previous Ethereum
protocol — Hybrid Casper. Then, we will report a number of relevant
security tests concerning the stake analysis and the results obtained in
presence of three attacks: balance, bouncing and time attacks.

The experiments have been carried out on a Virtual Machine with 8
VCPU and 64 GB RAM. The stake analyses were conducted through
simulations, considering 100,000 validators. The other experiments
have been conducted by setting the PRISM+ model checker to generate
100000 samples of protocol executions. The verified systems were
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[0..MAX_STAKE] init STAKE_i;

Votes’=addVote (Votes ,b_i,Validator_i);

->

epoch’=height (lastF(L_i))&Stakes’=updateS(Stakes,Votes,lastF(L_i));

-> 1:

)

foreach k in N_i{ SetB_k’=add(SetB_k,b_i); }

SetB_i’=remove (SetB_i,b_i);

composed by » validators, with n = 6,8, 10, 13, 16, and the experiments
are always run until we observe a stabilization of results. Usually with
networks larger than 10-13 validators, the differences between the
outputs of the analyses are in the order of 10~3. This is due to the fact
that we use mean rates to describe the latency of the network (which
are taken from the literature) therefore the number of nodes has little
impact on the broadcast of blocks.

5.1. Coherence of the model — comparison with hybrid casper

Hybrid Casper [21] is a consensus protocol that has been used by
Ethereum in order to ensure a smooth transition from the original PoW
protocol to Gasper. This protocol keeps the ledgers consistent by using
two techniques: it exploits POW as block proposal mechanism and PoS
to choose a stable blockchain. As usual in PoW, nodes have to solve a
computational problem to add new blocks, whose difficulty is set so
that a solution is found within 14 s. Hybrid Casper PoS mechanism
for finalizing checkpoints is the same as in Gasper, with the difference
that epochs’ length consists of 64 blocks. Another relevant difference
between the two protocols is that Gasper is strictly based on time-
frames to propose and finalize blocks, while Hybrid Casper uses the
height of blocks in the ledger to trigger the finalization process (and, in
turn, blocks may take more than 14 s because the PoW may be longer).
Therefore, we expect that Gasper has a better performance in proposing
and finalizing blocks. The following analyses confirms this expectation.

The results obtained by analyzing Gasper (blue lines) are compared
with those in the literature [22] whenever available (green line) and
with those obtained for Hybrid Casper, reported in [7] (red line).
As regards block creation, which specifically refers to the process of
proposing a new block, Fig. 2 reports the process over a duration of
25 s (a bit more of two Gasper slots and a bit less of two Hybrid Casper
slots).

We notice that a block is created in Gasper within 12 s with
probability of 1. On the contrary, in Hybrid Casper the probability of
creating a block within 14 s is around 0.9. This is actually reasonable,
since a Proof of Work computational problem has to be solved and it
is not evident that at least a node has been able to solve it in 14 s.
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As regards forks, Fig. 3 shows how the probability of having a fork
of length k, with 1 < k < 10, varies over the time. We run the analysis
by considering k * 12 as bound time.

Our results show that the probability of a fork of length 1 is higher
than 0.9, while the probability decreases as the k increases, and it
is 0.005 for forks of length 3. Comparing the results with the ones
obtained for Hybrid Casper, it is evident that the probability is way
lower. This is due to the fact that only one proposer is selected in the
Gasper protocol, thus a fork of length 1 may happen due to the latency
of the network, but longer forks are very unlikely.

Last, as regards justification and finalization, we compare the prob-
abilities for Gasper and Hybrid Casper considering a network delay of
12.6 s. In Figs. 4 and 5, on the x-axis, we report the number of the slots
we are considering, instead of the number of epochs because, in Hybrid
Casper an epoch has a length of 64 blocks, while in Gasper an epoch is
a period of 32 slots, in this way we can compare the results obtained
for both the protocols at the same time.

It turns out that for Gasper the probability of justifying after 64
slots is 0.552. It is also worth to notice that, when the epochs are 5,
the probability is greater than 0.98 which is in accordance with [21]
where this probability is stated to be greater than 0.5 in one epoch. We
note that, at slot 32, the probability of justification is zero because the
length of an epoch in Gasper is defined as 64 slots. Since justifications
only start after the completion of an epoch, no justification can take
place until slot 64. Only at that time enough validator attestations could
have been collected to meet the threshold required for justification.

In Fig. 5, we compare the probability of finalizing blocks also with
the results presented in [21]. In Hybrid Casper, a block is created
by solving a PoW computational puzzle and, thus, the time needed
may vary and forks may be more probable. On the contrary, Gasper
has a lower probability of forks (as shown in Fig. 3) and, thus, a
higher probability of finalizing checkpoints. In particular, because of

Computer Communications 236 (2025) 108123

1 T T ©
c
§e]
Sos|
306/
s
©
2047
;;
-8 0.2y —e— Gasper
a —e— Hybrid Casper
Y > 0 DO LA O DO
F T E PSP
Slots
Fig. 4. Justification.
1
c
i)
T 0.8
N
g
Fo06
i
204;
%
So2 —e—Gasper
o —e—Hybrid Casper
o —6— Results by Buterin
oL : : :
0 200 400 600

Slots

Fig. 5. Finalization.

the process of creation of blocks, this probability is already greater than
0.6 after 32 slots.

5.2. Different network latencies

In order to analyze how the Gasper protocol is affected by the
network latency, we report some analyses considering 4 different set-
tings: no delay, a delay of 12.6 s, a delay of 25.2 s and a delay of
37.8 s. In our analysis we do not consider block creation since it is not
influenced by network latencies. Indeed, block creation only relies on
the randomness provided by the RANDAQ smart contract, which ensures
fair and unpredictable proposer selection. Fig. 6 reports the impact of
different network latencies for justification and finalization. We notice
that the more time is needed for a block to be received by the network,
the less likely is for a checkpoint to be justified/finalized.

In particular, a delay of 38 s does not allow to the system to have
a probability of 1 of justifying a checkpoint before 9 epochs after
the creation. The same applies for the finalization, where we have a
probability ~ 0.99 only after 12 epochs, which would highly affects the
security of the system.

5.3. Stake analysis

In this section we conduct an in-depth analysis of the average stakes
of validators in the network. The purpose is to clarify the effectiveness
of the Gasper protocol in the context of increasing or decreasing stakes
during the epochs. In the experiments of Figs. 7-9, we consider a
network of honest validators with probability 0.8 of sending correct
attestations and 0.2 of sending incorrect ones. This 0.8/0.2 ratio has
been chosen to analyze how variations in attestation accuracy impact
validator stakes and to reveal the protocol’s robustness in non-ideal
conditions. The ratio was selected because, with an incorrect attestation
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Fig. 7. act_stake; with 100k validators having equal initial stake.

probability of 0.1, the differences in the analysis would be too small
to be observed. On the other hand, using a higher probability would
be unrealistic and not reflective of typical network conditions. The
simulations will not incorporate the more punitive aspects of Gasper,
such as the inactivity leak and the slashing mechanisms. In particular,
when computing the reward for the block proposal, a maximum reward
is considered and applied according to the validators’ votes are correct
or not.

As regards the gas rewards and penalties, in the experiments we
used the actual Ethereum protocol parameters described in Section 2.3.
The experiments highlight the growth of the actual balance
act_stake; of a validator i. This balance shows validator’s total
holdings over time and captures the volatility that may result from
immediate changes in stake. It is different from the effective balance
of Section 2.3 that was noted stake; and capped by 32 ETH.

Fig. 7 spots the actual balance of a validator in 100 epochs, assum-
ing there are 10° validators with a stake of 32 ETH. On the x axis, we
will indicate the time intervals in epochs, with the understanding that
one slot equals 12 s and one epoch equals 32 slots (hence 384 s).

In this simulation, the base reward is 9050 Gwei (1 Gwei is equal to
10~° ETH) and the reward for the proposer of the block is 0.113 ETH.
We observe that, in Fig. 7, the validator obtains a significant growth
in stake around epoch 50, which comes from having become a block
proposer.

The next experiment was carried out to compare the previous results
with a smaller network, in order to understand whether there is a
regular trend or not. Fig. 8 reports the actual balance of a validator
in 100 epochs, assuming there are 0.5 x 103 validators with a stake of
32 ETH.

In this simulation, the base reward is 12800 Gwei, so 0.080 ETH for
the proposal of a block. The slopes in Fig. 8 indicate that the validator
has became a block proposer twice in 100 epochs, around epochs 10
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and 60, therefore exceeding the 32.12 ETH reached in the experiment
with 10° validators. This means that, even if in a larger network the
rewards for proposing a block are bigger, in a smaller network it is more
likely to become a proposer and receive a larger reward. Therefore,
the constant increase in the number of validators registered on the
Ethereum network could lead to a loss of interest in participating to
the protocol.

Fig. 9 shows the comparison between the stake of a validator with 32
ETH and the stake of a validator among others who have 16 ETH, within
a network of 50000 validators, all holding 16 ETH except for one holding
32 ETH. The trend is always analyzed over 100 epochs, considering the
base reward to be 18101 Gwei and the reward for the block proposal
0.113 ETH. This experiment highlights that the presence of a unique
validator with a larger initial stake does not let it to enrich considerably
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more than the others, given that the stake amount influencing the
proposer’s selection among validators is 32 ETH.

One noteworthy observation that emerged from our investigation
was Gasper’s ability to incentivize honest validators, fostering gradual
stake growth over time. This growth of stakes follows a linear trajectory
rather than experiencing an exponential ascent, regardless of their ETH
holdings.

5.4. Resilience to the balance attack

The balance attack is a liveness attack exploiting Gasper’s fork-
choice rule formulated in [5]. This attack consists of balancing the
votes of the validators on two parallel chains with the aim of avoiding
the justification and finalization of the checkpoints. This balancing
operation jeopardizes justifications as long as two-thirds of validators
do not vote for the checkpoints. Therefore the aim of attackers is to
keep honest validators split between two chains indefinitely, so that
neither chain ever gets two-thirds of votes.

In our simulation with 13 nodes, we assume that 4 of them are
dishonest (hence, less than one-third). The attack is triggered by a
dishonest validator that proposes two blocks A and B for slot 0 of an
epoch e and sending A to half of the nodes and B to the other half.

During e, honest validators will vote for their main view while
dishonest validators do not send votes and collect the blocks of chain
A and B into two separate subsets. In the e + 1 epoch, the attacking
validators parse these two sets and vote in order to balance the total
votes of the two chains (see Fig. 10). By continuing to release votes with
this delay, it will not be possible to obtain the two-thirds of votes on
checkpoints and to select a canonical chain. The same results have been
found in [5], where the authors simulate the attack in a synchronous
network with 100 nodes and show that finalizations are not possible.

Ethereum has already mitigated the balance attack by introducing
the so-called proposer boost [23]. The idea is the following. When a
block is created, it gets a relevant increase of weight if it is received
in time (in its own slot). Since the weight is used by the LMD-Ghost
algorithm to solve forks, the heavier block will have more chance to be
selected by nodes. In Fig. 11 we apply a boost to the block A of 40%
of the stake of voters at epoch 0.

In our case, having all validators with stake equal to 32 ETH and
having 3 validators with voting rights in each slot, the boost value is set
to 38. The blue line highlights that, when the proposer boost starts, the
honest nodes begin to vote for the chain A. The same trend is pictured
in Fig. 12, where the probability of finalizing a checkpoint is 1 after 3
epochs.

5.5. Resilience to the bouncing attack

The bouncing attack [4] is another liveness attack that can signifi-
cantly disrupt the normal operation of a network. In this case, the aim
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of the attackers is to bounce from one chain to another, not allowing
the protocol to finalize checkpoints.

We simulate the attack with 13 nodes, of which 4 are dishonest,
and we assume epoch e = 0 as the starting epoch. In this epoch, 2
checkpoints are created. In epoch e+1 the attackers wait until all honest
validators have sent their checkpoint votes before releasing theirs, in
order to justify one of the two checkpoints. Let us assume checkpoint
A has two-thirds of votes. Meanwhile, during this epoch (e + 1), the
validators continued to propose blocks on the two parallel chains,
again obtaining two different checkpoints. Therefore, by repeating the
previous steps, the dishonest validators will release their checkpoint
votes again with delay, this time justifying the checkpoint on the other
chain, the chain B. In this way, avoiding justifying two consecutive
blocks of the same chain by “bouncing” from the chain A to B, it is
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possible to affect the liveness of the network. Fig. 13 shows the bounce
in checkpoint justifications, going from chain A to chain B.

Fig. 14 (left) reports the probability of justifying a checkpoint and
Fig. 14 (right) displays the probability of finalization. We derive that
the ability to finalize is definitely compromised, thus confirming the
results of [4]. This attack has been fixed in Ethereum by introducing
a maximum slot limit in which each validator can send its checkpoint
vote [4]. However the patch has been removed because the bouncing
attack can be hardly reproduced in Gasper.

5.6. Resilience to the time attack

We finally study the resilience of Gasper to a time attack. Time-
based attacks are designed to exploit the lack of a specific clock
synchronization system in Ethereum to hamper the reachability of a
finalization state. In particular, we use two well known attacks to the
Network Time Protocol, which is one of the protocol used by Ethereum
validators to synchronize clocks [24,25]. The goal of these attacks is
to de-synchronize clocks of validators in order to slow down them for
two epochs, thus becoming inactive. Assuming to have 13 validators,
the steps of our attack are the following:

1. Picking dishonest validators. Seven validators are chosen to be-
have dishonestly, that is they aim to finalize a chain of block
that is different than the actual one. Technically they behave
honestly, since they just vote for different checkpoints. We notice
that these validators cannot control the protocol because they do
not own the two-thirds of the total stake.

2. Slowing down honest validators. The behavior of the other six
honest validators is delayed by 64 slots. This means that the
operations of block creation, voting for checkpoints, and re-
trieval of blocks are delayed of 64 slots, which is greater than
the inclusion delay (32 slots). Therefore the validator appears
inactive to the network. Technically, this attack is implemented
by updating the rates of attacked validators (e.g in Listing 2 the
rate rC_i moves from 1/32 to 1/64 and the probability 1 in line
7 becomes 1/32).

3. Inactivity leak. The attacked validators lose their stake because
of the inactivity. When the stake of these validators is less than
16 ETH, they transit to Exit (this is a new ad-hoc state specifi-
cally created for this attack) which precludes them from future
operations within the network and removes their stake from the
total stake. To speed-up this step, we decided to penalize inactive
validators by 1 ETH (a considerably higher penalty than that
for inactivity, but necessary to simulate this phenomenon in less
time). This step is performed until the stake of the dishonest
validators is less than two-thirds of the total stake.

4. Full control of the network. Once two-thirds of the total stake is
retained by the dishonest validators, the attack is complete.
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Fig. 15 highlights the number of justified blocks before the attack
starts. In this case the probability of justification is 1 (at epoch 1).

However, as soon as validator’s clocks are slowed or affected by the
time attack, they can no longer participate in the justification process
and Fig. 16 shows that the justification probability becomes 0. Since,
in Gasper, the operations must occur within fixed time intervals, the
Time Attack rises a substantial concern about the effectiveness of the
validator.

Fig. 17 displays another phenomenon: the number of blocks jus-
tified by dishonest validators becomes larger and larger over time as
inactivity penalties are assigned delayed validators.

Indeed, this mechanism gives penalties to validators with notably
slower operational clocks within the network, categorizing them as
inactive. In turn, this categorization ultimately paves the way for mali-
cious validators to secure their checkpoint. Of note is that this inactivity
process, resulting in forced exit of inactive validators, takes three weeks
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Fig. 17. Number of justifications made by the dishonest validators.

to complete [26]. In our simulation, the process was speeded up by
increasing penalties for inactive validators.

6. Related works

The analysis technique used for Gasper is similar to those applied
to Bitcoin and Hybrid Casper in [6,7].

A similar technique has been used to analyze Tendermint [27],
where the authors verify that the consensus protocol is deadlock-free
and is able to reach consensus when at least two-thirds of the network
nodes are in agreement. They also prove that a minority set of nodes,
which is greater that one-third, is enough to censor the majority of the
network and prevent the network from reaching consensus. As in our
modeling, the network of nodes is a parallel composition of processes;
however, in [27], the system is verified by means the PAT model
checker [28], which is not probabilistic.

A first machine checked proof for safety and liveness properties of a
consensus algorithm has been delivered in [29]. They verify a Proof of
Stake protocol, using the Coq proof assistant [30]. In particular, they
consider a synchronous network with a static set of corrupted parties,
define an operational semantics for this setting and prove chain growth,
chain quality, and common prefix. The chain growth property states
that the length of the main chain of an honest party increases over
time. Chain quality says that, within a sufficiently large consecutive
number of blocks of a main chain, some of them have been created by
honest nodes. The fact that there is a common prefix between the main
chains of the honest nodes of the network is guaranteed by the common
prefix property. These three properties together imply both safety (all
honest parties reach the same decision) and liveness (a decision is
reached eventually). With respect to our work, the setting in [29]
is synchronous, which assumes that messages are delivered within a
known fixed time bound, and probabilities are not taken into account,
meaning that there is no modeling or analysis of stochastic aspects
of message delivery and parties’ behavior. In contrast, our approach
accounts for probabilistic scenarios and allows for an asynchronous
setting where there is no fixed upper bound on message delivery times.

Coq has also been used to verify the Algorand PoS protocol [31].
In particular, Algorand correctness is the so-called asynchronous safety,
e.g. two different blocks can never be certified in the same round
(certification is a notion analogous to finalization in Gasper). In [31],
asynchronous safety is demonstrated by taking into account network
delays, timing issues, and malicious nodes. However, in the case of
Algorand proofs, different settings require completely new demonstra-
tions. In contrast, our analysis can be easily adapted to different settings
of the protocol by changing basic parameters such as the network
delay or adding/removing parallel processes acting as attackers. This
adaptability is a key strength of our approach, providing a more flexible
and comprehensive verification framework.
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Security guarantees have been also thoroughly studied for the PoS
protocol Ouroboros [32]. In the case of Ouroboros, the studied prop-
erties are persistence, meaning that, once an honest node declares a
given transaction as ‘“‘stable”, then all the other honest nodes will agree
on that choice; and liveness, meaning that, once an honestly generated
transaction has been made available to the network, then it will become
eventually stable. The proofs that Ouroboros enjoys these properties are
manual. We think that our PRISM+ model checker can be used to study
the foregoing properties in an automatic way. Up-to our understanding,
it will be sufficient to change the process of choosing the next node that
can propose a block.

A technique similar to our one but using the PEPA model checker
has been applied to examine the incentives that drive miners to invest
resources in Proof-of-Work (PoW) blockchains to maximize profits [33].
Notably, [33] studies the incentive mechanisms without the modeling
of the blockchain and its blocks. In contrast, we take a different ap-
proach. We dive into the internal dynamics of the blockchain, offering
a comprehensive analysis of its functioning and a broader spectrum of
analyses. Additionally, our methodology is versatile and has also been
successfully applied to analyze PoW systems and PoS ones.

7. Conclusion

We verified the Gasper protocol using the stochastic model checker
PRISM+, which includes specialized primitives for representing the
data types 1ledger and block, along with their associated operations.

Our experimental simulations examined the impact of network la-
tency on finalizations, providing empirical evidence of Gasper’s robust-
ness. We tested the protocol under various time delays and verified that
the probability of justification and finalization significantly decreases as
the time required for a block to be delivered increases. Furthermore, we
analyzed stake updates and discovered that while larger networks yield
higher rewards for proposing a block, smaller networks increase the
likelihood of becoming a proposer and receiving substantial rewards.
We evaluated the protocol’s resilience against balance, bouncing, and
time attacks, showing that the protocol is highly susceptible to these
attacks. These findings validate results from the literature [4,5], and
we further analyzed the effectiveness of the proposed patches.

Our analysis is not exhaustive. Future work will focus on exploring
the protocol’s behavior in dynamic networks, where nodes may enter
or exit the network. Also assessing Gasper’s resilience against emerging
threats and adversarial strategies that may arise in more complex and
evolving network environments is relevant. Another research direction
that we recently found interesting is the question of fairness of the
Gasper protocol. In this protocol, the ability to generate blocks is pro-
portional to the wealth on stakes of a validator. Therefore a validator
with higher stake has more chance to be selected as a proposer and to
increase his own stake. As a consequence, the distance in wealthiness
augments, thus reducing the ability of participants with smaller stakes
to create blocks (the fairness decreases). By using the PRISM+ model of
Gasper we actually verified that the wealthiest validators consistently
maintain their advantageous positions while the least affluent valida-
tors struggle to improve their standings [34]. This emphasizes the need
to design, implement and analyze mechanisms for greater equity and
inclusivity in blockchain ecosystems.

A last research direction is about the correctness of PoS protocols
other than Gasper. According to the Ethereum Foundation, Gasper con-
sumes about the 99.95% less energy than the current PoW protocols.
For this reason PoS protocols have been already developed for perva-
sive computing systems where energy consumption is an issue [35,36].
However, while extensive simulations have been undertaken, there is
no formal analysis about the robustness of such proposals when basic
parameters change. We intend to pursue this goal by means of PRISM+,
following the technique used for Gasper.
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