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Abstract—The recent spread of smart city technologies has enabled the
development of smart services and applications for citizens living in urban areas.
However, deploying similar services sustainably in decentralized zones is challeng-
ing, primarily due to the lack of a stable communication infrastructure. Toward this
goal, the use of secure and low-cost opportunistic networking technologies may
play a key role in supporting the development of services based on cooperative
(incentivized) communication models. We propose SUSY (SUstainable

smart Services for the countrYside), a general architecture for the development
of sustainable smart services. SUSY defines a set of high-level functionalities as
building blocks for creating smart services in rural environments. Environmental
sustainability is promoted through energy-efficient communication, decentralized
processing, and incentive-driven ecological monitoring. We will refer to this vision of
developing smart services in decentralized rural areas using the term “smart shires”.

Index Terms: Smart Environments, Opportunistic Computing, Blockchain

sparsely-populated regions, due both to the lack of the
same infrastructures, but also because people living
in metropolitan areas have different requirements and
expectations than those living in the countryside [4].

mainly been focused on “smart cities”, with the

goal of improving the services offered to citizens.
All these services have been engineered on the as-
sumption that they would be deployed in metropolitan
areas. In the long-term, these efforts will have two
relevant social effects: on one hand, they are likely
to improve the quality of life of citizens. On the other
hand, they will widen the differences among different
areas of the same country or region. The problem is
not just a matter of “digital divide”: it is not possible
to replicate smart cities services in rural areas and

I n recent years, advances in the ICT domain have

With the term “smart shires”, we refer to the set of
digital and social solutions that allow the creation of
innovative digital services in rural areas and improve
their resilience, quality of life and economic prospects.
We believe that the development of smart services for
the countryside poses specific challenges that might
be less prominent in other contexts. Rural areas are
often poorly served by technological infrastructures
that are given for granted in cities (high-speed network
connections, energy distribution, utilities, and so on).

XXXX-XXX © 2025 IEEE
Digital Object Identifier 10.1109/XXX.0000.0000000

Month

Published by the IEEE Computer Society

A possible mitigation to digital resource scarcity is
through sharing and adequate organization of data,
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computation and communication protocols [18]. This
has to be accomplished by integrating legacy access
network infrastructures with alternative cooperative
approaches, based on opportunistic and community-
based mesh networks. Similarly, depending on the ser-
vices to be provided, computation might be performed
on cloud resources, on edge devices or through com-
pletely decentralized architectures. Decentralized ar-
chitectures represent a paradigm shift from traditional
centralized systems, where data authority, data stor-
age, and computational tasks are distributed across
multiple independent nodes within a network. This
approach inherently enhances resilience, reduces sin-
gle points of failure, and promotes autonomy among
participating nodes. Distributed ledgers, decentralized
file systems, fog computing and peer-to-peer networks
are typical examples of decentralized system architec-
tures, without having to rely on centralized “data silos”,
i.e., data stores that are controlled by a single entity.
They can also be used in conjunction, in order to build
more sophisticated services.

A key aspect of smart services is cooperation.
Individuals should contribute storage, computing, and
communication facilities, operate data relays or “smart”
controllers that orchestrate part of the services for the
benefit of the whole community.

To be technically and economically sustainable,
sharing of network, computing and storage resources
must be securely traced and rewarded. To this extent,
blockchain-based techniques can provide accountabil-
ity and incentives, since they offer proof of coopera-
tion, which can be automatically awarded via smart
contracts and the distribution of crypto tokens to be
employed in the smart services ecosystem. These
cooperative approaches not only address digital dis-
parities but also support environmentally sustainable
deployments by minimizing energy use and leveraging
existing resources.

The goal of this paper is to define SUSY (SUstain-
able smart Services for the countrYside), a general
architecture that allows the design and deployment
of smart services in rural areas, overcoming infras-
tructure limitations through opportunistic networking
and incentive-based cooperation. It includes a set of
high-level functionalities that can be used as building
blocks for developing smart services in rural environ-
ments. The SUSY architecture is descriptive rather
than prescriptive: given the wide variety of available
technologies (e.g., for smart sensors, microcontrollers,
programming languages and software frameworks), we
focus on functionality since implementation details are
subject to non-functional requirements on a case-by-
case basis. To illustrate the potential of our proposal,
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the paper discusses a set of real-world applications
and explains how these are supported by the architec-
ture.

Figure 1 illustrates the typical scenario where smart
applications can be deployed. Rural or remote loca-
tions rely mostly on an opportunistic approach based
on wireless communications, since wired broadband
might not always be available, or too expensive; vehi-
cles or pedestrians can act as “data mules” to collect
data from various data sources (e.g., smart bins that
can sense the environment and also their own status
to alert the waste management service when they are
full). Broadband access available at some homes may
act as gateways to the Internet upon compensation to
the respective operators.

In this section, we discuss a few examples of ap-
plications that can be made possible by the SUSY
architecture, based on use cases that we have been
investigating in recent years.

Trusted Data Mule
Trusted data mules introduce a decentralized approach
to opportunistic networking, designed to address the
challenge of data transmission in remote environments
where traditional Internet access is unreliable or ex-
pensive. A data mule is a mobile physical entity (e.g.,
a vehicle) that collects data from devices it encounters
during movement, stores it temporarily, and delivers
it to designated destinations. Communication between
offline devices and this vehicle typically happens via
short-range wireless communication [5]. If not all de-
vices can directly reach the road where vehicles travel,
nodes in the area can form an overlay network to
extend the communication range. Data are prefer-
ably stored using decentralized mechanisms (e.g.,
IPFS [1]), which helps ensure persistent availability
by eliminating reliance on a single point of failure.
A publish/subscribe-based announcement service al-
lows recipients to discover and retrieve stored data by
notifying them as soon as new content is available.
Alternatively, retrieval can be performed using content
identifiers, granting access without requiring a direct
connection to the original sender. Contributions are
incentivized using the secure cooperation layer, which
ensures transparent reward distribution.

Smart data mules can be efficiently adopted also
with individual human mobility. Health monitoring is a
relevant use case. Consider the scenario of people
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FIGURE 1. An example of smart services for the countryside.

living in rural areas without connectivity who, due to
old age or known health conditions, require constant
monitoring. To enable them to continue living in those
areas, they may be equipped with environmental and
wearable sensors.

In case of emergency, the wearable sensor sys-
tem ftriggers a direct phone call to the nearest emer-
gency department. In normal activity, collected data
are stored, but they must be periodically transmitted
to the central server of the public health system. In
this case, sensitive data may require the adoption
of trusted data mules that periodically visit him or
pass nearby [20]. Edge computing allows for (prelimi-
nary) data processing at the patient’s house. Proper
authorization schemes are employed to understand
who is eligible to treat which kind of data. Secure
ad-hoc, short-range communication technologies are
employed to transmit data. Blockchain mechanisms
allow for secure tracing of all steps. People involved
in the secure data transmission are rewarded with
crypto-tokens that can be used in the area to pay
for other smart shires enabled services. This mode
of data collection minimizes infrastructure reliance and
supports low-energy, sustainable data transport across
rural landscapes.

Incentive-based Environmental Monitoring
Another useful application is the collection of sensor
data across remote environments, in particular where
Internet connectivity is problematic. Examples are the
collection of environmental data such as air quality,
temperature, humidity, or pollutant levels in rural areas,
forests, or agricultural zones [8], [12].
Communication can be handled using
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LoRaWAN [7] technology, which is well-suited for
monitoring activities where traditional communication
infrastructure is lacking. The adopted communication
technology can transmit data over long distances with
low power consumption, extending sensor battery
life and reducing the effort for maintenance. Sensor
data are collected by gateways, which can be either
stationary, placed in optimally placed locations, or
mobile, mounted on vehicles to enable opportunistic
data collection, such as in the trusted data mule use
case [13].

To stimulate cooperation, economic incentives are
introduced to encourage individuals and organizations
to participate in the data collection and transmission
process. Smart contracts can automate the manage-
ment of rewards by issuing micropayments to contrib-
utors, such as vehicle owners and service operators,
based on predefined criteria like data volume or quality.
To enable the trading of collected data, a marketplace
can be integrated into the system where users sub-
scribe to specific data streams of interest according to
a publish-subscribe scheme. Alternatively, data could
be stored on edge nodes, allowing for the collaborative
training of machine learning models. This motivates the
adoption of a federated learning setup, where models
are trained locally on each device, and only aggregated
updates are shared, minimizing the risk of sensitive
data exposure.

Data from loT sensors should be signed and
encrypted to ensure authenticity and confidentiality,
but these operations can be energy-intensive for low-
power devices, making it necessary to find a balance
between security and energy efficiency. Indeed, power
consumption is a challenge for the development of
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smart services, since most loT sensors have to be
powered by small solar panels or batteries. While
blockchain ensures traceability, it must also protect
privacy by avoiding the storage of sensitive information,
such as the geographic location of identifiable users.
Pseudoanonymity makes it hard to link transactions
to real-world users, and limiting metadata exposure
further reduces the risk of identity inference.

Modeling and simulation play a crucial role in the
design phase by assessing the feasibility of the system
to be implemented and identifying potential issues
early in the process, e.g., evaluate the performance
of delay-tolerant networks, the ability of blockchain to
manage all required operations, and effectiveness of
wireless communication. Multilevel modeling is well
suited for analyzing complex loT scenarios, as it al-
lows different aspects of the system (e.g., blockchain
activities, data transmission, and vehicle mobility) to be
modeled independently, favoring code reusability and
modular design [19].

Smart Trails

In recent years, shifting tourism paradigms have led
to the rise of a sustainable approach to countryside
exploration. This form of “slow tourism” emphasizes the
desire of individuals to explore at a leisurely pace, often
by foot or through eco-friendly mobility options such as
bikes.

In this framework, tourists may function as data
mules, leveraging their smartphones to collect and
transmit data for the smart shire. Services enabled
by this infrastructure are strategically positioned along
tourist trails and encompass a wide range of applica-
tions. Examples include monitoring terrain and air qual-
ity, deploying smart waste bins, enhancing services
for mountain huts, offering exploration and proximity-
based gaming experiences, and providing smart coun-
ters. These services create a comprehensive soft in-
frastructure that enriches the tourist experience while
supporting environmental and community goals.

The communication technologies underpinning this
ecosystem are those commonly integrated into mod-
ern smartphones, such as 5G, Bluetooth Low Energy
(BLE), and Wi-Fi 7. These technologies facilitate the
seamless operation of the data mule infrastructure,
which is further reinforced by the cooperation layer,
which ensures that participants are rewarded fairly and
transparently [2]. This model supports green mobility
and reduces carbon impact by replacing fixed sensor
networks with human-carried devices.

By offering crypto-tokens as rewards, the system
not only incentivizes participation but also strength-
ens the shire’s economic ecosystem [16]. Tourists are
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encouraged to spend their tokens locally, creating a
virtuous cycle that benefits both the visitors and the
community. This approach represents a new model for
sustainable tourism, where technology and ecological
awareness create value for all involved parties. The In-
DaMulC2C framework [17] introduces direct client-to-
client (C2C) communication by leveraging data mules
and blockchain while still retaining the feature of client-
server interaction. This framework can be employed as
the communication backbone in a countryside scenario
and supports two interaction modes:

e Offline Interaction: A single data mule carries the
payload between two clients within the same ge-
ographical area, completing the exchange with-
out server mediation.

e Opportunistic Online Interaction: Data mules up-
load payloads to a distributed file system when in
connectivity zones, enabling proxies to facilitate
the delivery.

For both modes, the protocol utilizes enhanced data
structures, such as encrypted payloads and verification
proofs, to ensure secure and reliable data transfer.
These innovations reduce dependency on centralized
servers, offering a cost-effective and resilient solution
for communication in regions with poor connectivity

Figure 2 shows the components of the SUSY architec-
ture for smart shires applications. The architecture is
loosely organized as a layered structure. The bottom
layer implements the communication service, leverag-
ing any standard communication medium and protocol.
Wireless communications play a key role, since they
enable data exchange among entities that might be
mobile, or placed in remote locations. Communica-
tion may involve point-to-point data exchange between
peers in direct contact, or more complex interactions.
However, the SUSY architecture is agnostic with re-
spect to the specific networking technologies being
utilized.

The network architecture layer level sits on top of
the communication layer, and is responsible for building
and maintaining a virtual topology over the logical
entities that are part of the application. A frequently
used virtual topology is a mesh network that allows mo-
bile entities to establish and maintain multi-hop routes.
Another service that might be realized by the virtual
topology management level is some form of Delay
Tolerant Network (DTN), in which the nodes mobility is
leveraged to move the data from one node to another,
throughout the store-carry-forward paradigm. Indeed,
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FIGURE 2. SUSY architecture.

in a rural scenario it is quite common that nodes remain
isolated always or for extended periods of time, but the
presence of mobile nodes visiting sporadically the area
(e.g., agricultural vehicles/workers, tourists) enables a
DTN approach.

The components that are specific for smart shires
applications sit on top of the virtual topology manage-
ment layer. They are grouped in four functional blocks:

e Data management, which provides services for
storing and retrieving structured data and han-
dling access control.

e Decentralized computation, which provides
application-oriented computation services that
might be carried out locally or remotely to realize
micro-services that can be easily composed.
This supports peer-to-peer computing scenarios.

e Incentive-based cooperation, which implements
reward mechanisms to encourage participation,
resource sharing and honest cooperation among
the involved parties.

e Monitoring and control, which provide compo-
nents for monitoring and managing the state
of the communication resources, measure the
performance, and react to changes in the envi-
ronment to ensure the survivability of the appli-
cation.

Security, privacy and ethics are cross-cutting con-
cerns that impact all functional blocks and must be
realized “by design” rather than by mere API calls.

There is no layered structure among the compo-
nents above, because their concrete realization de-
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pends on implementation details such as the available
hardware platforms, the software libraries or frame-
works employed, and so on. Therefore, the architecture
illustrated in Figure 2 is not a blueprint, but an inven-
tory of functionalities that might be needed to build
sustainable smart applications. Systems architects can
choose which components are needed, how they are
implemented, and how they interact according to the
application requirements.

As for any digital system that stores and performs elab-
oration on data belonging to citizens, or to other legal
entities, security requirements play a critical role in
ensuring that they are trustworthy. Taking care of such
requirements from system’s inception and then prop-
erly taking them into account since the early design
stages favor the achievement of secure and reliable
applications [14], [10]. Thus, the security requirements
of the proposed architecture are pervasive to all the
system components and they can be illustrated with
reference to a set of basic properties that must be
guaranteed in adherence to the principles of informa-
tion security: confidentiality, integrity and availability.
These properties are foundations for the trust in the
smart shire architecture, and in the whole deployed
system, by the final users. To guarantee these proper-
ties, suitable authentication, authorization and auditing
mechanisms have to be put in place.

Confidentiality refers mainly to the management
of information in the system architecture. The access
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to user information is controlled by a specific Data
Management module while data are protected in transit
and at rest by means of appropriate encryption mech-
anisms. A central design principle of the architecture
is to minimize the amount of unencrypted data that is
transferred, processed and stored.

Integrity is the second basic property that must
be provided by the system, and it refers to both the
users’ information and the architecture itself. For what
concerns communications integrity, encryption proto-
cols are again the mechanism to rely on. The situation
is more complex for what concerns the data needed
by the components to provide the desired services.
The innovation proposed in SUSY relies on the usage
of blockchain technologies. In fact, the immutability
provided by the distributed ledger is a fundamental
baseline for guaranteeing the required level of integrity
and accountability, while preventing risks of single-
point manipulation, typical of centralized solutions. In
particular, a relevant part of the runtime logic of SUSY
is implemented by smart contracts running on top of
the blockchain. Finally, a smart shire requires the adop-
tion of hardware components that are placed in public
spaces. Being able to guarantee the physical security
of these devices from tampering is a challenging task
that needs to be addressed from both design and
implementation viewpoints.

Attacks to the availability of the proposed architec-
ture are possible and cannot be completely avoided.
For example, Denial-of-Service (DoS) attacks may
abuse some parts of the architecture for the sake of
disrupting it. However, there are many mitigations that
can be put in place. First of all, the distributed and
sparse nature of the physical infrastructure has a dual
effect: it makes it hard to avoid local attacks, but at the
same time it avoids the presence of a single point of
failure.

A promising target for attackers is the incentiviza-
tion mechanism. A possible countermeasure is to min-
imize — by design — the possibility for the attackers to
profit from the attacks. In other words, smart applica-
tions should avoid solutions that could be leveraged by
attackers to profit from attacking it.

In cooperative scenarios where resources and ser-
vices are shared, accountability (i.e., keeping track of
who does what) is required to avoid that some parties
abuse the system. However, accountability may clash
with privacy, which is a fundamental right of every
human being. This clash must be addressed through
privacy-aware implementations, e.g., proper choice of
the communication protocols. In situation where storing
users’ data can not be avoided, care must be taken to
guarantee confidentiality not only from attackers, but
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also from malicious system administrators.

The Data Management module implements an access
control mechanism designed to provide granular and
secure data access management across personal and
common data stores. The core of this system is an
Access Control List (ACL) implemented through smart
contracts, which enables fine-grained user-controlled
data sharing and protection [3], [15].

The Data Store (DS) acts as a secure repository for
storing application data. Data may come from the user
directly, or produced by some application or services
that have the authorization of generating data. The DS
can be distributed across distributed nodes within the
system. However, at the level of the single user, the
DS acts as a centralized location to maintain control
over his personal information, allowing to manage and
update users’ data efficiently.

The implementation of a DS can be achieved
through various architectural approaches, ranging
from centralized personal cloud storage services
(e.g., Azure or Google Drive) to decentralized file
storage systems like the InterPlanetary File System
(IPFS) [1]. While centralized proprietary solutions typi-
cally offer ease of management and accessibility from
an end-user perspective, decentralized data manage-
ment architectures allow for data replication, being
based on a peer-to-peer system organization, still re-
lying on privacy through data encryption and users’
pseudo-anonymity. Clearly enough, this kind of tech-
nology can also be used to create a private decen-
tralized file systems that grant access to authorized
users, only. Finally, all modifications to the DS can
be tracked by recording updates in an associated
distributed ledger technology, thereby ensuring data
integrity and traceability.

Through SUSY functionalities, users can define
and modify access permissions for their personal data
stores. This means that users can specify granular
access rights, including read, write, and partial data
access for different entities. At any given time, the user
retains the ability to add or remove other actors from
the list of authorized users with access and writing
privileges to his personal data. This can be achieved
through a decentralized ACL implemented with smart
contracts.

The need to enable the development of smart shires
requires a sophisticated approach to the management

Month 2025



and distribution of computational resources. The de-
centralized computation service implements a flexi-
ble and scalable approach to distributed computa-
tion. At its core, the service adopts a microservice-
based paradigm that virtualizes available resources
(compute, storage, and network). This virtualization
layer enables dynamic resource allocation and service
composition, allowing the system to adapt to varying
computational demands and environmental conditions.
It also fosters peer-to-peer computation strategies,
when needed.

SUSY relies on mobile device-edge continuum and
fog computing, where end-user devices assume an
active role in the computational ecosystem. This ap-
proach creates a spectrum of computational resources,
extending from edge devices to fog nodes and cloud
infrastructure. Containerization and orchestration tech-
nologies are required in order to cope with the het-
erogeneity of computation environments. Indeed, each
containerized microservice can independently run in
an isolated execution environment and be efficiently
used and composed with other services through or-
chestration. For example, in a federated learning sce-
nario, each component can operate within a container
on each participating node, enabling secure model
training while maintaining data locality.

A critical aspect of successful decentralized systems is
the implementation of effective incentive mechanisms
for cooperation. Reward systems foster consistent and
honest participation, maintain network stability, and
fairly compensate contributors for their resources and
efforts. These mechanisms become particularly rele-
vant as they address the “free-rider” problem and mo-
tivate high-quality contributions to the shared model.

The Incentive-based Cooperation Service facili-
tates cooperation and incentivizes beneficial behav-
iors in SUSY. It incorporates a dynamic reputation
system that adjusts based on node actions and task
performance, influencing future SUSY task allocations
and reward calculations. In addition, it implements a
fair and transparent reward system based on node
contributions and reputation.

Other incentive models beyond crypto-tokens have
been investigated in the literature [9]. However, our
framework prioritizes crypto-token as they offer de-
centralized governance and reduced vulnerability to
centralized control.However, the incentive layer is de-
signed to be adaptable: alternative mechanisms such
as reputation scores, community recognition, or access
to enhanced services can be used based on contextual
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needs and social preferences.

Rewarding through Smart Contracts

The SUSY reward mechanism is based on a dedicated
smart contract-based service, which automates the
distribution of incentives based on predefined criteria,
such as the quality of the contributed data, the amount
of computational resources provided, and the coop-
eration by participating in an ad-hoc communication
network or a DTN. All cooperating nodes receive re-
wards based on their contributions. In its internals, the
smart contract tracks individual participant metrics in-
cluding contribution scores and accumulated rewards.
In SUSY, rewards are implemented as crypto-tokens
that serve as assets to be used in the smart shire
application ecosystem. This encourages local reinvest-
ment of earned crypto-tokens, strengthening local, low-
carbon economies.

Verifiable Cooperation

Tied to the idea of using incentive mechanisms, there
is the concept of verifiable cooperation, i.e., a mech-
anism in charge of validating collaborative behavior
in decentralized systems. Once verified, these evi-
dences of cooperative actions are recorded on the
blockchain [11]. The specific verification mechanism
can vary significantly depending on the type of coop-
eration involved. While some scenarios may require
dedicated verifiers for proof generation, others might
depend on certifying job completion through trusted
execution environments, and yet others may rely on
validation through dedicated sensors. An evaluation
framework is needed to assess not only the quan-
tity but also the quality of cooperative actions. This
includes metrics such as task completion accuracy,
response time and resource contribution effectiveness.
Moreover, the more a node cooperates over time
the higher the reward. The temporal aspect helps to
prevent manipulation and ensures long-term network
stability. The enforcement of temporal consistency
specifically prevents malicious users from attempting to
exploit the system through short-term fake cooperation
to gain quick rewards.

The SUSY monitoring and control module is respon-
sible for managing network resources in real time. In
the considered scenario, the network is characterized
by heterogeneity and temporal variability of the com-
munication links, due to node mobility and variable
communication conditions. This implies a very dynamic

Publication Title



network topology that should be properly exploited to
transfer the data from a source to the desired destina-
tion/s. Monitoring tools retrieve in real time the state
of the network topology, in terms of link connectivity,
communication link performance (e.g., transmission
rate, load) and node mobility. The monitoring data are
fed in real time to a digital-twin of the network, defined
through a time-evolving graph topology whose network
resources, node connectivity, link rates and load are
matched to the actual state of the real network. The
actual state of the digital twin is cloned into a simulation
model, which is adopted to experiment the effects of
different control logics, in a speculative manner.

In this paper, we have introduced SUSY (SUstainable
smart Services for the countrYside), a novel architec-
ture specifically designed to address the challenges
of implementing smart services in rural and sparsely
populated areas. Thus, SUSY fosters the development
and sustainability of smart shires. Unlike traditional
smart city approaches, it acknowledges the funda-
mental differences in infrastructure, needs, and social
contexts that exist in rural communities, offering an
adaptable framework rather than attempting to re-use
services implemented for smart cities.

We believe that rural areas require specifically
designed smart services rather than adaptations of
urban solutions, as they face distinct challenges includ-
ing limited technological infrastructure and different
user requirements. SUSY attempts to address digital
resource scarcity through sharing mechanisms and
proper organization of data, computation, and commu-
nication protocols. The architecture integrates legacy
networks with alternative cooperative approaches, in-
cluding opportunistic and community-based mesh net-
works, while implementing decentralized storage and
computing models that eliminate dependence on cen-
tralized data silos, enhancing resilience and community
ownership. To sustain these systems, SUSY incor-
porates blockchain-based accountability and reward
mechanisms that provide incentives for community
participation and resource sharing. The modular nature
of the SUSY architecture enables seamless scaling by
allowing components to be independently replicated
or extended. As more devices or nodes are added,
decentralized communication and computation models
distribute the load effectively, ensuring the architecture
remains responsive across large and heterogeneous
rural regions.

The implementation of this architectural design can
use different technologies that are currently available
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or under development. The interoperability of these
components, although not strictly required, is certainly
beneficial to foster the adoption of SUSY, since the
possibility to easily swap components with functionally
equivalent ones increases flexibility. Significant efforts
are being made in inter-blockchain protocols that would
address issues related to interoperability, standardiza-
tion, and scalability. This would allow, for example,
each shire to utilize its own ledger, which can be
interoperable with others when necessary.

In our view, SUSY represents more than a techno-
logical solution; it embodies a socio-ethical vision for
rural sustainability and development. Only by promot-
ing the creation of smart services for these decentral-
ized communities, we might try to slow or even reverse
rural depopulation trends. By employing existing tech-
nologies in context-aware ways, we can create more
inclusive technological futures that sustain rural com-
munities rather than depleting them, while promoting
low-impact, eco-conscious smart service models.

We are currently working to further validate the
SUSY architecture, not only by means of prototypes
for new case studies, but also ad-hoc modeling and
simulation techniques that will enable a larger number
of scenarios to be examined quickly. Specifically, mul-
tilevel modeling techniques proved to be well suited
for the analysis of smart applications [6]. Moreover,
while most of the existing work focused on functional
aspects, we plan to address non-functional properties
in more detail, such as privacy and security. The struc-
ture, mechanics and efficiency of financial incentives
are of particular importance, since they are crucial for
the wider adoption of smart services in rural areas.
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