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Digital Twins are increasingly being applied as a design paradigm to model complex Cyber-Physical Systems.
These systems extend beyond the original Digital Twin concept, which focused on the virtualization of
individual standalone physical assets in vertical application stacks. The interconnected nature of physical
environments foresees in Digital Twin Ecosystems a novel abstraction to represent multiple connected Digital
Twins of heterogeneous assets. In this paper, we present a toolchain to support the development of Digital Twin

Ecosystems based on Web standards and principles, to provide a uniform interface and tackle the heterogeneous

nature of Digital Twins.
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1. Motivation and significance

Introduced in manufacturing [1], and popularized by NASA [2],
DTs are now considered in several application domains [3-5] as an
engineering abstraction for modeling Cyber-Physical Systems (CPS) [6,
7]. In this panorama, a Digital Twin (DT) can be defined as a con-
textualized software replica of a corresponding physical asset (PA)
synchronized through a bidirectional connection named twinning or
shadowing process [8,9].

* Corresponding author.

Digital Twin Ecosystems are a novel research direction to improve
the modeling of large-scale systems, enabling applications to leverage
services that extend beyond the boundaries of a single DT, such as
queries, discovery, and monitoring of the aggregated mirrored portion
of the physical world [10]. The UK National Digital Twin (NDT) [11]
is an important example of this vision, defining design principles and
frameworks to streamline the creation of DT ecosystems which inher-
ently exhibit several degrees of heterogeneity as they may connect DTs
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Table 1
Comparison of DT ecosystem feature support in state-of-the-art DT technologies based on the documentation as of May 2025.
Azure Digital Amazon IoT Eclipse Twinbase HWoDT
Twins TwinMaker Ditto [16]
DT Add/Remove HTTP API HTTP API HTTP API GitHub API HTTP API
DT Relationships Yes No? No Yes Yes
DT Description DTDL No? WoT TD JSON/YAML WoT TD+KG
+JSON +Ditto Thing
Self-described API No No WoT TD No WoT TD
Query Support ADT Query PartiQL® No No SPARQL
Language®
Observe DTs Req. Integration Req. Integration WebSocket No WebSocket

2 Amazon IoT TwinMaker uses entities as the main concept, defined as parts of a DT so there is no clear description of a

DT.

b https://learn.microsoft.com/en-us/azure/digital-twins/concepts-query-language.

¢ https://partiql.org/.

developed by different stakeholders using different technologies [6,12,
13].

Similarly to how Internet of Things (IoT) systems and CPS often deal
with heterogeneous interconnected physical assets — leading to inter-
operability issues — interoperability is being envisioned as a necessity
for maturity in the DT context [14,15], especially when envisioning
DT ecosystems [10,11]: dynamic sets of DTs that individually represent
PAs and their relationships and are possibly based on heterogeneous
technologies and platforms.

The technological landscape to create DTs is, in fact, very rich. We
limit our analysis to related works in the context of DT platforms acting
as middleware collecting and exposing data of several different DTs
and allowing users to interact with them. Table 1 presents a high level
feature comparison. Namely, we report how different platforms support
the management of multiple DTs, if they provide off-the-shelf support
to track relationships between DTs and whether they allow querying
information across DTs.

The main limitations of the presented approaches are that they
require compliance of the DT to platform-specific constraints in terms
of: (i) protocols and data-formats for the DT to communicate with
the platform (ii) APIs used by consumers to interact with either the
DTs or the ecosystem as a whole (when supported) . This makes DT
implementations often tailored to the specific target platform, and
limits interaction across multiple platforms since they often propose
custom solutions rather than adopting open standards.

Bridging heterogeneous technologies and platforms is a general
challenge even outside of the DT domain. Their integration can be
tackled through several strategies [17]. Among these, using integration
platforms which enable service discovery and uniform interfaces is a
common architectural choice [18] e.g., to integrate different cloud
solutions [19], or even IoT services, such as in the case of the Eclipse
Arrowhead framework [20].

For these reasons,following the WoDT idea [10], we propose to
tackle the engineering of heterogeneous DT ecosystems exploiting Web
architectural principles and technologies [21]. Rather than having all
DTs conforming to the requirements of a single platform, our proposal
for a HWoDT advocates for each DT within an ecosystem to:

« expose its functionalities as-a-service under a self-described REST-
ful interface [22] following the WoDT metamodel based on prop-
erties, actions, events, and relationships [10];

+ expose its current state as a KG to encode semantics into the DT
data using a standardized approach [23,24].

This shift of responsibilities from the platform to the DT allows to use
the Web itself — with its set of standards — as an integration platform
for DT ecosystems. Additionally, as we demonstrate with our prototype,
ecosystem-level services can be provided through the composition of
such Web-based DTs. As shown in Fig. 1, a DT ecosystem can be
composed of existing DTs, implemented with different technologies.
Consumers can seamlessly navigate and interact with DTs as they

expose the same uniform interface. This paper presents the tools sup-
porting in implementing heterogeneous DT ecosystems following the
principles of the HWoDT. This includes:

+ Adapters which implement the HWoDT uniform interface for a
specific DT technology;

+ a prototype of a WoDT Platform which implements an aggrega-
tor for a DT ecosystem and exposes services within the scope
boundaries of the ecosystem defined by the registered set of DTs.

2. Software description

Fig. 1 depicts the main HWoDT Framework elements. A WoDT
Platform provides support for a DT ecosystem, aggregating data from
the DTs that are registered within it to model the portion of interest of
the real world.

HWoDT Adapters convert the DT-specific technology APIs to a
uniform RESTful interface. They manage (i) DT and PA identification,
(i) DT semantic representations, (iii) and expose interaction patterns to
obtain the state of the DT, observe it over time, and modify it through
action requests [21].

In particular, DTs are globally identified by a URI and expose two
machine-readable representations:

+ a Digital Twin Description (DTD) which semantically describes the
DT model, metadata, and interaction affordances using the Web
of Things (WoT) Thing Description (TD) [25]. Its purpose is to
provide a description of the DT that platforms and consumers can
fetch to understand how to interact with the DT.

+ a Digital Twin Knowledge Graph (DTKG) which semantically rep-
resents the state of the DT through a KG using domain-specific
ontologies. The DTKG represents the most recent state of the DT.

The framework is completely open-source (see Code metadata table)
and includes:

+ a Kotlin prototype of a WoDT Platform that can process WoT
TD-based DTD, observe heterogeneous DTs and expose ecosystem
services;

+ HWoDT Adapters implementing a uniform RESTful interface for
three different technologies: Azure Digital Twins, Eclipse Ditto,
and White Label Digital Twins (WLDT) [26].

2.1. Software architecture

The overall abstract architecture is depicted in Fig. 2. It shows the
internal components and interactions of a WoDT Platform with a DT
through its HWoDT Adapter.
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Fig. 2. Overall abstract architecture of the WoDT Platform and HWoDT Adapter, highlighting the main modules and interactions. Modules on the top depends on modules on the
bottom.
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2.1.1. HWoDT adapters

Adapters implement the uniform interface of the HWoDT on top
of DTs developed with any existing (supported) technology. We here
describe the generic modular architecture of an adapter, that serves as
the reference for ours — and future — implementations.

The WoDT Shadowing Adapter maps the existing DT shadowing
process, translating the model to the WoDT metamodel [10]. It is
further in charge of updating the DTKG. The DTKG Engine manages
and stores the latest DTKG, delegating memorization duties to the
DTKG Store. Additionally, the DT Action Queue and DT Event Dispatcher
are optional components that decouple action enqueuing and event
dispatching from the WoDT Shadowing Adapter. The DTD is instead
created and managed by the DTD Manager.

The Platform Management Interface handles the registration process
to WoDT Platforms, while the WoDT Digital Twin Interface exposes the
APIs to interact with the DT.

2.1.2. WoDT Platform

The WoDT Platform exposes APIs for DTs validation, registration,
update, and deletion through the Ecosystem Management Interface. DTs
inside the ecosystem are registered on the Ecosystem Registry, which is
also responsible for mapping DTs URI to local URIs accessible within
the platform. This forms the foundation for providing a cache of the DT
ecosystem that can be navigated at the platform level.

To observe each DT, the WoDT Digital Twins Observer handles the
DTKG observation process interacting with DTs through the APIs of the
DTs uniform interface. A continuous merging process, managed by the
Platform Knowledge Graph Engine, creates the DT ecosystem KG from the
latest DTKG and DTD of the registered DTs. This is an aggregation of
the latest available data coming from all the DTs.

Finally, the WoDT Platform Interface exposes the platform APIs for
the ecosystem-level services.

2.2. Software functionalities

After outlining the high-level architecture of the framework, we
now examine the functionalities provided by the components that
developers wishing to implement a DT ecosystem can use.

2.2.1. HWoDT adapters

Identification. HWoDT Adapters handle the identification of both DTs
and PAs. Specifically, if the underlying technology supports a form of
DT identification, the existing identifier is mapped to a URI; otherwise,
identification support is added.

Metamodel conversion. To ensure uniformity of modeling in the whole
DT ecosystem, DTs models are converted to the WoDT metamodel,
composed of properties, relationships, actions, and events [10].

DTD & DTKG generation. HWoDT Adapters generate and expose the
DTD based on the underlying representation of the DT model. The
DTD Manager is responsible for the generation process following the
DTD Conceptual Model.! Our adapters implement a WoT Thing De-
scription-based DTD implementation for compatibility with existing
standards.

The DT live state is continuously mapped into the DTKG by the
WoDT Shadowing Adapter using an RDF-based KG aligned with the
domain ontology. Each adapter can be configured to use any ontology,
allowing developers to choose the most representative ones for the
application domain.

Platforms management. HWoDT Adapters can be configured to auto-
matically register to default WoDT Platforms when deployed. Alterna-
tively, the WoDT Platform can notify existing DTs which are manually
registered. HWoDT Adapters hence support a registration notification
endpoint.

1 https://github.com/Web-of-Digital-Twins/dtd-conceptual-model
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Interaction patterns. HWoDT Adapters support the following interaction
patterns:

* DTKG & DTD Access: an HTTP GET request on the DT URI redi-
rects to the DTKG serialization, following Linked Data Princi-
ples [27] and ensuring navigability in the resulting DT ecosystem.
As the DT qualifies as a non-information resource[28,29] we follow
the standard Web practice of returning 303 (See Other) status
code with the Location HTTP header set to the URL of the DTKG
information resource.

In the DTKG response header, an HTTP Link Header with custom
relation type dtd points to the URI of the DTD. An HTTP GET
request on that URI retrieves the corresponding DTD.

DTKG Observation: adapters provide a WebSocket endpoint to
observe DTKG updates.

Action invocation: adapters support consumers in invoking DT
actions. Consumers can use the DTKG to verify the availability
of actions based on the current state. Moreover, the DTD can be
exploited to obtain the interaction affordance required to execute
the request.

2.2.2. WoDT platform
DT registration and management. The Ecosystem Management Interface
manages the DT registration, update, and deletion invoked either man-
ually by an administrator or automatically by the DT adapter. The
DT DTD is submitted so that the Platform can validate it to fetch the
required information, in particular, the DTKG Observation endpoint
used to observe the DTKG evolution and maintain the DT ecosystem
KG updated.

The Ecosystem Registry tracks the registered DTs and the mapping of
their URIs to local ones.

Dt ecosystem KG creation. The Platform KG Engine manages the DT
ecosystem KG by continuously aggregating the latest DTKGs and DTDs
from the registered DTs. Storing the most recent snapshot of registered
DTs and leveraging DT URI mapping, it offers a local cache that
consumers can navigate.

Interaction patterns. The WoDT Platform supports the following inter-
action patterns:

* DT ecosystem KG Snapshot: an HTTP GET request on the WoDT
Platform URI redirects to the DT ecosystem KG representation,
following a similar approach to DTKG access described above.
DT ecosystem KG Observation: the platform provides a WebSocket
endpoint for DT ecosystem KG observation.

DT ecosystem KG SPARQL Query: the platform exposes a SPARQL
endpoint [30] to make read-only queries on the DT ecosystem KG.
Cached DT Snapshot and Navigation: an HTTP GET request on the
DT mapped URL enables consumers to exploit local caches. Since
each registered DT URI is mapped, consumers are able to navigate
within the local cache. An HTTP Link Header with relation type
original allows consumers to navigate to the original DT.
Catalog Service: it is possible to obtain the DT ecosystem catalog,
that lists the currently registered DTs.

Directory Service: this service efficiently retrieves the DTs associ-
ated with a specific PA ID, enabling consumers to access different
representations of the same PA within the ecosystem.

2.3. Performance evaluation of the prototype

The architecture has been designed to foster modularity, openness,
and consistency, enabling the integration of heterogeneous DT tech-
nologies within the same ecosystem, and enabling querying and obser-
vation based on Web and Semantic Web reference technologies. Given
this architecture, the performance overhead introduced is almost neg-
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Fig. 3. Average observation delay over time with one client observing each DT and one observing the Platform KG.
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Fig. 4. Average observation delay over time with either one client or one client per DT performing SPARQL queries every second.

ligible when interacting with an individual DTs. The overhead grows
whenever clients make queries or observations involving multiple DTs
through the platform KG.

To capture the impact of such overhead, we performed tests on
the current prototype emulating a resource-intensive DT ecosystem
composed of a variable number of temperature sensors sending updates
for ten minutes (see Appendix for details).

We measure the delay introduced by the processing of DT updates
by the platform: (i) when observing the cache of a DTKG; (i) when
observing the platform KG. Results in Fig. 3 show that observing the
platform KG is generally always more costly than observing one DT as
the updates of each DT is merged in the platform KG.

We additionally measure the latency of SPARQL queries on the
platform KG every second, with variable numbers of DTs and clients.
Results in Fig. 4 show that with large numbers of DTs, queries are a
more effective way of observing the evolution of the ecosystem over
time, albeit clients may not receive all the updates from all DTs, but
only the last available state at the time of querying.

Notably, both figures show that the system suffers a cold-start
problem as all the DTs register to the platform when booting up. In
our analysis, we additionally found that the most significant perfor-
mance bottleneck is caused by the serialization of the Platform KG. In
future works we will explore possible optimizations for these issues,
such as sending only incremental changes (e.g., [31]) of the KGs over
WebSockets, rather than the full state.

3. Ilustrative example

We showcase the HWoDT Framework with an implementation of a
trauma management scenario, originally described in [10]. The goal
of this example is to describe the steps developers need to follow
to realize a DT ecosystem starting from an existing heterogeneous
deployment. Interested readers can access the DT ecosystem implemen-
tation on the GitHub organization (see Code metadata table) in the
major-trauma-management-case-study repository.

In a complex and fragmented environment such as the healthcare
domain, we imagine having three legacy systems leveraging different
DT technologies: Azure Digital Twins (ADT), WLDT, and Eclipse Ditto
(see Fig. 5).

Through HWoDT adapters, we can implement the uniform interfaces
on top of the existing DTs. The ADT adapter acts as a middleware,
providing support for all the DTs on the same ADT instance. The Ditto
adapter is deployed as a middleware and configured to observe an
individual DT on a Ditto instance. WLDT DTs instead, must include and
configure the WLDT adapter as a custom Digital Adapter, adding it as a
Java dependency.

To promote semantic interoperability, the adapters have been con-
figured to use the HL7 FHIR ontology,” a standard for medical data
representation.

2 https://www.hl7.org/thir/
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Fig. 5. The HWoDT-based DT ecosystem for the trauma management case study. The image also depicts the interactions present in each layer.

At this stage, DTs are already fully interoperable and can be used
individually as-a-service through the REST-based HWoDT uniform in-
terface to exploit the interaction patterns described in Section 2.2.1.

Deploying the WoDT Platform - and registering the DTs to it —
provides additional services at the ecosystem level to support appli-
cation development. For instance, Listing 1 is an example of a
SPARQL query that could be used to implement the Mission Agent
to identify an inactive ambulance and an available rescuer with the
desired qualification.

Listing 1 SPARQL Query performed by the Mission Agent to obtain the
available ambulances and rescuers.

PREFIX fhir: <http://www.hl7.org/fhir/>

SELECT 7ambulance ?rescuer
WHERE {
7ambulance a fhir:Location ;
fhir:status "inactive"

?rescuer a fhir:Practitioner ;

fhir:qualification ?qualification
?qualification fhir:code ?qualificationObj
?qualificationObj fhir:coding ?qualificationCoding
?qualificationCoding fhir:code 7qualificationCode
?qualificationCode fhir:v "397897005" .

FILTER NOT EXISTS { ?mission fhir:participant 7
rescuer )

FILTER NOT EXISTS { ?mission fhir:location 7ambulance
}

}

The HWoDT-based design eliminates the need for systems to indi-
vidually query each interested DT against their custom technological-
dependent interfaces and subsequently merge the derived heteroge-
neous information. Instead, they can exploit a uniform interface that
enables seamless navigation.

\. y

4. Impact

The HWoDT Framework represents the first proposal and open-
source software toolkit for implementing ecosystems of heterogeneous
DTs based on open Web standards. Heterogeneity is considered an
advantage that enables the reuse of existing resources that are already
effective within the original domains. We here describe its main
benefits, and the impact these can have in the community.

4.1. Benefits for digital twin ecosystem development

The HWoDT uniform interface, implemented via the HWoDT
Adapters for each specific DT technology, allows each DT to be used as-
a-service and expose its data and services uniformly through a RESTful
interface following the idea of DT servitization [8]. As a result, the
WoDT Platform can implement the DT ecosystem abstraction and ser-
vices by aggregating the interested DTs independently of the underlying
technologies. The HWoDT Framework enables application developers
to shift the focus only on the application logic rather than on the diverse
DT technologies API and SDKs.

Without the HWoDT applications would need to

. get data from different DTs of interest with their specific API
. transform and merge data in a coherent model

. derive the necessary actions to take

. act on the selected DTs with their specific API

A WDN -

Differently, with the HWoDT applications can

1. query or observe the ecosystem as a whole through the platform
KG

2. derive the necessary actions to take

3. find the API exposed by the DT in its DTD and act on it.



A. Giulianelli et al.

This results in: (i) a more stable application layer that requires no
modification when a new DT technology is introduced, simplifying the
integration of new organizations and stakeholders, and (ii)) a more
stable DT layer that can change the underlying technologies without
affecting the upper layers benefiting from information and technology
hiding. Furthermore, compatibility with the Linked Data Principles
ensures HWoDT DT ecosystems navigability. Of course, this comes at
the cost of producing the necessary semantic descriptions for the DTs
in terms of DTD and DTKG, configuring the adapters for the specific
technology and registering DTs to a platform.

4.2. Community impact

Among the software paradigms that stand to benefit from a dig-
ital representation of the real world, agents and Multiagent Systems
(MAS) are of particular significance [32,33]. The HWoDT Framework
promotes the design of DT ecosystems that can serve as virtual environ-
ments for agents [34,35] to reason and interact with the physical world.
By leveraging their hypermedia nature and distributed architecture
across the Web, DT ecosystems created with the HWoDT Framework are
aligned with the hypermedia MAS vision [36], providing a robust foun-
dation for autonomous agent-based systems. Additionally, the HWoDT
Framework strategically aligns with WoT standards [25,37], ensuring
compatibility without introducing a novel technology for developing
WoT-compliant DTs. A notable strength of this approach is that a
DTD can be seamlessly processed by WoT consumers, thereby enabling
the DT to be integrated as a valid WoT Thing and included in WoT
mashups.

The work on the HWoDT Framework is significant for interoper-
ability, seen as a necessary condition for the DT maturity [14], where
the proposed framework can represent a building brick to achieve in-
teroperability even in pre-existing cross-domain and cross-organization
systems. Envisioning REST as the prominent architectural style, the
HWoDT Framework represents a strong proposal to design open sys-
tems — like the National Digital Twin [11] - contributing to research
activities in architecting DT systems [38]. The HWoDT Framework
has already been used in collaboration with other researchers and
universities,? and experiments have been carried out to be used as the
middleware for the Digital Twin Continuum project [39].

5. Conclusions

The HWoDT Framework is a novel toolchain designed to support
the creation of heterogeneous DT ecosystems. The REST-based uniform
interface and the compatibility with the Linked Data Principles imple-
ment the DT-as-a-service paradigm in a Web-oriented fashion. This en-
ables information and technological hiding, supporting interoperability
and navigability.

We consider DT ecosystems a long-term research effort, and plan
to evolve the available tools to enhance the support for their develop-
ment. In the near future we plan to address limitations of the current
prototype, improving the performance of observation with RDF event
streams and continuous querying, exploring distributed approaches for
querying the ecosystem without relying on a centralized middleware
and supporting a larger number of protocols and DT platforms through
adapters.

3 https://twinkle-project.github.io/
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Appendix. Experimental setup

To measure the performances of our prototype in a variety of
settings, we emulate having multiple DTs connected to the same plat-
form. We imagine an application scenario with a sensor network of
temperature sensors. We implement and run DTs of the sensors with
the WLDT framework and run all DTs on the same process. As realism
of the temperature values is not relevant for this experiment, the DTs
are programmed to simply generating a random temperature value
between 0 and 100 every second and publishing a new state update.
To avoid having perfectly synchronized sensors, we further start them
with a random offset of at most one second.

We run both the DTs and the platform on the same machine with a
13th Gen Intel(R) Core(TM) i7-13700H CPU and 32 GB of RAM using
the OpenJDK 21.0.7 Java Runtime Environment.

As the main features of the platform are observing changes through
WebSockets or querying the Platform KG with SPARQL, we measured
the delay induced by the platform when processing data and requests
for both interactions by observing logs of the platform.

Websocket observation. To measure the delay when observing the DT
ecosystem through the WebSockets, we collect logs by printing when in-
coming data is received from a DT and when the corresponding update
is processed by the platform updating the representation of each cached
DTKG and to the global Platform KG. We test the system by having one
client for each DT plus one observing the whole Platform KG. We repeat
the measurements with 50, 100 and 200 DTs registered to the platform.
Table A.2 shows statistics for both the observation of the DTKG and the
Platform KG. As expected, the average delay increases with the number
of simultaneously connected DTs, furthermore, the average delay of
observing the Platform KG is higher than observing individual DTs.
In our analysis we verified that this is caused by the serialization of
the whole KG to stream it at every update, which is computationally
intensive. Fig. 3 shows the average delay across all DTKG observation
events, and the average delay of Platform KG observation over time.
We make a bucketed average with 3 s buckets and then compute the
moving average with a window of size five.
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Table A.2
Delay (ms) for DTKG and Platform KG observation across different numbers of Digital
Twins, with one client for each DTKG and one for the Platform KG.

Digital Twins DTKG Platform KG

50 100 200 50 100 200
Mean 1.90 2.88 39.36 15.65 24.97 87.85
Std Dev 1.97 6.37 38.47 9.02 14.98 40.80
Min 0 0 0 3 6 16
25% 1 0 2 10 14 56
50% 2 1 31 12 20 83
75% 2 2 65 17 32 114
Max 30 69 259 60 103 371

Table A.3
Latency (ms) for SPARQL queries with clients performing queries every second.

Digital Twins One client N Clients (N = DTs)

50 100 200 50 100 200
Mean 11.98 18.16 25.16 11.01 28.01 37.36
Std Dev 6.26 7.64 8.54 12.97 27.31 27.72
Min 4 7 15 3 6 14
25% 9 13 19 5 10 25
50% 12 18 26 8 18 36
75% 15 22 28 15 36 40
Max 122 119 148 451 583 881

SPARQL queries. To measure latency in performing SPARQL queries,
we log the time required by the platform to process each request. We
implement a simple client performing a query every second in line
with the application scenario of the experimental setup in which DTs
produce an update every second. Listing 2 shows the SPARQL query
used in the experiment, which selects all the sensors whose current
measured temperature value is over 50 degrees.

Listing 2 SPARQL used in the experimental setting, searching for DTs
of sensors measuring more than 50 degrees

PREFIX ex:
PREFIX xsd:

<http://example.org/ontology#>
<http://www.w3.org/2001/XMLSchema#>

SELECT 7sensor 7temperature
WHERE {
?sensor a ex:TemperatureSensor ;
ex:hasTemperature 7temperature
FILTER(xsd:double (?temperature) > 50)
}

(S

We measure latency having either only one client or one client
per DT with 50, 100, and 200 DTs registered to the platform. Table
A.3 shows statistics for the latency for both one client and N clients
where N is the number of DTs. Results confirm that performances of
queries is influenced by both having more DTs as the KG is bigger and
more dynamic and by having more clients connected to the platform
as the platform needs to answer more requests in the same amount of
time. Fig. 4 shows the average latency of queries over time. We make
a bucketed average with 3 s buckets and then compute the moving
average with a window of size five.

Data availability

Data used in the experiments is available upon request.
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