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ѹإؘاأؔ؛ ማ

Effective Rights and Remedies in the Computable 
Era: Facing Informative Asymmetry When AI Adds 
to Transnational Cooperation

Giulia Lasagni and Giuseppe Contissa

1 Judicial Cooperation and AI Technology: a Complexity Challenge

Numerous contributions in the last years have dealt with identifying the 
advantages brought by the ѷI potential to the criminal justice systems, and 
perhaps even more authors have raised their voices about the risks posed by 
such technology for the integrity of fundamental rights in this domain.ሾ These 
authors have also entered the debate by stressing the complexity of ensuring 
ƿƩƣ ƣƦƤƣơƿƫǁƣƹƣƾƾ ƺƤ ƽƣƸƣƢƫƣƾ ǂƩƣƽƣ ƞƶƨƺƽƫƿƩƸƫơ ƞƹƢ ѷI decisions are in place. 
�ƹ ƿƩƞƿ ƺơơƞƾƫƺn, we had discussed how, to be able to challenge an individual 
Ƣƣơƫƾƫƺƹ ƣƦƤƣơƿƫǁƣƶy, the data subject must have access to all the information 
relevant to the decision, and in particular to the datasets, the data processing 
methods, and the source code expressing the algorithms underlying the func-
tioning of the system.ሿ

However, ѷI ƾǄƾƿƣƸƾ ƺƤƿƣƹ ƻƽƣƾƣƹƿ ƾƫƨƹƫƧƬơƞƹƿ ơƩƞƶƶƣƹƨƣƾ Ƥƺƽ ƿƽƞƹƾƻƞƽƣƹơy: 
information on the dataset is usually not available to the parties or the judge 
using the system, and a similar consideration may be made with regard to the 
information on the data processing methods and algorithms. In fact, in many 
cases, they depend on the accessibility of the source code, the disclosure of 

ᅚ �Ʃƣ ơƩƞƻƿƣƽ ƫƾ ƞ ưƺƫƹƿ ƽƣƥƷƣơƿƫƺƹ ƺƤ ƿƩƣ ƞǀƿƩƺƽs, but its drafting is broken down as follows: 
�ƺƹƿƫƾƾƞ�ᆑᆑ 2, 4 ᄬƿechnological part), 5; �ƞƾƞƨƹƫ�ᆑᆑ 1, 3, 4 ᄬƶegal part).

ᇽ �ƣe, ex multis, Aleš Završnik ‘Criminal justice, ƞƽƿƫƧƬơƫƞƶ ƫƹƿƣƶƶƫƨƣƹơƣ ƾǄƾƿƣƸs, and human 
rightƾᅷ ᄬᇴᇲᇴᇲᄭ ᇴᇲ E҈ѷ Forum  567–583, https://doi.org/10.1007/s12027-020-00602-0; Serena 
Quattrocolo, Artificial Intelligence, Computational Modelling and Criminal Proceedings. A 
Framework for A European Legal ᄬ�ƻƽƫƹƨƣr, 2020); Brandon L. Garrett, Cynthia Rudin, ‘The 
Right To A Glass Box: �ƣƿƩƫƹƴƫƹƨ �Ʃƣ �ƾƣ �Ƥ �ƽƿƫƧƬơƫƞƶ 
ƹƿƣƶƶƫƨƣƹơƣ 
ƹ �ƽƫƸƫƹƞƶ �ǀƾƿƫơƣᅷ ᄬᇴᇲᇴᇶᄭ 
ᇳᇲᇵ ᄬᇵᄭ Cornell Law Review.

ᇾ Giuseppe Contissa, Giulia Lasagni, ‘When it is ᄬƞlso) algorithms and ѷI that decide on 
criminal matters: 
ƹ ƾƣƞƽơƩ Ƥƺƽ ƞƹ ƣƦƤƣơƿƫǁƣ ƽƣƸƣƢyᅷ ᄬᇴᇲᇴᇲᄭ ᇴᇺ ᇵ 	ǀƽƺƻƣƞƹ �ƺǀƽƹƞƶ ƺƤ �ƽƫƸe, 
Criminal Law and Criminal Justice, 290.

https://creativecommons.org/licenses/by-nc/4.0/
https://doi.org/10.1007/s12027-020-00602-0
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which may be limited by intellectual property rights. Moreover, as displayed 
by the black box image, in several ѷI systems based on machine learning, there 
are structural limits to the ability to provide information for reconstructing the 
system’s functioning and the reasons for its decision.

�Ʃƫƾ �Ʃƞƻƿƣƽ ƟǀƫƶƢƾ ƺƹ ƿƩƺƾƣ ƾƿǀƢƫƣƾ ƟǄ Ƥƺơǀƾƫƹƨ ƺƹ ƿƩƣ ƹƺƿƫƺƹ ƺƤ ƣƦƤƣơƿƫǁƣ-
ness in the multi-layer context of judicial cooperation.

Such dimension, as known, ƻƽƣƾƣƹƿƾ ƫƿƾ ƺǂƹ ƾƻƣơƫƧƬơ ơƩƞƶƶƣƹƨƣs, especially 
in the European Union, where the procedural divergences among Member 
States may come to represent an obstacle to smooth cooperation. Indeed, the 
minimum harmonization realized with the Stockholm Programme, though 
ƣǃƿƽƣƸƣƶǄ ƾƫƨƹƫƧƬơƞƹƿ ƫƹ ƞƻƻƽƺǃƫƸƞƿƫƹƨ ƢƺƸƣƾƿƫơ ƾǄƾƿƣƸs,ቀ only concerned a 
few aspects of procedural rules. In particular, the lack of common regulation 
persists regarding the performance of investigative measures, for instance, in 
relation to the need for judicial authorization or to the standard of proof that 
needs to be met to activate the measure itself. This lacuna grants the principle 
of mutual recognition not only a theoretical role as the “cornerstone” of judi-
cial cooperationቁ Ɵǀƿ ƞƶƾƺ ƞ ƻƽƞơƿƫơƞƶ ƻƫǁƺƿƞƶ ƻƺƾƫƿƫƺƹ ƫƹ ƢƣƿƣƽƸƫƹƫƹƨ ƿƩƣ ƣƦƤƣơ-
tive functioning ᄬƺr malfunctioning) of the cooperation game. While the limits 
and potential of this principle have been widely studied in the last decadesቂ 
and are the subject of an increasing number of judicial decisions of the Court 
of Justice,ቃ the growing technological dimension of the investigation calls for a 
ƾƻƣơƫƧƬơ ƽƣƥƷƣơƿƫƺƹ ƺƹ ƿƩƣ ƫƸƻƞơƿ ƺƤ ƿƩƫƾ ƣƶƣƸƣƹƿ ƹƺƿ ƺƹƶǄ Ƥƺƽ ƿƩƣ ƣƦƧƬơƫƣƹơǄ ƺƤ 
the cooperation mechanisms but also for the fairness of the whole procedure.

This calls for an integrated approach toward the deployment of ѷI tech-
ƹƺƶƺƨǄ ƫƹ ƿƩƣ ơƽƫƸƫƹƞƶ ưǀƾƿƫơƣ ƧƬƣƶƢ ƿƩƞƿ ƻǀƿƾ ƿƺƨƣƿƩƣr, since the design of the 

ᇿ Giuseppe Contissa, Giulia Lasagni, Michele Caianiello, Giovanni Sartor ᄬƣds.), Effective 
Protection of the Rights of the Accused in the EU Directives. A Computable Approach to Criminal 
Procedure Law ᄬ�ƽƫƶƶ, 2022).

ሀ �ƞƸƻƣƽƣ 	ǀƽƺƻƣƞƹ �ƺǀƹơƫl, 15 and ᇳᇸ �ơƿƺƟƣƽ ᇳᇻᇻᇻᄕ Presidency Conclusions,�ᆑ ᇵ3.
ሁ �ƫƿƩ ƽƣƨƞƽƢ ƿƺ ƢƫƦƤƣƽƣƹƿ ƞƻƻƶƫơƞƿƫƺƹ ƧƬƣƶƢƾᄕ ǂƫƿƩƫƹ ƿƩƣ ơƽƫƸƫƹƞƶ Ƹƞƿƿƣƽ ƾƣe, ex multis, Hannah 

Brodersen, Vincent Glerum, André Klip, ‘Improving Mutual Recognition of European Arrest 
Warrants for the Purpose of Executing in absentia Judgments’ Funded by the European 
�ƹƫƺƹᅷƾ �ǀƾƿƫơƣ �ƽƺƨƽƞƸƸƣ ᄬᇴᇲᇳᇶᅟᇴᇲᇴᇲᄭᄖ �ƺƩƹ �ᄙ 	ᄙ �ƣƽǁƞƣƶƣᄕ ᅵ�Ʃƣ ƹƣ Ɵƫƾ ƫƹ ƫƢƣƸ ƻƽƫƹơƫƻƶƣ 
ƞƾ ƞ ƢƺƸƣƾƿƫơ ƨƣƹƣƽƞƶ ƻƽƫƹơƫƻƶƣ ƺƤ ƶƞǂᅷ ᄬᇴᇲᇲᇷᄭ ᇳ ᄬᇴᄭ �ƿƽƣơƩƿ �ƞǂ �ƣǁƫƣǂ ᇳᇲᇲᅟᇳᇳᇺᄖ �ƣƶƸǀƿ 
�ƞƿǅƨƣƽᄕ ᅵ
ƾ Ƹǀƿǀƞƶ ƽƣơƺƨƹƫƿƫƺƹ ƞ ǁƫƞƟƶƣ ƨƣƹƣƽƞƶ ƻƞƿƩ Ƥƺƽ ơƺƺƻƣƽƞƿƫƺƹᄞ ᄬᇴᇲᇳᄭ ᇳᇲ ᄬ
ᄭ �ƣǂ �ƺǀƽƹƞƶ 
of European Criminal Law 44-56; and, with a broader perspective Gisèle Vernimmen-Van 
Tiggelen et al., The future of mutual recognition in criminal matters in the European Union / 
L’avenir de la reconnaissance mutuelle en matière pénale dans l’Union européenne ᄬ�ƽǀǃƣƶƶƣƾ 
2009). 

ሂ �ƣƣ ѹҀEҋ Stefano Melloni v Ministerio Fiscal, 26 February 2013, Case C-399/11; Pál Aranyosi 
and Robert CǓldǓraru v Generalstaatsanwaltschaft Bremen, April 2016, Joined Cases C-404/15 
and C-659/15 ҆҆ҋ; EᄙDᄙLᄙ, 18 April 2023, Case C-699/21.
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tools, lawyers, computer scientists, and legal informatics. These are also the 
objectives of the ѼѷѹILEҎ project, where a platform has been built and some 
ѷI ƞƻƻƶƫơƞƿƫƺƹƾ Ʃƞǁƣ Ɵƣƣƹ ƢƣǁƣƶƺƻƣƢ ƟǄ ơƺƹƾƫƢƣƽƫƹƨ ƿƩƣ ƽƣƼǀƫƽƣƸƣƹƿƾ Ƥƺƽ 
transparency and explainability.ቄ

With this perspective, the Chapter proceeds as follows: in section 2, an over-
view will be provided on the uses of ѷI systems in criminal justice, including 
investigations and judicial decision-making. In Section 3, ƞ ƾƻƣơƫƧƬơ ƞƻƻƶƫơƞƿƫƺƹ 
of ѷI ƿƣơƩƹƺƶƺƨǄ ǂƫƶƶ Ɵƣ ƻǀƿ ƫƹ ƿƩƣ ơƺƹƿƣǃƿ ƺƤ ƿƩƣ 	ǀƽƺƻƣƞƹ 
ƹǁƣƾƿƫƨƞƿƫƺƹ �ƽƢƣƽ 
cooperation mechanism. Looking at the EncroChat/Sky Eѹѹ transnational 
investigation that involved most EU Member States in recent years, the prac-
ƿƫơƞƶ ƞƹƢ ƾǄƾƿƣƸƫơ ƢƫƦƧƬơǀƶƿƫƣƾ ƫƹ ƣƹƾǀƽƫƹƨ Ƥƞƫƽ ƿƽƫƞƶ ƽƫƨƩƿƾ ǂƫƶƶ Ɵƣ ƩƫƨƩƶƫƨƩƿƣƢ 
when cooperation issues add up to technological challenges. Against such 
analysis, Section 4 stresses some proposals on how to approach the informa-
tive asymmetry typical of transnational technological investigations.

Last, Section 5 concludes by focusing on the policymaker perspective, 
examining the recently adopted ѷI act in light of the highlighted problematics, 
and proposing some corrective recommendations on better addressing such a 
ơƺƸƻƶƣǃ ƾƿƞƿƣ ƺƤ ƞƦƤƞƫƽs.

2 Potential Uses of AI in Criminal Justice

In recent years, a paradigm shift has occurred in ѷI: transitioning from 
human-made representation of knowledge to machine learning. Machine 
learning refers to a system that “improves its performance on future tasks after 
making observations”.ቅ

In machine learning-based systems, knowledge about the domain and the 
activities to be carried out is no longer provided by humans. Still, it is instead 
built by the system itself, applying a learning algorithm to vast datasets. Using 
this model, ƿƩƣ ƾǄƾƿƣƸ ƨƣƹƣƽƞƿƣƾ ơƶƞƾƾƫƧƬơƞƿƫƺƹs, evaluations, and predictions 
for new cases submitted. Updating and expanding the dataset automatically 
improves the model and the system’s predictive capabilities.

This direction has led to a large number of successful applications in many 
ƧƬƣƶƢs, including the judicial, enforcement, and investigations, enhancing the 
capabilities of law enforcement agencies, judges, and legal professionals.

ሃ 
ƺƽ ƞ ƢƣƿƞƫƶƣƢ ƣǃƻƶƞƹƞƿƫƺƹ ƺƤ ƿƩƣ ƿƣơƩƹƺƶƺƨƫƣƾ ƢƣƻƶƺǄƣƢ ƫƹ ƿƩƣ ѼѷѹILEҎ project, see infra, 
Chapter 15 and 16.

ሄ Stuart J. Russell and Peter Norvig, Artificial Intelligence. A Modern Approach ᄬ�ƽƣƹƿƫơƣ �ƞƶl, 
Englewood �ƶƫƦƤƾᄕ N.J., 3 edition, 2010).
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ѷI ƞƻƻƶƫơƞƿƫƺƹƾ ƫƹ ƿƩƣ ưǀƢƫơƫƞƽǄ ơƞƹ Ɵƣ ơƶƞƾƾƫƧƬƣƢ ƫƹƿƺ ƿǂƺ Ƹƞƫƹ ƞƽƣƞs:ቆ 
document-oriented and case-oriented approaches.

Document-oriented approaches are focused on the analysis of individual 
documents. The main goal of such systems is to extract information, that is, to 
identify named entities such as places, persons, organisations, dates, and claims, 
as well as to extract more complex information, such as events and narratives. 
Automated summarisation aims at creating summaries of case facts, decisions, 
and other legal documents by selecting phrases appropriate to a summary, 
combining and possibly rephrasing them into a coherent text. The automated 
parsing of statutory texts aims at the automated conversion of the original, 
natural language legislative documents into machine-interpretable rules.

Predictive retrieval aims at the automated selection of legal texts relevant 
ƿƺ ƞ ƾƻƣơƫƧƬơ ƶƣƨƞƶ ƿƞƾk, such as drafting a new law or deciding a case. The 
entire corpora of documents can be analysed to discover correlations, extract 
implicit information, and organise cross-references between documents and 
parts of them.

�ǀơƩ ƾǄƾƿƣƸƾ ƸƞǄ ƾǀƻƻƺƽƿ ƫƢƣƹƿƫƤǄƫƹƨ ƞƹƢ ƾƣƶƣơƿƫƹƨ ƿƩƣ Ƹƺƾƿ ƾƫƨƹƫƧƬơƞƹƿ 
bits of previous cases and thus facilitate the reuse of portions of previous doc-
uments in new ones.

Document-oriented ƾǄƾƿƣƸƾ ƸƞǄ ƟƣƹƣƧƬƿ ƶƣƨƞƶ ƻƽƞơƿƫơe, enabling judges and 
ƺƿƩƣƽ ƶƣƨƞƶ ƣǃƻƣƽƿƾ ƿƺ Ɵƣ Ƹƺƽƣ ƣƦƧƬơƫƣƹƿ ƞƹƢ ƞơơǀƽƞƿƣ ƫƹ Ƣƺƫƹƨ ƶƣƨƞƶ ƞƹƞƶǄƾƣƾ 
and generating legal documents. They can, therefore, ƞƶƾƺ ƫƸƻƽƺǁƣ ƿƩƣ ƼǀƞƶƫƿǄ 
of legal sources, such as judicial decisions and statutory texts.

Case-oriented approaches to legal machine learning typically rely on mod-
els extracted from vast sets of cases. They provide aggregate statistical infor-
mation about such cases. Still, ƿƩƣǄ ƸƞǄ ƞƶƾƺ Ɵƣ ǀƾƣƢ ƿƺ ƻƽƣƢƫơƿ ƾƻƣơƫƧƬơ ƞƾƻƣơƿƾ 
of new instances, such as their duration, costs, and potential awards or pun-
ishments, as well as to calculate the probability that claims, motions, or other 
pleadings succeed.

The models constructed by such systems embed correlations between ᄬƾets 
of) features of cases on one side and decisions and/or factual forecasts on the 
other. �ƹƣ ƺƤ ƿƩƣ ƞƽƣƞƾ ƺƤ ƻƽƫƸƞƽǄ ƫƹƿƣƽƣƾƿ ƫƾ ƶƫƿƫƨƞƿƫƺƹ ƞƾƾƫƾƿƞƹơƣ ᄬƫᄙƣᄙ, systems 
providing information to increase the likelihood of success at trial). Based on 
an analysis dealing with factors related to the merit of the case ᄬƾuch as lexical 
features, events, narratives, and procedural history), but often also on the basis 
of factors not related to merit ᄬƾuch as the nature of the suit, the attorneys, the 
venue, the judge, and the parties), such systems can make predictions about 
the behaviour of the parties to a proceeding ᄬƣᄙƨᄙ, under what conditions a 

ህ L. Karl Branting, ‘Data-centric and logic-based models for automated legal problem solving’ 
ᄬᇴᇲᇳᇹᄭ ᇴᇷᄬᇳᄭᄘᇷᅬᇴᇹ �ƽƿƫƧƬơƫƞƶ 
ƹƿƣƶƶƫƨƣƹơƣ ƞƹƢ �ƞw.
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settlement may be accepted) or the behaviour of judges ᄬƿhe decisions they  
may take).

Besides directly supporting the decision-making activities, Case-oriented 
ѷI systems can have a range of additional uses. Firstly, in the preparation of lit-
igation: being prepared for litigation or an investigation involves having access 
to ƩƫƨƩᅟƼǀƞƶƫƿǄ information about the potential outcome of the case, includ-
ing the conditions or arguments that could enhance the chances of a posi-
tive result, the anticipated penalties or damages that might be assigned, and 
the expected time and expenses involved in resolving the matter. This type of 
information is crucial for a party’s strategic planning in approaching the case.

Secondly, in analysing past decisions, ѷI systems can be used to analyse past 
decisions to uncover patterns in how judicial decisions have been made over 
time. These patterns might involve the method of judgement ᄬƿhe approach 
judges take to make their rulings), the nature of the decisions made ᄬƩow these 
ƽǀƶƫƹƨƾ ƢƫƦƤƣƽ ƟƞƾƣƢ ƺƹ ǁƞƽƫƞƟƶƣƾ ƶƫƴƣ ƿƫƸƣ ƞƹƢ ƶƺơƞƿƫƺn), and through the use of 
network analysis, the connections between decisions ᄬƫdentifying which court 
ƺƻƫƹƫƺƹƾ Ʃƞǁƣ ƿƩƣ Ƹƺƾƿ ƫƸƻƞơƿ ƺƹ ƺƿƩƣƽƾ ƞƹƢ ƿƩƣ ƽƣƞƾƺƹƾ Ƥƺƽ ƿƩƫƾ ƫƹƥƷǀƣƹơe).

Thirdly, ƫƹ ƣƹƩƞƹơƫƹƨ ƿƩƣ ƼǀƞƶƫƿǄ ƺƤ ƿƩƣ ưǀƢƫơƫƞƽy: like any professional, 
judges are fallible, ƞƹƢ ƿƩƣ ƼǀƞƶƫƿǄ ƺƤ ƿƩƣƫƽ ǂƺƽƴ ǂƺǀƶƢ ƟƣƹƣƧƬƿ ƤƽƺƸ ǀƾƫƹƨ 
ѷI tools that can assist in analysing how judges arrive at decisions or in iden-
tifying any inherent biases in those decisions. Moreover, judges can make use 
of the insights gained from these technologies to assess and possibly enhance 
their decision-making skills.ሾሽ

Systems that correlate the features of new cases with their possible future 
decisions may enable lawyers to get a sense of their chances of success ᄬƻos-
sibly reducing litigation), select or search for aspects of the case that increase 
their chances of success, and better develop their arguments. Such systems 
may also be helpful for judges, enabling them to gain a better sense of case law 
trends and see how a possible decision would stand in the context of case law.

A recent innovation is the development of legal applications for cognitive 
computing.ሾሾ These applications aim at bridging the analysis of legal texts 
through machine learning with the relevant legal sources and rationales: the 
portions of texts that contain applicable provisions, judicial holdings, and 

ᇽᇼ  Examples of predictive systems for legal advice are Lexmachina, which aims at predicting 
the behaviour of courts, judges, lawyers, and parties in I҆ Law; Premonition, which focuses 
on analysing judicial tendencies and attorneys’ performance and outcomes before judges; 
and Luminance, a platform that applies supervised and unsupervised machine learning 
to the process of document review and enables the automated annotation of legal docu-
ments and the detection of possible anomalies.

ᇽᇽ  Kevin D. Ashley, Artificial Intelligence and Legal Analytics: New Tools for Law Practice in the 
Digital Age ᄬ�ƞƸƟƽƫƢƨƣ �ƹƫǁƣƽƾƫƿǄ �ƽƣƾs, 2017).
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ƧƬƹƢƫƹƨƾ ƺƤ Ƥƞơƿs; the arguments that justify the proposed conclusions; and the 
legal and factual reasons in favour or against the proposed outcome. A cogni-
tive computing approach may support judges and other legal experts in inves-
ƿƫƨƞƿƫƹƨ ƞƹƢ ƞƹƾǂƣƽƫƹƨ ƶƣƨƞƶ Ƽǀƣƾƿƫƺƹs, providing explanations for their legal 
decisions or assessments, making arguments for and against legal conclusions, 
and improving predictions about case outcomes.

�ƺƨƹƫƿƫǁƣ ơƺƸƻǀƿƫƹƨ ƫƹ ƿƩƣ ƶƣƨƞƶ ƢƺƸƞƫƹ ơƞƹ ƻƽƺƧƬƿ ƤƽƺƸ ƞƽƨǀƸƣƹƿ Ƹƫƹƫƹg, 
ǂƩƫơƩ ƫƹơƶǀƢƣƾ ƞ ƾƣƿ ƺƤ ƿƣơƩƹƫƼǀƣƾ ƞƹƢ ƿƣơƩƹƺƶƺƨƫƣƾ ƤƺơǀƾƣƢ ƺƹ ƫƢƣƹƿƫƤǄƫƹƨ 
and analysing argument-related information in text corpora, such as premises 
and conclusions, relationships between arguments and counterarguments, the 
substantive strengths or weaknesses of claims, and the rationale for legal deci-
sions. An example of machine learning that includes elements of cognitive 
computing is Claudette ᄬ�LAUse DETecTEr),ሾሿ a platform enabling machine 
learning analysis of consumer contracts and privacy policies. The system com-
bines ҃L approaches and knowledge-based approaches to deliver explana-
tion functionalities.

What is concerned with law enforcement activities, ѷI’s most notable 
change is the ongoing shift from being reactionary to being proactive in their 
ƣƦƤƺƽƿƾ ƿƺ ƻƽƣǁƣƹƿ ơƽƫƸe.

In this context, an important and widespread application is that of predict-
ing policing. The term refers to using data analytics, algorithms, and ѷI tech-
nologies to analyse historical crime data to anticipate future criminal activities. 
This approach enables law enforcement agencies to allocate their resources 
Ƹƺƽƣ ƣƦƤƣơƿƫǁƣƶǄ ƟǄ ƻƽƣƢƫơƿƫƹƨ ǂƩƣƽƣ ƞƹƢ ǂƩƣƹ ơƽƫƸƣƾ ƞƽƣ Ƹƺƽƣ ƶƫƴƣƶǄ ƿƺ ƺơơǀr. 
It involves analysing patterns in past crime data, including time, location, and 
other relevant factors, to identify potential risks and trends. The goal is to pre-
vent crime proactively rather than responding reactively, allowing agencies to 
allocate their scarce resources to high-risk areas better before crimes happen, 
ƿƩǀƾ ƣƹƩƞƹơƫƹƨ ƻǀƟƶƫơ ƾƞƤƣƿǄ ƞƹƢ ƣƦƧƬơƫƣƹơy.ሾቀ Similar ѷI systems aim to predict 
potential victims or categories of victims rather than crimes.ሾቁ

ᇽᇾ  Marco Lippi et al., ‘ѹLѷҋDETTE: an automated detector of potentially unfair clauses in 
online terms of serviceᅷ ᄬᇴᇲᇳᇻᄭ ҎҎҌII �ƽƿƫƧƬơƫƞƶ 
ƹƿƣƶƶƫƨƣƹơƣ ƞƹƢ �ƞw 117–139.

ᇽᇿ  The perhaps most known being PredPol, now Geolitica ᄬwww.geolitica.com – accessed: 
18/04/2025) but similar tools are today developed and deployed by most law enforce-
ment agencies worldwide. For a comprehensive overview of predictive policing tools, see 
Albert Meijer, MartijnWessels ‘Predictive Policing: �ƣǁƫƣǂ ƺƤ �ƣƹƣƧƬƿƾ ƞƹƢ �ƽƞǂƟƞơƴs’ 
ᄬᇴᇲᇳᇻᄭ ᇶᇴᄬᇳᇴᄭ International Journal of Public Administration, 1031–1039. https://doi.org/10
.1080/01900692.2019.1575664.

ᇽሀ  For example, this research presents the use of ѷI to predict feminicide victims: Esperanza 
Garcia-Vergara, Nerea Almeda, Francisco Fernández-Navarro et al., ᅵ�ƽƿƫƧƬơƫƞƶ ƫƹƿƣƶƶƫƨƣƹơƣ 

http://www.geolitica.com/
https://doi.org/10.1080/01900692.2019.1575664
https://doi.org/10.1080/01900692.2019.1575664
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A third category of ѷI applications that has raised many ethical and legal 
concerns is that of the systems making individual assessments, usually on the 
likelihood of risk of recidivism. �ƿƫƶƫǅƫƹƨ ǁƞƾƿ Ƣƞƿƞƾƣƿƾ�ᅬ ƾƺƸƣ ƺƤ ǂƩƫơƩ ƸƞǄ 
ƹƺƿ Ɵƣ ƫƸƸƣƢƫƞƿƣƶǄ ƞơơƣƾƾƫƟƶƣ ƿƺ ƶƞǂ ƣƹƤƺƽơƣƸƣƹƿ�ᅬ ƿƩƣƾƣ ƿƺƺƶƾ ƣƸƻƶƺǄ ƸƞƿƩ-
ematical algorithms and machine learning capabilities to link statistical risk 
ƫƹƢƫơƞƿƺƽƾ ǂƫƿƩ ƾƻƣơƫƧƬơ ƫƹƢƫǁƫƢǀƞƶs. �ƹƣ ƺƤ ƿƩƣ Ƹƺƾƿ ƻƽƺƸƫƹƣƹƿ ƣǃƞƸƻƶƣƾ ƺƤ 
such predictive analytics tools is ѹO҃҆ѷS, created by Northpoint Inc. ᄬƹow 
ƴƹƺǂƹ ƞƾ 	Ƽǀƫǁƞƹt)ᄕ ƞ ƻƽƫǁƞƿƣ ƣƹƿƫƿǄ ƩƣƞƢƼǀƞƽƿƣƽƣƢ ƫƹ �ƞƶƫƤƺƽƹƫa. This system 
is widely employed across various US states for estimating recidivism rates to 
inform alternative sentencing or probation decisions and has been widely ana-
lysed ᄬƞnd criticized) by legal scholars worldwide.ሾቂ

�ƿƩƣƽ ƾǄƾƿƣƸƾ ƿƩƞƿ ǀƾƣ ѷI predictive capabilities ᄬƿhat is, to predict and 
recognise anomalous patterns and to learn to recognise new patterns) are 
ƿƩƺƾƣ ƞƫƸƣƢ ƞƿ Ƣƣƿƣơƿƫƹƨ ƤƽƞǀƢ ƽƫƾƴƾ ƫƹ ǁƞƽƫƺǀƾ ƧƬƣƶƢƾ ƞƹƢ ơǄƟƣƽƾƣơǀƽƫƿǄ ƿƩƽƣƞƿs. 
Perhaps less known than those aiming at predicting recidivism, these systems 
ƧƬƹƢ Ʃƺǂƣǁƣƽ ƞ ƟƽƺƞƢ ƞƻƻƶƫơƞƿƫƺƹ ƫƹ ƾƣǁƣƽƞƶ ơƺǀƹƿƽƫƣs.

Financial fraud detection applications are based on ѷI systems that can 
ƞƹƞƶǄƾƣ ƞƹƢ ƧƬƶƿƣƽ ǁƞƾƿ ƞƸƺǀƹƿƾ ƺƤ ƧƬƹƞƹơƫƞƶ ƿƽƞƹƾƞơƿƫƺƹƾ ƿƺ ƫƢƣƹƿƫƤǄ ƻƞƿƿƣƽƹƾ 
indicative of fraudulent activities, such as money laundering or identity theft, 
ƸǀơƩ Ƽǀƫơƴƣƽ ƞƹƢ Ƹƺƽƣ ƞơơǀƽƞƿƣƶǄ ƿƩƞƹ ƩǀƸƞƹ ƫƹǁƣƾƿƫƨƞƿƺƽs.ሾቃ

Healthcare fraud detection applications can analyse billing and clinical 
data across healthcare systems to detect unusual patterns and discrepancies 
that may indicate fraudulent claims or unnecessary medical procedures.ሾቄ

extracts key insights from legal documents to predict intimate partner femicide’ ᄬᇴ023) 13 
18212 Sci Rep, , https://doi.org/10.1038/s41598-023-45157-5.

ᇽሁ  See, ex multis, ‘Eric L. Loomis, Petitioner v. State of Wisconsin, on Petition for a Writ of 
Certiorari to the Supreme Court of Wisconsin: Brief for the United States as Amicus Curiae’ 
ኜhttps://www.scotusblog.com/wp-content/uploads/2017/05/16-6387-CVSG-Loomis-AC 
-Pet.pdf> ᄬƞơơƣƾƾƣƢᄘ ᇳᇺᄧᇲᇶᄧᇴᇲᇴᇷᄭᄖ 
ñigo De Miguel Beriain, ‘Does the Use of Risk Assessments  
in Sentences Respect the Right to Due Process? A Critical Analysis of the Wisconsin v. 
Loomis rulingᅷ ᄬᇴᇲᇳᇺᄭ ᇳᇹ �ƞw, Probability and Risk 45–53; critics have been raised also from 
civil society, see for all Julia Angwin, �ƣƦƤ �arson, Surya Mattu, Lauren Kirchner, ‘Machine 
Bias: There’s Software Used across the Country to Predict Future Criminals. And It’s Biased 
ƞƨƞƫƹƾƿᏺ�ƶƞơƴsᅷᏺᄬ�ƽƺ�ǀƟƶƫơa,ᏺᇴ3.05.2016ᄭᏺኜhttps://www.propublica.org/article/machine 
-bias-risk-assessments-in-criminal-sentencingኝ ᄬƞơơƣƾƾƣƢᄘ ᇳᇺᄧᇲᇶᄧᇴᇲᇴᇷᄭᄙ

ᇽሂ  Johan Perols ‘Financial statement fraud detection: An analysis of statistical and machine 
learning algorithms.ᅷ ᄬᇴᇲᇳᇳᄭ ᇵᇲᄙᇴ �ǀƢƫƿƫƹg: A Journal of Practice & Theory  19–50; John 
�ᄙ Awoyemi, �ƢƣƟƞǄƺ �ᄙ Adetunmbi, Samuel A. �ƶǀǂƞƢƞƽe, ‘Credit card fraud detection 
ǀƾƫƹƨ ƸƞơƩƫƹƣ ƶƣƞƽƹƫƹƨ ƿƣơƩƹƫƼǀƣs: A comparative analysisᅷ ᄬ
ƹƿƣƽƹƞƿƫƺƹƞƶ �ƺƹƤƣƽƣƹơƣ 
on Computing Networking and Informatics ᄬIѹѹNI), Lagos, Nigeria, 2017) 1–9, doi: 10.1109/
ICCNI.2017.8123782.

ᇽሃ  Jing Li, et al. ‘A survey on statistical methods for health care fraud detection.ᅷ ᄬᇴᇲᇲᇺᄭ ᇳᇳ 
Health care management science  275–287.

https://doi.org/10.1038/s41598-023-45157-5
https://www.scotusblog.com/wp-content/uploads/2017/05/16-6387-CVSG-Loomis-AC-Pet.pdf
https://www.scotusblog.com/wp-content/uploads/2017/05/16-6387-CVSG-Loomis-AC-Pet.pdf
https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing
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Regarding cybersecurity threats, ѷI systems are employed to monitor 
ƹƣƿǂƺƽƴ ƿƽƞƦƧƬơ ƫƹ ƽƣƞƶ ƿƫƸe, identifying anomalies that could indicate a 
cyber-attack, phishing attempts, ƺƽ Ƹƞƶǂƞƽƣ ƫƹƧƬƶƿƽƞƿƫƺn. Moreover, ѷI systems 
are also used for cybersecurity incident response to help determine the scope 
and scale of a breach and recommend containment strategies.ሾቅ

Coming closer to the investigation, ѷI systems are deployed in a vast set of 
tasks, ranging from eDiscovery to digital analysis of evidence to recognition of 
crime scenes, gunshots, and bombs. In eDiscovery, ѷI tools help investigators 
ƿƺ ƞƹƞƶǄƾƣ ƿƩƺǀƾƞƹƢƾ ƺƤ ƢƺơǀƸƣƹƿƾ ƿƺ ƧƬƹƢ ƽƣƶƣǁƞƹƿ ơƞƾƣ Ƹƞƿƣƽƫƞl, ƾƫƨƹƫƧƬơƞƹƿƶǄ 
reducing the time and cost associated with manual reviews.

In forensics, ƿƩƣ Ƹƞƫƹ ƧƬƣƶƢ ƺƤ ƞƻƻƶƫơƞƿƫƺƹ ƫƾ ƿƩƣ Ƣƫƨƫƿƞƶ ƞƹƞƶǄƾƫƾ ƺƤ ǁƫƢƣƺƾ ƞƹƢ 
images. The typical case is facial recognition, ǂƩƫơƩ ƫƢƣƹƿƫƧƬƣƾ ƾǀƾƻƣơƿƾ ƺƽ ƧƬƹƢƾ 
missing persons by comparing faces against a database of known individuals. 
Recent developments have enhanced the accuracy of identifying individuals 
ƤƽƺƸ ƫƸƞƨƣƾ ƺƤ ƶƺǂ Ƽǀƞƶƫƿy, taken from suboptimal angles, or where the face is 
partially concealed.ሾቆ Another case in this area is the interpretation of radio-
logical images to assist medical examiners with establishing causes and man-
ner of death.

However, current ѷI technology provides law enforcement with capabili-
ties that extend far beyond mere recognition of individuals and objects. For 
instance, it enables the analysis of accident and crime scenes, both as they 
occur and post-event: combining the information captured in crime scene 
photos with the analysis of gunshot pattern signatures, ѷI algorithms are used 
ƿƺ ƢƫƦƤƣƽƣƹƿƫƞƿƣ ƣƞơƩ ƣǃƻƶƺƾƫǁƣ ƾƩƺơƴǂƞǁƣ ƞƹƢ ƞƾƾƫƨƹ ƾƩƺƿƾ ƿƺ ƞ ƾƻƣơƫƧƬơ ƧƬƽƣƞƽƸ 
and within a particular moment. Increasingly, ѷI technology is also used to 
decipher encrypted content, as illustrated below.

ᇽሄ  Javier Martínez Torres, Comesaña Carla Iglesias,  Paulino J. García-Nieto, ‘Machine learn-
ƫƹƨ ƿƣơƩƹƫƼǀƣƾ ƞƻƻƶƫƣƢ ƿƺ ơǄƟƣƽƾƣơǀƽƫƿyᅷ ᄬᇴᇲᇳᇻᄭ ᇳᇲ ᄬᇳᇲᄭ 
ƹƿƣƽƹƞƿƫƺƹƞƶ �ƺǀƽƹƞƶ ƺƤ �ƞơƩƫƹƣ 
Learning and Cybernetics 2823–2836; Anand Handa, Sharma Ashu, K. ShuklaSandeep, 
‘Machine learning in cybersecurity: A reviewᅷ ᄬᇴᇲᇳᇻᄭᄘ ᇻᄙᇶ ƣᇳᇵᇲᇸ �ƫƶƣǄ 
ƹƿƣƽƢƫƾơƫƻƶƫƹƞƽǄ 
Reviews: Data Mining and Knowledge Discovery .

ᇽህ  Justin Norman, Hany Farid, ‘An Investigation into the Impact of ѷI-Powered Image 
Enhancement on Forensic Facial Recognition ᄬ�ƽƺơƣƣƢƫƹƨƾ ƺƤ ƿƩƣ IEEEᄧѹҌѼ Conference 
on Computer Vision and Pattern Recognition ᄬѹҌ҆҈) Workshops’, 2024)  4306–4314.



ማሣEؘؘؙؙؖ؛ا ء؜ ئؘ؜ؘؗؠؘ҈ ؗءؔ ئا؛ؚ؜҈ ؘة؜ا ѹؘ؟ؕؔابأؠآ Eؔإ

3 An Automated Approach to Mutual Recognition? The Cooperation 
Case of EncroChat and Sky ECC

A recent case, or better, a series of recent cases, present well the complexity 
of matching the use of ѷI ƿƣơƩƹƫƼǀƣƾ Ƣǀƽƫƹƨ ơƽƫƸƫƹƞƶ ƫƹǁƣƾƿƫƨƞƿƫƺƹƾ ǂƫƿƩ ƿƩƣ 
application of cooperation mechanisms based on mutual recognition.

The reference goes to the EncroChat and Sky Eѹѹ ƞƦƤƞƫr, which involved a 
ƾƫƨƹƫƧƬơƞƹƿ ƹǀƸƟƣƽ ƺƤ EU Member States and whose facts are so well-known 
that it is enough here to recall some of the main traits.

It was 2020 when the French and Dutch authorities, together with Eurojust 
and Europol, ƞƹƹƺǀƹơƣƢ ƿƩƣ ƺƦƧƬơƫƞƶ ƢƫƾƸƞƹƿƶƫƹƨ ƺƤ ƿƩƣ 	ƹơƽƺ�Ʃƞƿ ƾƣƽǁƣr. Based 
ᄬƞlso) in France, EncroChat was one of the world’s most extensive encrypted 
communication services, a parallel operating system to traditional ones ᄬƾuch 
as Android), with thousands of users in Europe alone. The service provided a 
‘secure’ communication network, thanks to the deactivation of microphones, 
cameras, and ѽ҆S in the devices, the possibility of remotely wiping the con-
tents of the hardware, ƞƹƢ ƧƬƹƞƶƶy, ƣƹơƽǄƻƿƣƢ ƾƺƤƿǂƞƽƣ ƾƻƣơƫƧƬơƞƶƶǄ Ƥƺƽ ƤƺƽǂƞƽƢ-
ing messages anonymously.

Having discovered the exploitation of such a network by several organised 
ơƽƫƸƣ ƨƽƺǀƻƾ ƞơƿƫǁƣ ƫƹ Ƣƽǀƨ ƿƽƞƦƧƬơƴƫƹg, in 2018, France and the Netherlands, 
with the support of the European agencies, set up a Joint Investigation Team 
ᄬҀIT). With the authorisation of the French judiciary, the investigators, thanks 
ƿƺ ƞƹ ǀƹƾƻƣơƫƧƬƣƢ ‘technical device’, captured messaging for about two months 
until the platform, realising the hacking, alerted its users, informing them that 
a public authority had obtained access to the system and suggesting they dis-
pose of their phones.ሿሽ From a legal perspective, the operation was carried out 
ƫƹ 
ƽƞƹơƣ ǀƾƫƹƨ ƞ ƾƻƣơƫƧƬơ ƫƹǁƣƾƿƫƨƞƿƫǁƣ ƿƣơƩƹƫƼǀe, ǂƩƫơƩ ƽƣƼǀƫƽƣs, in a similar 
way to the regime of wiretapping in most systems, an authorisation by a judge 
for its performance.ሿሾ

The data collected, amounting to hundreds of thousands of messages, were 
ƧƬƽƾƿ ƾƩƞƽƣƢ ǂƫƿƩƫƹ ƿƩƣ ƫƹǁƣƾƿƫƨƞƿƫƺƹ ƿƣƞm, giving rise to numerous criminal 
proceedings in the two countries. �ǀƟƾƣƼǀƣƹƿƶy, with the support of Eurojust 

ᇾᇼ  Eurojust/Europol, ‘Dismantling of an encrypted network sends shockwaves through organ-
ised crime groups across Europe’, joint press release, 2 july 2020, ኜhttps://www.europol 
.europa.eu/media-press/newsroom/news/dismantling-of-encrypted-network-sends 
-shockwaves-through-organised-crime-groups-across-europeኝ ᄬƞơơƣƾƾƣƢᄘ ᇳᇺᄧᇲᇶᄧᇴᇲᇴᇷᄭᄙ

ᇾᇽ  �ƻƣơƫƧƬơƞƶƶy, the captation des données informatiques ᄬ�ƽƿƫơƶƣ ᇹᇲᇸᅟᇳ02-1 of the French 
Criminal Code, on which more infra, Chapter 6 – France).

https://www.europol.europa.eu/media-press/newsroom/news/dismantling-of-encrypted-network-sends-shockwaves-through-organised-crime-groups-across-europe
https://www.europol.europa.eu/media-press/newsroom/news/dismantling-of-encrypted-network-sends-shockwaves-through-organised-crime-groups-across-europe
https://www.europol.europa.eu/media-press/newsroom/news/dismantling-of-encrypted-network-sends-shockwaves-through-organised-crime-groups-across-europe
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and Europol, ƿƩƣǄ ǂƣƽƣ ƸƞƢƣ ƞǁƞƫƶƞƟƶƣ ƿƺ ƺƿƩƣƽ ƾƿƞƿƣƾ ƿƩƽƺǀƨƩ ƽƣƼǀƣƾƿƾ Ƥƺƽ 
judicial cooperation, ƻƽƣơƫƾƣƶǄ ǁƫƞ ƿƩƣ 	ǀƽƺƻƣƞƹ 
ƹǁƣƾƿƫƨƞƿƫƺƹ �ƽƢƣƽƾ ᄬEIOᐃs).

After dismantling the EncroChat network, the French and Dutch investiga-
tors, joined by the Belgian ones, noted a shift of communications relating to 
ƫƹƿƣƽƹƞƿƫƺƹƞƶ Ƣƽǀƨ ƿƽƞƦƧƬơƴƫƹƨ ƿƺ ƿƩƣ �ƴǄ Eѹѹ platforms. This was an encrypted 
messaging network boasting hundreds of thousands of users worldwide, based 
ƺƹ ƿƩƣ ƾƞƶƣ ƺƤ ƾƸƞƽƿƻƩƺƹƣƾ ƿƩƞƿ ƩƞƢ Ɵƣƣƹ ƸƺƢƫƧƬƣƢ ᄬƢeactivation of the video 
camera, microphone and ѽ҆S; impossibility of making calls outside the Sky 
Eѹѹ circuit) ƞƹƢ ƣƼǀƫƻƻƣƢ ǂƫƿƩ ǀƹƫƼǀƣ ƾƣơǀƽƫƿǄ ƾƣƿƿƫƹƨs, such as the auto-
matic deletion of messages received after a period of time predetermined by 
the users ᄬƣven a very short one, such as 30 seconds) and the possibility of 
remotely deleting the contents of the device with a special password ᄬƾƺᅟơƞƶƶƣƢ 
distress password/kill switch) in case of need. Sky Eѹѹ’s complex hacking oper-
ation, once more carried out via the establishment of a ҀIT between France, 
the Netherlands, and Belgium, again with the support of Europol and Eurojust, 
resulted in the capture of at least one billion encrypted messages and the sei-
zure of 70,000 cryptophones.

As in the EncroChat case, from a legal point of view, the inoculation into 
the encrypted platform was carried out in France ᄬǂhere the Sky Eѹѹ servers 
were also located) through the same investigative measure, with authorisation 
by the competent court. Technically, according to what has been disclosed, the 
operation was developed in three phases ᄬƹot necessarily all clearly distinct, 
from a temporal point of view): a) use of a software to break into the server 
of reference; b) application of an ѷI ƿƺƺƶ ƿƺ ƢƣơƽǄƻƿ ƿƩƣ ơƺƹƿƣƹƿ ƞơƼǀƫƽƣd, and 
ƞƿƿƽƫƟǀƿƣ ƿƩƣ ơƺƹƿƣƹƿ ƺƤ ƿƩƣ ƾƣƶƣơƿƣƢ Ƹƣƾƾƞƨƣƾ ƿƺ ƾƻƣơƫƧƬơ ƢƣƤƣƹƢƞƹƿs; and 
ƧƬƹƞƶƶǄ c) storage and analysis of the data collected through digital forensics 
platforms. All these technologies were developed within the ҀIT, with the fun-
damental contribution of the Dutch National Forensic Institute and Europol. 
Again, once collected, the data were also made available to third countries 
ƿƩƽƺǀƨƩ ƫƹƿƣƽƹƞƿƫƺƹƞƶ ơƺƺƻƣƽƞƿƫƺƹ ƽƣƼǀƣƾƿs, which, within the EU, took the 
form of EIOᐃs.ሿሿ

The sharing of information in the EncroChat and Sky Eѹѹ cases gave 
rise to hundreds of criminal proceedings in Europe alone, in which several 

ᇾᇾ  For a more comprehensive analysis of the cases, see ex multis, Jan-Jaap �ƣƽƶƣƸƞƹƾᄕ �ƺƧƬƣ 
Royer, ‘The future of data-driven investigations in light of the Sky Eѹѹ operationᅷ ᄬᇴᇲᇴᇵᄭ 
ᇳᇶ ᄬƫƾƾǀƣ ᇶᄭ New Journal of European Criminal Law 434–458; Georgios Sagittae, ᅵ�ƹ ƿƩƣ 
lawfulness of the EncroChat and Sky Eѹѹ-operationsᅷᄕ ᄬᇴᇲᇴᇵᄭ ᇳᇶ ᄬƫƾƾǀƣ ᇵᄭ �ƣǂ Journal of 
European Criminal Law 273–293; ƾƻƣơƫƧƬơ ƹƞƿƫƺƹƞƶ ƞƾƻƣơƿƾ ƞƽƣ ƞƶƾƺ ƩƫƨƩƶƫƨƩƿƣƢ ƫƹ Part 2 of 
this volume.
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critical aspects related to the use of the collected data at trial were immedi-
ately apparent.

�Ƥ ƞƶƶ ƿƩƣ ƻƽƺƟƶƣƸƾ ƽƣƶƞƿƣƢ ƿƺ ƿƩƣƾƣ ƞƦƤƞƫƽs,ሿቀ one is crucial for the focus of 
this paper: the ѷI-based tools used to ᄬƻrobably) hack the server and analyse 
the collected communications were not disclosed to the parties. This occurred 
not due to typical ’black box’ technical issues but because the investigative 
authorities involved in the ҀIT made clear their interest in reusing the software 
for future repressive actions.ሿቁ

Similarly, the data collected by the investigators was made available to the 
parties only to a limited extent. Expressly, parties within a given criminal pro-
ceedings were granted access to the so-called ‘tertiary dataset’, that is, the bulk 
ƺƤ ƫƹƤƺƽƸƞƿƫƺƹ ƽƣƶƣǁƞƹƿ ƿƺ ƿƩƞƿ ƾƻƣơƫƧƬơ ơƞƾe, per the national law regulating 
ƞơơƣƾƾ ƿƺ ƧƬƶe. However, no access was generally allowed to the raw dataset of 
ƞƶƶ ƾƣƫǅƣƢ ƫƹƤƺƽƸƞƿƫƺƹ ᄬ‘primary dataset’), nor the data considered relevant for 
ơƽƫƸƫƹƞƶ ƫƹǁƣƾƿƫƨƞƿƫƺƹƾ ᄬ‘secondary dataset’).ሿቂ

�ƣƼǀƣƾƿƾ ƿƺ ƞơơƣƾƾ ƿƩƣ ѷI ƿƺƺƶ ƞƹƢ ƿƩƣ Ƣƞƿƞƾƣƿ ǂƣƽƣ ƞƶƾƺ ƽƞƫƾƣƢ�ᅬ ƞƹƢ ƢƣƹƫƣƢ�ᅬ 
in other Member States, where the information seized had arrived via EIO, 
reaching up to the highest instances in the respective court systems. The prob-
lems were also brought before the Court of Justice, which famously ruled on the 
application of the Landesgericht Berlin with judgment M.N. of 30 April 2024.ሿቃ

In all such contexts, ƿƩƣ Ƽǀƣƾƿƫƺƹ ƿƩǀƾ ƞƽƺƾƣ ƺƤ ǂƩƣƿƩƣƽ ƿƩƣƾƣ ƫƸƻƣƢƫƸƣƹƿƾ 
could be regarded as an infringement of the rights of the defence and, if so, of 
ǂƩƞƿ ƽƣƸƣƢǄ ơƺǀƶƢ Ɵƣ ƣƦƤƣơƿƫǁƣƶǄ ƫƹǁƺƴƣƢ ƞƨƞƫƹƾƿ ƫt. In particular, the problem 
posed by the defence concerned the alleged impossibility of trusting the reli-
ability of the data contained in the tertiary dataset without the possibility of 
checking the latter with the bulk of data that have been seized and without 
knowing how the ѷI tool was set to operate on such data.

In the countries not included in the ҀIT, the issue was further complicated 
by the layer given by the transnational dimension of the investigation in light 
of the limited rules posed by the EIO Directive in this regard.

ᇾᇿ  �Ƹƺƹƨ ǂƩƫơƩ ǂƩƣƿƩƣƽ ƿƩƣ ƞơƼǀƫƾƫƿƫƺƹ ƺƤ ƿƩƣ Ƣƞƿa, carried out in France according to 
ƤƺƽƸƾ ƺƤ ơƺƶƶƣơƿƫƺƹ ƿƩƞƿ Ƣƺ ƹƺƿ ƹƣơƣƾƾƞƽƫƶǄ ƧƬƹƢ ƞ ơƺƽƽƣƾƻƺƹƢƣƹơƣ ƫƹ ƿƩƣ ƢƺƸƣƾƿƫơ ƾǄƾƿƣm, 
can be an obstacle to the use ᄬƺr admissibility, ƫƹ 	ǀƽƺƻƣƞƹ �ƿƞƿƣƾ ǂƩƣƽƣ ƿƩƣ ƿǂƺ ƻƽƺƧƬƶƣƾ 
are not autonomous) of the data in domestic proceedings; and whether it is necessary to 
add, in the system that receives the data, a further measure of the judicial authority, cer-
tifying the usability of the data for domestic purposes, ƺƽ ǂƩƣƿƩƣƽ ƫƿ ƫƾ ƾǀƦƧƬơƫƣƹƿ ƿƺ ơƩƣơƴ 
ƿƩƞƿ ƿƩƣ 
ƽƣƹơƩ ơƺǀƽƿ Ʃƞƾ ƞƶƽƣƞƢǄ ơƞƽƽƫƣƢ ƺǀƿ ƿƩƣ ƞơƼǀƫƾƫƿƫƺƹ ƞƿ ƿƩƣ ƿƫƸƣ ƺƤ ƿƩƣ Ƣƞƿa.

ᇾሀ  Jan-Jaap �ƣƽƶƣƸƞƹƾ ƞƹƢ �ƺƧƬƣ �ƺǄƣr ᄬƹ ᇴᇴᄭ Ƥƺƽ ƿƩƣ ƽƣƤƣƽƣƹơƣ ƿƺ ƿƩƣ ƽƣƶƣǁƞƹƿ ƢƺƸƣƾƿƫơ 
case-law.

ᇾሁ  Idem, ft 105.
ᇾሂ  ѹҀEҋ, C-670/22.
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�ƽƿƫơƶƣ ᇳᄬᇳᄭ of the Directive provides that an EIO may be issued “for obtaining 
evidence that is already in possession of the competent authorities of the exe-
cuting State”. While this hypothesis was likely conceived as relatively unprob-
lematic in origin, its recent application in the context of interceptions shows 
all the limits of the legal basis, especially in light of the principle of mutual 
recognition. In particular, the regulation of this type of EIO does not seem 
to consider the fact that when the bulk of evidence is remotely gathered in 
real-time investigating measures, the phase of data selection becomes crucial. 
Accordingly, the possibility for the defence to participate in such a selection 
is also essential, for instance, ƟǄ ơƺƹƿƽƫƟǀƿƫƹƨ ƿƺ ƢƣƧƬƹƫƹƨ ƿƩƣ ƻƞƽƞƸƣƿƣƽƾ ᄬƣᄙƨᄙ, 
keywords) adopted to do so. This operation, however, occurs in the Member 
State where the investigative measure has been carried out ᄬƺƽᄕ where relevant, 
in the countries involved by the ҀIT).

Defendants of further Member States that received the data via EIO, on 
the other side, did not have a chance to participate in the selection procedure 
ƞƹƢ ƩƞƢ ƿƺ Ƣƣƞƶ ǂƫƿƩ ƻƞơƴƞƨƣƾ ƺƤ ƽƣƶƣǁƞƹƿ Ƣƞƿƞ ᄬ‘tertiary dataset’) passively 
ƽƣơƣƫǁƣƢ ƫƹ ƿƩƣƫƽ ơƞƾƣ ƧƬƶe. In such circumstances, the EIO Directive does not 
ƻƽƺǁƫƢƣ ƞƹǄ ƾƻƣơƫƧƬơ ƾƞƤƣƨǀƞƽƢ ƿƺ ƽƣƫƹƾƿƞƿƣ ƿƩƣ ƽƫƨƩƿ ƿƺ Ɵƣ ƩƣƞƽƢ ƫƹ ƿƩƣ ƫƾƾǀƫƹƨ 
Member State. This gap is then often examined at the national level in light of 
the principle of mutual recognition. The problem then emerges of whether 
or to what extent the principle of mutual recognition can compensate for the 
lack of access to information on both the selection process and the deploy-
ment of ѷI systems during the investigation.

4 Effective Rights and Remedies in a Transnational Computable Era

�Ʃƣ Ƽǀƣƾƿƫƺƹ ƽƞƫƾƣƢ ƫƹ ƿƩƣ 	ƹơƽƺ�Ʃƞƿ ƞƹƢ �ƴǄ Eѹѹ ơƞƾƣƾ ƫƾ ƣǃƣƸƻƶƫƧƬơƞƿƫǁƣ 
of a more general issue concerning the informative asymmetry that belongs 
both to the deployment of ѷI technology and to the transnational dimen-
sion of criminal investigations. In other words, in transnational technological 
investigations, there is a proliferation of information asymmetries that heavily 
ƫƸƻƞơƿ ƿƩƣ ƣƦƤƣơƿƫǁƣƹƣƾƾ ƺƤ ƤǀƹƢƞƸƣƹƿƞƶ ƽƫƨƩƿs.

�Ʃƫƾ Ƹƞƴƣƾ ƿƩƣ ƫƢƣƹƿƫƧƬơƞƿƫƺƹ ƺƤ ƣƦƤƣơƿƫǁƣ ƽƣƸƣƢƫƣƾ ƞ ƩƫƨƩƶǄ ơƺƸƻƶƣǃ ƿƞƾk. 
�ƹ ƿƩƣ ƺƹƣ Ʃƞƹd, total and detailed transparency in how the technology 
ƢƣƻƶƺǄƣƢ ƺƽ ƿƩƣ Ƥƺƽƣƫƨƹ ƶƣƨƞƶ ƾǄƾƿƣƸ ǂƺƽƴƾ ƾƣƣƸƾ ƢƫƦƧƬơǀƶƿ ƿƺ ƞơƩƫƣǁƣ Ƥƺƽ ƾƣǁ-
eral reasons. Conferring to the defendant the right to know in detail how the 
ѷI ƿƣơƩƹƺƶƺƨǄ ǂƺƽƴƾ ǂƺǀƶƢ ƶƫƴƣƶǄ ƫƸƻƞƫƽ ƿƩƣ ƻƺƾƾƫƟƫƶƫƿǄ ƺƤ ƣƦƧƬơƫƣƹƿƶǄ ƽƣǀƾƫƹƨ 
that technology in the future, as it would enable strategic behaviours and ways 
to circumvent the use of the systems. In any case, detailed knowledge about 
an ѷI system would need to encompass not only the source code, not only 
the data set used by the investigators, as argued above, but also likely the user 
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manual, i.e.ᄕ ƿƩƣ ƫƹƾƿƽǀơƿƫƺƹƾ ƺƹ Ʃƺǂ ƿƩƣ ƾǄƾƿƣƸ ǂƺƽƴƾ�ᅬ ƞƹ ƣƶƣƸƣƹƿ ƿƩƞƿ ƫƾ ƞƶƾƺ 
often covered by copyright or secrecy law.ሿቄ Even where copyright or secrecy 
law would not apply, this amount of information is of such technical complex-
ity that it would seem unlikely for an average defendant to be able to sort it in 
a meaningful way in the time constraints of a criminal proceeding. Similarly, 
a detailed knowledge of the functioning of another legal system can only be 
reached by a certain degree of approximation, given the legal and linguistic 
discrepancies. Studies that make foreign legislation and case law freely acces-
sible, such as Crossjustice and ѼѷѹILEҎ, try to reduce such gap. Still, of course, 
ƿƩƣ ƾƻƣơƫƧƬơ ƴƹƺǂƶƣƢƨƣ ƽƣƼǀƫƽƣƢ ƫƹ ƺƹƣ ƻƞƽƿƫơǀƶƞƽ ơƞƾƣ ƫƾ ƩƞƽƢƶǄ ƽƣƢǀơƣƢ ƟǄ 
a schematic approach and needs to be further integrated by direct contact 
between the two systems.

�ƹ ƿƩƣ ƺƿƩƣƽ Ʃƞƹd, excluding these complexity factors appears unrealis-
tic and unfeasible. Deployment of ѷI technology is increasingly necessary to 
address the challenges posed by encryption and anonymity, and transnational 
cooperation, especially in the common legal area of the EU, is, at this point, a 
Ƹƞƿƿƣƽ ƺƤ Ƥƞơƿ ƫƹ ƞ ƾƫƨƹƫƧƬơƞƹƿ ƹǀƸƟƣƽ ƺƤ ơƽƫƸƫƹƞƶ ƫƹǁƣƾƿƫƨƞƿƫƺƹs.

How to ensure, then, ƿƩƣ ƣƦƤƣơƿƫǁƣƹƣƾƾ ƿƺ ƟƺƿƩ Ƥƞƫƽ ƿƽƫƞƶ ƽƫƨƩƿƾ ƞƹd, at least, 
the available remedies?

First, the assumption that the ѷI system, ƿƺ Ɵƣ ƣƦƤƣơƿƫǁe, must be utterly 
secret in its operation can be disputed.

True, it is often helpful to keep some elements of the functioning of an 
ѷI system secret, such as the model parameters, the key inputs, or the out-
come. �ƻƣơƫƧƬơƞƶƶy, maintaining aspects of an internal functioning logic secret 
can help prevent strategic “gaming” of a system.

However, presenting that as a necessity is reminiscent of the idea of “secu-
rity through obscurity”, namely the practice of concealing the details or mech-
anisms of a system to enhance its security. Experts have strongly criticised 
this approach and stand in contrast with more modern ones, such as “security  
by design”.ሿቅ

Instead, ơƺƸƻǀƿƣƽ ƾơƫƣƹơƣ ƹƺǂƞƢƞǄƾ ƺƦƤƣƽƾ ƾƣǁƣƽƞƶ ƞƢǁƞƹơƣƢ ƿƣơƩƹƫƼǀƣƾ ƿƺ 
enable the governance of secret decision systems, namely a set of computa-
tional methods that can provide accountability and a certain degree of under-
standing of the functioning of the system, even when some information is 

ᇾሃ  Maja Brkan, ‘Do Algorithms Rule the World? Algorithmic Decision-Making in the Frame-
work of the ѽD҆҈ and Beyond’ ᄬ�ǀƨǀƾƿ ᇳᄕ 2017). A revised version of this paper has been  
published in International Journal of Law and Information Technology, 11 January  
2019, DOI; 10.1093/ijlit/eay017, Available at SS҈N: https://ssrn.com/abstract=3124901 or 
http://dx.doi.org/10.2139/ssrn.3124901.

ᇾሄ  Peter P. Swire, ‘A Theory of Disclosure for Security and Competitive Reasons: �ƻƣƹ 
Source, Proprietary Software, and Government Agenciesᅷᄕ ᄬᇴᇲᇲᇸᄭ ᇶᇴ �ƺǀƾƿƺƹ �ƞǂ �ƣǁƫƣw 
SS҈N 842228.

https://ssrn.com/abstract=3124901
http://dx.doi.org/10.2139/ssrn.3124901
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kept secret. Kroll et al.ሿቆ give an overview of some of these methods: software 
ǁƣƽƫƧƬơƞƿƫƺn, cryptographic commitments, zero-knowledge proofs, and fair ran-
dom choices.

�Ʃƣƾƣ ƸƣƿƩƺƢƾ ƣƹƾǀƽƣ ƿƩƞƿ ƿƩƣ ƾƺƤƿǂƞƽƣ ƞƹƢ ƫƹƻǀƿƾ Ƹƣƣƿ ƿƩƣ ƽƣƼǀƫƽƣƸƣƹƿƾ 
for procedural regularity. �ƻƣơƫƧƬơƞƶƶy, they can verify that the same decision 
policy was used for each decision, that the policy was established and imple-
mented into the system before the inputs were known, and that the outcomes 
are reproducible. They can also be coupled with auditing, namely a set of tech-
ƹƫƼǀƣƾ Ƥƺƽ ƿƩƣ ƞƹƞƶǄƾƫƾ ƺƤ Ƣƫƨƫƿƞƶ ƽƣơƺƽƢƾ ƢƺơǀƸƣƹƿƫƹƨ ƿƩƣ ƽƣƾƻƺƹƾƣƾ ƺƤ ƞ ơƺƸ-
puter system to the inputs it receives. The objective of auditing is to verify that 
proper procedures were adhered to ᄬƿhat is, compliant with the law) and to 
identify any unauthorized alterations in the system’s functionality.

Second, access to the datasets must be addressed systematically, possibly by 
creating special rules at a centralised level. While access to the primary dataset 
ƾƣƣƸƾ ƢƫƦƧƬơǀƶƿ ƿƺ ƞơƩƫƣǁe, for security and privacy issues,ቀሽ structured access 
to the secondary dataset seems both feasible for the investigators and valuable 
for the defence.

In this regard, inspiring is the example of the Netherlands, where the 
defence, in Sky Eѹѹ cases, ơƺǀƶƢ ƧƬƶƣ ƞ ƸƺƿƫǁƞƿƣƢ ƽƣƼǀƣƾƿ ƿƺ ƞơơƣƾƾ ƻƞƽƿƾ ƺƤ ƿƩƣ 
secondary dataset. �ƹơƣ ƨƽƞƹƿƣƢ ƞơơƣƾs, the examination of the information 
was realized via the same platform used by law enforcement authorities on 
the premises of the national forensic institute ᄬƟut now also remotely).ቀሾ This 
model could well be generalized and institutionalized in the various domestic 
systems. Last but not least, ƿƩƣ ơƶƞƫƸ Ƥƺƽ ƣƦƤƣơƿƫǁƣ ƽƫƨƩƿƾ ƞƹƢ ƽƣƸƣƢƫƣƾ ƫƹ ƾǀơƩ 
transnational and technological investigations can only call for a more con-
scious approach on the part of the defence. Investigators successfully carried 
out such a complex operation by creating Joint Investigation Teams and taking 
full advantage of the EIO cooperation mechanism.

To think, in the shoes of the defence, of countering such an organisation 
with a single set-up, ƫƹ ǂƩƫơƩ ƣƞơƩ ƶƞǂ ƧƬƽƸ ƫƾ ơƺƹƤƽƺƹƿƣƢ ǂƫƿƩ ƿƩƣ ƢƫƦƧƬơǀƶ-
ties of a transnational and technically complex investigation together, appears 
today to be guiltily naive. In this sense, at least for the more complicated gen-
eral issues ᄬƣᄙƨᄙ, how and where to get access to the secondary dataset, how to 

ᇾህ  Joshua A. Kroll, Joanna Huey, Solon Barocas, Edward W. Felten, Joel R. Reidenberg, David 
G. Robinson & Harlan Yu, ‘Accountable Algorithmƾᅷ ᄬᇴᇲᇳᇹᄭ 165 U. Pa. L. Rev. 633.

ᇿᇼ  As the collected data in its most raw form is both likely used for intelligence purposes and 
certainly referring to a plethora of subjects, ǂƩƺƾƣ ơƺƹƧƬƢƣƹƿƫƞƶƫƿǄ ƾƩƞƶƶ Ɵƣ ƻƽƣƾƣƽǁƣd.

ᇿᇽ  As reported by Harm M. van Beek, Erwin J. van Eijk, RuudB. van Baar, Mattijs Ugen, 
J.N.C. Bodde & A.J. Siemelink ‘Digital forensics as a service: Game oƹᅷ ᄬᇴᇲᇳᇷᄭᇳᇷ Digital 
Investigation 27–28; ƾƣƣ ƞƶƾƺ �ƣƽƶƣƸƞƹƾᄕ �ƺǄƣr ᄬƹ ᇴᇴᄭ ᇶᇷ6.
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obtain information on the technical operations carried out, how to possibly 
challenge the use of EIO by the investigating authorities), the European bar 
has to take a step forward towards a common and more federated approach.

For example, it would seem essential to secure valuable information for an 
ƣƦƤƣơƿƫǁƣ ƢƣƤƣƹơƣ ƿƺ ƻƽƣƾƣƹƿ ƺƹƣƾƣƶƤ ƫƹ ƞ ǀƹƫƧƬƣƢ Ƹƞƹƹƣƽ ƟƣƤƺƽƣ 	ǀƽƺƻƣƞƹ ƞƨƣƹ-
cies such as Europol ᄬǂhere the primary dataset of the EncroChat/Sky Eѹѹ 
data is stored).

5 The Lesson for Policymakers

�ƶƶ ƿƩƣ ơƩƞƶƶƣƹƨƣƾ ƺƽ ƢƫƦƧƬơǀƶƿƫƣƾ ƺǀƿƶƫƹƣƢ ƫƹ ƿƩƣ ƻƽƣǁƫƺǀƾ ƾƣơƿƫƺƹƾ ƾƣƣƸ ƿƺ 
be only partially addressed in the most recent legislation, i.e., the novel EU 
�ƣƨǀƶƞƿƫƺƹ ƺƹ �ƽƿƫƧƬơƫƞƶ 
ƹƿƣƶƶƫƨƣƹơƣ� ᅬ ƺƽ ѷI Act. The European Parliament 
adopted the ѷI Act on 14 March 2024 and published it on 12 July 2024 in the 
�ƦƧƬơƫƞƶ �ƺǀƽƹƞƶ ƺƤ ƿƩƣ EU as Regulation ᄬEU) 2024/1689.ቀሿ

The ѷI Act adopts a ‘risk-based approach’ to prevent and mitigate the risks 
of using ѷI. A risk-based regulation considers both the level and the character-
istics of the risk associated with a practice to determine the applicable rules. At 
least in principle, legal restrictions should apply only to the extent necessary to 
prevent or mitigate risks.

Article 5 establishes some prohibited practices that constitute the highest 
risk associated with ѷI systems. The Regulation imposes a general prohibition 
on these practices, ǂƫƿƩ ƾƺƸƣ ƾƻƣơƫƧƬơ ƣǃơƣƻƿƫƺƹs. Among them, and directly 
relevant to the uses of ѷI in investigation and judiciary activities, are the prohi-
bitions of placing ѷI on the market, putting it into service, or using ѷI systems 
in two cases.

�Ʃƣ ƧƬƽƾƿ ơƞƾƣ ƫƾ ƿƩƞƿ ƺƤ ѷI systems for criminal risk assessment of individu-
als ᄬƞrt ᇷᄬᇳᄭᄬƢᄭ): the ѷIѷ prohibits systems making risk assessments to predict 
ơƽƫƸƫƹƞƶ ƟƣƩƞǁƫƺǀƽ ƟƞƾƣƢ ƾƺƶƣƶǄ ƺƹ ƻƽƺƧƬƶƫƹƨ ƺƽ ƻƣƽƾƺƹƞƶƫƿǄ ƿƽƞƫƿs, support-
ing human assessment based on objective facts related to criminal activity. 
However, “this prohibition shall not apply to ѷI systems used to support the 
human assessment of a person’s involvement in a criminal activity, which is 
ƞƶƽƣƞƢǄ ƟƞƾƣƢ ƺƹ ƺƟưƣơƿƫǁƣ ƞƹƢ ǁƣƽƫƧƬƞƟƶƣ Ƥƞơƿƾ ƢƫƽƣơƿƶǄ ƶƫƹƴƣƢ ƿƺ ƞ ơƽƫƸƫƹƞƶ 
activity”.

ᇿᇾ  Regulation ᄬEU) 2024/1689 of the European Parliament and of the Council of 13 June 
2024 ƶƞǄƫƹƨ Ƣƺǂƹ ƩƞƽƸƺƹƫƾƣƢ ƽǀƶƣƾ ƺƹ ƞƽƿƫƧƬơƫƞƶ ƫƹƿƣƶƶƫƨƣƹơƣ ƞƹƢ ƞƸƣƹƢƫƹƨ �ƣƨǀƶƞƿƫƺƹƾ 
ᄬEѹ) 300/2008, ᄬEU) 167/2013, ᄬEU) 168/2013, ᄬEU) 2018/858, ᄬEU) 2018/1139 and ᄬEU) 
2019/2144 and Directives 2014/90/EU, 2016/797/EU and 2020/1828/EU.
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The second case is that of ѷI systems for real-time ƟƫƺƸƣƿƽƫơ ƫƢƣƹƿƫƧƬơƞƿƫƺƹ 
in public spaces ᄬƞrt ᇷᄬᇳᄭᄬƩᄭ): the ѷIѷ prohibits systems using real-time remote 
ƟƫƺƸƣƿƽƫơ ƫƢƣƹƿƫƧƬơƞƿƫƺƹ ƫƹ ƻǀƟƶƫơƶǄ ƞơơƣƾƾƫƟƶƣ ƾƻƞơƣƾ Ƥƺƽ ƶƞǂ ƣƹƤƺƽơƣƸƣƹƿ ƻǀƽ-
poses. The Regulation provides a set of exceptions, namely when the use of 
these systems is strictly necessary for one of the following objectives: 1) for 
identifying victims of serious crimes such as abduction, ƿƽƞƦƧƬơƴƫƹg, or sexual 
exploitation, and for locating missing persons; 2) for Preventing substantial 
and imminent threats to individuals’ safety or preventing terrorist attacks; and 
3) Ƥƺƽ �ƺơƞƿƫƹƨ ƺƽ ƫƢƣƹƿƫƤǄƫƹƨ ƫƹƢƫǁƫƢǀƞƶƾ ƾǀƾƻƣơƿƣƢ ƺƤ Ƹƞưƺƽ ơƽƫƸƫƹƞƶ ƺƦƤƣƹƾƣƾ 
referred to in Annex II of the ѷIѷ, if also punishable for a maximum period 
of at least four years, to facilitate criminal investigations, prosecutions, or the 
execution of criminal penalties.

However, in the cases mentioned above, the adoption of real-time remote 
ƟƫƺƸƣƿƽƫơ ƫƢƣƹƿƫƧƬơƞƿƫƺƹ ƾǄƾƿƣƸƾ ƽƣƼǀƫƽƣƾ ƿƩƣ ƞƢƺƻƿƫƺƹ ƺƤ ơƣƽƿƞƫƹ ƻƽƺơƣƢǀƽƞƶ 
guarantees. These safeguards consist, on the one hand, in assessing the pre-
conditions authorising the use of such technologies and the potential conse-
Ƽǀƣƹơƣƾ Ƥƺƽ ƽƫƨƩƿƾ ƞƹƢ ƤƽƣƣƢƺƸs; on the other hand, in time, geographical and 
personal limitations are to be respected in using such systems. In all cases, prior 
ƞǀƿƩƺƽƫƾƞƿƫƺƹ ƫƾ ƽƣƼǀƫƽƣƢ ƟǄ ƿƩƣ ưǀƢƫơƫƞƶ ƞǀƿƩƺƽƫƿǄ ƺƽ ƞƹ ƫƹƢƣƻƣƹƢƣƹƿ ƞƢƸƫƹƫƾ-
trative authority of the Member State and granted upon reasoned application. 
Such authorisation, however, in a “dǀƶǄ ưǀƾƿƫƧƬƣƢ ƾƫƿǀƞƿƫƺƹ ƺƤ ǀƽƨƣƹơy” ᄬ�ƽƿ ᇷᄬᇵᄭ) 
ƸƞǄ ƞƶƾƺ Ɵƣ ƽƣƼǀƣƾƿƣƢ Ƣǀƽƫƹƨ ƺƽ ƞƤƿƣƽ ǀƾe. The competent authority may only 
grant authorisation if, based on objective evidence or clear indications pre-
sented to it, ƿƩƣ ǀƾƣ ƺƤ ƿƩƣ ƾǄƾƿƣƸ ƫƹ Ƽǀƣƾƿƫƺƹ ƫƾ ƹƣơƣƾƾƞƽǄ ƞƹƢ ƻƽƺƻƺƽƿƫƺƹƞƿƣ 
ƿƺ ƞơƩƫƣǁƣ ƺƹƣ ƺƤ ƿƩƣ ƿƩƽƣƣ ƺƟưƣơƿƫǁƣƾ ƾƻƣơƫƧƬƣƢ ƫƹ ᄬƞrt ᇷᄬᇳᄭᄬƩᄭ). Due to the high 
risk that real-time ƟƫƺƸƣƿƽƫơ ƫƢƣƹƿƫƧƬơƞƿƫƺƹ ƾǄƾƿƣƸƾ ƣƹƿƞƫƶ Ƥƺƽ ƫƹƢƫǁƫƢǀƞƶƾ ƞƹƢ 
groups, the prohibition outlined in the ѷIѷ is a welcomed choice; however, the 
exceptions’ extension seems too large.

Pursuant to a risk-based approach, ƿƩƣ �ƣƨǀƶƞƿƫƺƹ ƞƶƾƺ ƫƢƣƹƿƫƧƬƣƾ high-risk 
ѷI systems ᄬ�ƽƿ ᇸᄭ, referring to two lists in Annex I and III. These systems are 
subject to a series of provisions on their development, sale, and deployment in 
the EU market. The objective is to ensure the risk to safety, health, and protec-
tion of fundamental rights associated with such systems are mitigated without 
unnecessarily hindering their adoption.

Among the ѷI systems listed in ѷNNEҎ III are ѷI systems for law enforce-
ment ᄬƞnnex III ᇹᄬƞᄕ b, c, d)). The reason for their inclusion is explained in 
recital 59 of the ѷI Act: “Given their role and responsibility, actions by law 
enforcement authorities involving certain uses of ѷI systems are characterised 
ƟǄ ƞ ƾƫƨƹƫƧƬơƞƹƿ Ƣƣƨƽƣƣ ƺƤ ƻƺǂƣƽ ƫƸƟƞƶƞƹơƣ ƞƹƢ ƸƞǄ ƶƣƞƢ ƿƺ ƾǀƽǁƣƫƶƶƞƹơe, arrest 
or deprivation of a natural person’s liberty as well as other adverse impacts on 
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fundamental rights guaranteed in the Charter.” Among the rights that could be 
hampered is the exercise of important procedural fundamental rights, such as 
ƿƩƣ ƽƫƨƩƿ ƿƺ ƞƹ ƣƦƤƣơƿƫǁƣ ƽƣƸƣƢǄ ƞƹƢ ƞ Ƥƞƫƽ ƿƽƫƞl, as well as the right of defence 
and the presumption of innocence.

�ƿƩƣƽ ƾǄƾƿƣƸƾ ƶƫƾƿƣƢ ƫƹ Annex III that are relevant for our purposes are 
the ѷI systems used in migration, asylum, and border control management 
ᄬƞƹƹƣǃ III 8) ƾƫƹơƣ ƿƩƣǄ ƞƦƤƣơƿ ƻƣƽƾƺƹƾ ǂƩƺ ƞƽƣ ƺƤƿƣƹ ƫƹ ƻƞƽƿƫơǀƶƞƽƶǄ ǁǀƶƹƣƽ-
able positions and who are dependent on the outcome of the actions of the 
competent public authorities; and the ѷI systems used in the administration 
of justice ᄬƞnnex III 9)ᄕ ơƺƹƾƫƢƣƽƫƹƨ ƿƩƣƫƽ ƻƺƿƣƹƿƫƞƶƶǄ ƾƫƨƹƫƧƬơƞƹƿ ƫƸƻƞơƿ ƺƹ 
democracy, the rule of law, ƫƹƢƫǁƫƢǀƞƶ ƤƽƣƣƢƺƸƾ ƞƾ ǂƣƶƶ ƞƾ ƿƩƣ ƽƫƨƩƿ ƿƺ ƞƹ ƣƦƤƣơ-
tive remedy and to a fair trial.

A core assumption of the ѷI �ơƿ ƫƾ ƿƩƞƿ ƽƫƾƴ ơƞƹ Ɵƣ ơƞƶơǀƶƞƿƣƢ ƞƹƢ ơƶƞƾƾƫƧƬƣƢ 
in an objective and predetermined manner. While this may apply to a certain 
extent when we consider the safety and health of citizens, concerns arise as to 
whether the risk can be determined concerning fundamental rights: the ѷI Act 
is based on the idea that the impact on fundamental rights can be assessed 
according to a scale of values and that, to a certain extent, it can be deemed 
acceptable. However, the Act does not indicate how the acceptability judg-
ment shall be made. The danger is that the risk assessment on fundamental 
rights will essentially be based on a subjective evaluation by the ѷI system pro-
vider and its greater or lesser risk aversion.

Concerning fundamental rights, what raises concerns is the decision by the 
EU legislator not to rely on a rights-based approach along the same lines as the 
Data Protection Regulation ᄬѽD҆҈).

Although it pursues the objective of protecting fundamental rights, the 
ѷI Act does not introduce any new rights that can be actionable and enforce-
ƞƟƶƣ ƟǄ ƫƹƢƫǁƫƢǀƞƶƾ ǂƩƺ ƸƞǄ Ɵƣ ƞƢǁƣƽƾƣƶǄ ƞƦƤƣơƿƣƢ ƟǄ ƿƩƣ ǀƾƣ ƺƤ ƿƩƣ ѷI system, 
other than the right to lodge a complaint with a market surveillance authority 
ᄬ�ƽƿ ᇺᇷᄭ ƞƹƢ ƿƩƣ ƽƫƨƩƿ�ᅬ ƫƹƿƽƺƢǀơƣƢ ƺƹƶǄ Ƥƺƶƶƺǂƫƹƨ ƞƹ ƞƸƣƹƢƸƣƹƿ ƻƽƺƻƺƾƣƢ ƟǄ 
the EU �ƞƽƶƫƞƸƣƹƿ�ᅬ ƿƺ ƺƟƿƞƫƹ ƞƹ ƣǃƻƶƞƹƞƿƫƺƹ “of the role of the ѷI system in 
the decision-making procedure and the main elements of the decision taken” 
ᄬ�ƽƿ ᇺᇸᄭ.

However, it should be noted that the right to obtain an explanation of the 
role of the ѷI system in decision-making does not involve a full right to the 
disclosure of detailed information on the functioning of the system, includ-
ing all the elements, data and parameters that would be necessary to replicate 
and possibly challenge the fairness and procedural regularity of the system. 
Moreover, ƿƩƣ ƽƫƨƩƿ ƫƾ ƾǀƟưƣơƿ ƿƺ ƞ ƾƫƨƹƫƧƬơƞƹƿ ƶƫƸƫƿƞƿƫƺƹ ƫƹ ƿƩƣ ѷI Act: �ƽƿ ᇺᇸᄬᇳᄭᄕ 
establishing this right, shall not apply to the use of ѷI systems “for which 
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exceptions from, or restrictions to, the obligation under that paragraph follow 
from Union or national law in compliance with Union law.” ᄬ�ƽƿ ᇺᇸᄬᇴᄭ). This 
would leave open the problem of cases such as the EncroChat/Sky Eѹѹ men-
tioned above.

The problematic choice of the EU legislator of not providing actionable and 
ƣƹƤƺƽơƣƞƟƶƣ ƟǄ ƫƹƢƫǁƫƢǀƞƶƾ ǂƩƺ ƸƞǄ Ɵƣ ƞƦƤƣơƿƣƢ ƟǄ ѷI systems is linked to a bold 
ᄬƟut possibly wrong) assumption within the regulatory regime designed by the 
ѷI Act: that the use of ѷI systems may be fully regulated, just like any other 
product, ƟǄ Ƣƣƾƫƨƹƫƹƨ ƞ ƾƣƿ ƺƤ ƺƟƶƫƨƞƿƫƺƹƾ ƿƞƽƨƣƿƫƹƨ ƾƻƣơƫƧƬơƞƶƶǄ ƿƩƺƾƣ ƻƣƽƾƺƹƾ 
creating the product ᄬƾystem developers) and using it ᄬƢeployers). However, 
such strong assumptions may be rendered inaccurate by the technological 
peculiarities of an ѷI system, which, ƢƫƦƤƣƽƣƹƿƶǄ ƤƽƺƸ ƺƿƩƣƽ ƻƽƺƢǀơƿs, may 
evolve and learn by itself, sometimes in ways that escape the complete con-
trol of their developers and users. Maybe the idea that problems will and shall 
ƞƶǂƞǄƾ Ɵƣ ƫƢƣƹƿƫƧƬƣƢ ƞƹƢ ƾƺƶǁƣƢ ex-ante ᄬƢuring the development or deploy-
ment) could have been coupled with a regulatory empowerment ex-post of the 
ƫƹƢƫǁƫƢǀƞƶƾ ƞƦƤƣơƿƣƢ ƟǄ ѷI, providing them actionable rights.ቀቀ

Moreover, such focus on developers and deployers overshadows the trans-
national dimension of ѷI systems application, in particular in the context of 
criminal justice: no rules or directions are provided by the EU legislator, as 
highlighted above, ƿƺ ƧƬƹƢ ƞ ǁƫƞƟƶƣ ƾƺƶǀƿƫƺƹ Ƥƺƽ ƾƫƿǀƞƿƫƺƹƾ ƶƫƴƣ ƿƩƣ 	ƹơƽƺơƩƞt/Sky 
Eѹѹ cases, which clearly show a problem of compression or limitation of fun-
damental rights, in a transnational dimension.

In the face of these issues, the multidisciplinary and integrated approach 
proposed by this research project, in which, ƞƶƟƣƫƿ ǂƫƿƩ ƢƫƦƧƬơǀƶƿy, law and tech-
nology have dialogued together since the design of the reference rules, can 
perhaps be an inspiring example.

ᇿᇿ  �ƹ ƿƩƣ ƻƽƺƟƶƣƸ ƺƤ ƞƾƾǀƸƻƿƫƺƹƾ ƫƹ ƿƣơƩƹƺƶƺƨǄ ƽƣƨǀƶƞƿƫƺn, see BJ Ard, Rebecca Crootof. 
‘Legal responses to techlaw uncertaintiesᅷ ƫƹ  �ƞƽƿƺƾǅ �ƽƺ̝ƣƴᄕ �ƶƫƞ �ƞƹƣǁƾƴƞƫƞᄕ �ƽǅƣƸǄƾʀƞǂ 
�ƞʀƴƞ ᄬƣƢƾᄙᄭᄕ Research Handbook on Law and Technology ᄬᇴ023) 28–44.
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