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ABSTRACT The use of robots in modern manufacturing facilities, where also human workers operate, offers
substantial advantages, but also introduces safety hazards that need to be mitigated with all possible means.
Ultra-reliable communication services offered by 5G mobile networks allow for automated remote control
of the machines, thus enabling a new generation of network applications that can enforce safety procedures
in a hyper-connected industrial environment. However, in the context of Human-Robot Collaboration
scenarios very strict safety requirements must be satisfied, determining communication reliability levels
to be guaranteed that go beyond the up to 107> capabilities of 5G ultra-reliable deployments. Moreover,
in 5G the reliability is imposed as fixed requirement to be achieved at all times, which may lead to
resource overprovisioning. Resource efficiency can be improved by dynamically adapting the target network
reliability level based on the actual needs of the connected devices, still guaranteeing safe human-robot
interactions. The idea of dynamic reliability applied to 6G industrial environments, introduced in our
previous work, is further investigated in this paper by evaluating performance and costs of the approach,
and by exploring how to leverage the knowledge of the specific nature of the task performed by robots
cooperating with humans. The results of our study allow to quantify the resource gain that can be achieved
with dynamic reliability compared to the solution currently offered by 5G systems, as well as the cost that
must be factored in in terms of network signalling overhead.

INDEX TERMS 6G, dynamic reliability, human—robot collaboration, industrial networks, task awareness
in automated manufacturing.

I. INTRODUCTION

The integration of robots into industrial workflows has dra-
matically transformed manufacturing and logistics processes,
bringing about significant improvements in productivity,
precision, and efficiency. On the other hand, this has
also introduced specific safety challenges that must be
addressed to protect the well-being of human workers
operating in the same space as robots. Communication and
networking technologies can significantly help addressing
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those challenges, enabling accurate and real-time monitoring
and control features in the workplace [1]. As industries
continue to embrace automation and robotics to support
progressively more demanding use-cases, the necessity
for advanced and highly reliable communication systems
becomes increasingly evident. The advent of 5G networks
began to meet this need by providing support to Ultra-
Reliable Low-Latency Communications (URLLC) services.
Nonetheless, the evolving industrial environments introduce
new challenging operational modes, such as Human-Robot
Collaboration (HRC), where human workers share the
workspace with robots while performing some specific tasks
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collaboratively. This can lead to monitoring and control
scenarios with stricter requirements in terms of reliable
communications that go beyond what is currently offered by
5G deployments [2], such as those identified in the Hyper
Reliable and Low-Latency Communications (HRLLC) by
ITU-R for the IMT-2030 (6G) use case [3].

Among other target key performance indicators, 6G net-
works are expected to achieve at least a ““two-nine”” increase
(up to 1 - 1077) in supported communication reliability with
reference to that offered by 5G systems, with the same
number of users and access points for unit area [3] [4]. A way
to reach that target would consist in taking advantage of
increased communication resource redundancy, for instance
by further increasing the number of supported replicated
parallel data streams between the User Equipment (UE)
and the data network, which is currently limited to two
in the 5G redundant transmission approach leveraging dual
connectivity [5], [6].

Meeting hyper-reliability requirements is not the only
challenge for 5G. In fact, in 5G URLLC the reliability is
considered a “‘static’ attribute to be always provided. How-
ever, the constant use of multiple and always active redundant
communication channels can become very demanding, not
only in terms of resource usage but also in terms of
energy consumption, considering as well that such parallel
data streams may not be strictly necessary all the time.
Sustainability, achieved by minimizing energy consumption
and the use of resources, is a key capability expected in
6G [3]. Based on this observation, the concept of provisioning
communication services with dynamic reliability for HRC
scenarios was recently introduced: depending on the mutual
distance between a human and a robot, or between two robots,
the target reliability level of their data connections can be
dynamically set to either a high or a low value, adapting the
resource redundancy enforcement to the possible detection
of critical safety conditions that require highly reliable
monitoring and control of the robot movements [7], [8]. This
approach has been proven to be beneficial in environments
where humans and robots move around and hazardous
conditions may arise, as it allows to save resources and,
consequently, reduce energy consumption while achieving
reliability levels not supported by current 5SG networks [9].
However, a thorough performance analysis and evaluation
of the resource gain that can be achieved with dynamic
reliability is still needed, as well as an assessment of the cost
introduced by the approach in terms of network signaling
overhead.

Relying only on the distance between UEs to identify crit-
ical safety situations in an HRC scenario can be inefficient.
In industrial settings, robots might work in fixed locations,
and human workers are not necessarily at risk just because
they are nearby. For instance, if a robotic arm is enclosed in
protective glass and performing autonomous tasks, there is
no need to allocate high-reliability communication to nearby
workers. A more effective approach is to consider what
tasks humans and robots are actually performing and provide
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redundant communication resources only when necessary.
This allows to achieve task-aware dynamic reliability,
showing how it is possible to add a new dimension to the
efficient deployment of URLLC-like services in future 6G
networks by taking advantage of some of the peculiarities of
a given vertical application. The final objective is to have the
network assist the operations within industrial environments
and make the workplace safer while also efficiently using
communications resources and improving the cost.

In this paper, we significantly extend our previous work
on dynamic reliability [7], [8], [9], [10] by evaluating
performance and costs of the approach and by exploring
how to leverage the knowledge of the specific nature of the
HRC tasks. In particular, the main contributions of this paper
include:

o a detailed evaluation through simulation of the perfor-
mance of dynamic reliability under different parameter
settings, such as the number of UEs and the number of
sub-areas in which the factory floor can be split to reduce
the algorithm compute time;

« an evaluation of the resource gain obtained by applying
dynamic reliability, i.e. the savings in terms of redundant
communication channels that can be achieved by the
dynamic approach with respect to the static redundant
transmission mechanisms currently offered by the
5G network;

« an assessment of the additional gain that can be obtained
with task-aware dynamic reliability, by factoring in
the characteristics of the activities that human and
robot workers are carrying out, distinguishing between
collaborative and autonomous tasks;

o a simple model that allows to quantify the cost of
dynamic reliability in terms of network signaling over-
head, determining the minimum frequency with which
the UE locations must be sampled and processed and
discussing how to avoid that network reconfiguration
happens too frequently.

The paper is structured as follows. Section II contextualizes
the background behind this work and recalls some of the
existing body of literature. Section III discusses the concept
and advantages of dynamic reliability in 6G industrial
environments, recalling our previous work on the subject and
adding the new dimension of task awareness. Section IV
includes some considerations on the feasibility of dynamic
reliability in the framework of the current 5G mobile network
architecture and the gaps that might be addressed in its
evolution toward 6G. Sections V and VI present the results of
the performance analysis and resource gain of the proposed
approaches, respectively without and with task awareness.
Section VII presents a simple model to quantify the network
signalling overhead induced by dynamic reliability. Finally,
Section VIII draws the conclusion.

Il. BACKGROUND AND RELATED WORK
To motivate the need for a dynamic and task-aware approach
to enforce reliable connectivity in indoor industrial access
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networks, we first analyze the reference HRC scenario, both
in terms of entities operating in it and techniques to provide
connectivity to all of them.

A. HUMAN-ROBOT COLLABORATION

The International Federation of Robotics (IFR) classifies
robot colleagues into industrial and service robots [11].
Industrial robots handle manufacturing and material manip-
ulation within a defined range of motion, while service
robots assist with tasks like transport and cleaning, moving
autonomously. The IFR also defines key human-robot
collaboration types, including Coexistence, where they share
a workspace without physical barriers but do not interact, and
Sequential collaboration, where they take turns working in
the same space.

Among the key safety risks in HRC for manufacturing
goods, collision hazards and “pinch and crush” situations
are amid the most prominent ones. Such hazards can lead to
injuries, equipment damage, and production disruptions. For
these reasons, implementing advanced sensing technologies
and safety measures to detect and prevent collisions is
essential.

A combination of engineering controls, administrative
procedures, and personal protective measures should be
implemented to mitigate these safety hazards. Safety stan-
dards and regulations, such as ISO 10218 for industrial
robots and ISO/TS 15066 for collaborative robot safety,
provide guidelines for designing and operating collaborative
robotic systems safely. Although these guidelines still
hold, in modern always-connected environments additional
features can be developed and leveraged to further improve
safety. For example, the low-latency and high-reliability
features supported by URLLC services in mobile networks
can be leveraged to collect real-time data and timely send,
either reactively or proactively, “halt” signals to machines
when dangerous situations are detected or predicted. This,
however, requires knowing the position of both robots and
humans, but also the kind of task they are performing.

In the literature, some studies describe the activities of
collaborative manufacturing processes in detail, including the
evolution over time of the tasks carried out by cooperating
humans and robots. One such work is [12], where the authors
describe the interaction of a human worker with a manu-
facturing robot with two arms, for the assembly of multiple
printed circuit boards to be inserted into a plastic enclosure,
including quality controls for the integrity of the product.
They perform tasks together, sharing the same working space,
with some periods of collaboration and others of autonomous
work. Similarly, [13] describes collaborative tasks as tasks
where there is input of material without stopping the system
and interactions that can involve physical contact. In [14],
the authors propose a classification for guidelines for the
design of safe HRC assembly environments, validating it
by means of a laboratory case study, for which a detailed
description is provided, including a timeline of the interaction
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between workers. In this paper, we leverage the knowledge
of collaborative and autonomous tasks, along with that of
the position of workers, to decide on the level of reliability
that the mobile network should provide, optimizing resource
utilization by minimizing the amount of redundant resources
to be put in place.

B. MOBILE COMMUNICATION RESOURCE ASSIGNMENT
IN INDUSTRIAL SCENARIOS

Different studies provide evidence of the need for high
reliability and low latency in 6G communication, especially
in industrial scenarios where automated plants need real-time
data transmission and operation [15]. Thanks to its support of
sub-ms latency and extremely high reliability, 6G is expected
to enable Industry X.0 paradigm [16], where intelligent
industrial automation requires the integration of artificial
intelligence algorithms for ultra-fast and reliable decision-
making processes.

Industrial automation through robots requires real-time
and closed-loop robot control, which can be considered part
of the URLLC service class [17]. Enhanced network reliabil-
ity is also crucial to provide a safe working environment for
humans collaborating with robots. The paper in [18] analyzes
the trade-offs between reliability and latency in industrial
scenarios with strict requirements. Large data blocks with
strong channel codes can be sent to ensure reliability, but
this approach often results in increased transmission latency.
Conversely, employing shorter block lengths can reduce
latency, at the expense of degraded reliability, requiring
frequent retransmissions. The paper also proposes to adopt
joint optimization of data block lengths and pilot lengths
to find the right trade-offs between reliability and latency.
Among the large body of work on URLLC, [5] enumerates
the challenges of enabling this kind of application, and
proposes solutions that do not impact latency, such as multi-
connectivity. In [6], the benefits of duplicating packets
for URLLC applications in 5G networks are analyzed,
both in terms of enhanced reliability and efficient resource
usage, albeit limited to two connected paths, as per the
dual connectivity feature standardized in 5G. Our recent
work on multi-connectivity shows that stringent reliability
requirements posed by industrial applications might require
more than two parallel streams contemporarily active [7],
surpassing the current 5G capabilities. Even though using
multiple connections can increase communication efficacy
and reliability, it has an impact on the required radio
resources, especially when a static approach, i.e., a fixed
number of connections over time, is used.

A way to optimize the use of network resources in
industrial environments is to leverage information on robotic
tasks. In [19], the authors present a joint robot path planning
and radio beam scheduling to reduce interference in a
mmWave industrial network, thus improving the transmission
rate. In [20], the authors propose an optimization strategy
that leverages the pseudo-deterministic nature of industrial
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robotic jobs to minimize the maximum aggregate traffic in
the network. On the one hand, these works show that resource
consumption can be optimized by leveraging information
on robotic tasks. On the other hand, they do not consider
human-robot interactions and related reliability and safety
aspects.

As previously mentioned, in [7], [9] we propose using
multi-connectivity to achieve target reliability levels by
tuning the number of active communication channels depend-
ing on the distance between UEs, a concept referred to
as dynamic reliability. We also highlight that there are
situations where 5G falls short of the goal, given its
limit of two connections per UE (i.e., dual connectivity).
In [8], we proposed the adoption of a control entity in
communication systems to support dynamic reliability for
HRC. In this work, we extend our previous contributions by
evaluating performance and costs of the approach, and by
including information on tasks that workers are carrying out
in the reliability tuning process, aiming at covering a wider set
of real-world scenarios, as well as further improving resource
utilization efficiency.

Ill. DYNAMIC RELIABILITY IN 6G INDUSTRIAL
ENVIRONMENTS

A. DYNAMIC RELIABILITY BASED ON CRITICAL DISTANCE
As a relevant use case to understand the advantages offered
by the concept of dynamic reliability, we consider an
industrial environment where wireless connectivity services
are provided by what we envision will be an indoor 6G
network. A relatively large factory floor is assumed, where
human workers and robots coexist and operate to manufacture
goods. Each robot and each human worker carries a device
(UE) connected to the network, and is free to move around
the working area, which is covered by a set of Access Nodes
(ANS5). In the following, for the sake of brevity, we will use the
term ““worker” collectively for both humans and robots, when
not otherwise specified. Also, we will sometimes associate
the working task directly to a UE, rather than specifying ““‘the
worker that carries the UE™.

When a robot gets too close to a human worker or to
another robot, the network should be able to detect such a
potentially risky situation and provide its UE with highly
reliable connectivity, in order to enable a much more accurate
automated remote control of the machine or a complete
stop, if necessary. The security and safety procedures put in
place under these circumstances typically demand very strict
communication reliability levels, e.g. such that the packet
loss probability is kept between 107> and 10~°, according to
standard specifications [21]. This requirement goes beyond
the 5G URLLC capabilities, that is expected to deliver a
reliability of up to 107>, A dangerous proximity situation
is identified when the detected distance between two UEs
reaches or becomes smaller than a given value r called critical
distance. On the contrary, when the two UEs are distant more
than r, then the reliability requirements of the robot control
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communication channel are less stringent and can be relaxed,
e.g. to tolerate a packet loss probability of 1072

As already mentioned, dynamically adapting the commu-
nication reliability level to the current distance between two
UEs implies changing the amount of redundant channels
connecting those UE to the core network. This is a feature that
is not available yet in current 5G network deployments, which
can at best provide dual connectivity for URLLC services
in a static manner, often not being sufficient to enforce the
required high reliability levels [7]. Rethinking the role of
some of the components of the core network could bring to
solutions that enforce dynamic reliability only when needed,
thus saving resources and reducing energy consumption
while guaranteeing the required safety conditions [9].

In line with our previous studies, we consider an
evolved hierarchical control plane architecture including
multiple distributed components and a centralized one [10].
Distributed components are in charge of telemetry data
collection and pre-processing to enforce fast, near real-time
and system-specific control actions. The centralized com-
ponent instead collects (possibly pre-processed) data from
multiple distributed components so that it can take advantage
of a broader view of the status of the overall system
and make more informed decisions on the definition and
refinement of the policies operated by the distributed
components.

More specifically, a relevant set of tasks to be performed
by the control plane includes:

o keeping track of the moving UEs and their relative

distance, to detect when they reach the critical value r;

« monitoring the quality of the communication channels
accessible to each UE, to determine the reliability level
currently provided to the UE;

« in case a given UE pair is within critical distance,
identifying a suitable combination of redundant com-
munication channels to be maintained or established for
each UE, to provide the required high reliability level;

« in case a given UE is not within critical distance with
any other UE anymore, tearing down any redundant
communication channel to save in terms of resource
usage and energy consumption.

The execution of the tasks mentioned above would signif-
icantly benefit from a distributed implementation approach,
as proved in our previous work [9], [10], representing thus
an interesting use case for the hierarchical control plane
architecture considered in this paper. In particular, instead
of having a single, centralized control plane entity in charge
of monitoring the whole industrial area deciding on the
best combination of redundant channels, we assume that the
industrial area is split into a number of sub-areas, as shown in
Fig. 1. Each sub-area is managed by a dedicated distributed
element that works on a subset of resources (e.g., the UEs,
their positions, and the available communication channels
within the respective sub-area), thus allowing faster execution
times of the redundant communication channel allocation
algorithm.
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FIGURE 1. Representation of a factory floor split into four sub-areas
(dashed black lines). Each sub-area includes its own “Distributed Control
Element,” controlled by the “Centralized Control Element,” and a number
of UEs and ANs (not shown). The zone within distance r from the borders
is highlighted in red, where the border policy coefficients y; ; are
represented.

As reported in detail in our previous work [10], the
objective of the algorithm is to minimize the number of
communication resources employed while satisfying the
reliability constraint on the overall packet loss rate. To do
so, for each UE in every sub-area, the relevant distributed
component orders the ANs based on the coverage they offer
to the UE, then selects the first one and checks whether
the UE would meet its target reliability requirement with
only a connection to that AN. The process continues until
either a suitable set of connections is found, or no set of
connections allows to satisfy the requirement. While each
distributed component is in charge of finding the solution to
this problem within the respective sub-area, the centralized
element determines how many sub-areas the whole scenario
should be divided into, the reliability levels required in
each sub-area, and the set of border policies to be enforced
between adjacent sub-areas. Border policies are needed
because some UEs could be located within critical distance r
from the respective sub-area borders, i.e., within the red zones
depicted in Fig. 1. Each distributed component is aware of the
position of the UEs located inside its assigned sub-area only,
so it cannot determine whether a UE that is located very close
to the border is within critical distance from another UE in a
neighboring sub-area.

For this reason, the centralized component may enforce a
policy to manage these situations, for instance by defining
for each border between the adjacent sub-areas i and j a
coefficient y;; that represents the probability of enforcing
high reliability levels for UEs that are within critical
distance from that border. Choosing y;; = 1 means that
a distributed component will apply a conservative policy,
resulting in excessive resource consumption due to redundant
communication channels always on, even when the UEs do
not actually need them [9]. Conversely, with y; ; = 0 reduced
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resource consumption is expected, but such a loose policy
might result in cases with insufficient reliability levels.

Further details on the algorithmic aspects of the system
under study can be found in our previous work [7], [9],
[10], and in the appendix of this paper. A discussion on
how the current 5G core network could evolve to support
the envisioned dynamic reliability feature is reported in
Section I'V.

B. DYNAMIC RELIABILITY BASED ON DISTANCE AND
TASK AWARENESS

Considering the current state of the art in HRC as reported in
Section II, we can add another condition to the enforcement
of dynamic reliability, besides the concept of critical distance.
We can indeed model each worker to be performing either a
collaborative or an autonomous task, at any given time. There
might also be instances when the worker is idle, waiting for
the next task to start. In this state, it is not interacting with
other workers, so we can consider idle states as being part
of the autonomous tasks. Assuming that workers performing
autonomous tasks are not subject to risky situations, even
when they are distant from another worker less than the
critical value r, then enforcing high reliability levels is not
necessary under these circumstances.

[C]
[C[ A [C
A

I
C | )

I T I T T T I I

A
A

NN

FIGURE 2. Example of the evolution of tasks of workers over time.

Specifically, at any given time a UE can be performing
either a collaborative (C) or an autonomous (A) task.
An example illustrating the evolution in time of working
tasks is given in Fig. 2, with each horizontal sequence
representing the task of a worker, and the ticks on the time
axis representing the observation instants. By combining this
observation with the information on the location of UEs,
we can determine the reliability need of the UE at a given
instant, by classifying it into either one of two categories,
corresponding to the two defined reliability levels.

Overall, our approach to determine an appropriate set of
communication channels for each UE to implement dynamic
reliability is structured in two phases, namely a classification
and an assignment phase, as represented in Fig. 3. In the
classification phase, the inputs coming from the environment
are analyzed, and the UEs are classified as either requiring
high or low reliability levels. The rationale is that a UE should
be granted a higher reliability if it is too close to at least
another UE and it is performing collaborative tasks, or a lower
reliability otherwise. Therefore, the first check is on relative
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Assign suitable
cannections
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FIGURE 3. Methodology for determining dynamic reliability levels based
on distance and task awareness.

distance, using the information on location provided by the
appropriate network function (e.g., from the 5G Location
Management Function). If the distance of the considered UE
from at least another UE is larger than the critical value r,
then the UE is marked as requiring low reliability. Otherwise,
the second check is on the task associated with the UE at
the observed time: if it is a collaborative one, the UE is
marked as requiring high reliability, or low otherwise. In the
assignment phase, each UE is assigned either a single or
an appropriately redundant set of communication channels
based on its predetermined reliability requirement.

These phases are executed periodically, in correspondence
to the observation time instants represented in Fig. 2. The
period of execution of this process, inversely proportional to
the frequency of such observations, depends on a number
of factors, including specific safety requirements in the
environment, which in turn depend on the application.

There might be times when the reliability requirement
cannot be correctly enforced, either for scarcity of resources
or unforeseen conditions. In such circumstances, an alarm
might be issued, interrupting the activities of the involved
workers until the reliability conditions are met again. As a
practical example, when a human worker needs to interact
with an industrial robot to manufacture an object and presses
the button to open the glass panel separating them, the
network might determine that there is a coverage problem,
and the glass panel may not open until the network signals
that the reliability conditions are met again. This additional
safety measure is one of the ways in which the network can
actively contribute to improving safety.

IV. EVOLUTION OF 5G CORE NETWORK TOWARD
DYNAMIC RELIABILITY

Before delving into the performance analysis of the dynamic
reliability feature, we believe it is essential to include some
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FIGURE 4. Simplified diagram for the Redundant Transmission Experience
analytics procedures (the complete version can be found in Fig. 6.13.4.1-1
of [22]).

considerations on the actual feasibility of the proposed
approach in the framework of the current 5G mobile network
architecture and discuss about the gaps that might be
addressed in its evolution toward 6G. As part of technical
specification TS 23.288, 3GPP presents several applications
of the Network Data Analytics Function (NWDAF), the
5G core network component in charge of managing the
analytics on data coming from the network [22]. In detail, the
NWDAF can subscribe to notification events coming from
other core network functions, such as Session Management
Function (SMF), Policy Control Function (PCF) and User
Plane Function (UPF), and external applications, directly
as Application Functions (AFs) or through the Network
Exposure Function (NEF). Furthermore, the NWDAF can
run algorithms that consume the collected data to produce
analytics that can be distributed to other network functions,
to help with their network management duties.

In TS 23.288, Section 6.13 presents the ‘“Redundant
Transmission Experience related analytics,” describing a
mechanism in which the NWDAF gathers data from relevant
network functions and informs the analytics subscribers (or
consumers) on the predicted uplink/downlink packet drop
rate over a given time slot, and whether the redundant
transmission should be activated or not for that time slot.
In this context, the consuming network functions can be either
the PCF or the SMF, depending on the type of redundancy
considered (see Sections 5.33.2.1 and 5.33.2.2 in technical
specification TS 23.501 [23]). Fig. 4 depicts a simplified
representation of this procedure. Once requested by a network
function (e.g., the PCF or the SMF), the NWDAF starts
collecting the relevant metrics to compute whether redundant
transmission is needed over a given time slot. To accomplish
this, the NWDAF receives from the SMF the current status
of the active PDU session (e.g., the Data Network Name
associated with the URLLC service) and from the AMF the
position of the UE. Then, it acquires the measured end-to-end
uplink/downlink delay and loss rate from the UPF. Finally,
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TABLE 1. Values of simulation parameters for different considered scenarios.

Scenario Scenario Scenario Scenario Scenario Scenario Scenario Scenario Scenario
1 2 3 4 5 6 7 8 9
Factory size [m3] 100 x 100 x 10
Critical distance [m] 3
‘‘Low” reliability 99%
‘“High” reliability 99.999%

Amount of sub-areas 1 2 6 1 1 2 2 1 2
Amount of ANs 25 36 64 25 25 36 36 36 36
Amount of UEs 10 (5+5) 20 120 40 100 50 100 120 120

(10+10) (72+48) (20+20) (50+50) (25+25) (50+50) (60+60) (60+60)

the information related to the application status is obtained
from the AF. After gathering all this data, the NWDAF can
determine the Redundant Transmission Status over a given
analytics target period and relay this choice to the consuming
NF. The standard does not specify the exact algorithm the
NWDAF should adopt to compute these analytics.

As described above, within this procedure, 3GPP has
already standardized that the NWDAF can receive event
notifications to influence the PDU status from external appli-
cations through the Naf_EventExposure_Subscribe service.
However, the current version of the standard supports only a
limited set of event types, none of which are directly related
to industrial applications [24]. Nonetheless, we believe
the information related to the industrial application under
study (e.g., the type of task) could be included in the
SVC_EXPERIENCE event type, while we hope for more
fine-grained support of event type in the future mobile
generation. Furthermore, in this version of the standard, the
NWDAF only returns a boolean value for the Redundant
Transmission Status, while to enable our approach, it should
also communicate the number of and which active redundant
paths are needed to meet the service requirements.

The actual capability of 5G networks to dynamically
switch between redundant and non-redundant data plane con-
nections is still under study. Yet, we expect that 6G will allow
greater connection flexibility to improve the overall energy
efficiency. Furthermore, the support of multi-connectivity in
6G is foreseen by projects like Hexa-X-II to support the
increase in the reliability requirements of future services [25].

V. PERFORMANCE ANALYSIS AND RESOURCE GAIN

This section includes detailed results of a simulation
campaign that we carried out to assess dynamic reliability
performance and resource gain. The reference scenario
considers a square factory floor of 100m x 100m x 10m,
with ANs deployed on a regular grid, and UEs moving
randomly over the floor. The factory floor might be divided
into sub-areas, each encompassing a portion of the available
coverage resources. The critical distance between UEs is set
to r = 3 m, and UEs within that distance from each other
are considered to be under critical safety conditions, or non-
critical otherwise. The reliability level requirements are 99%
under non-critical conditions (low reliability) and 99.999%
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under critical conditions (high reliability). All simulation
parameters are summarized in Table 1.

The following results show that by applying dynamic
reliability by means of dynamic assignment of redundant
communication channels to UEs, we can achieve complete
satisfaction (i.e., allocate to each UE a sufficient number of
channels so as to satisfy its distance-dependent reliability
requirements) by using a smaller number of resources
compared to static assignment (i.e., allocate to each UE a
pre-determined amount of channels between 1 and 2, as in
the current 5G standard).

We start by running simulations to assess the amount of
communication resources necessary to satisfy all the users
in the scenario, with different amounts of sub-areas, active
UEs, and deployed ANs. For this assessment, we consider
Scenarios 1 to 9, as described in Table 1. We represent the
results of Scenario 1 in Fig. 5, and provide the other results
numerically in Table 2. Connections are selected according
to the approach mentioned in Section III-A.

To fulfill the target reliability levels within a single sub-
area (i.e., without splitting the factory floor) and 10 UEs in
total (5 humans and 5 robots), we need at least 25 ANs.
The results in Fig. 5a show that, with static assignment of
connections, all UEs in non-critical conditions (i.e., requiring
low reliability) are always satisfied allocating only one
communication channel. However, in order to satisfy UEs in
critical conditions, in many instances more than two channels
are necessary, as shown by the fact that with dual static
connectivity only a portion of UEs in critical conditions are
satisfied. With dynamic multi-channel assignment, all UEs in
all conditions are satisfied.

The results in Fig. 5b complement these observations,
by showing that under such coverage conditions, almost all
UEs can be satisfied with only a single channel, making
the dual static connectivity scheme an inefficient waste of
resources, but also showing that in some cases it is important
to be able to cope with more demanding requirements, i.e.,
more than two channels per UE, in order to guarantee full
satisfaction to all users. Specifically, under these coverage
conditions some UEs need up to 5 channels in order to meet
their reliability requirements, as shown by the cumulative
distribution curve extending to the value of 5. The gain in
terms of communication resource usage achieved by adopting
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FIGURE 5. Performance indicators for Scenario 1 (with 1 sub-area, 25 ANs, 10 UEs). (a) Fraction of UEs that achieved target reliability (low: 99%, high:
99.999%) comparing single and dual static connectivity versus multiple dynamic connectivity. (b) Cumulative distribution of the number of channels per
UE that achieved target reliability. (c) Resource consumption comparing single and dual static connectivity versus the average number of channels under

multiple dynamic connectivity.

TABLE 2. Performance indicators for Scenarios 1 to 9, as described for Fig. 5.

Static connectivity Dynamic connectivity

Fraction of UEs achieving high reliability with Fraction of UEs achieving target reliability with Connections Connections

1 connection 2 connections 1 connection 2 connections 3+ connects. per UE (avg.) | per UE (max)
Scenario 1 0.00 0.76 0.97 0.98 1.00 1.02 5
Scenario 2 0.02 0.87 0.95 0.98 1.00 1.04 5
Scenario 3 0.03 0.96 0.83 0.98 1.00 1.17 4
Scenario 4 0.01 0.77 091 0.97 1.00 1.12 6
Scenario 5 0.01 0.75 0.81 0.95 1.00 1.24 6
Scenario 6 0.02 0.87 0.91 0.98 1.00 1.10 4
Scenario 7 0.02 0.88 0.82 0.97 1.00 1.19 5
Scenario 8 0.02 0.92 0.82 0.97 1.00 1.20 4
Scenario 9 0.02 0.88 0.82 0.97 1.00 1.24 5

the dynamic reliability feature is quantified in Fig. 5c,
showing how the average resource consumption obtained
with the dynamic multi-channel allocation scheme is only
slightly larger than the single connectivity case. Therefore,
under the considered conditions the use of dynamic reliability
allows to always achieve the required safety levels, while
keeping resource usage close to the minimum.

The first part of Table 2 is dedicated to the static assignment
of connections, as in Fig. 5a, showing only the fraction of
UE:s that achieve high reliability with 1 or 2 connections. The
results show that, even with 2 connections, high reliability
cannot be provided to all UEs. Let us now focus on the
dynamic connectivity in the right part of the table. We first
consider a larger scenario than Scenario 1, already described
in Fig. 5, with two sub-areas and 20 UEs in total (10 humans
and 10 robots), where to fulfill the target reliability levels
we need at least 36 ANs. Under these conditions, similar
considerations to the previous scenario can be made, taking
into account that the baseline static connectivity is slightly
improved now due to the higher density of ANs. For an
even larger scenario with 6 sub-areas and 120 UEs in total
(72 humans and 48 robots), we need at least 64 ANs to be able
to fulfill the target reliability levels. Under these conditions,
the baseline static connectivity is now very competitive, yet
still not able to satisfy all UEs reliability requirements at
all times, and in any case still using the communication
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resources less efficiently than in the dynamic reliability
case.

After assessing these baseline cases, we modify one
parameter at a time to assess its impact on the overall
performance. To begin with, we fix the number of sub-areas
to one and the number of ANs to 25, and we change the
number of UEs from 40 to 100. By increasing the number
of UEs the number of channels per UE needed to achieve
the required reliability levels also increases, as more critical
situations arise. This can be observed from the fact that fewer
UEs are satisfied with a single channel, with an increasing
part of them requiring two or more channels to meet their
reliability requirements. Similar observations can be made
for the case of two sub-areas with 36 ANs, considering either
50 or 100 UEs.

Then, we fix the number of UEs to 120 and the number
of ANs to 36, and we consider either one or two sub-areas.
The results show that the performance and resource gain
is basically identical, although splitting the factory floor in
sub-areas gives a tangible advantage in terms of algorithm
execution time, as previously reported in [9].

VI. PERFORMANCE OF TASK AWARENESS

To assess the impact of task awareness on the performance
of dynamic reliability, we extended our simulation tool to
include the classification criteria described in Section III-B.
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Where not otherwise specified, we consider a scenario with
1 sub-area, 25 ANs, and 120 UEs, similar to those considered
in Section V.

As a first evaluation, we want to assess the impact of
task-based classification on the usage of communication
resources, and compare it with that of distance-based
classification alone, as well as with the combined effects of
the two criteria. In order to isolate the effect of task-based
classification, we temporarily exclude the check on distance,
by setting the critical value to » = 0. This way, according
to the rationale of the classification phase explained in
Section III-B, the UEs will be classified as requiring high
reliability as often as they execute collaborative tasks. Vice
versa, to apply distance-based classification only, we set
the critical distance to r = 3 m, and force the UEs in
a collaborative state at all times, resulting in them being
classified as requiring high reliability as soon as they are
closer than the critical distance value. To consider both
effects, we apply the full procedure depicted in Fig. 3.

In Fig. 6, the bars depict the average number of connections
assigned to a UE, for a range of task distributions. Different
series of bars represent different criteria for the classification.
On the left end of the horizontal axis we denote the case
where all UEs are carrying out autonomous tasks at all times.
There, when tasks are considered (either alone or combined
with distance), none of the UEs requires multiple channels
in the simulated coverage conditions as the safety conditions
are still met with low reliability, resulting in all of them being
satisfied with only one channel. Conversely, on the right end
of the same axis we have the case where all UEs are always
carrying out collaborative tasks. In that case, if the reliability
level is chosen solely based on tasks and the information
on the relative position of UEs is ignored (ZTask only), all
UEs will require high reliability at all times. This, in turn,
causes all UEs to require multiple channels, resulting in a
less effective resource usage. In the same case, if distance
is considered in the classification (Task and Distance),
the performance remains independent of the inclusion of
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FIGURE 7. Evolution over time of the channels of a single UE, when
dynamic reliability is enforced.

(always collaborative) tasks, in line with the rationale used
for classifying UEs. In fact, in this case, such performance is
the same as when considering the relative distance between
UEs only (Distance only). The intermediate cases represent
different distributions of activities, with varying probabilities
of a UE performing a collaborative or an autonomous task.
Overall, we can observe that by considering both tasks and
distance in determining the appropriate level of dynamic
reliability, the system utilizes the lowest average number of
channels, outperforming the cases where only one of these
inputs is taken into account.

We can also remark that, even when the average number of
channels per UE is at its highest, it is still lower than the total
number of channels that would be necessary to provide the
same coverage to UEs in a static scenario, i.e., giving the same
number of channels to each UE at all times. For example,
when the average value is slightly larger than 2, the static
number of channels to be provided to guarantee complete
satisfaction would be at least 3, or up to 6 considering some
worst-case situations (such as the one depicted in Fig. 7),
when there are likely many UEs that would be satisfied with
fewer channels than that.

A representation of the number of channels assigned to
a single UE over the simulated time span is shown in
Fig. 7. This figure refers to the case where both tasks
and distance are considered in the classification, and all
UEs perform collaborative tasks for 60% of the time (i.e.,
the 40% A - 60% C case in Fig. 6). This value was
picked because it was derived from the distribution of tasks
represented in a real-world use case [12]. The horizontal
red line at the top represents the worst possible case of
required static connections to cover the UE ensuring the
appropriate reliability at all times, given by the maximum
number of channels that the UE required in the simulation
run. This supports the claim (already proven in [7], [9]) that
in certain conditions the dual connectivity approach of 5G is
not enough to guarantee the required reliability, even when
taking into account the tasks that the UEs are performing.
The area highlighted in yellow represents the amount of
communication resources that can be spared by employing a
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FIGURE 8. Probability of failure in enforcing the required reliability.

dynamic approach to reliability rather than a static coverage
that needs to guarantee high reliability at all times.

We can observe that the channels assigned to this UE vary
from 1 to 6, depending on the reliability requirements. In fact,
based on this observation, if the coverage of the area were
to be made statically and thus had to always meet the high
reliability requirement, the UE would need to be assigned
up to 6 channels constantly, while with a dynamic approach,
up to 5 channels per assignment could be spared. Even if we
were to neglect the values higher than 3 in Fig. 7, the dynamic
approach would still allow for significant resource saving.

We also tackle the issue of how to dimension the
system, i.e., how many communication resources are needed
to guarantee a certain level of reliability and preserve
the workflow when task awareness is taken into account.
According to the rationale suggested in Section III-B, when
the network determines that it cannot guarantee the required
reliability level, we suggest it may issue an alarm to prevent
other safety measures to unlock and enable the collaboration
between human and robot workers. This preserves the safety
of the workers, although it impacts the workflow. In Fig. 8 we
represent how the lack of sufficient resources might impact
the activities, by plotting the probability of having at least
one failure in enforcing the reliability level associated with a
UE as a function of the ratio between the number of UEs and
ANs assumed in the scenario, for different numbers of ANs.
For this evaluation, we still refer to the 40% A - 60% C case
of Fig. 6. We can observe that, even for a rather scarcely
covered scenario as the one with 16 ANs over the whole area,
a tangible quantity of failures starts to arise only when the
UEs outnumber the ANs 64-to-1.

VII. EVALUATION OF NETWORK SIGNALING OVERHEAD
INDUCED BY DYNAMIC RELIABILITY

In the framework of the dynamic reliability approach under
investigation, a critical aspect to be considered is to ensure
timely and reliable data collection to guarantee the correct-
ness of the decision making process. More specifically, with
reference to the HRC use case, ultra-reliable communications
must be enforced to guarantee that the relative position of
humans and robots — by means of the UE they carry — is
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correctly detected by the robot control system, especially
when the distance between them is under the critical value r.

Obviously, more frequent updates of the human and robot
positions result in a more accurate detection and a stricter
enforcement of the safety requirements, with upper bounds
imposed by technology constraints, such as the accuracy of
the position detection system adopted, or the time required
to process the incoming data and enforce any decision made
by the control system. However, frequent updates of the UE
positions may cause additional overhead in the signalling
system, which is to be factored in in terms of a cost
component, or overhead, of the dynamic reliability approach.
What follows includes some initial considerations on how
to quantify such an overhead and how it depends on system
variables. The list of symbols we use and their meaning is
reported in Table 3.

TABLE 3. Definitions of symbols used in the evaluation of signalling
overhead.

Symbol | Definition
Q; Angle associated with UE; movement, i € {1,2}
d; Distance d (t) between the two UEs at time #;
f Frequency of data collection
I; Distance traveled by UE;, i € {1,2}
r Critical distance, i.e., the distance at which the enforcement
of high reliability is triggered
do Value of the distance d () between the two UEs under which
the network must already be enforcing high reliability
Frmin Minimum value of the critical distance that allows high
reliability to be enforced at distance do
T Time between any two subsequent detection times #;_1,;
te Time needed to enforce the required reliability in the network
v; Speed of UE;, i € {1,2}

A. DETERMINING THE DATA COLLECTION FREQUENCY
To start tackling the problem, we make the following
simplifying assumptions:

1) we consider two UEs only, namely UE; and UEy;

2) the two UEs move within an open space without
obstacles;

3) the positions of the two UEs are periodically detected
at some given time instants #;, with period t; — ti_; =
T, Vi=1,2,..

4) the two UEs move with constant speeds, respectively
v1 and vy;

5) the distance between the two UEs as a function of time
is given by d(1);

6) between any two subsequent detection times 7, and ¢;,
the UEs move along a straight trajectory, but the
direction can change in each interval, as illustrated in
Fig. 9;

7) at any time instant ¢;, the angles between the moving
direction and the straight line connecting the two UEs
are o1 ; and orp ;, respectively;

8) we consider only the case when both o ; and «p ; are
between 0 and 90°.
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UE positions at ;

FIGURE 9. UE positions and relative distance at detection times t;_;
and ¢;.

FIGURE 10. Geometric representation of the relation between d;
and d;_;.

Under the previous assumptions, and defining d; =
d(t;) Vi, the distance between the two UEs at time #; can be
computed knowing the distance at time #;_1 as illustrated in
Fig. 10. In the interval (¢;_1, ¢;) the distances covered by the
two UEs are, respectively:

lh=wT and L=v,T.
From Fig. 10, knowing that:

hy =1Ilisina; by =11 cosag

hy =Ilsinay by =Ilcosap
b=di1—b1+b) h=h—h

we can write:
di=Vb*+h? =
= iy — 1+ 52)? + (g — )? =
= [(d,-,l — (lycosay + I cos ozz))2 +

) ) ,71/2
+ ([ sina; — b sinap) ] =
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= [(difl — (vi cosay +vacosan) T)* +

) ) 5 o712
+ (visinay — vy sinap)” T ] .

In the particular case when the two UEs are directed toward
each other along a straight trajectory, which is also the case
when they are approaching to each other at maximum speed,
we have o1 = ap = 0 and:

di=di1—(U1+Db)=di-1 —(vi+w)T. (D

d(t)
dH?: r
d(t) = rmin
Tohdsd,
i — ‘
tiy G-t t;
T=1f

FIGURE 11. Time diagram showing the evolution of d(t) and the role of
other parameters.

Knowing the relation between d; and d;—_;, we can
obtain the value of the critical distance r that triggers the
enforcement of high reliability as a function of the frequency
of data collection f = 1/T. Let us refer to the time diagram
shown in Fig. 11. Defining ¢, as the time needed to process
incoming data and enforce the required reliability in the
network, two subsequent detection instants #;_; and f; must
be separated by at least a period of time equal to #,. Therefore,
an upper bound on f is given by:

f-
B —te'

Denoting with dy the value of the distance between the two
UEs under which the network must already be enforcing
the high reliability level, the minimum value of the critical
distance rpyin that must trigger the enforcement of high
reliability must be the value of the distance measured at an
interval ¢, before the instant the two UEs reach distance dj.
From equation (1), when o1 = a» = 0, this condition is met
when:
do = rmin — (Vi +v2) e

from which we can write:
Fmin = do + (V1 +V2) te.

In general, the value of the critical distance r as a function of
the frequency of data collection is:

+&%:22mm @

Alternatively, we can determine the data collection fre-
quency as a function of the critical distance r and the speed
of the UEs, again when o1 = ap = 0, as:

f:

r =dp

v+
r—do’

3
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Due to the assumption on the angles ¢y = ap = 0,
the frequency only depends on the sum of the speeds of the
two UEs. This assumption is conservative, as this situation
represents the “worst case scenario”, i.e., when the distance
that the two UEs need to travel before high reliability needs
to be enforced is minimum. This also simplifies the overall
positioning-based system as there is no need to know or
predict the trajectories/angles of the UEs.

B. AN ILLUSTRATIVE EXAMPLE

To better understand the use of (2) and (3), let us consider the
example reported in Fig. 12. A robot and a human are moving
toward each other along a straight path with speeds v; and v,
respectively. dp is the distance at which, due to strict safety
requirements, the high reliability must already be in place and
is represented by a red circle in Fig. 12. Since it takes some
time 7, to process UE positions and reconfigure the network
resources, e.g., when changing from low to high reliability
levels, the reconfiguration must start at a distance » > dp.
This distance is what we call critical distance.

FIGURE 12. Illustrative example of the definition of critical distance.

71 —— v1+v2=5km/h
61 v1l+v2=10km/h
—— v1+4v2=15km/h
5,
4 4
5
2,
1,
0 -
2 4 6 8 10
r-do [m]

FIGURE 13. Maximum period between two consequent positioning
samples (T = 1/f) as a function of the difference between the critical
distance and the distance at which the high reliability must already be in
place (r — dy), for three different values of the sum of speeds of robot
UE; (vq) and human UE, (v,).

Fig. 13 reports the time between two consecutive position-
ing samples (i.e., the period T = 1/f at which the samples
must be collected) as a function of the critical distance margin
r — do, for different values of the sum of the UE speeds
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FIGURE 14. Flowchart of a possible algorithm to limit frequent
reconfigurations between high and low reliability levels.

(v1 + v2). For example, if we set r — dp to 6 m and the sum
of the speeds is 5 km/h, the system needs to collect the UE
positions every 4.3 s. If the sum of the speeds is 10 km/h or
15 km/h, the position needs to be collected more frequently,
i.e., every 2.1 s and 1.4 s, respectively. Equation (3) then
represents a possible way to quantify the network signalling
overhead induced by the dynamic reliability feature.

C. LIMITING FREQUENT NETWORK RECONFIGURATIONS
The proposed mechanism checks if the distance between the
two UEs is larger or smaller than r. It is possible to define a
region around UE; given by r. As soon as UE; moves inside
this region, the transition from low to high reliability must be
started. This is required to have the high reliability enforced at
the time UE; is distant dy from UE;. On the other hand, when
UE, is moving away from UE; and their distance becomes
larger than r, the transition to low reliability is triggered.
This might lead to frequent network reconfigurations between
high and low reliability, especially in the case when the
two UEs are working at a distance close to r from each
other. To reduce the number of reconfigurations, the transition
between high and low reliability can be delayed. After N
consecutive samples in which the two UEs are at a distance
larger than r, the reconfiguration is triggered. The transition
from low to high reliability instead is immediately triggered
when the distance between the two UEs is less than r, for
safety reasons. The flowchart of this strategy is reported in
Fig. 14. It relies on the following variables:
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o Counter, used to count up to N samples;

o Previous_position, that tells if the two UEs were inside
(in) or outside (out) the region defined by r at the
previous sample detection time;

o Reliability, used to store and change the reliability level
(either high or low);

e Position, that tells if the two UEs are inside (in) or
outside (out) the region defined by r, based on the
current sample detection time.

Each time the Reliability value changes, the system
must trigger the corresponding change in the network
configuration. It should be noted that there is a trade-off
between the number of reconfigurations and the size of the
interval during which the two UEs are connected with high
reliability. In fact, reducing the former increases the value of
the latter, and consequently the use of resources.

VIil. CONCLUSION

In this paper, we have addressed the issue of improving
safety in industrial environments, where humans and robots
cooperate, by leveraging the help that the network can offer.
In fact, in modern industrial scenarios where all workers carry
a mobile device connected to the indoor access network, the
reliability of the connection can be controlled dynamically,
to make sure that emergency commands are received timely,
when needed. This control can be based on multiple inputs,
including the distance between connected devices, and the
type of task the worker associated with the device is carrying
out. With this paper we significantly extended our previous
work on dynamic reliability by evaluating performance,
resource gain and costs of the approach, and by exploring how
to leverage the knowledge of the specific nature of the tasks
being performed by robots collaborating with humans.

The results of our study demonstrated that applying
dynamic reliability can support hyper reliability requirements
and lead to significant savings in terms of communication
resource consumption compared to the static redundancy
solutions offered by current 5G deployments, and that the
cost in terms of network signalling overhead can be limited
to an acceptable level. The novel concept of task-aware
dynamic reliability adds a new dimension to the efficient
deployment of HRLLC services in future 6G networks by
taking advantage of some of the peculiarities of a given
vertical application. Overall, the results of our study show
that the dynamic reliability technology can overcome the
limitations of 5G URLLC communications and meet the
capabilities expected in 6G systems to support HRLLC type
of communications in industrial scenarios. The final objective
is to have the network assist the operations within industrial
environments and make the workplace safer, while also
efficiently use communications resources and reduce the cost.

APPENDIX

RESOURCE ASSIGNMENT ALGORITHM FOR DYNAMIC
CONNECTIVITY

For completeness, we reproduce the algorithm intro-
duced in [9], which handles the dynamic allocation of
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TABLE 4. System and performance variables.

List of Variables
U Set of User Equipments (UEs), |U| = Ny
A Set of Access Nodes (ANs), |A| = Ny
A; CA  Setof ANs available to UE u;
by Max number of connections (bearers) per UE
ba Max number of connections per AN
b; Number of active connections of UE u;
b; Number of active connections of AN q;
B; Candidate connection set for UE u;
Ly Maximum acceptable (target) loss rate
C Set of UEs in critical condition (connectivity risk)

connectivity resources. The assignment of dynamic connec-
tions is performed in two distinct phases. The classification
phase identifies UEs in critical conditions based on their
mutual distances and, optionally, the nature of the tasks they
are executing. This is followed by the decision phase, during
which the resource assignment algorithm is applied. Table 4
summarizes the symbols used throughout the algorithm.
Algorithm 1 presents the logic behind the selection of
connectivity resources, focusing on the decision phase. The
classification phase is assumed to be executed beforehand,
resulting in a set C of UEs identified as being in critical
conditions. The core idea of the algorithm is to iteratively
explore combinations of available connections for each UE.
These connections are first ranked in order of increasing loss
rate. The algorithm then evaluates subsets of the top-ranked
connections, starting from the single best one, then the top
two, and so on, until it finds a combination that satisfies the
predefined loss rate requirement.

Algorithm 1 Resource Assignment for Dynamic Connectiv-
ity
Require: Set of critical UEs C; max acceptable loss rate £4;
max connections by per UE and by per AN
for all u. € C do
Initialize assigned connection set: B, <— {J
Compute individual loss rate £; using a single connection
b; for each available AN a; € A¢
Construct ordered list Bsorteqa = {b1, b2, ..
increasing ¢;
k<1
while B, = @ and k < min(by, bs) do
Let BY < (b1, ..., be)
Estimate combined loss rate ¢; for set ng)
if ¢ < ¢, then
B. < B®
break
end if
k< k+1
end while
Store final assignment 3, for UE u,
end for

., bla,} by
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