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Abstract—Next-generation Structural Health Monitoring
(SHM) systems can benefit significantly from the integration of
Internet of Things (IoT) and Machine Learning (ML) technolo-
gies to assess the integrity of civil buildings and infrastructures.
However, the deployment of scalable and accurate data analytics
techniques for damage detection and classification is often
hindered by the processing of voluminous sensor data and by
the complexity of generating representative pseudo datasets for
actual healthy and damaged conditions. We propose a framework
for SHM data management and analytics that draws upon
competencies and tools from various domains, including IoT,
numerical modeling, and AI. Our methodology spans from data
gathering from on-field sensors, data processing upon their
physical interpretation, up to an alarming system. It integrates
data-driven and model-based approaches to perform anomaly
detection and, consequentially, to classify damage characteristics
via a set of dedicated algorithms. In this work, we specifically
describe the IoT-AI architecture for SHM, highlighting critical
points and further developments. In addition, we present an
illustrative implementation carried out on a concrete structure
by reporting examples of possible outcomes of our framework.

I. INTRODUCTION

The proliferation of Internet of Things (IoT) devices
equipped with sensing capabilities has facilitated the imple-
mentation of large-scale monitoring systems across various
application domains. These systems can benefit from the
integration of Machine Learning (ML) algorithms for pro-
cessing sensor data along the edge-cloud continuum, thereby
supporting the emerging paradigm of Artificial Intelligence
of Things (AIoT) [1]. Structural Health Monitoring (SHM)
of civil buildings and infrastructures represents an emerging
AIoT application, especially in those cases where numerous
heterogeneous measurements are available and their overall re-
lation to the structural and environmental behavior is complex.
Indeed, real-time measurements can enable the monitoring of
the asset integrity and facilitate informed decisions regarding
maintenance and safety. Data analytics tools can be developed
to detect the presence of damage, track its progression over
time, and eventually to classify it [2].
AIoT-empowered SHM systems bring novel challenges that
remain relatively unexplored in the existing literature, also due
to the nascent nature of this field [3] [4]. One such challenge
involves the seamless integration of data-driven methodolo-
gies with domain expertise, such as model-based techniques

and engineering supervision, for optimal sensing strategy
deployment and results interpretation [5]. For this reason, the
effective implementation of SHM solutions often necessitates
interdisciplinary approaches integrating knowledge from di-
verse domains. Furthermore, real-world measurement systems
installed on civil structures may likely generate high volumes
of data over time, specially when sensors are employed to
capture the dynamic behavior of the structure. Effective data
management strategies are of paramount importance to ensure
the scalability and portability of SHM systems, as well as to
tackle the fragmentation of sensing devices [6]. However, the
literature currently offers limited insights into the architectural
considerations of SHM software platforms and the distribution
of computational tasks over the edge-cloud continuum [7].
Finally, we highlight that the efficacy of AIoT-empowered
SHM is affected by the availability of representative datasets
to facilitate the training of ML techniques. Yet, acquiring
such datasets poses a formidable challenge in real-world SHM
deployments. In fact, given that actual measurements offer
insights into the current structural state, collecting measure-
ments under diverse conditions, including specific damage
scenarios, may be impractical, costly or simply unfeasible.
As such, pseudo-data, generated by proper models of the
structure/infrastructure behavior in undamaged and damaged
conditions are generally used [8] [9] [10].
In this paper, we delve into the design and implementation of
effective data management strategies for AIoT-SHM systems
from an interdisciplinary perspective, leveraging the exper-
tise of a diverse research team. Specifically, we present a
comprehensive and flexible architecture for AIoT-empowered
SHM of civil structures, built on four interconnected lay-
ers, respectively: Sensing Layer, Interoperability Layer, Data
Management Layer and Data Service Layer. The purpose of
this paper is two fold, to briefly present the full pipeline
composed by the four layers, and to delve on the data
management layer. Information on how integrating Machine
Learning (ML) and Deep Learning (DL) techniques in SHM
scenarios, while coping with the high-volume of sensor data
to be processed and the unavailability of measurements for
all structural states, is given. In particular, the methodology
relies on pseudo-datasets which are properly orchestrated to



train unsupervised and supervised ML/DL techniques that can
be used for the tasks of anomaly detection and classification.

In summary, the paper proposes three main contributions:
• Proposal of a layered AIoT architecture for SHM data

acquisition and processing;
• Proposal of an interdisciplinary methodology for ML/DL

adoption in SHM scenario to facilitate anomaly detection
and damage classification tasks;

• Implementation of the methodology on a real-world
SHM monitoring scenario, and comparison of various
ML algorithms, both unsupervised and supervised, using
experimental (undamaged) and Finite Element Method
(FEM)-generated (with damages) datasets.

The rest of the paper is structured as follows. Section II
reviews recent applications of ML techniques on SHM dataset.
Section III describes the proposed AIoT-SHM architecture.
Section IV details the proposed methodology for data analytics
in SHM scenarios. Section V describes the methodology
implementation and reports an illustrative application of dif-
ferent supervised and unsupervised ML algorithms. Section
VI concludes the work and discusses future works.

II. RELATED WORKS

SHM systems can be considered an emerging and progres-
sively vibrant use-case for the IoT [11]. However, most of
recent studies focus on the sensing component, including the
design and optimal deployment of sensing units across struc-
tures, as highlighted by Zonzini et al. [5]. Much less attention
has been dedicated to the data management issue, i.e., how to
handle the IoT data in a scalable and effective manner and,
complementary, how to design software platforms supporting
the SHM requirements [6]. The next stage, the integration of
ML techniques to process IoT-SHM data, comprises studies
mainly published in the last five years [3] [4]. Sun et al. [2]
provide a comprehensive overview of the integration of big
data and AI in SHM, with a focus on pattern recognition
applications. The authors highlight the prevalent use of DL
techniques for bridge SHM, showcasing their effectiveness in
tasks such as defect classification and surface segmentation.
Ibrahim et al. [12] conducted a study on the use of ML
techniques for identifying post-event building status based
on accelerometer traces. The study compared the classifi-
cation performance of Support Vector Machine (SVM), K-
Nearest Neighbors (KNN), and Convolutional Neural Network
(CNN) algorithms. In addition, the authors demonstrated that
removing noise-sensitive features improved the classification
accuracy. Malekloo et al. [13] conducted a study comparing
the advantages and disadvantages of using Random Forest
(RF) techniques in SHM. Their findings showed that RF
outperformed decision trees in handling scattered data with
high dimensionality. Deng et al. [8] proposed a hybrid SHM
system combining model-based and data-driven approaches
using Least Squares (LS)-SVM methodology. The authors
applied the LS-SVM model to assess fatigue damage caused
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Fig. 1. Proposed AIoT-SHM architecture.

by daily traffic on tie-rods of a motorway suspension bridge,
using a Weigh-in-Motion (WIM) system. Mousavi et al. [14]
proposed a novel approach for localising and quantifying
structural damage using a CEEMDAN Hilbert transform neu-
ral network. They considered a scaled steel truss bridge and
developed a damage detection model based on artificial neural
networks. Kamali et al. [15] proposed a Binomial Distribution
Classifier (BDC) to detect anomalies and damage in SHM
systems. The approach operates in alert and alarm states, based
on a predefined damage index (DI) threshold. By computing
the probability of DI values exceeding this threshold within
an observation window, the BDC effectively minimizes false
alarms while maintaining reliable detection, as demonstrated
through case studies with simulated and experimental data.
Comprehensive reviews of AIoT applications in SHM are
presented in [9] and [10].

III. PROPOSED ARCHITECTURE

The proposed layered AIoT architecture for SHM appli-
cations is depicted in Figure 1. We focus on SHM of civil
structures and infrastructures. The Sensing Layer incorpo-
rates IoT sensing units strategically positioned across the
structure. These units can vary in measurement types (e.g.,
accelerometers, inclinometers, strain gauges, displacements
sensors, etc), acquisition frequency, and communication proto-
cols. The Interoperability Layer serves as a software interface
responsible for gathering data from diverse sensing units,
thus mitigating the fragmentation inherent in the IoT domain.
In our previous work [7], we leveraged the W3C Web of
Things (WoT) standard [16] to establish a standardized API
for acquiring data from heterogeneous sources. The Data
Management Layer encompasses the software platform in
charge of ingesting, filtering, processing, and analyzing the
raw sensing data generated by the Sensing Layer and further
consolidated by the Interoperability Layer. Within our archi-
tecture, exemplified in [7], the platform comprises multiple
modules designed to transform the sensing data into insights
and high-level information for end-users. In Figure 1, the Data
Management Layer comprises three core modules:
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Fig. 2. IoT-SHM toolchain: on the left, we depict the procedure for the AI Training; on the right, we depict the procedure for the AI Inference.

• A Feature Extractor Module: this module is responsible
for extracting significant quantities from SHM domain.
The extracted signals, commonly referred to as Features,
offer insights into the structural health of the bridge. For
instance, classical Features adopted in the SHM literature
include modal frequencies extracted from accelerometers
using the OMA [17] method.

• A Feature Processer Module: this module receives the
Features as input, extracted in real-time from the current
time series, and detects anomalies in the acquired values
that may pose safety risks. In our proposed methodology,
this module employs a two-stage process, leveraging
ML/DL algorithms for two sequential phases: anomaly
detection at the system scale and subsequent damage
classification, which may consists of recognizing damage
type and/or location and/or intensity.

• A Data Persister Module: this module is responsible for
storing raw data, Feature data, and anomaly events on a
time-series database.

The Service Layer provides functionalities enabled by the
SHM data. In our system, this layer includes:

• The Plot Module: this module provides end-users with
the capability to visualize the SHM data generated by
the other layers. It offers a user-friendly interface for in-
terpreting and analyzing the structural health information.

• The Dissemination Module: this module is responsible for
disseminating anomaly events through various commu-
nication channels, (e.g., emails, Telegram notifications),
in order to trigger necessary follow-up actions, such as
manual inspections or maintenance procedures.

Due to space constraints, we do not further elaborate on the
software implementation and platform development spanning
the edge/cloud continuum [7]. Instead, we focus on the algo-
rithms and methodology behind the SHM IoT data analytics.

IV. IOT-AI TOOLCHAIN FOR SHM

Despite recent publications on the subject, AIoT-
empowered SHM approaches can be deemed to be at their

infancy. Indeed, when compared with other IoT domains,
the application of ML/DL techniques in real-world SHM
deployments presents two primary challenges (C):

• C1. Data explosion. Sensors devoted to capture the dy-
namic behavior of the structure produce voluminous data
samples due to their high frequency rate. Moreover, for
characterizing system behavior at a large scale, numerous
sensors may be required. The combination of high sensor
density and data acquisition rate can result in a substantial
volume of raw data that necessitates management by the
SHM data management platform.

• C2. Lack of annotated datasets. ML/DL supervised tech-
niques demand annotated datasets containing instances
for all classes to be recognized. However, this is chal-
lenging for the SHM domain since: (i) obtaining exper-
imental data for the target structures can be unfeasible,
specially when damaged conditions must be considered;
(ii) even if datasets are available for other contexts, their
portability to the target structure is still non discussed
in the literature. It is clear, in fact, that variations in
building materials, structural geometry, dimensions, envi-
ronmental conditions, among others significantly impact
the transferability of such data [18].

To address challenge C1, we employ the Feature Extraction
phase introduced in Section III. Specifically, the SHM data
analytics processes Feature data instead of raw sensory data.
For instance, in our experimental setup, modal frequencies,
extracted from raw measurements using OMA, are used.
To tackle challenge C2, we use FEM models to generate
pseudo Features of the problem. To ensure the realism of
the modeling, model updating techniques, well-established in
the civil engineering domain, are employed to calibrate the
FEM model using real-world Feature data extracted from the
SHM system. In particular, we generate pseudo Features for
the undamaged and damaged conditions via FEM, and exploit
them to develop, train, and test the ML/DL algorithms.
In the following, we present separately the two stages of AI
and AI Inference for the SHM scenario.



The AI Training stage occurs offline or upon request and
follows the data-flow presented in the left box of Figure 2. We
assume that a certain number of raw data has been collected
from the structure, presumed to be in an undamaged condition.
Additionally, we assume that a FEM model has been generated
for the current structure. Then, the Feature Extraction phase
generates a corresponding Feature Dataset (FD) from the raw
data. It serves for two different purposes. On the one hand, it
is used to train an unsupervised anomaly detection algorithm,
which should only be exposed to undamaged/healthy data. On
the other hand, it is employed for updating and calibrating
the FEM model. Through it, different damage scenarios are
simulated to generate corresponding Damage Datasets (DDs)
with the same Features as the real-world dataset. Then, the
DDs are used to train ML supervised techniques devoted to
damage classification.
The AI Inference stage operates online; as new sensor data
are acquired by the platform, it implements the data-flow in
the right box of Figure 2. Let st a new time-series acquired
at time t. Correspondingly, let ft be the Features extracted
by our module. The trained anomaly detection algorithm
is executed on ft and returns a binary response indicating
whether an anomaly is present. In case of an anomaly being
detected, the same instance ft is passed as input to the trained
supervised algorithm which will return in output the damage
label, identifying the damage class (which may refer to its
type and/or location and/or intensity).

V. APPLICATION EXAMPLE

In the following, we report an example on the application
of the methodology described in the previous section. More
specifically, we deployed the architecture of Figure 1 in
order to monitor a real-world bridge structure. Out of the
different sensors installed, the Sensing Layer consider only
some accelerometers used to record the free vibrations of the
bridge in rest conditions (without the passage of trains). The
Feature Extraction stage implemented the OMA procedure
extracting up to six frequencies from the recorded time-series.
For what concerns the supervised learning, we focused on a
damage intensity recognition task. For this reason, a FEM tool
was used to generate pseudo frequencies of the bridge for the
healthy and damaged condition. In particular, in Section V-A
we detail the data analysis and pre-processing methods. In
Section V-B we show results related to the capabilities of
ML algorithms to detect the presence of a damage. Then,
in Section V-C we provide additional insights related to the
classification of the damage level, by using ML and DL
techniques.

A. Data Analysis and Preprocessing Methods

Table I shows a summary of the different data types and
their usages in different tasks/stages. More in details, the SHM
data processed by our proposed AIoT pipeline can be divided
into two distinct categories: real data and simulated data,
originating from two different sources. Real data correspond to

TABLE I
SUMMARY OF DATA CATEGORIES AND THEIR APPLICATIONS IN

SUBSEQUENT EXPERIMENTS.

Task Training Data Inference Data
Unsupervised
Anomaly
Detection

Real, undamaged data
(70% of FD)

Real, undamaged
data (30% of FD) +
Simulated, damage
data (DD)

Supervised
Damage
Classification

Simulated, damage data
(70% of DD)

Simulated, damage
data (30% of DD)

the FD; they were extracted from the real-world measurements
and hence refer to an undamaged structural state. Simulated
data correspond to the DD; they were generated using the
FEM to simulate damage states. In both cases, the datasets
are organized in tabular formats. The columns correspond to
the natural vibration frequencies of the structure; in our case,
six frequencies were extracted from the row data through the
OMA method. The rows correspond to the data instances.
Prior to unsupervised anomaly detection and supervised dam-
age classification, the dataset underwent a comprehensive
investigation to gain insights and ensure proper preparation
for subsequent analyses. Given the considerable range of
scales observed in the data, Min-Max scaling was applied to
normalise the data, thereby ensuring uniformity across the
instances. In addition, we applied the Train-Test split method
(with a 70%-30% ratio) to create the corresponding datasets
as reported in Table I.

B. Unsupervised Anomaly Detection

We implemented four different techniques to correctly
identify the occurrance of damage instances. To this aim,
we employed custom and ML anomaly detection algorithms,
which were trained over a portion of the real, undamaged
data (FD), and tested over a combination of the rest of real,
undamaged data (FD) and simulated, damaged data (DDs),
as reported in the first row of Table I. A small subset of
the training dataset was used as validation set for the hyper-
parameters tuning. The tested anomaly detection algorithms
encompass four distinct approaches: a custom Distance-based
Anomaly Detection (DAD) technique used as baseline, two
well-established unsupervised outlier detection techniques
(One Class Support Vector Machine (OC-SVM) and Local
Outlier Factor (LOF)), and a state-of-the-art clustering tech-
nique (Density-Based Spatial Clustering of Applications with
Noise (DBSCAN) model). The DAD algorithm computes the
centroid (c) of the training data, and the mean (µ) and standard
deviation (σ) of the normalized distances of each data point
from the centroid. During inference, the algorithm calculates
the normalized distance of the new data point with respect
to the model’s c, µ, and σ: we classify as outliers any point
whose distance exceeds a certain threshold. We are not going
into details of OC-SVM, LOF and DBSCAN algorithms since
they are well-established techniques. A fine-tuning using f1-
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Fig. 3. (a) comparison of four algorithms in the anomaly detection task. (b) recall of the DBSCAN algorithm compared for the five damage intensities. (c)
confusion matrix related to DBSCAN’s performance over the predicted and true results.

score was performed in order to select the best performing
hyper-parameters for each algorithm. In this study, we focused
exclusively on the recall metric due to its capacity to minimize
false negatives (FNs), which are critical for averting non-
alarm situations in the event of structural damage to civil
infrastructure. Figure 3(a) illustrates a bar plot detailing recall
outcomes across the previously mentioned anomaly detection
algorithms: DAD algorithm (dad), OC-SVM (svm), LOF
(lof ), and DBSCAN (dbscan). Recall values were averaged
across damage intensity classes described in the previous Sec-
tion. Notably, all algorithms achieved recall rates exceeding
90%, indicating robust tuning to maximize recall and mini-
mize non-alarm scenarios. Additionally, the analysis includes
a a comparison of recall metrics across five levels of damage
intensity, employing DBSCAN, which has been identified as
the optimal algorithm in Figure 3(a). Figure 3(b), emphasizes
the variability in results across damage intensities. Notably,
even without averaging, recall rates consistently reached 100%
(except for the 15% damage intensity) underscoring the min-
imal occurrence of FNs across different damage intensities.
In Figure 3(c), the CM of DBSCAN highlights minimal FNs
relative to true negatives (TNs), consistent with the high recall
rates observed in the diagram.

C. Supervised Damage Classification
The study employed supervised machine learning (ML)

classification techniques to categorise damage intensity. In
particular, supervised damage classification presents a chal-
lenge in identifying five distinct classes represented by the
intensity of the damage, respectively, at 15%, 35%, 55%, 75%
and 95%. This results in a five-class classification problem.
The algorithms were trained and evaluated through FEM-
generated datasets (labeled as DDs in Figure 2) that contained
different types of damage intensities. As for the unsupervised
anomaly detection task, the data were partitioned into train-
ing, evaluation, and testing sets for processing and evalua-
tion tasks. Five state-of-art ML algorithms were compared:
SVM, RF, Deep Neural Network (DNN), CNN, and TabNet

[19], a recent DL technique specifically designed to handle
high-dimensional tabular data using attention mechanisms.
Scikit-learn and PyTorch libraries were used for the
implementation. In accordance with the methodology outlined
by [20], we used a CNN for tabular data classification. Similar
to their approach, each row underwent convolutional filtering
using a fixed base image and a kernel. A pretrained ResNet
model was implemented, with its final layer replaced by a
fully connected layer tailored to the number of output classes.
Hyperparameter optimization was conducted for each algo-
rithm to enhance the model performance. For space reasons,
we only report results related to the accuracy metric. Figure
4(a) provides an overview of the algorithms’ performance
across all classes, indicating their accuracy and facilitating
comparison. The results demonstrate that all tested algorithms
achieved relevant accuracy, with TabNet outperforming the
other techniques, albeit with a marginal difference. Figures
4(b) and 4(c) provide additional insights into Tabnet’s per-
formance. Specifically, Figure 4(b) presents a bar plot of
TabNet’s per class-accuracy. It is interesting to observe that the
classes related to slightly worse results refer to lower intensity
damages, hence they tend to be confused. For the other classes,
the results support the conclusion that the target damages
can be effectively detected by mining the mode frequencies.
Similar conclusions can be drawn from the TabNet CM shown
in Figure 4(c).

VI. CONCLUSION AND FUTURE WORK

In this work we have shown an architecture and method-
ology designed to leverage AIoT technologies within SHM
scenarios. Our focus has been on devising a domain-specific
procedure for data analytics capable of handling large volumes
of sensor data and addressing the challenge of missing state
information for damaged structures. We have shown how
this methodology can be used on a target civil structure,
employing both unsupervised anomaly detection techniques
and supervised damage classification tasks. Next, the prac-
tical deployment of AIoT-empowered SHM systems would
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Fig. 4. (a) comparison of five algorithms in a multi-class classification task. TabNet exhibits a slight improvement in performance, and its accuracy for each
predicted class is illustrated in (b). (c) confusion matrix related to TabNet’s performance over the classes.

require coupling the proposed methodology with effective data
management techniques to ensure scalability and efficient task
allocation across the continuum [7]. Quality of Service (QoS)
metrics, such as anomaly detection latency and throughput,
should be considered to guide workload allocation. In ad-
dition, due to lack of space, we could not describe (i) the
characteristics of the considered bridge, (ii) the measuring
chain, (iii) the FEM model, (iv) how the FEM was calibrated
leveraging on-field data, (v) how damage was simulated and
(vi) how pseudo-data were generated. For these reasons the
results shown in the work should be considered as a po-
tential outcome of AI algorithms applied to tackle the tasks
of anomaly detection and damage classification. In parallel
research works of our group, mainly focused on points (i) to
(vi), the link between AI detected and classified damages and
safety is discussed. Future developments will also include the
modeling of complex damage scenarios and the investigation
on the potential of transfer learning techniques for SHM
related tasks.
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