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ABSTRACT Physical Unclonable Functions (PUFs) are frequently exploited for security purposes.
In particular, they are adopted to generate unique authentication passwords and cryptographic keys, with
no need to store any secret information in non-volatile memories that can be easily attacked. In this paper,
we present a novel PUF based structure, that can be implemented at low costs in microcontrollers and
FPGAs, by exploiting the circuitry that is already present in their General Purpose Input-Output (GPIO)
interface. The proposed PUF based scheme has been implemented on five different FPGA devices, in order
to experimentally verify their correct operation under various realistic operating conditions. We will show
that our proposed PUF based structure features a good uniqueness (of the 49.75%), a uniformity close to the
ideal value of the 50%, an average steadiness of the 99.33%, and a maximum reliability of the 99.61%, for

a temperature ranging from 5°C to 65°C.

INDEX TERMS Physical unclonable functions, Internet of Things, microcontroller, FPGA, security.

I. INTRODUCTION

In recent years we assisted to a widespread diffusion of
interconnected wearable and distributed sensor systems,
as parts of the Internet of Things (IoT) [1]. Such sensor
systems have been successfully adopted in a large variety
of applications to fulfil different purposes, such as quality
and safety assurance in the food industry [2], [3], [4],
measurement of air and water quality for environmental
monitoring [5], [6], [7], development of smart cities [8],
critical infrastructure monitoring [9], [10], remote health
monitoring and telemedicine [11], [12], [13], analysis of
microbial contamination [14], [15], [16], etc. Sensor systems
typically employ microcontrollers and/or FPGAs to provide
sensor nodes with the capability to perform signal elaboration
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at the edge, prior to their exchange of information with other
nodes of the network and/or the cloud.

As known, IoT is posing severe security issues, due to
possible malicious attacks [17]. Furthermore, in safety- or
security-critical IoT domains, data are stored on a blockchain
and utilized within legal or economic smart contracts, where
the authenticity and reliability of data is of paramount impor-
tance. Therefore, IoT sensing devices are regarded as oracles,
requiring protection against the risk of tampering, with
their communications securely safeguarded [9]. In order to
mitigate such risks, different approaches have been proposed
so far. For instance, in [18], [19], [20], and [21] the use of
firewalls and packet sniffers has been presented to verify
the integrity of transmitted data packets against security
threats. Instead, the adoption of authentication procedures to
access devices, and of cryptographic algorithms to obfuscate
the information exchanged by wireless devices has been
proposed in [22] and [23], respectively. Such authentication
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procedures and cryptographic algorithms require to use
proper passwords and cryptographic keys, respectively. They
are usually stored in a non-volatile memory inside the sensor
node. This poses significant risks for system’s security,
since the memory can be tampered during malicious attacks,
in order to gain access to the secret information. A solution
aiming at improving the security of sensor systems is based
on the adoption of Physical Unclonable Function (PUF)
devices [24], [25]. A PUF is a device that encodes a secret
(e.g., a cryptographic key) within the intrinsic physical
properties of the hardware circuitry, thereby eliminating
the need for its storage in memory. Also, authentication
passwords and cryptographic keys generated by a PUF are
intrinsically random, due to process parameter variations
occurring during fabrication of PUF devices [26], [27].

In particular, some low cost PUFs were proposed for
FPGAs [28], [29], [30], [311, [32], [33], [34], [35], [36], [37]
and microcontrollers [38], [39], [40] employed in IoT sensor
nodes. PUF architectures for FPGAs are generally based on
arbiter PUFs [28], [29], ring oscillator PUFs [30], [31], [32],
[33], as well as on other PUF structures exploiting the random
variation of digital circuits’ delay [34], [35], [36], [37].

However, PUF based devices implemented on FPGAs
must be designed with particular care, since the automatic
routing algorithms adopted by commercial synthesis tools
can impact the PUF effectiveness. In fact, wires’ delay can
mask the PUF delay uncertainties due to manufacturing
process variations [41]. To avoid this problem, manual
routing is usually employed [41].

As for PUF implemented in microcontrollers, they can
be implemented by SRAM-based PUF architectures, that
use part of the microcontroller RAM [38]. Such PUFs
enables to achieve uniqueness metric ranging from 47.40%
to 52.08%, and uniformity and steadiness metrics in the
order of the 49.48%, and 96%, respectively, at a room
temperature of 25 °C. However, such PUF architectures
cannot be implemented on most commercial FPGAs, since
the SRAM data are automatically initialized at start-up.

A PUF device exploiting the microcontroller general
purpose input output (GPIO) interface has been proposed
in [39]. It exploits the uncertainty in the value of pullup
resistors connected at the output of the GPIO interface. The
PUF design was implemented on 20 different Atmega328P
microcontrollers [42] to evaluate the PUF uniqueness and
steadiness. The results reported in the paper show that this
PUF design enables to achieve a uniqueness of the 43.16%
and a steadiness of the 75.20%. Moreover, this PUF based
design cannot be implemented on FPGAs, since pull-up
resistors are set during the implementation stage, and cannot
be modified at run-time.

Another PUF for microcontrollers has been proposed
in [40]. It exploits the small variations on the measurements
performed by temperature sensors. It can also be imple-
mented on FPGA:s, if the FPGA features an integrated ADC,
as it is usually the case. As described in the paper, such a
PUF provides an average uniformity of 49.15%, a steadiness
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of 98.46%, and a reliability of 95.49%, while uniqueness
(estimated by Monte Carlo simulations) was of 49.89%.
Moreover, this PUF requires a set of temperature sensors that
are not always present in low cost [oT devices.

Based on these considerations, in this paper we proposed
a low-cost PUF based structure that can be adopted for
all applications that require a unique device identifier not
stored in memory, such as for lightweight authentication
or cryptographic key generation of edge devices (with low
power consumption constraints) of IoT systems. In case of
its FPGA implementation, it does not require to perform
a manual place-and-route on the device. Similarly to the
solution in [39], our proposed PUF reuses the GPIO interfaces
that are typically present within any microcontroller and
FPGA to implement astable oscillators. However, differently
from [39], in our proposed solution the randomness of the
generated PUF output is the result of random variations (due
to process parameter variations) of the hysteresis threshold
voltages of the Schmitt trigger that is integrated in the GPIO
interface [43].

In order to verify the effectiveness of our proposed
PUF, we implemented it on five different Xilinx Artix-7
FPGAs, and we evaluated four typical PUF quality metrics
(i.e., uniqueness, uniformity steadiness and reliability) by
performing experimental measurements. We will show that
the proposed PUF features a good uniqueness (of the
49.75%), a uniformity close to the ideal value of the 50%,
an average steadiness of the 99.33%, and a maximum
reliability of the 99.61%, for a temperature ranging from 5°C
to 65°C.

The main contributions of our paper can be summarized as
follows:

1) We propose a novel PUF structure implemented by using
the GPIO available within microcontrollers and FPGAs, and
exploiting the uncertainties in the GPIO Schmitt triggers’
hysteresis thresholds to generate random PUF responses to
input challenges.

2) Compared to alternate PUF solutions possibly adopted
for microcontrollers and FPGAs our PUF structure fea-
tures comparable or better performance metrics (bet-
ter steadiness and reliability; comparable uniqueness and
uniformity).

The rest of the paper is organized as follows. In Section II,
we present our proposed PUF based structure and its operat-
ing principle. In Section III, we describe its implementation
on a Xilinx Artix-7 FPGA. In Section IV, we describe the
performed experimental measurements and we report the
achieved results. In Section V, we compare our solution with
other alternate approaches. Finally, we draw some conclusive
remarks in Section VI.

Il. PROPOSED PUF BASED DESIGN

Our proposed PUF reuses the Schmitt triggers present
in the general purpose input output (GPIO) interface of
microcontrollers and FPGAs to generate the PUF response
to a given challenge. This is achieved by exploiting the

55971



IEEE Access

M. Grossi et al.: Novel PUF Implementation for Microcontrollers and Field Programmable Gate Arrays

microcontroller or FPGA

; i R
! Output H AMAMA
5 T
5 Driver VP Hvam
; i
i S Tour,a o :
iy ! H| PIN,,
Programmable E S Tam, 1 : %
Logi T v X
0gic E : PI}V,,L i
i STout.i T i
f i| PIN,, ;
! Bl s e e
E hY Tour..v.l T E .
E_______--___-_______: PL"\U:“\.’—J ——
GPIO interface

CHALLENGE/
RESPONSE

FIGURE 1. Schematic representation of part of the GPIO interface
implementing our proposed PUF based design.

inherent differences in the hysteresis thresholds of Schmitt
triggers, due to process parameter variations occurring during
fabrication. The response of the proposed PUF is obtained
by selecting a couple of Schmitt triggers at a time, and by
producing an output bit (for each couple of selected Schmitt
triggers) whose logic value depends on the mismatch between
hysteresis thresholds.

A schematic representation of the GPIO interface of
microcontrollers and FPGAs reused by our PUF is shown in
Fig. 1. The figure also shows the CPU (Programmable Logic)
of the microcontroller (FPGA), that is adopted to control the
GPIO interface during the generation of the PUF response to
an input challenge.

As can be seen from Fig. 1, our PUF reuses N Schmitt
triggers and one Output Driver of the GPIO. Moreover, the
implementation of our PUF requires an external additional
resistance (R) and a capacitance (C), in order to implement
N different astable oscillators, as described below.

In particular, in Fig. 1 each PIN;,; (i = O, ..., N-I)
denotes the microcontroller (FPGA) GPIO input pins that
are reused to implement our PUF, while PIN,,; indicates
the microcontroller (FPGA) GPIO output pin. In order to
implement our PUF, all reused PIN;,; (i =0, ..., N-I) are
shorted together and connected to the resistor R and the
capacitor C. This way, the selected Schmitt trigger with input
PIN;, ;i (i =0, ..., N-I), together with the GPIO output driver
and the R and C components, implement an astable oscillator.
The CPU (Programmable Logic in case of FPGA) closes the
loop between the output of the selected Schmitt trigger and
the Output Driver.

More in details, assuming that PIN;,; is selected, the
CPU (Programmable Logic) will continuously read the
output produced by the associated Schmitt trigger ST,y ;
and will drive the Output Driver so that PIN,,; assumes the
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complement value of ST, ;. This way, when STy, ; = O,
it will be PIN,,; = 1 and the capacitance C will be charged
(Vx increases). When Vx reaches the high threshold of the
Schmitt trigger (Vig), its output STy, ; will switch from O to
1 and PIN,,; will consequently be forced (by the CPU) to
switch from 1 to 0, thus discharging the capacitance C (Vx
decreases). Then, when Vx will reach the low threshold of
the Schmitt trigger (V;y), its output ST, ; will switch back
from 1 to 0, and PIN,,,; will be forced (by the CPU) to switch
from O to 1. This cycle will be repeated while PIN;,; is
selected. As a result, while PIN;, ; is selected, the output of
the Schmitt trigger S7T,,;,; will present a square waveform
with a period that will be a function of the upper and lower
threshold voltage values (V;y and Vi, respectively) of the
selected Schmitt trigger. Since such thresholds are different
for different Schmitt triggers of the GPIO interface, due to
process parameter variations, the oscillation period of the
waveforms at the output of different Schmitt triggers will
differ from each other.

This characteristic is exploited to generate a PUF response
by comparing the oscillation periods of couples of imple-
mented astable oscillators, that are activated one at a time,
and based on the received PUF challenge.

In case of a PUF with a k-Bit Response (k-BR), a challenge
of 2k |_log2N -| bits is sent to the PUF to select k different
couples of pins PINj,; and PIN;,; (with i, j = 0, ...,
N-1, and i# j). For each couple of pins, the oscillation
periods of the astable oscillators associated to PIN;,; and
PIN;y j are measured and compared to each other. The result
of such a comparison produces 1 BR of the PUF. Then,
the overall PUF response consists of k-bits. As described
below, each bit in the response is equal to 1 or O depending
on the result of the comparison of the periods of the
signals at the outputs of the selected k couples of Schmitt
triggers.

More in details, based on the received challenge, our PUF
generates each bit of k-BR as follows:

1) A couple of pins (PIN;,; and PIN;,;) are selected
according to the PUF challenge.

2) The oscillation periods P; and P; of the astable
oscillators implemented by the Schmitt triggers connected to
PINjy ; and PIN;, ; are measured.

3) The bit of k-BR associated to the couple of pins PIN;, ;
and PIN;, j is set to 1, if the period P; > Pj, otherwise it is set
to 0.

Due to process parameter variations occurring during
fabrication, periods P; of the astable oscillators associated
to each PIN;,; are different from each other. Therefore, the
result of the comparison (point 3) above) of the period of
any two chosen astable oscillators i and j will be different for
different devices. Therefore, the comparison of the oscillation
periods can be used to generate a unique fingerprint for each
fabricated device.

Now let us discuss more in details how the measurement
of the oscillation period P;, associated with the selected input
pin i (PINj, ;), is performed.
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FIGURE 2. Implementation of the proposed PUF on the Basys 3 FPGA
development board.

As described before, all inputs PIN;,; (i = 0, ..., N-I)
of the Schmitt triggers implementing our PUF are shorted
together, so that all of them receive as input the voltage V.
Moreover, each Schmitt trigger connected to PIN;, ; presents
two threshold voltages Vg and V;, such that if Vy > Vg
then VSTout,i = Vpp, while if Vx < Vj;, then VSTout,i =0. The
output pin (PIN,,;) is driven by the GPIO output buffer, that
generates a voltage V,,; that is the complement of Vsg,, ;.

This way, when the input PIN;, ; is selected, the voltage
Vour switches from Vpp to OV (so that C is discharged to
0 through the resistance R) each time Vx becomes higher than
Vir. The variation of Vy in this interval can be described by
the following equation:

Vx dVvy

& a M

By integrating (1) between Vg and Vjy, the time #; ; during
which the voltage Vx decreases from Vg to Vi, can be
derived. It is given by:

V.
t1.i = RC x log (i’) )
Vi

Instead, the voltage V,,; switches from OV to Vpp (so that
C is charged to Vpp through the resistance R) each time Vy
becomes lower than V;; . The variation of Vy in this interval
can be described by:

Vop — Vx dVy

r - Sa )

By integrating (3) between V; and Vg, the time ty ;
during which the voltage Vy increases from Vj;, to Vig can
be derived. It is given by:

Voo — ViL
tyi = RC x log——— 4
H,i 08 Vo — Vi 4

Therefore, when the input PIN;, ; is selected, the period P;
of the output voltage V,,,; can be expressed by:

Vi Vpp — ViL)

Pi=tyi+1t;=RC xlog—————=  (5)
l ' ' Vi Vpp — Vin)
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As described before, due to process parameter variations
occurring during fabrication, the thresholds of the Schmitt
trigger of each PIN;, ; (Vig and Vj1) present different values
for different pins of the GPIO. As a consequence, also periods
P; of the astable oscillators associated to each PIN;, ; will be
different from each other. Therefore, the comparison of two
chosen P; and P; (i # j) will be different for different devices.

It should be noted that, in the case of microcon-
trollers/FPGAs with a high number of pins, only a portion of
available Schmitt triggers can be employed for our solution,
thus leaving several pins available for other purposes.
Moreover, should a higher number of pins be needed for
some purposes, the microcontroller/FPGA could be properly
programmed in order to configure the PUF only when
access authentication is needed, thus releasing all resources
when the PUF is not needed. This could be achieved at
limited hardware costs, for instance by simply adding to
the proposed implementation a switch per pin and a control
signal (generated by the microcontroller/FPGA) to drive such
switches.

Ill. IMPLEMENTATION OF THE PROPOSED PUF BASED
STRUCTURE ON FPGA

The proposed PUF has been designed using Verilog HDL and
implemented on five different development boards (Basys
3 from Digilent, Pullman, WA, USA) with a Xilinx Artix-
7 FPGA device XC7A35T-1CPG236C [44]. A photo of the
board implementing our PUF is reported in Fig. 2. We imple-
mented our proposed PUF by programming the considered
FPGA boards using the Vivado tool [45]. In particular, after
the place-and-route step, the used resources in the FPGA were
156 (out of 20800) LUTs, 210 (out of 41600) registers, 5 (out
of 16300) F7 Muxes and 2 (out of 8150) F8 Muxes.

A more detailed block structure of the designed PUF is
shown in Fig. 3.

As an example, in order to implement our PUF, we have
reused N = 30 Schmitt triggers (i.e., PINjy.0, PINin1 ....
PIN;, 29 in Fig. 3) out of the 106 available in the GPIO
of the considered FPGA (Xilinx XC7A35T-1CPG236C).
As explained in Section II, each one of the 30 digital input
pins presents a Schmitt trigger, with thresholds V;g and Vi
(withi=0,1,2,...... , 29). In order to implement our PUF,
such 30 pins are shorted together and connected to a resistor
R and a capacitor C (Fig. 3). We used a resistance R =
22 k2 and a capacitance C = 1 nF, since from preliminary
experimental measurements, these were the values for R
and C providing the best results in terms of measurement
stability. Finally, a single GPIO pin is configured as digital
output (PINoy7) and is connected to a resistor R, as shown
in Fig. 3.

Two clock signals are generated from the on-board crystal
oscillator (with a frequency of 100 MHz), using an IP module
provided by Xilinx (the ‘clock wizard’ module). One of the
generated clocks (CLK_100MHz in Fig. 3) is a 100 MHz
clock, adopted for the counter that counts the periods of
the square-wave signal PINoyr in a given measurement
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FIGURE 6. Verilog HDL simulation results showing the signal waveforms when the measured period P; is transferred to the PC using UART.

time interval. The second clock (CLK_10MHz in Fig. 3) is
a 10 MHz clock signal, used to transfer data between the PC
and the FPGA employing the UART interface.

The measurement of the period (P;) associated to PIN;, ; (i
=0...29)is performed according to the following three steps.

Step 1:

The operation starts with an external PC sending a two
8-bit command to our PUF (using UART_RX): the first byte
of the command is the start-measure command (representing
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the decimal number 10), while the second byte indicates
the pin to be tested (number O to 29). The ‘UART RX’
module receives the command (UART_RX) from the PC,
and outputs the received data in an 8-bit parallel format
(UART_RX_DATA [7:0]), that are sampled by the ‘UART
CONTROLLER’ module, when the signal UART_RX_DV is
enabled.

The waveforms of all these signals involved in the
execution of step 1) are shown in Fig. 4.
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Step 2:

After the two 8-bit commands are received by the ‘UART
RX’ module, the ‘UART CONTROLLER’ module sets the
5-bit word CHANNEL_SELECT [4:0]. The bits in such a
word are used as selection bits of the multiplexer MUX,
to give one of the Schmitt triggers’ outputs (ST ;) to
the MUX output (PIN_SELECTED). Then, the ‘UART
CONTROLLER’ module sends a measurement request to the
‘PERIOD MEASUREMENT’ module, by setting the signal
REQ_MEAS. The ‘PERIOD MEASUREMENT’ module
generates an PIN_OUT signal equal to the complement
of the PIN_SELECTED signal, and performs the measure-
ment of the period P;. The ‘PERIOD MEASUREMENT’
module waits for the rising edge of signal PIN_OUT, and
counts the number of clock cycles during an entire period
of PIN_OUT. When the measurement is completed, the
signal ACK_MEAS is asserted, in order to indicate to the
‘UART_CONTROLLER’ that the measurement has been
accomplished. The number of clock cycles occurring during a
period of PIN_OUT is stored in the DATA_OUT [23:0] 24-bit
register.

The waveforms of all these signals involved in the
execution of step 2) are shown in Fig. 5.

Step 3:

After the module ‘UART CONTROLLER’ receives the
ACK_MEAS signal, it disables signal REQ_MEAS. More-
over, it transfers DATA_OUT [23:0] to the ‘UART TX’
module, by sending 1 byte at a time (UART_TX_DATA
[7:0]). The ‘UART TX’ module transfers the data to the PC
using the UART serial communication (signal UART_TX).

The waveforms of all these signals involved in the
execution of step 3) are shown in Fig. 6.

IV. PROPOSED PUF EXPERIMENTAL EVALUATION

We evaluated four PUF metrics that are usually considered
to evaluate the quality and robustness of PUFs: uniqueness,
randomness, steadiness and reliability (Sub-Sections A, B,
C, and D, respectively). Moreover, we have evaluated the
resiliency of the proposed PUF to machine learning attack
(Sub-Section E).

For our experimental evaluation, we have implemented our
PUF on five different FPGA boards since, as reported in other
publications [28], [30], [31], [40], accurate values of the PUF
metrics can be estimated from measurements on three to five
devices. A set of challenges have been generated by a PC
and sent to the implemented PUF using the FPGA UART
interface. The PUF responses have been sent back to the PC
using the same UART interface. The communication between
the PC and the FPGA has been implemented using LabVIEW
(National Instruments, USA) [46]. The received data have
been used to evaluate the PUF performance metrics using
LabVIEW. As a case study, we considered a PUF response
of 128 bits and an input challenge of 128 words (each word
of 10 bits indicating a couple of input pins). We have also
considered 10000 different challenge-response pairs (CRPs)
among all possible ones.
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A. UNIQUENESS

As known, Uniqueness (U) represents how differently PUF
devices respond to the same input challenge. For security
purposes, different devices must present a significantly
different response to the same challenge. The optimal value
of uniqueness is 50%. It can be expressed by [47]:

HD R,,R

100m(m_ D Z Z (6)

i=1 j=i+1

where m is the number of tested PUF devices (5 in our case),
n is the number of bits of the response (128 in our case), R;
and R; are the responses of two different devices (i and j) to
the same input challenge, while HD (R;, R;) is the Hamming
Distance of two responses R;, R; (i.e., the number of bit
positions in which R; and R; differ).
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FIGURE 7. Histogram showing the obtained values of uniqueness and the
corresponding number of CRPs featuring them.

A histogram showing the values of uniqueness featured by
our proposed PUF after the application of 10000 CPRs is
reported in Fig. 7. The achieved average uniqueness value is
of 49.75%, with a standard deviation of 1.17%. Therefore, the
uniqueness featured by our PUF is very close to the optimal
uniqueness value (of 50%).

B. RANDOMNESS

As known, randomness (R) accounts for the ability of a
PUF to generate uncorrelated outputs to different input
challenges [48]. The ideal value for randomness is 100%, and
it can be expressed by [48]:

R = —100xlogymax (p, 1 — p) @)

where the parameter p (uniformity) has an optimal value of
50% and can be expressed by:

mknzzlejl (8)

i=1 j=1 I=1

where m is the number of considered CRPs (10000 in our
case), k is the number of times the same challenge is applied
to the PUF (1000 in our case), and 7 is the number of bits in
the PUF response (128 in our case).
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TABLE 1. Values of uniformity and randomness for the five
implementations of our PUF.

TABLE 2. Values of steadiness achieved by the five implementations of
our PUF as a function of the number of performed measurements.

PUF device Uniformity (%) Randomness (%)
#1 49.92 99.76
#2 50.02 99.94
#3 50.09 99.74
#4 49.99 99.96
#5 50.07 99.78

To maximize the PUF response unpredictability (and thus
its security), the proportion of ‘0’ and ‘1’ in the PUF response
must be as uniform as possible (corresponding to R = 100%
and p = 0.5). If, on the other hand, the metrics R and p deviate
from their optimal value, this means that the probability
to achieve a ‘0’ or ‘1’ in one bit of the PUF response is
significantly different from 50%, thus increasing the chances
of hackers to guess the PUF response. It should be noted that
the better is the values of R and p (thus the more difficult
it becomes to predict the PUF response starting from the
received challenge), the higher is also security.

The randomness achieved by our PUF is reported in
Table 1, for the considered five different PUF implemen-
tations. As can be seen, randomness is never lower than
99.73%, thus being very close to the ideal value of 100%,
and uniformity (p) is also always very close to ideal
value of 50%.

I LA L
-I'{Fl.'!.‘_" 1

FIGURE 8. Graphic representation of 40 randomly generated CRPs of
length 128 bit.

A representation of the 128-bit response of our PUF for
40 randomly generated CRPs is shown in Fig. 8, in which
each row represents a 128-bit response of our PUF, with white
pixels representing a 1 and black pixels representing a 0.

C. STEADINESS
As known, steadiness (S) expresses the PUF ability to provide
the same response when the same challenge is repeatedly
applied under the same operative conditions (power supply
and temperature) [48]. Thus, the higher is steadiness, the
higher is the probability that the PUF provides a correct
response to the received challenge.

Steadiness has an optimum value of 100%, and can be
expressed by [48]:

m

1 n
S =100 x |:1 + n Z log,max (p,-,l, 1 —pi,l):| ©)
i=1 I=1
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number of Steadiness (%)
measurements #1 #2 #3 #4 #5
1 93.65 84.08 89.02 78.25 86.59
10 98.38 93.89 96.86 90.19 95.39
50 99.47 96.35 98.59 94.85 97.70
100 99.66 96.88 98.98 96.03 98.30
500 99.88 98.29 99.63 97.98 99.29
1000 99.96 98.94 99.78 98.45 99.54
where:
1 k
pil = T ZRi,j,l (10)
k P

In equations (9) and (10), m is the number of considered
CRPs (10000 in our case), k is the number of times the same
challenge is applied to the PUF (1000 in our case), and n
is the length of the PUF response in bits (128 in our case).
The achieved values of steadiness are reported in Table 2, for
the considered five different PUF implementations, and for
different number of measurements (1, 10, 50, 100, 500, 1000)
performed to calculate (by averaging) the period P;. As can be
seen, the values of steadiness increase by averaging the period
P; on a higher number of measurements. When the period is
averaged over 1000 measurements, the achieved steadiness is
never lower than 98.45%, and the average steadiness, over the
five implemented PUFs, is of 99.33%.

To evaluate the ability of the implemented PUF to provide
a stable response, the probability p.,rr crp to have at least
one error in a 128-bit response has been estimated for the five
PUF implementations. A different number of measurements
(1, 10, 50, 100, 500, 1000) has been performed to calculate
the average measured period P;.

—#1 —#2 —#3 # —H#5

I e

Acceptable CRPs (%)

- N O (49 [ \5) B
)] D ad D < K (4,1

-
D

1078 107 10° 107° 1074 107? 1072 107!
perror,CRP,TH

FIGURE 9. Acceptable CRPs (%) as a function of perror,crp, TH- When the
period is evaluated with a single measurement.

The period P; associated to each one of the 30 input pins
has been measured 1000 times to calculate its distribution.
The measured period follows a Gaussian distribution and
its average value and standard deviation were calculated.
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FIGURE 10. Acceptable CRPs (%) as a function of perror, crp, TH- When the
period is evaluated by averaging on 10 measurements.

We indicate with N(u;, o;) and N(u;, oj) the Gaussian
distributions of the measured periods P; and P;, for pins i
and j, respectively, with the condition w; > ;. Then, the
probability peyror,r,i,j Of @ BR error in the comparison of the
measured period for a couple of pins i and j can be expressed
by:

Perror,BR,i,j = Prob (N (/'Ll - H“]’ \/O-ZZTU]z) < O) (11)

The probability pe,ror,Br,ij Was calculated for each one of
the 435 BRs resulting from the pin to pin comparison. Then,
the probability p.,r crp to have at least one error in a 128-bit
response can be expressed by:

Perror,CRP = 1 - H (1 _perror,BR,i,j) (12)
ij

where the product term is applied to the 128 couples of pins
(i, j) that compose the response. Fig. 9, Fig. 10, Fig. 11
and Fig. 12 report the percentage of CRPs that can be
considered acceptable (i.e., with a probability of error on
the 128-bit response lower than a threshold perror,crp,TH):
as function of the value of peror,crp,TH, for the case of a
single measurement, as well as by averaging on 10, 100 and
1000 measurements.
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FIGURE 11. Acceptable CRPs (%) as a function of perror,crp,TH. When the
period is evaluated by averaging on 100 measurements.
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FIGURE 12. Acceptable CRPs (%) as a function of perror, crp,TH- When the
period is evaluated by averaging on 1000 measurements.

As can be seen, if the period is estimated on a single
measurement, for peror.crP,TH = 1077, the percentage
of acceptable CRPs is of 15%, while if the period is
estimated by averaging 1000 measurements, the percentage
of acceptable CRPs is higher than 92%. Thus, a trade-
off is needed between error probability and the number
of measurements (and consequently measurement time).
A single measurement of the period takes 5.48 (s on average,
while 1000 measurements mandate 5.48 ms on average, but
enable to reduce significantly the probability to have an error
in the response.

D. RELIABILITY
As known, the reliability (RL) metric of a PUF expresses its
ability to provide the same response when the same challenge
is applied under different operative conditions (variations
in power supply and temperature) [48]. The reliability of
the proposed PUF has been evaluated by experimental
measurements, by placing the FPGA board in a climatic
chamber (Genviro-060-C, Fratelli Galli) at seven different
temperatures (i.e., 5°C, 15°C, 25°C, 35°C, 45°C, 55°C and
65°C), that cover a typical range of operating temperatures.
Measurements were performed for two FPGA boards (the
boards labelled #3 and #5).

As known, RL has an optimal value of 100% and can be
expressed as follows [48]:

k
1
RL=100x |1— Z (13)

where n is the length of the PUF response in bits (128
in our case), R; is the response of the PUF in case of
nominal temperature T; (25°C in our case), R; ; is the response
of the PUF in case of temperature 7; (different form the
nominal temperature 7;), while k is the number of considered
temperatures (7 in our case).

The presence of fluctuations of power supply has not been
accounted for, since the considered Basys 3 FPGA boards
receive their power supply from stable voltage regulators.
Therefore, the power supply of the FPGAs is very stable.
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FIGURE 13. Measured period as a function of temperature for three
different pins of the proposed PUF #5.

The performed measurements have shown that the mea-
sured period changes with temperature with a power-law
model, expressed by:

Ppj =T} + (14)

where Py, ; is the measured period for pin / at temperature
T, while A, and pj, are empirical parameters obtained by
fitting the experimental data with the model in equation (14).
Measured data were fitted to equation (14) using the software
tool in [49] and resulted in a high correlation between the
measured and fitted data (with a coefficient of determination
R? never lower than 0.99).

A couple of pins /1 and 42 can be considered reliable if the
corresponding curves of the measured periods P and Py, do
not intersect in the temperature range 5°C — 65°C, so that the
bit response is the same for all temperatures. An example of
this situation is shown in Fig. 13, where the measured period
is plotted as a function of temperature, for three different pins
of the PUF #5: pin 13 (113 = 5.97, A13 = —1.26- 1073),
pin 18 (u13 = 5.67, A3 = —1.45- 10_3), and pin 29 (uo9
= 5.73, A9 = —1.58- 1073). As can be seen, the couple of
pins 13 and 18, as well as the couple of pins 13 and 29, can
be considered reliable in the temperature range 5°C — 65°C.
Instead, the couple of pins 18 and 29 is unreliable, because the
bit response is different at different temperatures (0 at 5°C,
15°C, 25°C and 35°C, and 1 at 45°C, 55°C and 65°C).

The reliability of the proposed PUF has been calculated
using equation (13), considering five different percentages
(100%, 95%, 90%, 85%, 80%) of the total number (435)
of possible combinations of the 30 GPIO pins. In particular,
we discarded the combinations of GPIO pins whose signals
present a similar period that at 25°C.

The achieved results are represented in Fig. 14 for the
case of PUF #5. As expected, by performing comparison
between pins characterized by significantly different values
of measured period at 25°C, the PUF reliability is increased.
The average reliability over the temperature range 5°C —
65°C is of 95.19% for case 1 (100%), of 97.11% for case 2
(95%), of 98.38% for case 3 (90%), of 99.01% for case 4
(85%) and of 99.61% for case 5 (80%). Similarly, in case
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FIGURE 14. Values of reliability vs temperature for different sets of pins.

of the PUF implementation #3, the average reliability over
the temperature range 5°C — 65°C is of 94.53% for case 1,
of 96.74% for case 2, of 97.84% for case 3, of 98.75% for
case 4 and of 99.29% for case 5.

E. RESILIENCY TO MACHINE LEARNING ATTACKS
In this subsection we evaluate the resiliency of our proposed
PUF against machine learning attacks.

As known, PUFs can be vulnerable to machine learning
attacks, in which a model is trained to estimate PUF
responses from a dataset of known challenge-response
pairs (CRPs) [50], [51].

A typical metric to evaluate the unpredictability of the PUF
response [52], thus its resiliency against machine learning
attacks, is the minimum entropy (H,). It is defined as
follows [52]:

1 n
Hmin = _; X 21082 (pi,max) (15)
=
where p; may 1s defined by:
HW;
! ifHW; > m

Pi,max = m HW: 2 (16)

otherwise

m
where m is the number of PUF devices, n is the number of
bits in the PUF response, and HW; is the Hamming weight of
bit i, defined as the number of 1s present on the i-th bit of the
responses of the m considered PUFs.

We have evaluated the H,,;, metric for our PUF, for the case
of m=5, n=128 and 10000 different CRPs.

The obtained H,,;, for our PUF presents an average value
of 0.56, with a standard deviation of 0.02. These values are
similar to those reported in [53] and [54], showing that our
PUF features an acceptable level of unpredictability, thus an
acceptable resiliency against machine learning attacks.

Moreover, as an example, we implemented the Logistic
Regression (LR) machine learning approach in [55] to
emulate an attack aimed at predicting the CRPs of our PUF.
For this purpose, we trained the LR model with the 80%
of the considered 10000 CRPs, and we used the remaining
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20% to test the model. Our tests showed that the trained
model was able to estimate the PUF response with an average
accuracy (over the m = 5 considered PUF devices) of
64.15%, thus confirming the security of our PUF with respect
to LR machine learning attacks.

V. ALTERNATE PUF IMPLEMENTATIONS FOR FPGA AND
MICROCONTROLLERS AND COMPARISON WITH OUR
SOLUTION

Many PUF devices have been proposed so far in the literature
for FPGAs [28], [29], [30], [31], [32], [33], [34], [35], [36],
[37], and for microcontrollers [38], [39], [40]. The basic
principles behind these proposed PUFs are briefly described.
Their metrics are reported and compared to those provided by
our proposed GPIO Schmitt trigger based PUF. The achieved
results are summarized in Table 3.

Let us now start revising the proposed PUFs for FPGA
in [28], [29], [30], [31], [32], [33], [34], [35], [36], and [37],
and comparing their reported metrics with those offered by
our solution.

Both PUFs in [28] and [29] are arbiter PUFs, that is PUFs
whose response depends on the difference between the delays
of two signals propagating along symmetric data paths.

In particular, the arbiter PUF in [28] is implemented on a
Xilinx Spartan-3 XC3S400 FPGA, and features a uniqueness
of 45.25%, a uniformity of 48.3%, and a steadiness of
95.93%.

Instead, the arbiter PUF in [29] is implemented on a
Spartan-3E FPGA and an Artix-7 FPGA. When implemented
on the Spartan-3E FPGA, it features a uniqueness of 49.81%,
a uniformity of 49.77%, and a reliability of 98.19% (for a
temperature range 25°C — 65°C). Instead, when implemented
on an Artix-7 FPGA, it presents a uniqueness of 51.34%,
a uniformity of 57.64%, and a reliability of 97.57%.

As indicated in Table 3, compared to the solution in [28],
our proposed PUF features a higher uniqueness (of the
49.75%, compared to the 45.25% of the solution in [28]),
a higher uniformity (of the 50% with respect to the 48.3% of
the solution in [28]), and a higher steadiness (of the 99.33%,
compared to the 95.93% of the solution in [28]).

As reported in Table 3, compared to the solution in [29],
our presented PUF offers a comparable uniqueness (of the
49.75%, compared to the 49.81% of the solution in [29]
implemented on a Spartan-3E FPGA, and to the 51.34%
of the solution in [29] implemented on an Artix-7 FPGA),
a better uniformity (of the 50% with respect to the 49.77%
of the solution in [29] implemented on a Spartan-3E FPGA,
and of the 57.64% of the solution in [29] implemented on
an Artix-7 FPGA), and a higher reliability (of the 99.61%
compared to the 98.19% of the solution in [29] implemented
on a Spartan-3E FPGA, and of the 97.57%, of the solution
in [29] implemented on an Artix-7 FPGA).

Therefore, our proposed PUF features comparable or better
metrics than those provided by the arbiter PUFs in [28]
and [29]. Moreover, arbiter PUFs’ implementation on FPGA
mandates a very precise place and route of components
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and interconnects to guarantee a good uniqueness, which
is of course expensive. It should be also noted that while
our solution can be implemented on both FPGAs and
microcontrollers, arbiter PUFs cannot be implemented on
microcontrollers.

Instead, PUFs in [30], [31], [32], [33] are based on ring
oscillators (ROs), that is PUFs whose response depends,
bit-by-bit, on the difference in the oscillation frequency of
couples of ring oscillators.

In particular, the RO based PUF in [30] is implemented
on an Artix-7 FPGA, features a uniqueness of 49.75%,
a uniformity of approximately 50%, and a reliability of
85.95%.

The RO based PUF in [31] is implemented on a Xilinx
Zync 7000 FPGA and features, for the case of ROs with
3 inverters, a uniqueness of 37.02%, a uniformity of 48.24%,
and a steadiness of 96.68%.

The RO based PUF in [32] is implemented on three
different Xilinx FPGAs (Spartan-6, Virtex-6, and Kintex-
7), and features, for the case of the Spartan-6 FPGA,
a uniqueness of the 49.85%, a uniformity of the 50.39%, and
a reliability of the 98.61% in the temperature range 0°C —
80°C.

The RO in [33] is implemented on a Xilinx Artix-7 FPGA,
and offers a uniqueness of the 49.78%, a uniformity of the
49.42%, and a reliability of the 97.72% over a temperature
range from 30°C to 60°C.

As indicated in Table 3, compared to the solutions in [30],
[31], [32], and [33], our presented PUF offers a comparable
or higher uniqueness (of the 49.75%, compared to the 49.75%
of the solution in [30], to the 37.02% of the solution in [31],
to the 49.85% of the solution in [32], and to the 49.78%
of the solution in [33]), a comparable or higher uniformity
(of the 50%, compared to the 50% of the solution in [30],
to the 48,24% of the solution in [31], to the 50.39% of
the solution in [32], to the 49.42% of the solution in [33]),
a higher reliability (of the 99.61%, compared to the 85.95%
of the solution in [30], to the 98.61% of the solution
in [32], to the 97.72% of the solution in [33]), a higher
steadiness (of the 99.33%, compared to the 96.68% of the
solution in [31]).

As for reliability and steadiness, no comparison has
been performed with respect to those offered by [31], for
reliability, and by [30], [32], and [33], for steadiness, since
no information on these metrics was provided in [31], and
in [30], [32], and [33], respectively.

Therefore, our proposed PUF features comparable or better
metrics than those provided by the RO based PUFs in [30],
[31], [32], and [33]. Moreover, RO based PUFs’ implemen-
tation typically require a non negligible area overhead, while
our proposed solution re-uses already available hardware, and
mandates only additional switches if the GPIO pins needs to
become available for other purposes. It should be also noted
that while our solution can be implemented on both FPGAs
and microcontrollers, RO PUFs cannot be implemented on
microcontrollers.
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TABLE 3. Values of PUF metrics achieved by our proposed solution and alternate PUFs for microcontrollers and FPGAs presented so far in the literature.

The best result for each metric is indicated in bold.

PUF design Uniqueness Uniformity Steadiness Reliability Response (bit)
Arbiter PUF in [28] 45.25% 48.30% 95.93% NA 90
Arbiter PUF in [29] 49.81% 49.77% NA 98.19% 64

RO PUF in [30] 49.75% =50% NA 85.95% 8

RO PUF in [31] 37.02% 48.24% 96.68% NA 64
RO PUF in [32] 49.85% 50.39% NA 98.61% 128
RO PUF in [33] 49.78% 49.42% NA 97.72% 2024
SR-latch PUF in [34] 49.32% 44.65% NA NA 127
D flip-flop PUF in [35] 49.20% NA NA NA 128
DD PUF in [36] 49.48% 49.22% NA 98.37% 128
NAND PUF in [37] 49.50% 46.85% NA 98.62% 128
SRAM PUF in [38] 47.40% 49.48% 96.09% NA 128
PU resistor PUF in [39] 43.16% NA 75.20% NA 20
Temperature PUF in [40] 49.89% 49.15% 98.46% 95.49% 128
Schmitt trigger PUF 49.75% =50% 99.33% 99.61% 128

Instead, PUFs in [34], [35], [36], and [37] are based
on latches/flip-flops. The PUF response depends, bit-by-bit,
on the mismatch in the delay between couples of latches/flip-
flops.

In particular, in [34] a PUF based on a latch has been
proposed, that has been implemented on a Xilinx Spartan-
3 FPGA, and features a uniqueness of 49.32%, and a
uniformity of 44.65%.

In [35], a PUF based on a D flip-flop has been presented,
that has been implemented on a Xilinx Artix-7 FPGA, and
features a uniqueness of 49.2%.

In [36], a PUF based on a D latch has been proposed,
that has been implemented on a Xilinx Spartan-6 and an
Artix-7 FPGA. It features a uniqueness of the 49.48% and
49.28% for the Artix-7 and the Spartan-6 implementation,
respectively, a reliability of the 98.33% and 98.37%, for the
Artix-7 and the Spartan-6 implementation, respectively, and
a uniformity of 49.22% for both implementations.

In [37], another PUF based on a latch has been presented,
that has been implemented on a Xilinx Artix-7 FPGA, and
features a uniqueness of the 49.50%, a uniformity of the
46.85% and a maximum reliability of the 98.62%.

As reported in Table 3, compared to the solution in [34],
[35], [36], and [37], our presented PUF offers a better
uniqueness (of the 49.75%, compared to the 49.32% of the
solution in [34], to the 49.20% of the solution in [35], to the
49.48% of the solution in [36], to the 49.50% of the solution
in [37]), a higher uniformity (of the 50%, compared to the
44.65% of the solution in [34], to the 49.22% of the solution
in [36], to the 46.85% of the solution in [37]), a higher
reliability (of the 99.61%, compared to the 98.37% of the
solution in [36], and to the 98.62% of the solution in [37]).

As for steadiness and reliability metrics, no comparison
has been performed with respect to those offered by [34],
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for uniformity, steadiness and reliability by [35], and for
steadiness by [36] and, [37], since no information on
these metrics was provided in [34], [35], [36], and [37],
respectively.

Therefore, our proposed PUF features comparable or better
metrics than those provided by the latches/flip-flops based
PUFs in [34], [35], [36], and [37]. It should be also noted that
while our solution can be implemented on both FPGAs and
microcontrollers, PUFs based on latches/flip-flops cannot be
implemented on microcontrollers.

Now let us revise the PUFs for microcontrollers presented

n [38], [39], and [40], and let us compare their reported
metrics to those offered by our proposed PUF.

The PUF in [38] is a SRAM based PUF, whose response
depends on the uninitialized value present in the memory
cells immediately after the SRAM is powered on. It has
been implemented on 31 STM32F407 and 26 STM32F303
microcontrollers, and features a uniqueness of 47.40%,
a uniformity of 49.48%, and a steadiness of 96.09%.

As indicated in Table 3, compared to the solution in [38],
our proposed PUF features a higher uniqueness (of the
49.75%, compared to the 47.40% of the solution in [38]),
a higher uniformity (of the 50% with respect to the 49.48% of
the solution in [38]), and a higher steadiness (of the 99.33%,
compared to the 96.09% of the solution in [38]).

Therefore, our proposed PUF features better metrics than
those provided by the SRAM based PUF in [38]. It should
be also noted that while our solution can be implemented
on both FPGAs and microcontrollers, the SRAM based PUF
in [38] cannot be implemented on FPGAs, since SRAM cells
of FPGAs are automatically reset at start-up.

Instead, similarly to our proposed solution, the PUF in [39]
also exploits the microcontroller GPIO. However, differently
from our proposed PUF, the PUF in [39] provides a response
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that depends on the value of the pull-up resistors of the
GPIO, rather than on the threshold voltages of the GPIO
Schmitt trigger. The PUF in [39] has been implemented
on 20 Atmega328P microcontrollers, and features a unique-
ness of the 43.16%, and a steadiness of the 75.20%.

As indicated in Table 3, compared to the solution in [39],
our proposed PUF features a higher uniqueness (of the
49.75%, compared to the 43.16% of the solution in [39]), and
a higher steadiness (of the 99.33%, compared to the 75.20%
of the solution in [39]).

As for uniformity and reliability, no comparison has been
performed with respect to that offered by [39] since no
information on these metrics was provided in [39].

Therefore, our proposed PUF features better metrics than
those provided by the PUF in [39].

Finally, in [40] a temperature sensor based PUF is
presented, whose response depends on the difference between
the temperature measured by different couples of temperature
sensors present in a sensor array. It has been implemented
on a EK-TM4C123GXL microcontroller, using eight NXP
KTY81/220 thermistors. It features a uniqueness of the
49.89%, a uniformity of the 49.15%, a steadiness of the
98.46%, and a reliability of the 95.49%.

As indicated in Table 3, compared to the solution in [40],
our proposed PUF features a comparable uniqueness (of the
49.75%, compared to the 49.89% of the solution in [40]),
a higher uniformity (of the 50%, with respect to the 49.15%
of the solution in [40]), a higher steadiness (of the 99.33%,
compared to the 98.46% of the solution in [40]), and a higher
reliability (of the 99.61%, compared to the 95.49% of the
solution in [40]).

Therefore, our proposed PUF features comparable or better
metrics than those provided by the PUF in [40].

It should be also noted that, while the PUF presented in [40]
requires an array of eight temperature sensors, our solution
mandates only two external components (a resistance and a
capacitance) and possibly some switches, thus implying a
lower or comparable area overhead with respect to [40].

To summarize, as reported also in Table 3, compared to
alternate solutions, our proposed PUF features a uniqueness
(of the 49.75%) that is very close to the highest value (equal
to the 49.89%) provided by [40], a uniformity (of the 50%)
that is equal to the highest value (equal to the 50%) provided
by [30], and the highest steadiness and reliability values
(equal to the 99.33% and to the 99.61%, respectively).

VI. CONCLUSION

A novel PUF architecture is proposed that can be easily
adopted for all applications that require a unique device
identifier not stored in memory, such as for lightweight
authentication or cryptographic key generation of edge
devices (with low power consumption constraints) of IoT
systems. The proposed PUF exploits the randomness due to
CMOS manufacturing process of the hysteresis thresholds of
the Schmitt trigger circuits integrated in the GPIO interface
of microcontrollers and FPGAs. Using a couple of external
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passive components (a resistance and a capacitance), an RC
oscillator can be obtained, whose period is affected by the
randomness of the Schmitt trigger hysteresis thresholds.

Our proposed PUF has been implemented on a Digilent
Basys 3 development board, integrating the Xilinx Artix-
7 XCTA35T-1CPG236C FPGA, and considering a 128-bit
response. Experimental measurements have been performed
on five different FPGA boards. The achieved results have
shown that the proposed PUF features an average uniqueness
of 49.75%, a randomness never lower than 99.73% with a
uniformity close to 50%, an average steadiness of 99.33%.
With a temperature range 5°C — 65°C, its reliability varies
from 94.53% to 99.61%, and is never lower than 99% by
ad-hoc selection of the most reliable input pins. Compared
to alternate solutions presented so far in the literature, our
proposed PUF features higher or comparable values for all
metrics, thus constituting a very promising solution to secure
data transmission among IoT devices.

As a possible extension of our research, we plan to
investigate the possible adoption of our Schmitt trigger based
PUF implementation also for SoCs for which the Schmitt
trigger should be on purpose integrated, rather than being
already available as for the GPIO of microcontrollers and
FPGAs considered here.
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