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ABSTRACT Autonomous vehicles must make reliable safety decisions despite perception noise and tight
timing constraints. This work presents a Vehicle Digital Twin (VDT) architecture that incorporates a formally
verified hybrid automaton as its supervisory controller. The automaton specifies discrete safety modes,
continuous timing variables, and perception-driven transitions, and is verified offline using SMT-based LTL
model checking to ensure determinism, freedom from deadlock, and bounded reaction time. At runtime,
buffered perception inputs and staleness checks are used to trigger only those transitions consistent with
the verified model, maintaining robustness to noisy or transient detections. We instantiate the approach for
pedestrian-protection and evaluate it on standardized Euro NCAP scenarios within CARLA. The system
consistently produces stable and interpretable braking decisions and maintains reaction times within the
verified bounds, including under perception uncertainty. These results indicate that integrating a verified
hybrid automaton directly into the VDT’s operational loop is a practical route toward runtime-assured safety
supervision in perception-driven vehicle systems.

INDEX TERMS Pedestrian protection, hybrid automata, vehicle digital twin, formal verification, safety-
critical systems.

I. INTRODUCTION
The complexity of Cyber-Physical Systems (CPSs), partic-

Two complementary paradigms have emerged to address
different aspects of this challenge. Formal methods,

ularly in safety-critical domains such as Advanced Driver-
Assistance Systems (ADAS) and autonomous vehicles,
imposes stringent requirements for ensuring predictable
and verifiable behavior in uncertain environments [1].
Traditional validation approaches, e.g., simulation-driven
scenario testing, provide empirical confidence but cannot
guarantee that safety properties hold across all admissible
operating conditions [2], [3]. This limitation is well recog-
nized in functional-safety standards, e.g., ISO 26262 [4],
which emphasize the need for design-time assurances of
determinism, bounded reaction time, and freedom from
unintended behavior [5].
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e.g., Hybrid Automata (HA) [6], offer mathematically
rigorous abstractions capable of capturing the interplay
between discrete control logic and continuous vehicle
dynamics. Through invariants, guards, and reachability
analysis, they enable reasoning about safety conditions such
as braking consistency, mode determinism, and constraint
satisfaction. Conversely, Digital Twins (DTs) [7], [8] provide
a real-time synchronization framework in which a virtual
replica continuously mirrors the state of the physical
vehicle. Modern Vehicle DTs (VDTs) [9], [10] support high-
frequency data ingestion, prediction, and adaptive control,
enabling the system to react to perception updates, diagnose
anomalies, and forecast future states.

While both paradigms have matured significantly, their
integration remains limited in the context of runtime
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safety assurance. Existing HA-based verification methods
typically operate offline and assume idealized inputs, making
them difficult to apply in realistic perception-driven environ-
ments. At the same time, most VDT implementations focus
on prediction, or lifecycle monitoring rather than providing
deterministic, formally enforced safety guarantees at runtime.
As reported in [11], only a small subset of research studies
explore the coupling of formal verification with operational
DTs, and the existing ones generally target design-time
analysis rather than real-time supervisory control. This leaves
an architectural gap: current VDTs seldom include a verified
decision layer capable of enforcing safe behavior during
operation.

This paper introduces the Hybrid Automaton-Based Vehi-
cle Digital Twin (HA-VDT) to address this gap by embedding
a formally verified HA within the VDT operational core.
In this architecture, the HA acts as a real-time supervisory
controller whose discrete states and transitions have been
expressed using First-Order Logic (FOL), Linear Temporal
Logic (LTL) and verified via SMT-based reasoning [12].
Perception-derived quantities are continuously mapped onto
the HA state space, so that data-driven decisions follow pre-
verified safety constraints within the discrete model. This
transforms the VDT from a purely predictive or descriptive
digital model into a runtime safety supervisor with explicit,
interpretable control logic based on formally verified discrete
transitions. To demonstrate the practicality of the HA-VDT
architecture, we instantiate it for a representative safety-
critical function: pedestrian protection. The evaluation, per-
formed using the CARLA! simulator, is designed to validate
that the HA-VDT architecture maintains its formally verified
guarantees under realistic, perception-noisy conditions. Our
goal is not to provide an empirical performance bench-
mark, but to demonstrate that runtime behavior, including
determinism, bounded reaction time, and robust consensus
logic, is consistent with the properties established by formal
verification. We leverage standardized Automatic Emergency
Braking (AEB) Pedestrian Euro NCAP [13] scenarios as an
industry-accepted benchmark to corroborate the architecture
practical feasibility as a verifiable layer for safety-critical
automotive functions. Hence, the novel contributions of this
work are:

o The unified HA-VDT that embeds a formally verified
HA directly into the real-time operational core of the
VDT, transforming it from a purely predictive/descrip-
tive model into an active runtime safety supervisor.

o Design and formal specification of a HA tailored to
pedestrian protection as well as safety and liveness
properties in FOL and LTL.

o Encoding of the automaton and its properties in the
73 constraint solver, followed by formal verification.

o Empirical demonstration in the CARLA simulator on
standardized Euro NCAP pedestrian scenarios, showing
that the HA-VDT sustains stable, interpretable braking

1 https://carla.org
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behavior, bounded response times, and audit-ready

decision traces while preserving all formally verified

properties at runtime.
These contributions provide a practical and verifiable
approach to embedding formally proven discrete supervisory
logic directly into the operational loop of a perception-
driven vehicle digital twin, offering a promising step
toward runtime-assured, interpretable, and auditable safety in
autonomous driving systems.

The complete code for reproducing the experiments
presented throughout this work, the Z3 encoding and formal-
ization of the automaton and properties are available at [14].

The remainder of this paper is structured as follows.
Section Il reviews background on hybrid automata and VDTs.
Section III analyzes the state of the art and formalizes the
integration gap addressed in this work. Section IV specifies
and verifies the supervisory HA. Section V presents the
HA-VDT architecture. Section VI discusses the experimental
evaluation. Section VII examines the assumptions and threats
to validity. Section VIII concludes the paper.

Il. BACKGROUND
A. HYBRID AUTOMATA
Formally, a hybrid automaton [6], [15] is defined as a tuple
H = (L,E, X, Init,Inv, f, G, R) where:
o L is a finite set of locations.
e E C L x L is a finite set of discrete transitions

(or jumps).
e X = (x1,...,xy) is a finite sequence of real-valued
variables. We write X = (x],...,x,) to denote the

first derivatives during continuous change, i.e., temporal
evolution, and X" = (x{, ..., x;,) to denote the resulting
variables after a discrete change. We use v to denote an
evaluation of the variables in X (thus, v € R"). Notice
that, n is the dimension of H.

e Init,Inv and f are labeling functions that assign a
predicate to each discrete location / € L. Each initial
condition Init(/) is a predicate whose free variables are
from X. Each invariant condition Inv(l) is a predicate
whose free variables are from X. Each flow condition
f(l) is a predicate whose free variables are from X U X.
E.g., if v is a variable, a flow condition could
bex =5+4+0.1-x.

« G is a labeling function that assigns a predicate to each
edge e € E, determining if a transition can be fired.
Each G(e) condition is a predicate function whose free
variables are from X.

e R is alabeling function that assigns a predicate to each
edge e € E, determining how variables evolve after the
discrete transition. Each reset R(e) is a predicate function
whose free variables are from X U X’.

A run of H starts from any [, x such that Init(/)[X := x] and
Inv())[X := x] hold. The control modes represent discrete
configurations of the system, while the continuous variables
evolve according to the mode-dependent flow conditions as
long as the associated invariants hold. When a jump condition
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becomes satisfied and its discrete event is issued, the
system may take the corresponding control switch, thereby
changing location and updating the continuous variables.
Notice that, under this standard semantics, time is dense
and real-valued: within each location, the variables in X
evolve continuously according to the flow condition f(/),
while discrete jumps are instantaneous. Consequently, any
automaton defined according to this formalization inherits
a continuous-time semantics by construction, rather than a
discrete-time approximation of the underlying dynamics.

The HA formalism is widely used because it supports
formal reasoning about safety and liveness properties: once
the model is defined, its evolution can be analyzed to
verify that the system always guarantees some properties.
In practice, verification tools approximate the system pos-
sible trajectories to check whether unsafe situations can
occur. Although some analyses may be computationally
demanding, the approach offers valuable guarantees about
system behavior under well-defined assumptions [16], [17].

Within the proposed HA-VDT architecture, the HA forms
the verified supervisory layer that governs vehicle behavior.
By mapping real-time sensor data into the automaton
modes and transitions, the system ensures that every control
decision, e.g., braking in response to a detected pedes-
trian, remains consistent with formally established safety
constraints.

B. VEHICLE DIGITAL TWIN
A VDT is a dynamic, data-driven virtual representation
of a physical vehicle that evolves continuously through
real-time synchronization with onboard sensors, control
units, and connected systems [7], [8], [9]. Unlike static
simulation models, a VDT mirrors the physical system state
as it operates, enabling online monitoring, prediction, and
optimization under changing environmental conditions [10].
Modern VDTs integrate technologies such as IoT, Al,
and cloud-edge computing to maintain a high-fidelity link
between the physical and digital domains, supporting proac-
tive functions, fault detection, performance optimization, and
adaptive control across the entire vehicle lifecycle [18], [19].

Within this landscape, it is important to distinguish
the HA-VDT from two related but architecturally distinct
concepts. A runtime monitor observes the execution traces
of a system and raises alerts when a property is violated,
but cannot prevent the violation from occurring and does not
govern control decisions [20]. A model-based controller uses
amodel to generate commands but is not necessarily formally
verified and does not maintain a continuously synchronized
virtual replica of the physical system [21]. Existing VDT
architectures for autonomous vehicles largely fall into one of
these two categories: they either act as sophisticated moni-
toring and prediction environments [22], [23], or they apply
formal reasoning to scenarios or performance assumptions
rather than to the operational controller itself [24].

The HA-VDT differs from both. Within the proposed
framework, the DT serves as the computational backbone
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that fuses perception and control, while the HA embedded in
its modeling core acts as a verified supervisory controller:
its discrete modes, guards, and invariants have been for-
mally proved to satisfy determinism, deadlock-freedom, and
bounded reaction time, and these guarantees are enforced
at every control cycle during operation. The VDT thus
transitions from a descriptive or monitoring entity into a
verified operational one, capable of enforcing safe behavior
by construction rather than merely detecting its absence after
the fact.

lIl. RELATED WORK

The safe operation of autonomous vehicles requires solving
two complementary problems: proving that control logic
satisfies safety properties under all admissible conditions,
and synchronizing this verified logic with real-time sensor
data in dynamic environments. Existing VDT architectures
address the synchronization side but leave the first problem to
empirical validation; existing formal verification approaches
address safety properties but operate offline and assume
idealized inputs. Their integration for runtime supervisory
control remains an active research challenge.

A. FORMAL METHODS FOR AUTONOMOUS VEHICLE
SAFETY

Research on formal methods for autonomous vehicles
has largely centered on reachability analysis, invariant
sets, and viability theory, typically applied at design
time to characterize safe operating regions or to validate
trajectories. Several classical approaches fall into this
category. Falcone et al. [25] combine reachability and set-
invariance theory with online driver-model identification to
predict lane-departure risks, providing anticipatory threat
assessment but relying on offline analysis rather than runtime
enforcement. Nilsson et al. [26] similarly use viability theory
and robust reachability to compute safe, unsafe, and con-
flict sets under bounded disturbances, generating collision-
avoidance guarantees via constrained optimization with
quantified robustness. Kianfar et al. [27] extend invariant-
set techniques to adaptive and cooperative cruise control,
deriving minimal safe distances and maximal asymptotic safe
sets for longitudinal interactions. Across these researches,
safety is characterized through offline computation: safe
regions are defined, but the results are not executed directly
as a supervisory controller.

In contrast, our HA-VDT embeds a formally verified HA
into the runtime pipeline, meaning that formal guarantees
become enforceable decisions that operate continuously
under noisy perception, aligning with selected ISO 26262
functional-safety principles.

A second line of research focuses on online reachability-
based verification. Althoff and Dolan [28] introduce real-time
reachability analysis to over-approximate future occupancy
sets for the ego vehicle and surrounding agents, thereby
enabling online collision-avoidance verification without rely-
ing solely on simulation. Orzechowski et al. [29] combine
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Reachable Set Analysis with Responsibility-Sensitive Safety
to verify planned trajectories in merging and crossing sce-
narios, offering strong plan-level guarantees but only before
execution. These approaches provide valuable online assess-
ments but stop short of embedding a persistently verified
controller: their logic is used to validate/filter trajectories,
not to govern the operational system. In contrast, HA-VDT
advances this paradigm by implementing a controller whose
discrete modes and transitions have been verified through
SMT-based encoding of FOL and LTL reasoning; thus,
the verified logical structure governs real-time decisions
throughout execution rather than being checked episodically
or at planning time.

A third group integrates prediction or mode-switching into
reachability frameworks. Li et al. [30] cluster human driving
behaviors into several modes and precompute Backward
Reachable Tubes to reduce conservatism in intersection and
roundabout scenarios. Their guarantees remain probabilistic
and depend on prediction accuracy, and the mode-switching
logic itself is not formally verified. Sontges and Althoff [31]
compute over-approximated reachable sets to guide trajectory
planning around obstacles and can prove infeasibility when
no safe trajectory exists, yet their framework remains offline,
lacks standardized validation, and exhibits multi-second
runtimes unsuitable for deployment.

In contrast, HA-VDT replaces these offline or prediction-
driven approaches with a supervisory controller whose
discrete modes and guard conditions are formally verified,
allowing reachability-based guarantees to influence runtime
decisions rather than only design-time analysis.

B. DTs FOR AUTONOMOUS VEHICLE OPERATION

DTs have become central to evaluating autonomous driving
systems, yet most contributions employ DTs as sophisticated
testing environments rather than as formally verified runtime
Supervisors.

A first group of work focuses on high-fidelity simula-
tion platforms designed to maximize realism and scenario
coverage. Yu et al. [32] use fault injection, latency analysis,
and hardware-in-the-loop integration to expose failure points
in an autonomous driving stack, while Liang et al. [33] intro-
duce DTTF-Sim to reconstruct large-scale traffic with statis-
tically calibrated speed and density distributions. Although
both systems offer extensive empirical insight, neither
incorporates a formal controller model or guarantees that
untested scenarios cannot lead to unsafe behavior. Similar
limitations appear in integrated simulation environments such
as the CARLA-SUMO-CAVE co-simulation [34], which
enables realistic V2P accident recreation, but provides no
invariants, no verified temporal properties, and no mechanism
to enforce safety. Even full-stack DTs such as the system
proposed in [35], which includes realistic sensor simulation
and traffic replay, treat safety strictly as an empirical
measure of reliability across scenarios rather than as a
property proved for the controller itself. Field-validated DTs
follow the same pattern. The work done in [36] couples
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a vehicle and a DT through a 5G link to compare AEB
behavior in physical and virtual settings, and Fu et al. [37]
replicate real intersections to compute 77C-based warnings.
Despite their realism, the guarantees they provide remain
scenario-bound: controller dynamics are not formalized,
temporal correctness is not analyzed, and the DT does not
restrict the space of admissible behaviors. Likewise, the
B5G-MEC system [38] demonstrates low latency and accu-
rate perception for campus-scale coordination, but once again
delivers only measurement-based, not provable, assurances.
Campolo et al. [22] propose an edge-based vehicular digital
twin (VDT) that leverages containerized microservices,
OMA-LWM2M semantic models, and MQTT southbound
interfaces for real-time bidirectional synchronization of on-
board sensor and CAN-bus data with an edge node. The
framework aims to support monitoring, prediction, and
safety applications (e.g., cooperative perception and forward
collision avoidance) while keeping the communication and
computation footprint low. However, safety is addressed
only through data-driven monitoring and prediction; the
architecture does not embed a formally verified supervisory
controller, nor does it provide SMT-based guarantees on
determinism, absence of deadlocks, or bounded reaction time.

A second set of studies relies on data-driven or predictive
models. Silva et al. [39] examine vulnerable road users safety
via surrogate indicators, e.g., TTC, Xu et al. [40] integrate
SUMO and CarMaker to measure safety under varying
environmental conditions, and Gu et al. [4]1] combine DT
synchronization with pedestrian-intent prediction. These
researches excel at analyzing risk and complex interactions,
but they ultimately define safety in statistical or model-
accuracy terms. None formalizes controller logic, proves
reachable-state constraints, or derives bounds on reaction
time.

A final group supplements DTs with runtime monitoring.
Awaad et al. [20] pair a DT with a temporal-logic monitor
(TP-DejaVu) to detect violations of selected properties
inspired by ISO 26262. While this approach can flag
problematic behavior in simulation, it cannot guarantee that
violations will never occur, since the autonomous controller
(Apollo) is not formally specified and the DT functions only
as a source of observable traces rather than as a verified
supervisor.

Across these DT frameworks, safety remains empirically
assessed rather than formally enforced, since the controller
logic is neither specified nor verified. By contrast, HA-VDT
incorporates a formally defined supervisory controller into
the DT, providing determinism and verifiable safety condi-
tions, without relying solely on scenario-based evaluation.

C. INTEGRATION OF FORMAL METHODS AND DTs

Efforts to integrate formal methods with DTs typically focus
on using verification to validate adaptation decisions, deriv-
ing formal models from DT behavior for offline checking,
or applying formal reasoning to scenarios rather than to the
operational controller itself. Wright et al. [42] exemplify the
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first category by employing verified monitoring within a
DT-based self-adaptive architecture to validate prospective
reconfigurations before they occur; while effective for predic-
tive assessment, the verified model acts as an evaluator rather
than as the controlling logic. Xavier et al. [43] represent
approaches that extract discrete formal models from DT
simulation traces and verify them offline through tools such
as NuSMYV, providing valuable compliance checking but no
runtime enforcement and lacking the hybrid expressiveness
required for autonomous vehicles. Hou et al. [44] direct
formal verification toward the quality of automatically gen-
erated test scenarios, strengthening SOTIF-oriented virtual
validation but focusing on the test environment rather than on
the controller. The SOTERIA framework [24] further broad-
ens this landscape by verifying worst-case computational
latencies to support safety assurance, though its guarantees
concern performance assumptions rather than the logic
governing system behavior. Barbie and Hasselbring [21]
formalize the digital twin concept and introduce the notion
of Digital Twin Prototypes (DTP) using Object-Z notation
together with UML class diagrams. They define rigorous
specifications for physical twins, digital models, digital
shadows, digital threads, digital templates, digital twins,
and DTPs, aiming to support automated integration testing
and agile verification/validation of embedded software in
cyber-physical systems within CI/CD pipelines. While the
work advances formal understanding and design-time testing
of DTs, the formalization remains at the conceptual and
development level; it does not embed a runtime supervisory
controller with verified discrete transitions, invariants, or LTL
properties inside an operational Vehicle Digital Twin.

Across these integration efforts, verification typically
remains outside the operational control loop. HA-VDT shifts
this relationship by placing a verified HA directly in the DT
runtime layer: the formally checked logic governs system
behavior rather than merely evaluating it.

D. POSITIONING AND CONTRIBUTION

This paper introduces the HA-VDT architecture to address
this integration challenge by embedding formal verifica-
tion directly into the operational safety layer of the DT.
Our work is positioned by the following contributions.
First, we propose a unified VDT architecture where a
formally verified HA functions as the real-time supervi-
sory controller. Unlike existing VDT efforts, which treat
safety empirically through monitoring or scenario-based
prediction, the HA-VDT embeds formal guarantees directly
into the operational loop, transforming the DT from a
descriptive tool into a runtime safety enforcer with by-
construction assurances. This is intended to augment the DT
capabilities, moving its role beyond a purely predictive tool to
include a mechanism for continuous, formally assured safety
enforcement during operation. Second, we demonstrate the
use of formal verification techniques, including FOL and
LTL modeling and subsequent SMT-based model checking,
to verify key functional safety properties. These properties
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are foundational requirements for high-assurance systems
and are shown to align with expectations from automotive
safety standards (e.g., ISO 26262). Finally, the HA, with its
explicit modes, guards, and invariants, provides an inherently
interpretable model for safety logic. This clarity can support
analysis and regulatory compliance by showing the exact
logical path taken to arrive at a safety-critical decision.
In summary, as it can be seen in Table 1, the HA-VDT
framework aims to present a novel, integrated architecture
that can effectively combine a VDT with a formally verified,
real-time supervisory controller, enhancing both safety and
interpretability of autonomous vehicle control systems.

IV. HYBRID AUTOMATON FOR PEDESTRIAN
PROTECTION
To enforce safety supervision within the VDT, we define a
perception-based Hybrid Automaton (HA) that formally cap-
tures the discrete logic, continuous evolution, and transitions.
The automaton provides a verifiable controller layer within
the VDT, ensuring that safety requirements hold even under
sensor uncertainty. For each element in the HA definition
in Section II, we present the corresponding formalized
instance. Notice that, for brevity, we do not provide the
formalization for E, G, R and the predicates used in
the following section. However, for the interested reader, the
complete mathematical specification is available at [14].
Definition I (Discrete Locations): The finite set of dis-
crete locations L is defined as follows.

L = {Normal, Throttle, SoftBrk, EmergencyBrk},

Each discrete mode encodes a specific scenario:

o Normal: no detected/imminent pedestrian threat, thus
no action required.

« Throttle: pedestrian crossing with TTC in the safe-risky
range; throttle control is reduced.

o SOftBrk pedestrian crossing with 77C in the risky-
critical range; gradual braking is applied

« EmergencyBrk: pedestrian crossing under critical T7C
conditions; immediate full braking is executed.

Definition 2 (State Variables): The automaton state vari-

able sequence is defined as follows.

X =(Cy,...,Ch1,TTCy, ..., TTC,_1,
€SO, -+ -5 CSu—1,8d; S¢s 1)
where:

« n: the automaton dimension;

e C;, withi=0,...,n— 1: confidence of the pedestrian
detection in the i-th frame;

e TTC; withi =0, ...,n— 1: estimated time-to-collision
in the i-th frame;

e csiwithi =0, ..., n— 1: pedestrian crossing indicator

in the i-th frame;

e S4,8c: timers for detection staleness, crossing staleness,
respectively;

« 1: time since the last sensor update.
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TABLE 1. Grouped comparative analysis of formal verification and DT integration approaches for autonomous vehicle safety.

Refs.

| Key Focus

| Limitations

[ HA-VDT Contribution

@A)

Reachability and Safe-Set Methods

[25]1-[27], [31]

Predictive or design-time safety analysis
using reachability, viability, or invariant
sets for collision avoidance and cruise
control.

Offline or episodic verification; no runtime super-
visory control; cannot enforce guarantees under
perception uncertainty.

Real-time safety enforcement through
an embedded, formally verified hybrid
automaton with ISO 26262 alignment
and explicit guarantees under noise.

®B)

Online or Real-Time Reachability

[28]-[30]

Online reachable-set estimation, RSS-
based verification, or prediction-based
mode selection to validate trajectories.

Plan-level or episodic checks; probabilistic
or prediction-dependent guarantees; mode-
switching not formally verified.

Continuous supervisory control with
SMT-verified properties, certified mode
transitions, and worst-case reaction-time
guarantees.

(C) DT-Based Testing, Stress Testing, and Co-Simulation

[22], [32]-[41]

DT platforms for large-scale testing,
stress testing, VRU risk mapping, in-
tention prediction, co-simulation, and
scenario-based evaluation.

Purely empirical or statistical validation; no
worst-case reasoning; no formal controller; relies
on scenario coverage rather than guarantees.

Verified supervisory controller em-
bedded in the VDT, enforcing invariants,
reachable-set conditions, and bounded
reaction-time properties.

(D) Formal Methods Integrated With DTs

[21],
[42]-[44]

[24],

Formal verification used for adaptation
monitoring, offline model checking of
DT-derived models, scenario verifica-

Formal reasoning applied to adaptation, scenar-
ios, or performance—not the runtime controller;
models are predictive or offline only.

Operational safety via a formally
verified HA acting as real-time
supervisory  controller,  providing

tion, or timing-assurance analysis.

by-construction guarantees and
interpretable logic.

The choice of the state variables X is driven by the
necessity of robustness against sensor noise. The variables
are partitioned into buffered sensor measurements (set of C;,
TTC; and cs;), which store the most recent n frames to
enable a consensus-based safety logic that filters out spurious
readings. Timers s4, s, provide a crucial safety margin by
tracking the staleness of the detection and crossing consensus.
Specifically, they allow previous detections or crossing states
to remain valid for a bounded period even if the data is
transiently lost (e.g., due to a brief occlusion), preventing
potentially unsafe scenarios. This dual approach ensures the
discrete safety location transitions are triggered only by
verifiably persistent threats and not by momentary sensor
glitches, thereby bridging the gap between high-frequency
perception and reliable control. The variable ¢ serves as
a data-driven guard: it forces the automaton to delay any
discrete transition until a new sensor frame is available,
ensuring all state changes are based on the freshest possible
data.

Definition 3 (Initial State): Being n = |X]|, i.e., the
number of variables in X, for any v € R”, Init holds if v is:

¢« C;i=0,c5i=0,0<i<n;

e TTC; =NO_TTC, 0<i < n;

e sg = STALE, s, = STALE;

o I = O
NO_TTC and STALE are sentinel values to denote a safe
TTC and stale data.

Definition 4 (Continuous Evolution): For any | € L, the
flow condition f (/) is the same and is defined as:

e« C;=0,TTC;=0,¢5;, =0, 0<i<n;
o« sy=1,5.=1,i=1.

In our settings, C;, TTC;, cs; do not change over time as
they are updated by discrete events (i.e., those formalized
in R), while s4, 5., and ¢ grows at a fixed rate.
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G(N,N),R(N,N)

G(N,EB), R(N,EB)

Guard and Reset

G(N,N) =t=D_FREQ

G(N,T) =t<D_FREQ A sc < STALE A sr_TTC A =rc_TTC A =c_TTC
G(N,SB) =t<D_FREQ A sc< STALE A rc_TTC A-c_TTC

G(N,EB) =t<D_FREQ A sc< STALE Ac_TTC

R(N,N) = update

R(N,T) = R(N,SB) = R(N,EB) = staleness_reset

FIGURE 1. Guards and resets from Normal state (N = Normal, T = Throttle,
SB = SoftBrk and EB = EmergencyBrk).

Definition 5 (State Invariants): The function Inv(l) is

defined as follows.
Inv(Normal) =+ < D_FREQ A
(sq > STALE v s, > STALE v s_TTC v doubt)
Inv(Throttle) = r < D_FREQ A s, < STALE A
((sr_TTC A =rc_TTC A —=c_TTC) v doubt)
Inv(SoftBrk) =t < D_FREQ A 5. < STALE A
((rc_TTC A —=c_TTC) v doubt)
Inv(EmergencyBrk) =+ < D_FREQ A s. < STALE

In our setting, detections occur every D_FREQ millisec-
onds; thus, the condition r < D_FREQ forces the automaton
to exit the current state and trigger the corresponding
transition to handle the arrival of new detections. This
ensures state updates based on the most recent sensor
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information, allowing timely responses to changing threat
levels. Intuitively, the invariants enforce the following
properties. In Normal, one of the following conditions must
hold: (i) no recent pedestrian has been detected (i.e., sg >
STALE); (i) no recent crossing pedestrian has been detected
(i.e., s > STALE); (iii) a pedestrian has been detected at a
safe TTC (i.e., sS_TTC must hold); or (iv) the consensus in
the TTC buffer has not been reached (i.e., doubt predicate
must hold). In Throttle and SoftBrk it must hold that:
(7) a crossing pedestrian has been recently detected (i.e., s, <
STALE); (if) a pedestrian has been detected at a safe-risky
or risky-critical TTC (i.e., sr_TTC for Throttle or rc_TTC
for SoftBrk must hold); or (iii) the consensus in the TTC
buffer has not been reached (i.e., doubt predicate must hold).
Finally, in EmergencyBrk, it must hold that a crossing
pedestrian has been detected recently.
For brevity, we visually represent, for Normal location,
edges E, guards G and discrete events R in Figure 1.
Guards (marked with G) state that we can reach Throttle,
SoftBrk and EmergencyBrk, if no new detection arrives
(i.e., t < D_FREQ), a crossing pedestrian has been detected
(i.e., predicates s; < STALE and s, < STALE) at different
threat levels (predicates sr_TTC, rc_TTC and c_TTC).
Notice that, the majority of other guards are built upon
those represented in Figure 1, e.g., G(Throttle, SoftBrk) =
G(Normal, SoftBrk).
The function R, describing discrete evolution of variables,
associates the following predicates to edges:
o for any v,v' € R", update, occurring in self-cycle
edges, holds if v/ contains a new detection with C, TTC
and cs buffers shifted by one position and ¢ = 0.
All other elements remain unchanged;

o for any v,v' € R", staleness_reset, occurring at
any location change, holds if V' has s/, = 0 and
s/c = 0, in case a pedestrian is detected and crossing,
respectively. All other elements remain unchanged.

A. SAFETY PROPERTIES AND VERIFICATION
To ensure the correctness of our HA, we define a set of safery
and liveness properties that capture the intended behavior
under all possible detection scenarios. These properties
are formalized using First Order Logic (FOL) and Linear
Temporal Logic (LTL). As we will see, in our formalization,
we use standard LTL operators to express temporal properties
over the hybrid automaton. The operator G denotes that
a property holds forever in the future behavior, while X
indicates that a property holds in the immediate next state.
For notational convenience, we write X¥¢ to indicate that ¢
holds after k consecutive discrete transitions. This shorthand
is equivalent to nesting Xk times, i.e., X(X(...(X(@))...)).
Using this notation allows concise specification of properties,
e.g., bounded reaction times, without ambiguity in discrete-
time evolution.

We now define the predicate legal, denoting the admissible
values that state variables can assume. Notice that, legal
always holds throughout the entire automaton evolution.
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Definition 6 (Legal Values): Being n =
v € R", the predicate legal holds if v is:
o C;, TTC;, cs; are realistic sensor values, ie., C; €
[0,1], TTC; = 0,c¢s; € {0,1},0 <i < n;
« DFREQ-h <s; <D_FREQ-(h+1)and D_FREQ-
k < s. < D_FREQ - (k + 1), where h, k are the
smallest indexes in the sequences (i.e., C; and cs;) where
the predicates to acknowledge detection and crossing
statuses hold; if they never hold, then s; = s. = STALE.
For example, if cso = 0, ¢s1 = 0 and ¢s; = 1 for
2<i<n,thenk =2;
« 0 <t <D_FREQ.
Property 1 (Determinism): Being n = |X|, for any legal
v € R" and for each (1,1"), (I,1") € E with I’ # 1", either
the invariant holds or at most one transition can be fired.
Formally,

V() (I eE L #£1"
Vv e R" . legallX :=v]
= —(G(, I[X :==v]I A G, 1I"X :=v])

|X|, for any

and
Y(,I')e E,¥v € R" . legal[X :=]
= —(G(, )X = v] A Inv(DIX := v])

Explanation: This property enforces deterministic behavior,
guaranteeing that sensor readings and control logic always
lead to a unique and predictable actuator command. By pre-
venting conflicting transitions, the system ensures safe and
reliable interactions between the software controller and the
physical vehicle dynamics.

Property 2 (Absence of Blocking States): Being n = |X|,
for any legal v € R”" and for each (I,1') € E, either the
invariant holds or there is at least one fireable transition.
Formally,

Vv e R".legal[X :=v]

= ( A\ =G )X = 1) = Iv(DIX := ]
(,I'eE
Explanation: This property ensures that for every discrete
location I, either at least one outgoing transition is enabled
or Inv(l) holds. This guarantees that the controller never
reaches a state where no valid action can be taken, preventing
deadlocks. Consequently, the vehicle always responds safely
to sensor inputs, maintaining continuous interactions between
software decisions and physical vehicle behavior.

Property 3 (Upper Bound Reaction Time): For any possi-
ble execution of the automaton, if we start from Normal and
threat(Cy, TTCy, cso) (i.e., there is crossing close pedestrian)
persists, the automaton enters a braking state (i.e., SoftBrk or
EmergencyBrk) in at most & steps. Formally,

k—1
G (Normal A /\ X/(threat(Co, TTCy, cs0))
i=0
k
= \/ X/(SoftBrk v EmergencyBrk))

j=1
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Explanation: From Normal, i.e., absence of threats, when-
ever a close sudden pedestrian is being detected over
time, the automaton enters a braking state, i.e., SoftBrk,
EmergencyBrk mode, in at most k steps. According to
the automaton design in [14], k = 4 is the maximum
number of consecutive detection frames that must agree
before the automaton enters SoftBrk or EmergencyBrk.
Being that, new frames arrive each 100ms, reaction time
to threat is 400ms, almost halving human reaction time,
i.e., 700ms [45].

Notice that, the property above is expressed with LTL,
hence it must hold over all execution paths of the HA.

Together, the three properties align with functional-
safety practices in the automotive domain. ISO 26262 [4]
requires that safety mechanisms not only detect hazards
correctly but also react predictably and within bounded time,
because unpredictable or delayed responses can themselves
be safety hazards. As noted by safety-critical tool ven-
dors, ISO 26262 explicitly demands worst-case execution-
time (WCET) estimates and predictable timing behavior
in software components. By expressing timing guarantee
in LTL in combination with determinism and guaranteed
progress, we provide a formally verifiable specification of our
pedestrian protection controller that ensures predictability,
bounded reaction, and reliability required for functional-
safety architectures.

To formally verify that our HA satisfies the defined
properties, we encode the automaton and LTL properties into
constraints for the Z3 SMT solver [12]. Continuous sensor
variables, timers, and discrete states are represented as Z3
real and integer constants, while transitions and invariants
are captured as logical formulas over these variables.
To guarantee that a property holds universally, and not merely
that there exists one configuration satisfying it, we check the
unsatisfiability of its negation, i.e., no configuration satisfies
the negation of the property we want to prove. Violations are
automatically detected by Z3 as counterexamples, providing
concrete models that lead to violating states.

The use of formal verification aligns with ISO 26262 [4]
to achieve high levels of assurance against systematic fail-
ures. By mathematically proving the absence of deadlocks,
determinism, and bounded reaction times, we address the
standard requirements for rigorous validation of safety
properties. Furthermore, the explicit modeling of the HA
and the associated proofs provide the necessary evidence for
certification.

V. HYBRID AUTOMATON-BASED VDT ARCHITECTURE

The HA-VDT architecture establishes a closed-loop sys-
tem integrating Al-based perception with formally verified
control in a unified architecture. As depicted in Figure 2,
the architecture consists of three modular components:
the Perception Layer, the State Manager and the hybrid
automaton. Although the present work focuses on pedestrian
protection, arguably one of the most safety-critical urban
scenarios, the HA-VDT architecture is a general and reusable
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FIGURE 2. HA-VDT architecture overview.

pattern for any safety-critical driving function. Extending the
framework to new tasks (e.g., cyclist-aware AEB, adaptive
cruise control) requires only the definition of additional
discrete modes and guards within the same formally verified
HA, together with minimal extensions of the continuous state
vector handled by the State Manager. The compositional
nature of the verification approach ensures that safety
properties already proved for existing modes remain valid.

A. PERCEPTION LAYER

The Perception Layer updates the vehicle in real time with
information about the surrounding scene, with particular
emphasis on the detection and characterization of pedestrians.
It relies on two co-located sensors sharing the same mounting
point, field of view, and calibration matrix: an RGB camera
and a metric depth camera. Because the two sensors
are geometrically co-registered by construction, i.e., same
intrinsic parameters, same extrinsic pose, no stereo baseline,
their output frames are pixel-aligned: pixel (#, v) in the RGB
image corresponds to the same scene point as pixel (u,v)
in the depth image, with no stereo matching or extrinsic
calibration required at runtime. Both sensors are acquired
synchronously at the same frequency, guaranteeing that each
RGB frame and its associated depth map are temporally
consistent.

Pedestrian detection is performed on the RGB stream
using the YOLOv8n detector [46], a lightweight single-stage
architecture well suited to embedded platforms. For each
detected pedestrian, the model outputs a bounding box B; =
(x1, y1, X2, y2) together with a confidence score C; € [0, 1];
detections below a confidence threshold are discarded. The

bounding box centroid
x1+x yi+ yz)

(xcy ye) = ( 5 5

is used to index the co-registered depth map at the
corresponding pixel, yielding a direct metric distance
measurement. Because the two sensors are pixel-aligned,
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this lookup is geometrically exact: no 3D reconstruction or
depth inference from image features is involved. The depth
sensor encodes measurements in a 24-bit representation,
decoded as

r+256g+256%b

2563 — 1

from which the vehicle front-bumper offset is subtracted
to obtain the pedestrian distance d; from the front of the
ego vehicle. Given the current vehicle speed v, the time-to-
collision is then TTC; = (d;/v) x 1000 ms.

In addition, the system evaluates whether each detected
pedestrian lies on a potential collision trajectory via a geo-
metric check against a predefined Region of Interest (ROI)
aligned with the vehicle heading. The angular half-width
of the ROI decreases linearly with distance, mirroring the
reduced perceptual and kinematic relevance of far-away
subjects:

raw __
d;*" =

x 1000 m,

_ d: _
Omax(di) = 9(1 - 3) , 0<d;<d,

where d is the maximum distance at which a crossing
pedestrian could produce a TTC below the safe threshold
TTCjs at the highest considered vehicle speed, and 6 is the
angular half-width of the vehicle projected at close range,
augmented by a lateral safety margin to account for pedestrian
body width and lateral positioning uncertainty. The angular
deviation Ayr between the pedestrian’s image-plane position,
converted to an angle using the shared camera calibration
matrix, and the vehicle’s current heading is computed;
a pedestrian is classified as crossing if |AY| < Omax(d),
producing the binary label cs; € {0, 1}. In the case of multiple
simultaneous detections, the Perception Layer forwards to
the State Manager only the most critical one: the crossing
pedestrian with the smallest 7TC, if any, or otherwise the
closest non-crossing pedestrian.

The complete end-to-end timing chain from sensing to
actuation proceeds as follows. At each perception cycle, the
Perception Layer ingests the latest co-registered frame pair,
runs inference, computes d;, TTC;, and cs; for each detection,
and publishes the resulting payload to the State Manager.
The State Manager updates the VDT state buffers and
synchronously invokes the HA, which evaluates the active
guard and returns a control command to be applied to the
vehicle.

B. STATE MANAGER

The State Manager maintains the virtual state of the VDT,
encoded according to Definition 2. Upon receiving new
values: for C, TTC, and cs, it updates the corresponding
buffers by shifting existing elements one position to the right
and inserting the new measurements at the first position; it
updates time-related variables by the elapsed time dr since
previously received measurements. The new virtual state is
then synchronously fed to the HA, which computes the proper
virtual state change to apply, e.g., throttle, brake. Once the
state change has been computed, the State Manager reflects
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it to the physical object, thereby maintaining consistency with
between virtual and physical entities.

C. HYBRID AUTOMATON

The HA component implements the model of Section IV.
It operates through a reactive execution model. More
precisely, once the State Manager sends the current virtual
state to the automaton, it reacts as follows:

1) it looks for a possibly fireable transition based on the
active guard (by Property 1, at any time there is always
at most one guard active);

2) it computes the next state: if no transition can be fired
the current state is still valid (by Property 2, if no
transition is fireable, the state invariant still holds).
Based on the fired transition, the automaton commands
a given state change to the State Manager.

VI. EVALUATION

We now present the results obtained by applying our
HA-VDT architecture to the AEB Pedestrian scenarios
defined by the Euro NCAP 2023 protocol [13] (we just
disregard the scenario where the pedestrian is not crossing
the vehicle path). The choice of Euro NCAP scenarios allows
us to measure the behavior of our system in realistic config-
urations widely accepted in the industry. The primary goal
of this evaluation is not to benchmark against state-of-the-
art pedestrian protection algorithms, but to demonstrate that
the integrated HA-VDT architecture can successfully execute
complex, safety-critical driving functions, while adhering to
the formally verified properties, e.g., determinism, bounded
reaction time. Independent evaluations of production AEB
systems, such as the AsPeCSS project [47], report strong
results in non-occluded pedestrian configurations, while
also identifying obstructed-pedestrian crossings as the most
demanding conditions due to very limited sighting time after
occlusion. These findings provide a representative baseline
for understanding expected performance trends across the
considered Euro NCAP scenarios. The complete code for
reproducing the experiments presented throughout this work
is available at [14].

A. EXPERIMENTAL SETUP

Experiments are carried out using CARLA 0.9.15 in syn-
chronous mode, employing a sensory pipeline consisting
of synchronized RGB and depth cameras producing new
frames at 10Hz and sending via Mosquitto MQTT broker.?
The ego vehicle is jointly controlled by CARLA autopilot,
i.e., steering, and our HA-VDT, i.e., throttling and braking,
while its speed is dictated by the scenario under considera-
tion. The HA-VDT runs entirely on an NVIDIA Jetson NX
Orin Series edge node, enabling on-board computation under
realistic resource constraints. Concretely, our HA-VDT can
enact three actions: (i) throttling acceleration, i.e., release
of the accelerator and, consequently speed reduction via

2https://mosquitto.org
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engine brake; (ii) brake, i.e., active and progressive braking;
and (iii) emergency brake, i.e., maximum braking stopping
vehicle as soon as possible.

Following Euro NCAP directives, the pedestrian and
vehicle accelerate until they reach their target speeds and
the test starts once the TTC between the ego vehicle
and pedestrian is 4s.

To test our HA-VDT, we focused on the following four
scenarios. The Car to Pedestrian Farside Adult (CPFA)
scenario, which simulates a pedestrian crossing at a speed
of 8km/h from the opposite side of the vehicle direction
of travel, fully visible and with a perpendicular trajectory.
The Car to Pedestrian Nearside Adult (CPNA) scenario
represents a nearside crossing, where the pedestrian crosses
the road from the vehicle direction of travel side at a speed
of Skm/h. The Car to Pedestrian Nearside Child Obstructed
(CPNCO) scenario, includes a pedestrian initially occluded
by a side obstacle, i.e., a parked car, crossing the street
from the vehicle direction of travel at a speed of Skm/h.
Finally, the Car to Pedestrian Turning Adult (CPTA) scenario
simulates a pedestrian crossing, from both sides of the road at
a speed of 5km/h, during a vehicle turn, combining changes
in direction and more complex geometries. For each scenario,
we performed 100 independent runs varying ego vehicle
speed (we pick 30km/h and 50km/h, as we are in an urban
environment) and environmental condition, i.e., day-time and
night-time. The only exception is the CPTA test: as required
by the Euro NCAP protocol, we run tests only during day-
time conditions at speeds of 10km/h and 20km/h. To evaluate
the performance of our HA-VDT, we consider the following
metrics: (7) the minimum stopping distance dpy;j, of the ego
vehicle w.r.t. the pedestrian; (ii) the automaton reaction time,
i.e., the time elapsed from the first detection of the crossing
pedestrian to the execution of an action; (iif) collision rate;
and (iv) Euro NCAP points, which is 1 for avoided collision as
well as for collisions with a residual speed lower than 20km /h
(for greater residual speeds, we use linear interpolation to
compute the score to assign).

TTC thresholds are chosen by combining findings from
the traffic-safety literature, human-factors studies, regulatory
requirements, and empirical evaluations carried out in Euro-
NCAP-based simulations. Early research originating from
Hayward [48] and expanded by Vogel [49] shows that TTC
values in the 1000 — 1500ms range correspond to critical situ-
ations in which collision avoidance becomes extremely diffi-
cult under realistic braking capabilities. Deveaux et al. [50]
confirms that a pre-crash 77C in naturalistic datasets
typically fall in the 1100 — 1400 ms interval, reinforcing
1000ms as the practical boundary for last-moment avoid-
ance. Human-factors studies on Forward Collision Warning
likewise recommend urgent alerts below a TTC of 2000ms
and earlier advisory cues around 2500 — 3500 ms, consistent
with measured driver perception-reaction times, as reported
by Puente and Gohl [51]. Regulatory practice in recent
NCAP standards also aligns: for example, NHTSA guidelines
indicate performance expectations around 77C = 2000ms

VOLUME 14, 2026

for warning, and systems are expected to avoid collision
under stricter AEB tests [52]. In our architecture, we align
with these findings by adopting as thresholds 3500ms,
2000ms, 1000ms, for safe, risky and critical scenarios,
respectively.

To ensure robustness against noise, we maintain 10-frame
buffers, which capture approximately the last second history
at our perception frequency (10Hz) and apply a graded
consensus policy checking 20%, 40%, 60% and 80% of the
freshest frames for critical, risky-critical, safe-risky and safe,
respectively, events. The consensus thresholds were selected
a priori to reflect the minimum reliable agreement within our
10-frame buffer. For instance, the 20% threshold for critical
events requires confirmation in the 2 most recent frames,
providing the fastest possible response that can still overcome
a single transient sensor error. Additionally, to account for
temporary loss of information due to, e.g., sensor faults,
we use an additional consensus factor of 80% applied to all
graded consensus thresholds but the critical one.

B. COMMUNICATION TIME ANALYSIS

To quantify the communication latency of the perception-
control loop, we conducted an analysis of the propagation
delays occurring along the MQTT messaging pipeline and
the internal processing time of the HA. For each run,
we measured the duration from the moment perception
data are published by the vehicle to the broker, through
message reception and parsing, to the completion of the
automaton decision cycle and the emission of the corre-
sponding control command back to the vehicle. Across
a total of 1600 simulations, covering all combinations of
scenario configuration, vehicle speed, and environmental
conditions, these latency components are aggregated to derive
representative statistics of the communication and decision-
making overhead. The resulting values, summarizing data
reception, hybrid-control processing, and command-return
latency, are reported in Table 2.

TABLE 2. Statistical results of MQTT communication times and
automaton processing.

Metric in ms Mean Min Max Std
Send information 21.357 0.189 47.974 12.117
Automaton processing 0.035 0.009 2.006 0.021
4.528 0.154 47.985 11.239

Receive information

Results reported in Table 2 indicate that the dominant
contribution to end-to-end latency arises from the commu-
nication phases, while the computational overhead of the
HA is effectively negligible. Automaton processing time
remains consistently less than a millisecond (mean 0.035ms),
with minimal variability, confirming that its decision logic
introduces no meaningful bottleneck even under the most
demanding conditions of the test matrix. In contrast, the
send and receive stages show higher dispersion, reflecting the
inherent variability of network-based message propagation.
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The mean transmission time of 21.357ms and reception time
of 4.528ms remain well within admissible bounds for a
closed-loop ADAS pipeline, and their maxima, although an
order of magnitude larger, occur infrequently enough not to
affect the stability of the control loop. Overall, the aggregated
timings demonstrate that the complete perception-decision-
actuation cycle operates comfortably within the temporal
budget imposed by the 10Hz perception stream, ensuring
that the HA-VDT can respond with sufficient reactivity to
evolving traffic situations. Although MQTT is not the most
performant communication protocol for low-latency automo-
tive applications, the measured latencies remain acceptable
for our closed-loop setup. Consequently, when deploying
the same architecture over automotive Ethernet, whose
bandwidth, determinism, and QoS mechanisms substantially
exceed those of MQTT, we expect the system to exhibit even
lower communication delays and tighter timing dispersion.

C. CPFA: CAR TO PEDESTRIAN FARSIDE ADULT

The pedestrian starts on the far side of the road and,
although detected early, remains outside the vehicle path for
a relatively long portion of the trajectory. This explains why
the automaton does not intervene initially: the pedestrian
is visible but not yet classified as dangerous. Once the
pedestrian steps into the path, the crossing state switches
immediately, triggering the appropriate control action.

This behavior explains why the measured minimum
distances remain reasonable despite the pedestrian being
perceived from very far away: the HA-VDT monitors the
pedestrian continuously but does not intervene until the
pedestrian actually enters the vehicle’s path. As it can be
seen in Figure 3, the minimum distance dpi, in different
combinations of speed and environmental conditions remains
reasonable. At a speed of 30km/h, both during the day and
at night, the vehicle maintains safe distances (approximately
4 meters), and the autonomous system intervenes in most
cases only with the mild brake actions and, in a few instances,
also switches to brake. As expected, at 50km/h, due to
action space reduction caused by higher speed, the minimum
distance decreases yet remaining reasonable (approximately
1.5 meters). As it can be seen, the system performance
remains consistent in both environmental conditions with
an expected greater variability of dpi, values at high speed
during night: this is caused by lower lighting making it harder
to detect pedestrians.

In Figure 4, we show the reaction time, i.e., the interval
between the pedestrian being detected below the risky 77C
and the execution of a braking action. Average values range
between 320 — 400ms, with a small difference between
the two speeds: at 50km/h, transitions are faster because
the 77C decreases rapidly. Notice that, the higher values
(around 400ms) correspond to transitions toward non critical
states (e.g., Throttle), which require a greater amount of
agreeing frames. Instead, for SoftBrk and EmergencyBrk,
the measured reaction time is, on average, 400ms, empirically
confirming what we formally proved in Property 3.
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FIGURE 4. Reaction time in the CPFA scenario.

In Table 3 we summarize the main results. As it can be
seen, our HA-VDT just hits the pedestrian once over 400 runs
(in the worst combination of speed and environmental
condition) with a residual speed of 14km/h. Notice that,
according to Euro NCAP score assignment, we get the full
point, despite the presence of a collision, thanks to a speed
reduction greater than 20km /h required by the protocol.

TABLE 3. CPFA scenario results.

Environment Collisions Vres (km/h) Score
30km/h (day) 0 - 100
30km/h (night) 0 - 100
50km/h (day) 0 - 100
50km /h (night) 1 14.04 £ 0.00 100

D. CPNA: CAR TO PEDESTRIAN NEARSIDE ADULT

The Car to Pedestrian Nearside Adult (CPNA) configuration
poses a substantially harder detection problem than CPFA,
as the pedestrian approaches from the nearside, giving the
camera a much shorter interval to observe the motion before
the pedestrian enters the vehicle path. As a consequence,
the system has less contextual information to stabilize the
crossing classification, and the moment where the pedestrian
genuinely obstructs the trajectory occurs more abruptly.
At low speeds this shortened observation window is still
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sufficient to avoid braking, but at higher speeds the reduced
temporal margin becomes the dominant factor. Night-time
conditions exacerbate this effect, as the confirmation of
the pedestrian motion is slightly slower, further narrowing
the already limited window. These characteristics make
late braking more likely and explain the higher number of
collisions at 50km/h, even though the residual speeds still
meet the Euro NCAP reduction requirement.

The above is reflected in Figure 5, which shows the
minimum distance dp, across the different configurations.
At 30km/h, no value is reported for dmi, because in all
runs the system intervenes exclusively with mild brake.
At 50km/h, instead, the reduced temporal margin results in
smaller and more variable values of dy;,. The effect is more
pronounced at night, where lower illumination slightly delays
the confirmation that the pedestrian has entered the vehicle
path, producing a wider dispersion of outcomes.
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FIGURE 5. Minimum distance dy,;, in the CPNA scenario.

Figure 6 reports the reaction time under the different
conditions. At 30km/h, values are higher (around 500ms),
as low level threats require a greater consensus in the
automaton buffers; at 50km/h, the TTC drops and braking
conditions are reached sooner, resulting in lower reaction
times, especially in daylight conditions. As in the CPFA
scenario, the highest values correspond to non critical
transitions, while for EmergencyBrk and SoftBrk the
measured reaction times consistently remain below the 400ms
bound.

Table 4 summarises the results. Compared to CPFA,
the number of collisions increases at 50km/h, particularly
at night, where the combination of reduced lighting and
shorter lateral distance reduces the available reaction window.
Nevertheless, whenever a collision occurs, the system
consistently achieves a significant reduction in speed.

E. CPNCO: CAR TO PEDESTRIAN NEARSIDE CHILD
OBSTRUCTED

The Car to Pedestrian Nearside Child Obstructed (CPNCO)
scenario represents the most critical condition: a pedestrian,
initially occluded by a parked vehicle, suddenly appears. The
behavior of the system is shown in Figure 7: at a speed
of 30km/h, despite the delayed appearance, the system is able

VOLUME 14, 2026

Scenario
=3 Day
== Night
050

°
&

Reaction time (5]

°
&

035

300 500
Vehicle speed [km/h]

FIGURE 6. Reaction time in the CPNA scenario.

TABLE 4. CPNA scenario results.

Environment Collisions Vres (km/h) Score
30km/h (day) 0 - 100
30km/h (night) 0 - 100
50km /h (day) 2 6.45 +6.72 100
50km /h (night) 7 14.59 + 4.56 100

to maintain relatively high final distances of approximately
2.5 — 3m; at 50km/h, in day-time tests, the system still
manages to activate effective braking, maintaining an average
dmin greater than 1.5m, while in night-time tests, lower
lighting further delays the confirmation of the threat by few
frames. Such a delay is enough to reduce dp,ip to values close
to zero, resulting in increased variability and collisions.
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FIGURE 7. Minimum distance dy,;, in the CPNCO scenario.

In Figure 8, we present the reaction time analysis.
At 30km/h, the times are longer than in the previous cases
(approximately 400 — 440ms during the day and 500 — 520ms
at night), caused by the higher consensus required by low-
level threats. At 50km/h, reaction time decreases significantly
in day-time runs (approximately 310 — 320ms), as the
sudden appearance of the pedestrian at a close distance is
a high-level threat scenario that requires low consensus in
buffers. Atnight, HA-VDT reaction is further delayed frames,
producing the strong variability observed (320 — 390ms).
As in the previous scenarios, the highest values correspond
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Vehicle speed [km/h]

FIGURE 8. Reaction time in the CPNCO scenario.

TABLE 5. CPNCO scenario results.

Environment Collisions Vres (km/h) Score
30km/h (day) 0 - 100
30km/h (night) 0 - 100
50km /h (day) 0 - 100
50km /h (night) 36 18.82 £2.51 99.65

to non critical actions, while for braking ones the reaction
time remains within the 400ms limit proved in Property 3.

Table 5 shows the aggregated analysis. Results, particularly
at 50km/h, reflect the same difficulty documented in
AsPeCSS [47] under occlusion: the combination of late
appearance and reduced visibility results in short 77C values,
which inherently limits braking effectiveness. Importantly,
despite the adversarial conditions, our system achieves
substantial TTC-aligned speed reduction (average residual
18.82 km/h at night). These results hint at the need for a
smarter road infrastructure capable of proactively sharing
information with vehicles nearby, providing cooperative
perception cues.

Unlike the CPNA scenario, here there are no collisions in
day-time executions at 50km/h. The reason is the following.
The person exits the parked vehicle and immediately enters
an area of strong visual contrast, making their presence more
evident to the Perception Layer. In the CPNA case, the
pedestrian is visible throughout the approach phase and can
be partially confused with the background until they step onto
the roadway, delaying confirmation of the crossing status and
leaving less margin for intervention.

F. CPTA: CAR TO PEDESTRIAN TURNING ADULT

The Car to Pedestrian Turning Adult (CPTA) scenario is
different compared to the previous cases: vehicle does not
proceed in a straight line but makes a right turn while the
pedestrian crosses the intersection. The following config-
uration increases the complexity, as the vehicle trajectory
changes continuously during the maneuver and the pedestrian
position might become critical, depending on the phase of
the turn. The Euro NCAP protocol distinguishes between two
variants, farside and nearside. In the former, the pedestrian
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comes from the opposite side of the direction of the turn,
initially remaining further away from vehicle trajectory (thus,
being less critical to manage). In the latter, the pedestrian
comes from the same side as the direction of the turn,
reducing the time available for the system to intervene and
making the task significantly more difficult.

Figure 9 shows the minimum distance dp,, for all variants
and speeds. At 10km/h, the farside variant maintains a safety
margin greater than 1.5m in all cases, while the nearside one,
we observe dmin = 0, due to occasional collisions caused
by late detection of the pedestrian in the ROI. At 20km/h,
we only have farside executions, and the system effectively
compensates for the reduction in the time available for
intervention and maintains high final distances, with average
values of around 2.5m.

-
°

Crossing side
Bl FarSide
NearSide

w
°

°

Minimum distance from pedestrian [m]
PR
RN

°
@

°
°

Vehicle speed [km/h]

FIGURE 9. Minimum distance d,;, in the CPTA scenario. The nearside
variant is only tested at 10 km/h, as the Euro NCAP protocol does not
prescribe a nearside configuration at 20 km/h.

Figure 10 shows reaction time. In the farside variant,
the behavior is stable: at 10km/h, reaction time is close
to 500ms, reducing to about 360ms at 20km/h due to the more
rapid decrease in TTC. In the nearside variant, reaction time
shows much greater variability, consistent with the strong
dependence on the timing the pedestrian becomes visible
during the turn. As in previous scenarios, braking actions
always comply with the limit established in Property 3.

Crossing side
B FarSide
[ NearSide

——

o

o
&

°
&

Reaction time [s]
°

030

020 J—

Vehicle speed [km/h]

FIGURE 10. Reaction time in the CPTA scenario. The nearside variant is
only tested at 10 km/h, as the Euro NCAP protocol does not prescribe a
nearside configuration at 20 km/h.
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The results are shown in Table 6. As dictated by EU
NCAP protocol, the score is determined directly by the impact
speed. The protocol distinguishes between two situations:
at 10km/h, in the event of a collision, the score starts
at 60 points and decreases according to

score = 60 - max(O, 1— @) .

10
In absence of collisions the protocol assigns the full
100 points, if no impact speed is recorded. At 20km/h for
impacts with vies < 5 km/h, the score decreases by 6 points
for each km/h; above this threshold, the reduction continues
with a decrease of 10 points for each additional km/h,
down to zero. In the CPTA nearside, results exhibit the
same performance limitations reported in AsPeCSS [47],
where pedestrians enter the sensor field abruptly. In such
geometries, Euro NCAP notes that the pedestrian becomes
critical comparatively late, leading to shortened 77C values
and inherently constrained braking margins. The 9 collisions
observed at 10km/h, therefore align with the expected
behavior of state-of-the-art AEB systems when confronted
with late-entry, near-side trajectories. Nevertheless, our low
residual speed achieved in these impacts (4.34, km/h on
average) confirms that the system is still capable of delivering
meaningful mitigation even under these deliberately adverse
CPTA conditions.

TABLE 6. CPTA scenario results.

Environment Collisions Vres (km/h) Score
Farside 10km/h 0 - 100
Farside 20km/h 0 - 100
Nearside 10km/h 9 4.34+0.41 90.9

VIl. THREATS TO VALIDITY

This section discusses the assumptions underlying the formal
guarantees of the HA-VDT and the conditions under which
those guarantees remain valid at runtime.

A. CONTINUOUS-TIME ABSTRACTION AND SENSING
UNCERTAINTY

The HA is specified under standard continuous-time hybrid
automaton semantics [6]: timer variables flow at rate 1 in
every mode, mode-exit conditions are continuous-time
invariants, and discrete jumps are instantaneous. The model
therefore captures continuous temporal evolution rather than
a discrete-time approximation of vehicle dynamics, and the
verification reflects this directly, since time is represented by
real-valued variables throughout the Z3 encoding. Periodic
frame arrival is not a competing discrete-time nature that must
be approximated away, but an ordinary feature expressible
within this formalism: between consecutive sensor frames the
timers ¢, s4, 5. evolve continuously under the flow conditions,
while the arrival of a new frame induces an instantaneous
discrete jump. This continuous-flow/discrete-jump structure
is exactly what hybrid automata are designed to express.
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The sampling period D_FREQ (100ms in our deployment)
enters the model as the bound t < D_FREQ in every mode
invariant, forcing the automaton to take a transition at each
frame boundary. Consequently, the guarantees established
over real-valued time hold at precisely the temporal resolu-
tion at which the physical system observes the world, with
no discrete-time approximation gap in the temporal model
between the verified automaton and the deployed sensing
loop.

All residual uncertainties, i.e., sensing noise, occlusion,
transient dropouts, timing effects, communication latency,
and the inherent limits of handing control back safely, are
handled by three complementary mechanisms that operate on
top of the verified logic. Each sensor variable is maintained as
a sliding window of the n most recent frames, and transitions
are triggered only when a minimum fraction of the freshest
frames agree on a threat level, filtering transient or spurious
detections without weakening the verified properties. The
formal properties (Properties 1 and 3) are proved universally
over all legal sensor valuations, encompassing the full
admissible ranges C; € [0,1], TTC; > 0, cs; € {0, 1}.
The guarantees thus hold for every value the sensors can
report; the relationship between reported values and ground
truth (e.g., undetected pedestrians or systematically biased
depth readings) lies outside the formal model and is assessed
empirically in Section VI. The same boundary applies to
human-factor uncertainty: pedestrian behavior enters the
model exclusively through the perception-derived quantities
C;, TTC;, and cs;, so erratic or unpredictable motion manifests
as fluctuating sensor valuations, which are absorbed by the
consensus and staleness mechanisms; its empirical impact is
covered by the standardized Euro NCAP behavioral patterns.

The timers s; and s. track how recently a pedestrian
detection and a crossing event were last confirmed. If either
signal is transiently lost, due to occlusion, sensor dropout,
communication delay, or any other cause, the corresponding
timer increments continuously under the automaton flow
conditions. Crucially, the staleness mechanism is cause-
agnostic: whether a frame is missing because of a physical
occlusion, a sensor fault, or a delayed message in the
communication pipeline, the effect on the automaton is
identical and the response is the same. Once the timer
reaches the staleness threshold, the invariant of every active
intervention state (Throttle, SoftBrk, EmergencyBrk) is
violated, the automaton is forced to transition, and control
is unconditionally restored to the driver via Normal. This
timeout behavior is explicitly encoded in the automaton
invariants and therefore deterministically enforced by the
verified supervisory logic, providing a fail-safe that requires
no additional runtime mechanism.

B. COMMUNICATION PROTOCOL AND DEPLOYMENT
ASSUMPTIONS

The current implementation uses MQTT as the communica-
tion substrate between the onboard camera, the Perception
Layer, and the State Manager. MQTT is a publish-subscribe
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protocol designed for lightweight IoT deployments and
does not natively provide the bounded latency, deterministic
delivery, or ordering guarantees expected in automotive-
grade closed-loop control. This is an acknowledged limitation
of the experimental setup. However, two design properties of
the HA-VDT limit the practical impact of this choice. First,
the supervisory logic is robust to delayed, missing, or out-of-
order frames by construction: the staleness mechanism acts
as a formal fail-safe, so any communication disruption that
prevents a frame from being delivered within the staleness
threshold automatically triggers a transition to Normal,
while the consensus buffer requires agreement across the
freshest detections rather than trusting any single message,
absorbing reordering without weakening the verified proper-
ties. Second, the latency measurements reported in Table 2,
aggregated across 1600 simulation runs, show that the
end-to-end perception-decision-actuation cycle has a mean
latency of approximately 26 ms and a maximum observed
latency below 96 ms, both well within the 100ms inter-
frame budget imposed by the 10Hz perception stream.
The verified reaction-time bound (Property 3) accounts for
automaton decision latency only; communication overhead
is additive but remains negligible relative to this bound in the
measured operating conditions. The HA-VDT architecture
is also protocol-agnostic by design: the HA and State Man-
ager communicate synchronously, and only the southbound
camera-to-broker link uses MQTT. Replacing this link with
automotive Ethernet [53] with AVB/TSN scheduling, which
provides hardware-enforced latency bounds and guaranteed
delivery ordering, would tighten the end-to-end timing
envelope and remove the residual uncertainty associated
with network-based message propagation, while leaving the
verified automaton logic unchanged.

C. SCOPE OF ISO 26262 ALIGNMENT

The paper claims alignment with the functional-safety
principles of ISO 26262 [4], not full compliance with the
standard. Full compliance would require a complete safety
case covering aspects such as freedom from interference
between software components, timing and memory partition-
ing, systematic fault injection and noise injection campaigns,
missed-deadline ratio analysis under worst-case bus load,
and a documented Automotive Safety Integrity Level (ASIL)
decomposition, all of which are beyond the scope of this
work.

What the HA-VDT does provide, and what directly
maps onto ISO 26262 requirements for software safety
mechanisms, are the following. Determinism (Property 1)
guarantees that sensor readings always produce a unique,
unambiguous actuator command, satisfying the standard’s
requirement for predictable control-flow behavior. Freedom
from deadlock (Property 2) ensures the controller can always
respond to sensor inputs, preventing silent failures. Bounded
reaction time (Property 3) provides a formally verified worst-
case execution bound of 400 ms, providing formal evidence
of bounded reaction time and measured evidence that the
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automaton processing overhead is negligible in the evaluated
setup. Automaton processing overhead, measured at a mean
of 0.035 ms across all scenarios (Table 2), confirms negligible
computational latency. These verified properties constitute
formal evidence toward a safety case and are intended to
complement, not substitute, the full qualification process
required by ISO 26262 for production deployment.

VIIl. CONCLUSION

This paper introduced a Hybrid Automaton-based Vehicle
Digital Twin (HA-VDT) that integrates within a VDT a
formally verified supervisory controller to enforce safe
and interpretable behavior in pedestrian-critical scenarios.
The architecture couples a real-time DT, a buffered state
representation robust to perception noise, and a hybrid
automaton whose guards, invariants, and transitions are spec-
ified rigorously and verified through SMT-based reasoning.
The verification ensures determinism, guaranteed progress,
and bounded reaction time—properties directly aligned with
the functional-safety principles prescribed by ISO 26262,
particularly the requirements for predictable control-flow
behavior, absence of ambiguous actuation decisions, and
analyzable worst-case reaction times in safety mechanisms.
The evaluation on Euro NCAP 2023 pedestrian-AEB sce-
narios demonstrates that the HA-VDT maintains low and
stable reaction times, consistent braking decisions, and high
safety margins. The general performance trends we observe
(excellent performance in CPFA/CPNA and degradation in
the occluded CPNCO case at high speed during night)
are fully consistent with external experimental evidence
from AsPeCSS [47], which identifies obstructed-pedestrian
scenarios as the primary failure mode for current AEB
implementations. The consistency between our HA-VDT
results and the independent baseline literature strengthens
the external validity of our findings and demonstrates that
the observed limitations arise from fundamental perceptual
constraints rather than design flaws in the supervisory
controller. While the current implementation focuses on
pedestrian AEB, both the architecture and the verified HA are
modular: new discrete modes, continuous variables, guards,
and invariants can be added without invalidating existing
safety proofs. Future work will extend the framework to
additional safety-critical functions (e.g., cyclist detection,
V2X-aware emergency braking, unsignalized intersection
management) and to cooperative multi-vehicle DTs, further
exploiting the compositional nature of HA and runtime
monitoring techniques toward ISO 26262.
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