
 

 

 

9. GATHERING OF ELECTRONIC EVIDENCE IN PUNITIVE 

ADMINISTRATIVE PROCEEDINGS IN ITALY 

G. LASAGNI 

1. COMPETENT AUTHORITIES IN SELECTED AREAS OF PUNITIVE 

ADMINISTRATIVE ENFORCEMENT1 

There is no general framework regarding punitive administrative 

proceedings in Italian law. Although the Engel doctrine2 finds application at 

the domestic level, either to apply specific decisions issued by the European 

Court of Human Rights (ECtHR), or at the own initiative of national courts, 

this occurs only on a case-by-case basis. Thus, the concrete identification of 

both i) the precise scope of the punitive matter and ii) the identification and 

scope of the rights of the accused in such proceedings is not clearly 

foreseeable ex ante.  

As illustrated below, sectoral legislation generally does not explicitly 

recognise the punitive nature of specific sanctions either. Thus, none of the 

enforcement areas studied in this research is officially classified as punitive 

under Italian law. Nonetheless, in several instance specific procedural 

safeguards have been introduced or strengthened precisely to address the 

concerns arising from the application of the Engel doctrine. The latter, 

however, is not a trend that concerns equally all the domains considered here. 

For instance, a key aspect, such as the privilege against self-incrimination in 

punitive proceedings, is only seldom considered in the areas examined below, 

and to a diverging extent.  

However, a common trait that characterises the selected Italian 

enforcement areas is the presence of a ‘double track’ system. Indeed, most 

breaches tend to be sanctioned both by criminal and administrative law. The 

distinction between the two is often represented by the gravity of the conduct 

(more severe: criminal punishment, less severe: administrative punishment); 

however, no systematic or common approach that clearly defines the 

sanctioning policy concerning the punitive matter may be found. 

 
1 The present chapter was last updated in January 2025. 
2 ECtHR, Engel and others v. The Netherlands, 08.06.1976, no. 5100/71; 5101/71; 5102/71; 

5354/72; 5370/72, § 80 and followings. 
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Against this fragmented background, enforcement authorities’ powers 

vary greatly from one to another. In most cases, such authorities enjoy mixed 

enforcement powers, though even the way in which such mixing is 

appreciable also varies from sector to sector.  

In customs, enforcement powers are being exercised by the Customs 

and Monopolies Agency (Agenzia delle Dogane e dei Monopoli - ADM). This 

body was established in 2012, after the unification of the Customs Agency 

and the Autonomous Administration of State Monopolies,3 and its 

enforcement powers are regulated by a variety of legislative acts.4 ADM is an 

administrative authority that extends its competence over several areas, 

namely customs, movement of goods, excise duties, monopolies, and 

gambling. In performing their duties, ADM officials may also assume the role 

of judicial police officers. This status enables customs officials to conduct 

criminal investigations related to breaches of customs excises, duties, and 

monopolies law, including seizures and the collection of documents and 

information, or performing arrests.5 In this regard, ADM may be considered 

an entity with mixed (criminal and administrative) nature concerning 

investigations. Yet, ADM may only impose administrative penalties, while 

criminal sanctions are applied only by judicial authorities. Thus, for what 

 
3 See Article 23-quater, Law Decree no. 95 of 06.07.2012 Disposizioni urgenti per la 

revisione della spesa pubblica con invarianza dei servizi ai cittadini (nonché misure di 

rafforzamento patrimoniale delle imprese del settore bancario). 
4 Among which, the most relevant for the present research are: Presidential Decree no. 43 of 

23.01.1973 Testo unico delle disposizioni legislative in materia doganale; Legislative Decree 

no 374 of 08.11.1990 (Riordinamento degli istituti doganali e revisione delle procedure di 

accertamento e controllo in attuazione delle direttive n. 79/695/CEE del 24 luglio 1979 e n. 

82/57/CEE del 17 dicembre 1981, in tema di procedure di immissione in libera pratica delle 

merci, e delle direttive n. 81/177/CEE del 24 febbraio 1981 e n. 82/347/CEE del 23 aprile 

1982, in tema di procedure di esportazione delle merci comunitarie); Legislative Decree no 

471 of 18.12.1997 (Riforma delle sanzioni tributarie non penali in materia di imposte dirette, 

di imposta sul valore aggiunto e di riscossione dei tributi, a norma dell'articolo 3, comma 

133, lettera q), della legge 23 dicembre 1996, n. 662); Law Decree no 223 of 04.07.2006 

Disposizioni urgenti per il rilancio economico e sociale, per il contenimento e la 

razionalizzazione della spesa pubblica; and Legislative Decree no. 141 of 26.09.2024 

Disposizioni nazionali complementari al codice doganale dell'Unione e revisione del sistema 

sanzionatorio in materia di accise e altre imposte indirette sulla produzione e sui consumi. 

(24G00156). 
5 Pursuant to Articles 57, § 3 CCP; Articles 324 and 325, Presidential Decree 43/1973; 

Articles 30 and 31 of Law 4/1929, Article 32 of Legislative Decree 331/1993 conv. into Law 

427/1993 and Articles 18, 19 and 58 of Legislative Decree 504/1995 (‘Consolidated Law on 

Excise Duties’). By the Decree Law no. 23 of 08.04.2020, the functions of the judicial police 

were extended to personnel attached to the Monopolies. On the matter, see F. Tarini, ‘Aspects 

of Customs Controls Performed by the Italian Customs Authority’ in: G. D’Angelo (ed.), 

Aspects of Customs Control in Selected EU Member States, Bologna University Press, 2023, 

p. 24 and followings.  
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concerns the sanctioning powers, ADM may be considered an administrative 

body. 

The area of VAT tax enforcement is characterised by a significant 

degree of complexity under Italian law, given by the interaction of several 

pieces of statutory law,6 as well as the concurring competence of diverse 

administrative authorities. More specifically, the investigation of 

administrative violations of tax laws, including VAT, is the responsibility of 

‘tax police’ (polizia tributaria), as well as other bodies specified in individual 

laws, having been vested with the cognisance of tax, criminal and 

administrative violations.7 With regard to administrative investigations on 

VAT,8 the competent enforcement authorities range from bodies with (also) 

clear criminal law enforcement powers, such as the Italian military economic 

police Guardia di Finanza (GDF),9 to administrative bodies with mixed 

powers, such as the Revenue Agency (Agenzia delle Entrate).  

On the one hand, GDF is a military body of financial law enforcement, 

that has a hybrid nature: it may operate as an administrative body and carry 

out administrative investigations in case of VAT administrative breaches. 

Still, it may also operate as a body of judicial police, thus investigating 

criminal tax offences in accordance with the criminal procedure rules. On the 

other hand, the Revenue Agency is an administrative authority, operational 

since 1st January 2001, and created as a result of the reorganisation of the 

financial administration.10 Its officers are empowered to conduct access, 

inspections, audits and searches to assess tax and suppress evasion and other 

violations. Officers of the financial agencies, including the Revenue Agency, 

and ADM, may be entrusted with the enforcement of VAT sanctions. Such 

officers may also have a hybrid status: while they investigate administrative 

 
6 The regulatory source of the enforcement powers of these authorities is not contained in an 

organic text, having to refer instead to individual tax laws. For the purposes of this study, the 

main legal bases are represented by Presidential Decree no. 633 of 26.10.1972 Istituzione e 

disciplina dell'imposta sul valore aggiunto, and by Law no. 4 of 07.01.1929, as well as - for 

what concerns sanctions - by Legislative Decree no 471 of 18.12.1997 Riforma delle sanzioni 

tributarie non penali in materia di imposte dirette, di imposta sul valore aggiunto e di 

riscossione dei tributi, a norma dell'articolo 3, comma 133, lettera q), della legge 23 

dicembre 1996, n. 662. G. U. 8 gennaio 1998, n. 5, - S.O. 4 (administrative sanctions) and by 

Legislative Decree no. 74 of 10.03.2000 Nuova disciplina dei reati in materia di imposte sui 

redditi e sul valore aggiunto, a norma dell'articolo 9 della legge 25 giugno 1999, n. 205 

(criminal sanctions). 
7 As stipulated by Article 34 of Law 4/1929. 
8 For tax criminal offences, also ordinary law enforcement agencies may be involved, see 

Article 32 ff, Law 4/1929.  
9 See Article 31, Law 4/1929.  
10 Following Legislative Decree no. 300/1999. 
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(also) VAT breaches,11  they can receive the status of judicial police officers 

in relation to certain criminal investigations.12 

In the area of banking and financial markets, as well as in competition 

law and GDPR enforcement, the competence is entrusted to independent 

administrative authorities, namely the Italian Banking Supervisory Authority 

(Banca d’Italia), the Italian Financial Market Supervisory Authority 

(Commissione Nazionale per le Società e la Borsa - Consob), the Italian 

Competition Authority (Autorità Garante della Concorrenza e del Mercato - 

AGCM), and the Italian Data Protection Authority (Garante per la protezione 

dei dati personali - GPDP). respectively. Such authorities can impose only 

administrative sanctions, although some can be considered substantially 

criminal in light of the Engel doctrine, or at least punitive.  

More specifically, Banca d’Italia is the independent administrative body 

competent to investigate and issue punitive sanctions in the area of banking 

supervision. In addition to the relevant EU legislation, at the domestic level, 

the sanctioning powers of Banca d’Italia are regulated by the Consolidated 

Banking Law (TUB)13 and by the Consolidated Financial Law (TUF),14 as 

well as by several internal regulations.15 Banca d’Italia has an administrative 

nature. Consequently, it formally can impose administrative sanctions only. 

Nonetheless, the nature of the latter has often been questioned both by the 

case law and by legal scholars, and this debate has led to the recognition of 

the punitive nature of some sanctions imposed by Banca d’Italia.16 Sanctions 

that are officially classified as criminal by the law, on the other side, are left 

to the competence of the judicial authorities exclusively.  

Consob is the administrative authority competent to investigate and 

issue sanctions in financial market law. In addition to relevant EU legislation, 

 
11 See Article 52, Presidential Decree 633/1972. 
12 Pursuant to Article 57 CCP, according to which all persons in charge of investigating and 

ascertaining certain kinds of crimes are to be considered officers or agents of the judicial 

police, within the limits of the service to which they are assigned and according to the powers 

conferred on them by laws or regulations. See also Article 75, Presidential Decree 633/1972. 
13 Articles 50 and followings, Testo Unico Bancario (TUB) Legislative Decree no. 385 of 

01.09.1993 (lastly amended by Law Decree no. 69, 13.06.2023). 
14 Articles 130 and followings, Testo Unico delle disposizioni in materia di intermediazione 

finanziaria (TUF), Legislative Decree no. 58 of 24.02.1998 (lastly amended by Law no. 21 

of 05.03.2024, in force since 27.03.2024). 
15 Specifically, Act of 18.12.2012, Disposizioni di vigilanza in materia di sanzioni e 

procedura sanzionatoria amministrativa, as subsequently amended (lastly on 27.07.2022). 

All regulations and acts are published on the Banca d’Italia website 

(https://www.bancaditalia.it/compiti/vigilanza/normativa/index.html?dotcache=refresh#3); 

for the sanctioning regulations and acts, see specifically: 

https://www.bancaditalia.it/compiti/vigilanza/normativa/archivio-norme/disposizioni/pro-

sanz/index.html.  
16 For more details see below, Section 2.2.3. 

https://www.bancaditalia.it/compiti/vigilanza/normativa/index.html?dotcache=refresh#3
https://www.bancaditalia.it/compiti/vigilanza/normativa/archivio-norme/disposizioni/pro-sanz/index.html
https://www.bancaditalia.it/compiti/vigilanza/normativa/archivio-norme/disposizioni/pro-sanz/index.html
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at the domestic level, the sanctioning powers of Consob are also regulated by 

TUB17 and TUF,18 as well as by several internal regulations.19 Consob has an 

independent and administrative nature, and consequently can impose only 

administrative sanctions. Regardless, the same debate about the substantial 

nature of Banca d’Italia’s sanctioning powers extended to Consob’s, with 

rather similar results.20 Formally, criminal sanctions, also in this domain, are 

left to the application of the judicial authorities exclusively.   

AGCM is the independent administrative authority competent to 

investigate and issue sanctions in the area of competition law enforcement.21 

Although all sanctions that AGCM may impose have a formal administrative 

nature, some of them have been recognised as having a substantial criminal 

nature by the case-law, in light of the Engel criteria.22 Interestingly, with 

regard to natural persons, the Italian legal framework on competition law 

explicitly mentions the category of ‘punitive sanctions’, though without 

defining exactly what the expression refers to.23 

Last, GPDP is the body entrusted with investigating and punishing 

GDPR violations. GPDP is an independent administrative authority, 

established in 199624 and then comprehensively regulated by the so-called 

Italian “Privacy Code” since 2003.25 The GPDP’s enforcement powers are of 

 
17 Article 130 and followings TUB. 
18 Article 166 and followings TUF. 
19 Namely, Consob Regulation no. 11971 of 14.05.1999 di attuazione del decreto legislativo 

24 febbraio 1998, n. 58 concernente la disciplina degli emittenti (aggiornato con le modifiche 

apportate con delibera n. 23016 del 20 febbraio 2024, in vigore dal 29 febbraio 2024); 

Consob Regulation no. 20249 of 28.12.2017 recante norme di attuazione del decreto 

legislativo 24 febbraio 1998, n. 58 in materia di mercati (aggiornato con le modifiche 

apportate con delibera n. 22804 del 6 settembre 2023, in vigore dal 19 settembre 2023); and 

Consob Regulation no. 20307 of 15.02.2018 recante norme di attuazione del decreto 

legislativo 24 febbraio 1998, n. 58 in materia di intermediari (modificato con delibera n. 

22430 del 28 luglio 2022, in vigore dal 16 agosto 2022). 
20 For more details see below, Section 2.2.3. 
21 Established by Law no. 287 of 10.10.1990 Norme per la tutela della concorrenza e del 

mercato.  
22 Also at the European level, see famously, ECtHR, A. Menarini Diagnostics S.r.l. v. Italy, 

27.09.2011, no. 43509/08. 
23 Article 14, § 2, Law 287/1990. 
24 Law no. 675 of 31.12.1996. 
25 I.e. Legislative Decree no. 196 of 30.06.2003 Codice in materia di protezione dei dati 

personali, recante disposizioni per l'adeguamento dell'ordinamento nazionale al 

regolamento (UE) n. 2016/679 del Parlamento europeo e del Consiglio, del 27 aprile 2016, 

relativo alla protezione delle persone fisiche con riguardo al trattamento dei dati personali, 

nonchè alla libera circolazione di tali dati e che abroga la direttiva 95/46/CE. The Privacy 

Code was recently amended by Legislative Decree no. 101 of 10.08.2018 to ensure 

coordination with the General Data Protection Regulation (EU) 2016/679. Such Decree 

confirmed that the GPDP is the designated supervisory authority also for the purpose of 

implementing GDPR (Article 51). 
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administrative nature, although some of the sanctions under privacy law 

(especially after the entrance into force of the GDPR) may be considered 

rather criminal in substance. After the entry into force of the GDPR, the 

GPDP’s investigative powers are largely regulated directly by EU law.  

2. PUNITIVE ADMINISTRATIVE PROCEEDINGS: SECTORAL FRAMEWORK 

In most selected areas of law, the Italian legal framework does not 

provide for specific powers of competent authorities to request data that is 

available to online service providers (OSPs), except for the areas of financial 

market law and competition law. 

2.1. Requests for data to OSPs 

2.1.1. Financial market law 

In the scope of market abuse, the legislation grants Consob the power 

to request specific types of electronic evidence from a vast array of subjects. 

Namely, Consob may: 26 1) request to anyone that might be informed about 

the facts to be ascertained, the production of existing recordings of telephone 

conversations, electronic communications, and data exchange; 2) directly 

access, by means of an appropriate telematic connection, the data contained 

in the lists referring to the facilities of the owner of electronic communication 

infrastructures;27 3) request the acquisition from the provider of the traffic 

data referred to in the Privacy code,28 or directly acquire such data through a 

telematic connection; and 4) request the disclosure of personal data (which 

arguably may take an electronic form as well), also in derogation of the 

prohibitions laid down in the Privacy code.29  

 
26 In accordance with Article 187-octies TUF (see § 3, let b) for no. 1; and § 4 for no. 2 ff).  
27 Article 55(7) of Legislative Decree no. 259 of 01.08.2003 (Codice delle comunicazioni 

elettroniche). The notion of “owner of electronic communication infrastructure” is not fully 

defined by the legislation, in as much as Article 2, let. t-ter), Legislative Decree 259/2003 

defines the notion of “electronic communications equipment” as a set of network devices 

comprising the equipment and infrastructure necessary for the transmission, reception and 

processing of electronic signals, but it does not explicitly circumscribe the notion of 

ownership in this regard. Still, also due to the broadness of the definition, OSPs seems easily 

included in the notion. 
28 Defined by Article 121(1-bis), let h) Legislative Decree 196/2003 as any data processed 

for the purpose of the transmission of a communication over an electronic communications 

network or the billing thereof. 
29 Article 25(1) of Legislative Decree 196/2003. Consob may also: 6) make use, where 

necessary, of the data contained in the register of accounts and deposits (referred to in Article 

20(4) of Law no. 413 of 30.12.1991, in accordance with the modalities set out in Article 

3(4)(b) of Decree-Law no. 143 of 03.05.1991, converted, with amendments, into Law no. 
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The scope of Consob’s powers listed is limited to investigations related 

to market abuse (in light of Regulation (EU) No 596/201430 and the TUF). In 

this area, the conditions under which data may be requested are provided in 

very broad terms by the TUF, as it allows Consob to perform all acts necessary 

to investigate potential administrative breaches.31 

To acquire traffic data from the provider, the law requires Consob to 

obtain an authorisation from a prosecutor.32 Where the request is addressed to 

subjects not under Consob’s supervision (considering Regulation (EU) no. 

596/2014), such authorisation is also necessary to obtain existing recordings 

of telephone conversations, electronic communications, and data exchange. 

In a broader perspective, the need to receive such an authorisation may appear 

problematic. Indeed, since 2021, the regulation concerning access to 

communications metadata for criminal investigation purposes has been 

amended, and it currently requires obtaining an authorisation from a judge, 

rather than a prosecutor.33 The same amendment, however, has not been 

introduced to the TUF.  

 
413 of 30.12.1991, in accordance with Article 3(4)(b) of Decree-Law no. 413 of 30.12.1991), 

as well as acquire, also through direct access, the data contained in the archive containing the 

information about persons carrying out transactions involving the transmission or handling 

of means of payment of any kind whatsoever that are in excess of twenty million liras [sic: 

amount not expressed in EUR in the legislation] in a series of determined contexts 

(specifically: (a) public administration offices, including post offices; (b) credit institutions; 

(c) stockbroking companies; (d) commission agents admitted to the anti-collection lists of 

stock exchanges; (e) stockbrokers; (f) companies authorised to carry out door-to-door sales 

of securities; (g) management companies of investment funds; (h) trust companies; (i) 

insurance companies and entities; l) Monte Titoli S.p.a. companies; (m) intermediaries having 

as their main purpose, or performing one or more of the following activities: granting of 

financing in any form, including leasing; acquisition of equity interests; foreign exchange 

intermediation; collection, payment and funds transfer services also by means of issuance 

and management of credit cards; (m-bis) electronic money institutions), or the persons on 

whose behalf they may be carrying out the transaction (Article 13 of Law Decree no. 625 of 

15.12.1979, converted, with amendments, by Law no. 15 of 06.02.1980); 7) directly access, 

by means of an appropriate telematic connection, the data contained in the Centrale dei Rischi 

of the Banca d’Italia (referred to in the resolution of the Interministerial Committee for Credit 

and Savings of 29.03.1994, published in the Official Gazette no. 91 of 20.04.1994); and 8) 

make use, where necessary, also by telematic connection, of the data contained in the special 

section of the tax registry (referred to in Article 7, § 6, of Presidential Decree no. 605 of 

29.09.1973). 
30 Regulation (EU) no 596/2014 of the European Parliament and of the Council of 16 April 

2014 on market abuse (market abuse regulation) and repealing Directive 2003/6/EC of the 

European Parliament and of the Council and Commission Directives 2003/124/EC, 

2003/125/EC and 2004/72/EC. 
31 See Article 187-octies, § 2, TUF. 
32 See Article 187-octies, § 6, TUF. 
33 See Article 132 of Legislative Decree no. 196/2003, as amended by Law Decree no. 132 

of 30.09.2021. 
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As far as the rules of data transfer are concerned, national legislation 

states that, for existing recordings of telephone conversations, electronic 

communications, and data exchange, Consob shall establish at its discretion 

the deadlines for the transmission of the data.34  

For the supervisory tasks that exceed market abuse (from crowdfunding 

to intermediaries35), the TUF confers a series of investigative powers to 

Consob, among which are included some of those already mentioned above 

(namely, to access directly, by means of an appropriate telematic connection, 

the data contained in the lists referring to the facilities of the owner of 

electronic communication infrastructures; to request the acquisition from the 

provider of the traffic data referred to in the Privacy code, or directly acquire 

such data employing telematic connection; and to  request the disclosure of 

personal data (which arguably may take an electronic form as well), also in 

derogation of the prohibitions laid down in the Privacy code).36 Contrary to 

the case of market abuse, all these powers may be used only against 

supervised entities. Yet, the request for communications data is drafted 

differently.  

Consob here may only request existing records relating to telephone 

conversations, electronic communications or data exchanges held by a 

supervised subject; and records held by a telecommunications operator 

concerning telephone conversations and data exchanges of a supervised 

subject.37 Contrary to the area of market abuse, in this context, a prosecutorial 

authorisation is necessary only for records held by a telecommunications 

operator; thus, not for existing records relating to telephone conversations, 

electronic communications or data exchanges held by a supervised subject.38 

Terms and deadlines are determined by Consob in these cases.39 In the 

exercise of all the requesting powers discussed, Consob may avail itself of 

the support of Guardia di Finanza, which carries out the requested 

investigations acting with the powers of inquiry attributed to it for the 

purposes of assessing value added tax (VAT).40  

No specific rules concerning sanctions and enforcement mechanisms 

referring to electronic evidence are provided for in Consob’s investigations; 

however, some general norms, common to the banking law sector, are 

 
34 Article 187-octies, § 3, let b) TUF. 
35 For a complete list, see 

https://www.consob.it/c/portal/layout?p_l_id=12011&p_v_l_s_g_id=0.  
36 Article 6-bis, § 5 TUF, referring to the powers listed in Article 187-octies under nos. 2, 3, 

4, 5, 6, and 7. 
37 According to Article 6-bis, § 5, let b) and c) TUF. 
38 See Article 6-bis, § 7. 
39 See Article 6-bis, § 4. 
40 See Article 187-octies, § 12 and Article 6-bis, § 9. 

https://www.consob.it/c/portal/layout?p_l_id=12011&p_v_l_s_g_id=0
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explained in detail below, specifically referencing to the right against self-

incrimination (Section 2.2.3).  

Also, no specific rules or remedies are provided with exclusive regard 

for electronic evidence, or OSPs. Nonetheless, when Consob carries out its 

investigation in the domain of market abuse (thus, also exercising the power 

to request communications data), the provisions of Articles 199, 200, 201, 

202 and 203 of the Code of Criminal Procedure (CCP) shall apply, to the 

extent possible, mutatis mutandis.41 Such provisions refer to the possibility or 

the duty to invoke secrecy when requested by the authority to provide 

information; however, the extent to which the latter apply to OSPs seems 

relatively limited. In particular, they might become relevant should the OSP 

doubt that the information requested by the authority is covered by State 

secrecy (for instance, in case a communication involves persons holding 

public offices that might fall under such protection).42 

2.1.2. Competition law 

The other area of law where specific powers to request data available 

to OSPs are established is competition law, and more specifically in 

investigation concerning abuse of dominant position and cartels.43  

In this domain, the AGCM shall take its decisions by assessing the 

elements in its possession and those brought to its attention by public 

administrations or any person with an interest therein. The law explicitly 

mentions documents, oral statements, electronic messages, recordings and all 

other documents containing information, regardless of their form and the 

medium on which the information is stored.44 The obligation to provide all 

necessary information includes information accessible to the addressees of 

the request, which, especially in light of the nature of the information at stake, 

can also encompass OSPs.45 

Such requests to produce information and documents can be issued by 

the AGCM at any time during the investigation. Undertakings, associations 

 
41 In accordance with Article 187-octies, § 7 TUF. More specifically, for what concerns 

private individuals: Article 199 confers a faculty to abstain from providing information 

(facoltà di astensione) to the family members of the accused; Article 200 refers to the 

possibility of invoking professional secrecy by private individuals; Article 202 refers to the 

obligation not to provide information covered by State secrecy, and Article 203 to the faculty 

of law enforcement and secret service members not to reveal the name of their informants 

(given that in such case, the information obtained by such individuals cannot be used as 

evidence at trial). 
42 Such as the Members of Parliament, or President of the Republic (some  
43 Article 12, §§ 1 and 1-bis, Law 287/1990; see also Articles 2 and 3, Law 287/1990, and 

Articles 101 and 102 TFEU. 
44 See Article 12, § 1bis, Law 287/1990. 
45 See Article 14, § 2, Law 287/1990. 
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of undertakings or natural and legal persons possessing such information 

should be given a reasonable time limit to comply. The time limit shall be 

indicated in the request and is not set by law.46 The requests for information 

are issued at AGCM’s discretion and are not subject to any authorisation. 

According to some legal scholars, non-cooperation with the AGCM could 

also be sanctioned by criminal law.47 Still, such requests shall be 

proportionate and not oblige the addressees to admit an infringement of 

competition law rules.48  

In addition to this specific power, the AGCM may also request 

information to a larger extent, both in the matter of abuses of dominant 

position and cartels,49 as well as in investigations concerning concerted 

practices.50  

In these cases, the authority may request information and order the 

production of relevant documents from undertakings and entities with access 

to such information.51 Although the term ‘entities’ (enti) does not explicitly 

refer to OSPs, in principle it could also encompass such private actors.   

Also, such requests to produce information and documents are issued 

by the AGCM at any time during the investigation, without any specific 

condition or authorisation. The AGCM shall grant the requested persons an 

adequate period to comply with it, considering of the complexity of the 

information in question. The time limit shall not exceed 60 days, but it is 

renewable by a reasoned request if that is necessary to reply to the demands 

issued by the authority.52  

The requests for information shall state the legal grounds on which they 

are based, shall be proportionate, and, according to the law, shall not oblige 

 
46 See Articles 14, § 2, Law 287/1990. 
47 In light of Article 2638 c.c. (as in relation to Banca d’Italia and Consob, see below, Section 

2.2.3), given the broad reference to ‘supervisory functions’ in the text of such provision, see 

P. Severino, ‘Le sanzioni antitrust tra diritto amministrativo e diritto penale: la visione del 

penalista’ Aperta Contrada, 2014.  
48 Conversely, in accordance with Article 14, § 5, let. d) Law 287/1990, the AGCM may 

sanction (with a fine of up to 1% of the total worldwide turnover achieved during the 

preceding financial year) the undertakings or associations of undertakings that, intentionally 

or negligently, provide incorrect, incomplete or misleading information or do not provide the 

information within the prescribed time limit. The AGCM may also impose periodic pecuniary 

penalties (of up to 5 per cent of the average daily worldwide turnover in the preceding 

business year for each day of delay from the date fixed in the request or order), to compel the 

same subjects to provide complete and accurate information in response to a request for 

information (see Article 14, § 6, Law 287/1990). 
49 See Articles 2 and 3, Law 287/1990, and Articles 101 and 102 TFEU. 
50 See Article 16-bis, § 1, Law 287/1990. 
51 See Article 12, § 2-bis, Law 287/1990. 
52 In accordance with Article 12, § 2-ter, and Article 16-bis, § 2, Law 287/1990. 
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the addressees to admit an infringement of competition law.53 No specific 

remedies are however foreseen to protect the interests of such persons. 

Moreover, the persons who are requested to provide or exhibit the elements 

referred to above shall be subject to pecuniary administrative sanctions if they 

refuse or omit to provide the information or to exhibit the requested 

documents, or if they provide untruthful information or display untruthful 

documents without a justified reason.54 Such administrative fines amount to 

1 % of the total worldwide turnover achieved during the preceding financial 

year.55  

The Italian legislation does not provide specific rules concerning 

requests for information from foreign addressees in this context. In general, 

in relation to investigations on abuse of dominant position and cartels, the 

AGCM may exercise its investigatory powers on behalf and for the account 

of other antitrust authorities of EU Member States. These may request the 

AGCM to investigate any failure by undertakings or associations of 

undertakings to comply with their requests for information, inspections, 

summonses to a hearing, warnings, interim measures, and decisions with 

commitments adopted by the requesting authority about the application of 

Articles 101 and 102 TFEU. 

In turn, the AGCM may request the national competition authorities of 

EU Member States to exercise their powers of investigation to collect 

information referring to Italian proceedings.56 Within such a cooperation 

system, though in the absence of specific provisions, it is plausible to 

conclude that requests for information regarding foreign OSPs will be 

enforced in application of the local domestic law. Thus, in principle, the risk 

of conflicting legal obligations stemming from differences among legal 

systems should be avoided. When information is collected abroad, the 

national legislation explicitly states that the latter shall be admitted as 

 
53 See Articles 12, § 2-bis and 16-bis, Law 287/1990. 
54 Idem. 
55 As established by Article 14, § 5, Law 287/1990. They refer to the following intentional or 

negligent obstructive conducts: a) undertakings or associations of undertakings obstruct the 

inspection (Article 14, § 2-quarter); b) seals affixed are broken, without prejudice to further 

criminal sanctions for the offender (Article 14, § 2-quater (d)); c) in response to a request 

made in the course of an inspection, undertakings and associations of undertakings fail to 

provide a complete answer or provide incorrect or misleading information (Article 14, § 2-

quater (e), Law 287/1990); d) in response to a request for information, undertakings and 

associations of undertakings provide incorrect, incomplete or misleading information or do 

not provide the information within the prescribed time limit (Article 14, § 2); e) the 

undertakings or associations of undertakings fail to appear at the hearing convened (Article 

14, § 2-bis). 
56 Article 15-octies, Law 287/1990. 
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evidence in domestic proceedings, subject to the safeguards laid down in 

Article 12 of Regulation (EC) No 1/2003.57 

2.2. General investigatory powers to collect information 

In the domain of customs, tax (VAT) and GDPR enforcement, 

competent authorities in Italy enjoy broad investigative powers that can also 

encompass requests for electronic evidence to OSPs, but do not explicitly 

mention either category.  

A similar consideration applies also with regard to information that 

might be stored abroad, especially if one considers that cooperation 

mechanisms in these areas are particularly efficient at the European Union 

level.  

More specifically, both in customs and tax matters, enforcement powers 

are integrated in the EU dimension of customs control, and especially in the 

cooperation system circling OLAF investigations.58 Since sharing data in this 

context, and more in general administrative cooperation, is reportedly rather 

successful,59 obtaining information stored abroad usually does not require 

data acquisition from foreign OSPs directly by the national authorities. On 

the contrary, information is generally collected by the customs or tax authority 

of the interested Member State, thus avoiding the problem of potentially 

conflicting legal obligations for non-national private actors. 

The integration of enforcement powers is also rather well developed in 

the GDPR domain (on which see below, Section 2.2.4). In this area too, 

requests for information regarding foreign OSPs are plausibly enforced, 

giving preference to the application of the local domestic law, to avoid 

conflicting legal obligations stemming from differences among legal systems. 

2.2.1. Customs enforcement 

In the area of customs enforcement, and especially in cases where 

undervaluation of goods is suspected, the ADM has the power to request 

information from economic operators that can assist in ascertaining the 

transaction value of goods. As the notion of “economic operator”, provided 

by the customs law, also at the EU level, is very broad,60 it can also encompass 

OSPs. 

 
57 Article 15-octies, § 3, Law 287/1990. 
58 See e.g. ADM, Rapporto di verifica 2022, pp. 88 and followings, online 

https://www.adm.gov.it/portale/documents/20182/535814/Rapporto+di+verifica+anno+202

2.pdf/1c005c04-7ce6-4648-d0be-fc2992692abb?t=1688464393675. 
59 In this sense, for instance, Tarini, (n. 8), pp. 44-45. 
60 See Article 5(5) and 48(2) Regulation (EU) No 952/2013 of the European Parliament and 

of the Council of 9 October 2013 laying down the Union Customs Code. 

https://www.adm.gov.it/portale/documents/20182/535814/Rapporto+di+verifica+anno+2022.pdf/1c005c04-7ce6-4648-d0be-fc2992692abb?t=1688464393675
https://www.adm.gov.it/portale/documents/20182/535814/Rapporto+di+verifica+anno+2022.pdf/1c005c04-7ce6-4648-d0be-fc2992692abb?t=1688464393675
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More specifically, the ADM may request data and documents relating 

to transport, insurance, freight and any other cost element forming the 

declared value for import, export, placing in customs or VAT warehouses and 

transit.61  

In this regard, ADM has the authority to require information on the 

valuation of products (such as contracts, payments, financial arrangements, 

cost of transport and insurance, and expenses of deposits).62 Such requests 

may be addressed to importers, exporters, airport service companies, shipping 

companies, companies and natural persons engaged in the handling, storage, 

transport and customs representation of goods.  

In addition, customs officers, for the purposes of reviewing the 

assessment, may also invite operators to provide information and documents 

concerning the goods which have been the subject of customs operations. In 

such cases, a time limit of not less than fifteen days is set in the request. 

Information and documents may also be requested from other public or 

private persons who appear to have been involved in the commercial 

transaction (thus, again, potentially including OSPs, although no specific 

mention is made in this regard).63   

The ADM’s power to request information from private actors is not 

subject to any authorisation, and the collection and processing of data 

requested by the ADM shall be regarded as a processing of significant public 

interest under data protection law.64 

If information requests are not complied with, the ADM may impose a 

pecuniary penalty, ranging from a minimum of 5,000 euros to a maximum of 

10,000 euros, in addition to the measures of suspension and revocation of the 

authorisations and faculties granted to non-compliant operators.65 If the 

 
61 See Article 40, § 3, Legislative Decree no. 141 of 26.09.2024 Disposizioni nazionali 

complementari al codice doganale dell'Unione e revisione del sistema sanzionatorio in 

materia di accise e altre imposte indirette sulla produzione e sui consumi. (24G00156) that 

replaced from September 2024 Article 35, § 35, Law Decree no. 223 of 04.07.2006, 

Disposizioni urgenti per il rilancio economico e sociale, per il contenimento e la 

razionalizzazione della spesa pubblica, nonchè interventi in materia di entrate e di contrasto 

all'evasione fiscale, also in light of Article 140, Commission Implementing Regulation (EU) 

2015/2447 of 24.11.2015 laying down detailed rules for implementing certain provisions of 

Regulation (EU) No 952/2013 of the European Parliament and of the Council laying down 

the Union Customs Code. Article 40, § 3, Legislative Decree 141/2024 confers ADM the use 

of the same powers – in this regard – provided for the investigation of VAT fraud (Article 51, 

Presidential Decree no. 633 of 26.10.1972 Istituzione e disciplina dell'imposta sul valore 

aggiunto).  
62 See Tarini (n. 8), p. 39, reporting that ‘officers commonly enforce this on a daily basis’. 
63 According to Article 11, § 2, Legislative Decree 374/1990. 
64 Article 53 of Legislative Decree no. 196/2003. 
65 See Article 51, no 2), Presidential Decree 633/1972. 



9. ITALY  286 

 

 

information provided is false, the economic operator may also incur criminal 

liability.  

2.2.2. Tax enforcement as regards VAT 

To carry out their tasks in investigating VAT violations, the national 

legislation confers the competent authorities the power to (among others) 

order persons engaged in business, arts or professions, stating the reason, to 

produce documents and records, or to provide data, information and 

clarifications relevant to the assessment against them;66 as well as to invite 

any person to produce or transmit, including photostatic copies, documents 

and invoices relating to certain supplies of goods or services received and to 

provide any information relating to such transactions.67  

Such requests for information are not subjected to particular conditions 

or authorisations. Moreover, they are provided in very broad terms, therefore 

they may be referred to also OSPs, though no mention of communications 

data or electronic data may be found in the law. An example of this occurrence 

emerges from a relatively recent development in the GDF’s investigative 

techniques about domestic tax evasion, which could potentially be applied in 

VAT investigations too.  

In some operations, evidence pertaining to tax evasion has been 

collected by examining social media posts, through collaboration with private 

companies (influencer marketing) and content hosted on adult platforms. 

Such information allowed the GDF to compare the actual income of the 

investigated persons and that reported in tax returns, noting inconsistencies.68 

To this aim, the GDF is currently developing programs to identify individuals 

whose position is characterised by the recurrence of one or more tax risks, 

also thanks to AI systems.69 Specifically, the aim is to exploit interconnections 

with the databases at GDF’s disposal, to identify risk criteria for functional 

auditing purposes and encourage spontaneous compliance.70 

 
66 See Article 51, no 2), Presidential Decree 633/1972. 
67 See Article 51, no 4), Presidential Decree 633/1972. 
68 See, e.g., IlSole24Ore, ‘Gdf recupera oltre 11 milioni di euro evasi da influencer. Tra loro 

Gianluca Vacchi e Luis Sal’, 2024, online https://www.ilsole24ore.com/art/prime-operazioni-

gdf-agenzia-entrate-influencer-e-blogger-trovati-centinaia-migliaia-euro-sottratti-fisco-

AFADGOzC.  
69 In compliance with D.M. 28.06.2022 del Ministero dell’Economia e delle finanze, attuativo 

delle nuove analisi di rischio basate sull’interconnessione fra le banche dati dell’Anagrafe 

tributaria di cui all’art. 1, comma 682, legge n. 160/2019 (legge di Bilancio 2020). 
70 The impact of such investigative techniques has already been brought to the attention of 

the Italian data protection authority (see § 2.3.4 below), that highlighted the risks for privacy 

protection, although with a partially positive assessment, see GPDP, Valutazione di impatto 

 

https://www.ilsole24ore.com/art/prime-operazioni-gdf-agenzia-entrate-influencer-e-blogger-trovati-centinaia-migliaia-euro-sottratti-fisco-AFADGOzC
https://www.ilsole24ore.com/art/prime-operazioni-gdf-agenzia-entrate-influencer-e-blogger-trovati-centinaia-migliaia-euro-sottratti-fisco-AFADGOzC
https://www.ilsole24ore.com/art/prime-operazioni-gdf-agenzia-entrate-influencer-e-blogger-trovati-centinaia-migliaia-euro-sottratti-fisco-AFADGOzC
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Going back to the legislative provisions, non-cooperation with the 

requests of the authorities in the tax matter is a source of liability.71  In 

particular, the legislation punishes with an administrative sanction ranging 

from 1,000 to 8,000 euros any person who, during the inspections, refuses to 

produce or declares that they do not possess what is requested or in any case 

avoid the inspection and the verification of the documents, registers and 

records whose existence is certain, even if their retention is not compulsory.72 

Similarly, the law punishes with an administrative sanction ranging from 250 

to 2,000 euros the failure to comply with an invitation to appear and with any 

other request made by the competent authorities in the exercise of the powers 

conferred on them.73 Moreover, legislative provisions also establish that, 

unless the act constitutes a more serious offence, a penalty of imprisonment 

from three to seven years shall be imposed upon  whoever, to evade VAT, or 

to allow third parties to evade VAT, conceals or destroys all or part of the 

accounting records or documents whose retention is mandatory, so as not to 

allow the reconstruction of income or turnover.74 Lastly, anyone who, in 

response to requests made by the authority,75 produces or transmits deeds or 

documents that are false in whole or in part, or provides data and information 

that do not correspond to the truth shall be punished by means of criminal 

law.76  

 
sulla protezione dati relativa al trattamento “Analizzare rischi e fenomeni evasivi/elusivi 

tramite l’utilizzo dei dati contenuti nell’Archivio dei rapporti finanziari e l’incrocio degli 

stessi con le altre banche dati di cui dispone l’Agenzia delle entrate”.- Articolo 1, comma 

684, della legge 27 dicembre 2019, n. 160 - 30 luglio 2022 [9808839], at: 

https://www.garanteprivacy.it/home/docweb/-/docweb-display/docweb/9808839. 
71 No specific rules or remedies to protect the interests of the persons concerned by the 

financial tax requests are established under Italian law. Regardless of the affirmation of such 

rights in other sectors of the law (e.g. financial market law), a Supreme Court decision has 

recently downplayed the interpretation set forth by the European Court of Justice (ECJ) in 

the DB case (see below Section 2.2.3), relying on the nature of the real addressee of tax 

sanctions (a legal entity, not an individual), see Cass. civ., sez. trib., 01.03.2022, n. 6786, in 

DeJure. 
72 Article 9, Legislative Decree 471/1997. 
73 Article 11, Legislative Decree 471/1997; see also Article 51, Presidential Decree 633/1972, 

referring to Article 32, §§ 3 and 4, d.P.R. n. 600/1973. 
74 Article 10, Legislative Decree 74/2000. 
75 And specifically in the exercise of the powers referred to in Articles 51 and 52 of 

Presidential Decree 633/1972. 
76 Pursuant to Article 76 of Presidential Decree no. 445 of 28.12.2000. The provision referred 

to in the first sentence, with regard to untrue data and information, shall apply only if, as a 

result of the requests referred to in the same sentence, the offences referred to in Legislative 

Decree no. 74 of 10.03.2000 are committed (see Article 11 Law Decree no. 201/2011). In 

such cases, penalties are increased from one third to one half, according to the discretion of 

the judge in the commensuration of punishment. 

https://www.garanteprivacy.it/home/docweb/-/docweb-display/docweb/9808839
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2.2.3. Punitive enforcement in the area of banking law and 

financial markets  

The authorities competent in banking and financial market law enjoy 

general powers for requesting data. Although not specific for electronic 

evidence or OSPs, their broad mandate may encompass both.  

Namely,  in addition to what is illustrated above about the sole Consob 

(Section 2.1.1), TUB and TUF confer Banca d’Italia the power to carry out 

inspections at banks and entities to which they have outsourced corporate 

functions and request the production of documents and records that it deems 

necessary.77 Much like Article 10 SSM R,78 this provision could be interpreted 

as including also requests for electronic evidence. However, the remit of such 

requests (excluding financial data) appears somewhat limited in practice. In 

any case, the use of such investigative powers79 is not subject to any specific 

conditions or authorisation, if performed to fulfil the supervisory functions 

entrusted to Banca d’Italia. 

Against their investigative powers, both Banca d’Italia and Consob 

share some rules regarding the liability arising from their request to provide 

data.  

Specifically, obstruction to their supervisory functions is sanctioned by 

several provisions. It is understood that such provisions also apply with regard 

to the investigative requests of the authorities; thus, also to requests to 

produce information, in principle including electronic evidence requested to 

OSPs.  

Sanctions in case of lack of cooperation may be of criminal and 

administrative (punitive) nature. Under criminal law, the relevant provisions 

are Article 2638 of the Civil code and Article 170-bis TUF. Article 2638 c.c. 

deals with the obstruction to the exercise of the supervisory functions of 

Banca d’Italia or Consob.80 This provision contains two offences, both 

punished by imprisonment.81 The first offence concerns the conduct of 

 
77 Article 54 TUB and Article 6-bis TUF. 
78 Council Regulation (EU) No 1024/2013 of 15 October 2013 conferring specific tasks on 

the European Central Bank concerning policies relating to the prudential supervision of credit 

institutions (SSM R). 
79 And in particular, those of Article 54 TUB and Article 6-bis TUF. 
80 The general reference to “supervisory functions” makes Article 2638 applicable also in 

regard to the ECB/SSM. 
81 See, e.g., Cass. Sez. V, 22.02.2016, no. 6884. In case of companies with securities listed 

on regulated markets in Italy or in other EU Member States or widely distributed among the 

public, and penalties are doubled pursuant to Article 116 TUF. See, e.g., G. Messina, 

‘Ostacolo all’esercizio delle funzioni delle autorità pubbliche di vigilanza’, in: G. Canzio, L. 

Domenico Cerqua and L. Luparia (eds.), Diritto penale delle società, I, I profili sostanziali 
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directors, general managers, executives responsible for preparing the 

corporate accounting documents, auditors and liquidators, and other persons 

subject by law to public supervisory authorities or with reporting duties 

towards the latter, which provide false information or fraudulently omit 

information bound to be submitted to the supervisory authority, with the 

purpose of obstructing its supervisory functions. The second offence 

contained in Article 2638 c.c. regards the conduct of the same subjects, which 

hinders the supervisory functions in any way, including omitting information 

that should be duly reported.82  

Apart from the cases covered by Article 2638 c.c., Article 170-bis TUF 

sanctions cases of obstructions of Banca d’Italia or Consob’s supervisory 

functions with punishment up to two years imprisonment, in addition to a 

monetary fine ranging from 10,000 to 200,000 euros. 

From an administrative point of view, non-cooperation with the 

authorities is sanctioned by Article 187-quinquiesdecies TUF. According to 

this provision, again apart from the cases covered by Article 2638 c.c., any 

person who (a) fails to comply with a request from Banca d’Italia or Consob 

within the prescribed time limits or (b) does not cooperate with the authority 

in the carrying out of its supervisory functions, or (c) delays the performance 

of such functions, shall be punished with the following sanctions. In case of 

a natural person, the applicable sanction ranges from 10,000 to 5 million 

euros; in case of a legal person, the sanction may amount to a fine of up to 5 

million euros or, under certain conditions, up to 10% of the turnover. In case 

the advantage obtained is higher than the maximum penalty threshold 

established by law, penalties shall be determined in double the amount of such 

advantage.  

Formally, the sanctions of Article 187-quinquiesdecies have an 

administrative nature. However, they have been recognised as substantially 

criminal by the Italian Supreme Court in light of the Engel criteria83; the same 

interpretation was shared by the Italian Constitutional Court in a 2019 referral 

 
(Padova; Wolters Kluvers/CEDAM, 2nd ed, 2016), pp. 553-591; V. Saponara, ‘Ostacolo 

all’esercizio delle funzioni delle autorità pubbliche di vigilanza’, in: A. Cadoppi, S. 

Canestrari, A. Manna and M. Papa, Diritto penale dell’economia, Tomo I (Torino: UTET 

2016), pp. 319-340; O. Capolino and R. D’Ambrosio, ‘La tutela penale dell’attività di 

vigilanza’, Quaderni di Ricerca Giuridica della Consulenza legale, Banca d’Italia, 2009, no. 

67, pp. 20, 25. 
82 With regard to Article 2638 c.c., it is worth noting that, according to some case-law, the 

possibility of triggering criminal liability under this provision should be excluded in cases of 

non-fraudulent lack of cooperation (e.g. mere omission), see Cass. Sez. V, 29.05.2019, no. 

29377, related to the Monte dei Paschi scandal. Nonetheless, the wording of Article 2638 c.c. 

has not so far been amended by the legislature. Literally, this provision still includes both 

types of conducts (omissive and commissive). 
83 Cass., Sez. II civ., Ord. no. 3831 of 24.01.2018. 
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to the Court of Justice concerning the protection of the privilege against self-

incrimination,84 which was supported by the ECJ in the DB case.85  

2.2.4. GDPR enforcement 

The GPDP’s investigative powers in the domain of data protection 

enforcement are currently regulated by Article 58 of the GDPR and by 

GPDP’s internal regulation, which coordinates with the GDPR.86  

According to the latter, the authority may order the data controller and 

processor, and, where applicable, the controller’s or the processor’s 

representative to provide any information it requires to perform its tasks. The 

GPDP may also obtain, from the controller and processor, access to all 

personal data and all information necessary for the performance of its 

functions; as well as get access to any premises of the controller and the 

processor, including to any data processing equipment and means, in 

accordance with Union or Member State procedural law.87 As further 

specified by the domestic regulation, in the course of an inspection, the GPDP 

may: (a) inspect, extract and acquire copies of documents, including in 

electronic format; (b) request information and explanations; (c) access 

databases and archives; and (d) acquire copies of databases and archives in 

electronic form.88 

Similar investigative powers are provided in case the GPDP 

investigates upon the reception of a complaint for a potential privacy breach.89 

In such circumstances, the GPDP shall examine the documentation received 

and may arrange for the acquisition of details and information concerning the 

facts and circumstances to which the complaint relates, including by hearing 

 
84 Ord. no. 117 of 10.05.2019 for the referral, and decision no. 84/2021 that implemented the 

ECJ decision in the Italian legal system.  
85 DB v Commissione Nazionale per le Società e la Borsa (Consob), 02.02.2021, Case C-

481/19, ECLI:EU:C:2021:84. The decision was followed by a further sentence by the Italian 

Constitutional Court - decision no. 84/2021 - that implemented the ECJ dictat in the Italian 

system. Following the ECtHR case-law (especially Grande Stevens v. Italy, 04.03.2014, no. 

18640/10), the sanctioning procedures of both Banca d’Italia and Consob have been 

amended, to ensure a better compliance with fair trial rights also regarding remedies. In 

particular, the appeal procedure has been amended, providing affected individuals with the 

right to appeal the supervisors’ decision before a judicial authority (namely, a civil court).    
86 Regulation no. 1 of 04.04.2019 concernente le procedure interne aventi rilevanza esterna, 

finalizzate allo svolgimento dei compiti e all’esercizio dei poteri demandati al Garante per 

la protezione dei dati personali [9107633]. 
87 See Article 58, § 1, let. a), e) and f) GDPR; see also Article 22, § 1, Regulation 1/2019. 
88 See Article 22, § 6, Regulation 1/2019. 
89 See Article 10, § 3, Regulation 1/2019. 
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in person or through an attorney the data controller or controller, by 

requesting information or the production of documents.90  

Providing false information to the GPDP is sanctioned by criminal law. 

In particular, unless the act constitutes a more serious offence, any person 

who, in proceedings or during investigations before the GPDP, falsely 

declares or attests information or circumstances or produces false deeds or 

documents shall be punished by imprisonment of from six months to three 

years.91 Moreover, persons who intentionally cause an interruption or disrupt 

the regularity of a proceeding before the authority or of the GPDP’s 

inspections are punished with imprisonment of up to one year.92  

The requests for information issued by the GPDP, to carry out its 

particular tasks are not subject to any specific authorisation. Also, no specific 

rule or remedy is provided in domestic law to protect persons addressed by 

requests for information by the GPDP. This gap could be considered critical 

in light of the EU legislation, demanding that the ‘exercise of the powers’ 

listed in the same provision ‘be subject to appropriate safeguards, including 

effective judicial remedy and due process, set out in Union and Member State 

law in accordance with the Charter’.93   

Besides this controversial aspect, the GPDP powers are clearly 

integrated in the EU dimension of privacy protection.94  

3. TRANSFER OF DATA BETWEEN PROCEEDINGS 

In Italy, the specific regulation of administrative (punitive and non-

punitive) proceedings results from the combination of a general, but rather 

basic legal framework,95 with the sectoral regulation. The latter varies 

depending on the authority in charge and, at times, on the purpose of the 

 
90 Pursuant to Article 157 of the Privacy Code, as well as by proceeding pursuant to Article 

2, Regulation 1/2019. 
91 In accordance with Article 168 of the Italian Privacy Code. 
92 More in general, non-compliance with the decisions of the GPDP (in particular, with the 

coercive powers of Article 58, § 2 GDPR) is also punished by Article 170 of the Italian 

Privacy Code, according to which ‘1. Whoever, not observing the measure adopted by the 

GPDP pursuant to Article 58(2)(f) of the Regulation, Article 2-septies(1), as well as the 

general measures referred to in Article 21(1) of the Legislative Decree implementing Article 

13 of Law no. 163 of 25.10.2017, causes concrete harm to one or more data subjects shall be 

punished, on complaint by the injured party, with imprisonment from three months to two 

years’.  
93 Namely, Article 58, § 4 GDPR. 
94 As designed by Articles 60-61-62 GDPR. 
95 Composed essentially by Law no. 241 of 18.08.1990 and by the ‘code of administrative 

proceedings’, that is Law Decree no. 104 of 02.07.2010. 
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proceedings (especially considering that some authorities have a very broad 

competence, e.g. the customs authority).  

Thus, the general law on administrative proceedings contains only very 

general minimum rules, upon which every public administration shall build 

its regulation.  

Concerning evidence, it establishes that the administration responsible 

for the proceedings shall evaluate the admissibility of information used to 

issue a decision and may adopt all necessary acts and apply all measures to 

adequately perform its evaluations, including asking for oral statements, 

issuing production orders, and conducting inspections and other technical 

assessments.96 In other words, each of the selected areas of administrative 

proceedings has, in principle, its own rules concerning the relationship with 

other administrative proceedings and with criminal justice authorities.  

Also, in most cases, the sectorial rules provided for each administrative 

proceeding concern exchange of information, rather than transfer of evidence; 

from this, it follows that in many cases the transfer is meant to ‘simply’ 

provide criminal justice authorities with a notitia criminis. Nonetheless, 

information transferred from administrative to criminal law authorities may 

also take the form of documentary evidence. In this case, the admissibility 

issue arises (or may occur on a theoretical level, given that documentary 

evidence is admitted rather largely at trial).   

The lack of a comprehensive legal framework also concerns voluntary 

forms of cooperation, for which no specific rules are established. The only 

exception stems from competition law, which explicitly provides a broad 

admissibility clause for all the elements collected by the AGCM.97 Therefore, 

it could be argued that evidence obtained by voluntary cooperation should be 

admissible in competition law proceedings. In the other areas, given the broad 

discretion of competent authorities in exercising their investigative powers, it 

does seem plausible that information acquired via voluntary cooperation 

could be admissible in the sanctioning procedure. However, a practice in this 

sense, to obtain electronic evidence, has not been reported.  

In line with such minimal requirements, the possibility to review the 

decision on admissibility is also relatively limited, due to the very broad 

margin of discretion granted to administrative authorities. Thus, unless 

otherwise provided, persons affected by the authorities’ powers may only 

challenge the final decision, according to the ordinary means of appeal 

established by the general provisions on administrative proceedings. 

3.1. Transfers of data between national proceedings 

 
96  See Article 6(1), lit a) and b), Law Decree 104/2010.  
97 Article 12, § 1-bis, Law 287/1990. 
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Against this general background, the transfer of evidence among the 

administrative authorities illustrated in this study is only seldom regulated by 

legislative provisions. Exchange of information among such authorities is 

sometimes ensured by a series of Memoranda of Understanding. Although 

Memoranda do not directly tackle the issue of evidence admissibility, they de 

facto ensure a broad sharing of information among authorities, the most 

significant of which are reported below. This feature adds to the wide 

discretion granted to administrative authorities in considering all relevant 

elements to make their decisions.  

More specifically, in competition law, when exercising its decision-

making powers, the AGCM shall (in addition to the general legal 

framework98) take into account all elements which it may already possess, or 

which are communicated to it by other public administrations or by everyone 

who might have an interest in the cause. The AGCM has also developed a 

series of Memoranda of Understanding with other independent supervisors 

(especially Banca d’Italia and Consob99), which aim at facilitating the transfer 

of relevant information (without regulating in detail, however, the issue of 

admissibility criteria).  

Concerning banking and financial markets law, none of the legislation 

regulating sanctioning procedures before Banca d’Italia or Consob provides 

for specific rules concerning admissibility among administrative 

proceedings.100 Nonetheless, the two supervisory authorities have developed 

a series of Memoranda of understanding to facilitate the exchange of relevant 

information between them, in the various fields in which they exercise their 

competence.101 

Conversely, general and systemic principles regulate the transfer of 

evidence from criminal to administrative proceedings.  

Indeed, the requirements for admissibility of evidence are different and 

autonomous between administrative and criminal proceedings. Therefore, the 

status of a piece of evidence within a criminal trial is irrelevant for its 

potential admission in administrative proceedings. In such a context, only a 

few rules concern the transfer of evidence from a criminal to an administrative 

proceeding.  

Firstly, the final decision issued within a criminal proceeding may 

become an evidentiary element (with the force of res judicata) in an 

 
98 According to Articles 12 and 14 of Law 287/1990. 
99 For the complete list, see https://www.agcm.it/chi-siamo/normativa/protocolli-di-

intesa?limit=0.  
100 Including in that also Article 24, § 1 of Law no 262 of 28.12.2005, and by Law no. 681 of 

24.11.1981.  
101 A list of such agreements may be found at: 

https://www.bancaditalia.it/compiti/vigilanza/accordi/accordi-consob/index.html.  

https://www.agcm.it/chi-siamo/normativa/protocolli-di-intesa?limit=0
https://www.agcm.it/chi-siamo/normativa/protocolli-di-intesa?limit=0
https://www.bancaditalia.it/compiti/vigilanza/accordi/accordi-consob/index.html


9. ITALY  294 

 

 

administrative proceeding, in accordance with Article 654 CCP. This value is 

recognised in respect of the defendant, the civil party and the civil liable party 

who has appeared or intervened in the criminal proceedings, when in such 

administrative proceedings a right or a legitimate interest whose recognition 

depends on the ascertainment of the same material facts that were the subject 

of the criminal proceedings is at issue (provided they have been deemed 

relevant to the criminal decision). 

Secondly, transfer of evidence from criminal to administrative 

proceedings has to abide by the double-proportionality test established by the 

ECJ in its 2015 WebMindLicences decisions. However, no explicit rule has 

been introduced in the Italian legal system in this regard.102 

Lastly, in some sectoral legislation, rules have been provided that 

specify the exchange of information duties between criminal justice and 

administrative authorities. For instance, Article 187-decies TUF states that, 

when it becomes aware of one of the crimes related to market manipulation 

and insider trading, the prosecutor shall inform the Chairman of Consob 

without delay. And even where such violations do not constitute a criminal 

offence, Consob and the judicial authorities shall cooperate with each other, 

by exchanging information, to facilitate the detection of violations.103 To this 

end, Consob may use the documents, data and information acquired by the 

Guardia di Finanza within the powers it can use for tax evasion investigations 

(also relating to VAT frauds).104 

A similar approach, grounded on the autonomy between administrative 

and criminal law, also characterises the transfer of evidence from 

administrative to criminal proceedings. Accordingly, the status of a piece of 

evidence within an administrative proceeding is irrelevant for its potential 

admission in a criminal trial. In the latter context, evidence shall be admitted 

only by applying the evidentiary rules provided by the criminal procedure 

code.105  

In this context, a general limit to the admissibility of information 

collected by administrative authorities is established by Article 220 of the 

rules implementing the Code of Criminal Procedure. According to this 

provision, if during inspections or supervisory tasks performed by 

 
102 In this sense, however, S. Tesoriero, ‘Indagini penali e amministrative in materia di frodi 

iva e doganali’, in: A. Di Pietro and M. Caianiello (eds.), Indagini penali e amministrative in 

materia di frodi IVA e doganali. L’impatto dell’European Investigation Order sulla 

cooperazione transnazionale, Cacucci, 2016, pp. 17 and followings.  
103 See Article 187-decies TUF, §§ 1 and 3. 
104 See Article 63(1) of Presidential Decree no. 633 of 26.10.1972 and Article 33(3) of 

Presidential Decree no. 600 of 29.09.1973. 
105 For a brief recollection of the main rules in that context, see, e.g. M. Caianiello and G. 

Lasagni, ‘Italy’, in: F. Giuffrida and K. Ligeti (eds.), Admissibility of OLAF Final Reports as 

Evidence in Criminal Proceedings, University of Luxembourg, 2019, pp. 171 and followings. 
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administrative authorities, suspicions of a crime emerge, then all the 

subsequent investigative acts shall be carried out in accordance with the rules 

of the criminal procedure code (and not the rules, usually less safeguarding, 

established for the administrative proceedings at stake).  

Consequently, if evidence is collected according to standards other than 

those provided by criminal procedure law, after suspicions of a crime have 

emerged, such evidence shall not be deemed admissible in criminal 

proceedings.  Nevertheless, as far as transfer of evidence is concerned, 

specific rules are often provided for in sectoral legislation, generally imposing 

a duty upon the administrative authority to refer potential notitiae criminis to 

the criminal justice authorities, if suspicions of a crime emerge during 

administrative proceedings.  

In this regard, it is important to mention Article 331 CCP. According to 

it, public officials and persons in charge of public services have to report, 

without delay, any suspicions of crime arising in the course of carrying out, 

or because of their functions or service. This norm also applies to the 

personnel of the administrative authorities described in this report. At times, 

the sectoral legislation adds further requirements, sometimes as Memoranda 

of Understanding. 

In particular, in customs and tax enforcement, while performing their 

duties, the ADM, the GDF and tax agency officials may assume the role of 

judicial police if suspicions of a crime emerge during their investigation. This 

status enables a direct collection of information within the domain of criminal 

investigations, limiting the issue of transfer of evidence.106 

In banking law, transfer of evidence from the Banca d’Italia to criminal 

justice authorities is regulated by Article 331 CCP and Article 7 TUB. 

According to Article 331 CPP, as already mentioned, public officials and 

persons in charge of public services have to report, without delay, any 

suspicions of crime arising in the course of carrying out, or because of their 

functions or service. Per Article 7, § 2 TUB, employees of the Banca d’Italia 

exercising their supervisory functions are to be considered public officials. 

Moreover, the professional secrecy generally applicable to the Banca d’Italia 

personnel cannot be opposed to judicial authorities when the information 

requested is necessary to investigate or prosecute criminal offences. However, 

the same provision also establishes that all irregularities detected, even when 

they might involve criminal offences, shall be reported by employees 

exclusively to the collegial managing body of the Banca d’Italia (Direttorio). 

This reporting duty refers to the information itself, as well as, in the most 

significant cases, where accuracy in the referral and effective cooperation 

 
106 See also Articles 20 and 21, Law Decree 74/2000 for the coordination between 

administrative and criminal proceedings in light of the ne bis in idem principle (substantial 

dimension).  
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between the Banca d’Italia and judicial authority are all the more necessary, 

to potential insights into the case, aimed at corroborating at a technical and 

legal level the relevance of the suspicions of a crime. 

From the wording of Article 7, § 2 TUB, it is unclear whether this latter 

rule represents an exception to the general reporting duty established by 

Article 331 CPP. In particular, it is not clear whether the obligation to refer 

the notitia criminis to judicial authorities, which is exceptionally, not directly, 

applicable to public officials working for the Banca d’Italia, exists for the 

Direttorio of the Banca d’Italia. Although it would be appropriate to amend 

Article 7 TUB to clarify it, legal scholars (and, to a certain extent, also the 

Banca d’Italia itself) generally believe that the Direttorio remains indeed 

bound by duty to refer suspicions of crime to judicial authorities. The 

procedure of Article 7, § 2 TUB, therefore, shall be interpreted not as a real 

derogation to Article 331 CPP, but only as a precautionary reporting 

mechanism to prevent or reduce an unregulated dissemination of potential 

notitiae criminis having detrimental effects on the stability of the financial 

markets.107  

In financial markets law, transfer of evidence from Consob to criminal 

justice authorities is regulated by Articles 187-decies and followings TUF. 

According to Article 187-decies, § 2, the President of Consob shall transmit 

to the prosecutor the information collected during the administrative 

investigation, if evidence emerges suggesting the existence of a criminal 

offence. The transmission of the documents to the Prosecutor’s Office shall 

take place via in a reasoned report and at the latest upon conclusion of the 

activity of ascertaining violations of the provisions by Consob.108  

 
107 See L. F. Signorini, ‘Attività di Vigilanza e Giurisdizione Penale’, in: Associazione 

Italiana dei Professori di Diritto Penale. II Convegno Nazionale – ‘Economia e diritto penale 

nel tempo della crisi’, Palermo 15.11.2013, p. 11, online 

www.bancaditalia.it/pubblicazioni/interventi-direttorio/int-dir-2013/Signorini-151113.pdf 

(the author was, at the time, Vice-President of the Banca d’Italia); A. Antonucci, ‘Articolo 7’ 

in: C. Costa and A. Mirone (eds.), Commento al Testo Unico delle Leggi in Materia Bancaria 

e Creditizia, vol 1, Giappichelli 2013, pp. 58–59; G. Lasagni and I. Rodopoulos, ‘A 

Comparative Study on Administrative and Criminal Enforcement of Banking Supervision at 

National Level, in: S. Allegrezza (ed.), The Enforcement Dimension of the Single Supervisory 

Mechanism, Milan, Italy, Wolters Kluwers, CEDAM, 2020, 608. 
108 The intensity of the relations between Consob and criminal proceedings is also shown by 

the power of the financial supervisor to exercise the rights and faculties attributed by the code 

of criminal procedure to the bodies and associations representing interests affected by the 

offence, within criminal proceedings for the crimes of insider trading and market 

manipulation. Consob may also file a civil action in the criminal proceedings, and request a 

reparation for the damage caused to the integrity of the market. Such sum shall be determined 

by the judge, also on an equitable basis, taking into account the offensiveness of the act, the 

 

http://www.bancaditalia.it/pubblicazioni/interventi-direttorio/int-dir-2013/Signorini-151113.pdf
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In competition law, in addition to the general norm of Article 331 CPP, 

the AGCM has entered into several Memoranda of Understanding with 

criminal investigating authorities (such as the GDF109 or prosecution 

offices110), aiming at facilitating the transfer of information. Such 

Memoranda, however, do not specifically touch upon the issue of 

admissibility criteria. 

Lastly, in privacy law, in addition to EU norms that regulate the transfer 

of information from privacy supervisors to the judicial authorities,111 the 

Italian Privacy code, pursuant to Article 57, § 1, let. v) GDPR, explicitly 

requires the GPDP to denounce any fact that may constitute a criminal offence 

punishable ex officio, of which it becomes aware in the exercise or because 

of its functions.112 Moreover, the authority has developed a series of 

Memoranda of understanding, to facilitate the exchange of relevant 

information with criminal justice authorities (the GDF, above all, but also 

prosecution offices), although without dwelling in details on aspects of 

evidence admissibility.113 

 

 

 
personal qualities of the guilty party and the entity of the product or profit obtained from the 

offence (Article 187-undecies TUF). 

Last, a specific rule also exists with regard to the application and enforcement of criminal 

and administrative sanctions in light of the substantial dimension of ne bis in idem. According 

to Article 187-terdecies TUF, when, for the same fact, a pecuniary administrative sanction or 

administrative sanction dependent on a crime or a criminal sanction has already been 

imposed, (a) the judicial authority or CONSOB shall take into account, when imposing the 

sanctions within its competence, the punitive measures already imposed; (b) the collection 

of the fine, the pecuniary sanction dependent on a criminal offence or the administrative 

pecuniary sanction is limited to the part exceeding that collected by the administrative 

authority or the judicial authority respectively. 
109 Of 05.04.2024, online  

https://www.agcm.it/dotcmsdoc/normative/Rinnovo_Protocollo_GDF-AGCM_05-04-

2024.pdf.  
110 See Protocollo d'intesa AGCM - Procura della Repubblica di Roma, 10.01.2018,online 

https://www.agcm.it/chi-siamo/normativa/dettaglio?id=d094d24f-5e85-45a4-9242-

55c16e39aade&parent=Protocolli%20di%20intesa&parentUrl=/chi-

siamo/normativa/protocolli-di-intesa; or Protocollo d'intesa AGCM - Procura della 

Repubblica di Milano, 11.01.2018,online https://www.agcm.it/chi-

siamo/normativa/dettaglio?id=a32f799c-f5c1-465f-be75-

0819bcb72549&parent=Protocolli%20di%20intesa&parentUrl=/chi-

siamo/normativa/protocolli-di-intesa.  
111 See in particular, Article 33 GDPR. 
112 See Article 154, § 1, let d) Privacy Code.  
113 A list of such agreements may be found at: https://www.garanteprivacy.it/home/attivita-e-

documenti/protocolli-d-intesa.  

https://www.agcm.it/dotcmsdoc/normative/Rinnovo_Protocollo_GDF-AGCM_05-04-2024.pdf
https://www.agcm.it/dotcmsdoc/normative/Rinnovo_Protocollo_GDF-AGCM_05-04-2024.pdf
https://www.agcm.it/chi-siamo/normativa/dettaglio?id=d094d24f-5e85-45a4-9242-55c16e39aade&parent=Protocolli%20di%20intesa&parentUrl=/chi-siamo/normativa/protocolli-di-intesa
https://www.agcm.it/chi-siamo/normativa/dettaglio?id=d094d24f-5e85-45a4-9242-55c16e39aade&parent=Protocolli%20di%20intesa&parentUrl=/chi-siamo/normativa/protocolli-di-intesa
https://www.agcm.it/chi-siamo/normativa/dettaglio?id=d094d24f-5e85-45a4-9242-55c16e39aade&parent=Protocolli%20di%20intesa&parentUrl=/chi-siamo/normativa/protocolli-di-intesa
https://www.agcm.it/chi-siamo/normativa/dettaglio?id=a32f799c-f5c1-465f-be75-0819bcb72549&parent=Protocolli%20di%20intesa&parentUrl=/chi-siamo/normativa/protocolli-di-intesa
https://www.agcm.it/chi-siamo/normativa/dettaglio?id=a32f799c-f5c1-465f-be75-0819bcb72549&parent=Protocolli%20di%20intesa&parentUrl=/chi-siamo/normativa/protocolli-di-intesa
https://www.agcm.it/chi-siamo/normativa/dettaglio?id=a32f799c-f5c1-465f-be75-0819bcb72549&parent=Protocolli%20di%20intesa&parentUrl=/chi-siamo/normativa/protocolli-di-intesa
https://www.agcm.it/chi-siamo/normativa/dettaglio?id=a32f799c-f5c1-465f-be75-0819bcb72549&parent=Protocolli%20di%20intesa&parentUrl=/chi-siamo/normativa/protocolli-di-intesa
https://www.garanteprivacy.it/home/attivita-e-documenti/protocolli-d-intesa
https://www.garanteprivacy.it/home/attivita-e-documenti/protocolli-d-intesa
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3.2. Transfers of data between foreign and national proceedings 

No general rules are provided under Italian law about the transfers of 

data between foreign and national proceedings. In general terms, however, 

and as anticipated (see above, Section 2.2), exchange of information is 

structurally part of the activity of some administrative authorities, which 

operate in a centralised or multi-level enforcement system. In this context, a 

further, very relevant, means of transnational transfer of evidence between 

administrative and criminal justice authorities is the OLAF cooperation 

system, which in Italy is successful in disseminating information that is later 

used as evidence in administrative proceedings.114 

More specifically, on the one side, when data is to be transferred from 

foreign criminal to administrative proceedings, similarly to the case in which 

evidence is transferred from Italian criminal proceedings, administrative 

authorities enjoy a broad discretion in collecting relevant information and 

admitting it as evidence. This seems to be the approach also followed when 

criminal proceedings occur abroad.  

Conversely, when data is to be transferred from a foreign administrative 

proceeding to a national proceeding, the speciality rule of criminal law 

applies. According to it, in criminal proceedings, evidence may be admitted 

only by using the evidentiary rules provided for by the criminal procedure 

code, which does not contain specific rules for cases where information 

derives from foreign administrative proceedings. Also in this case, the 

relevance of OLAF investigations brought to the development of a case-law 

by the Italian courts, especially with regard to the tax matter. According to it, 

no further investigation is generally required by national authorities following 

the transmission of OLAF final reports of the assessment contained in such 

reports. The latter are thus recognised as having the same evidentiary value 

as reports issued by national administrative authorities.115  

4. CONCLUSION 

In conclusion, the Italian system appears quite fragmented when it 

comes to enforcing administrative punitive sanctions.  

Firstly, the recognition of the punitive nature of an administrative 

sanction is not defined by the law but left to the case-by-case approach of the 

jurisprudence. This confers a great flexibility to the legal framework, but – at 

the same time – makes it also somewhat uncertain to foresee the scope of the 

 
114 On the admissibility of OLAF evidence in the Italian legal system, see M. Caianiello and 

G. Lasagni, (n. 105).  
115 See M. Caianiello and G. Lasagni, (n. 105), pp. 176 and followings.  
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punitive matter in advance, and the adequacy of procedural and evidentiary 

law established in the legislation.  

Secondly, the areas investigated in the present study are not 

homogeneous regarding the institutional framework of the competent 

authorities concerned. Although in most cases administrative sanctioning 

powers that might be considered punitive are enforced by administrative 

authorities, the latter vary in term of the independence they enjoy from the 

executive (independent in banking and financial market law, in competition 

law and about customs and privacy protection; under government control in 

the tax matters), as well as like their powers (strictly administrative under a 

formal perspective in banking, financial market, competition, and privacy 

law; hybrid of administrative and criminal in tax and custom law).  

Thirdly, the domain of administrative proceedings, at least in the areas 

studied for the present research, does not present a common legal framework, 

but a multitude of sectoral regulations. No common rules, in this sense, exist 

concerning investigating powers, and transfer and admissibility of evidence.  

Nonetheless, some common features may be noticed from a factual 

point of view. In particular, all the authorities involved de facto have in 

common a great degree of discretion in exercising their powers, which usually 

does not require external authorisations (though with some exceptions 

precisely when it comes to electronic communications). Accordingly, the 

transfer of information is characterised by a great flexibility, especially if 

compared with a criminal law perspective.   

Against this background, the general lack of specific rules concerning 

both requests for information to OSPs and electronic evidence is not 

surprising. Still, the transversal character of digital information and of the 

providers that exercise control over it sheds a particularly critical light onn 

both an efficient enforcement of sanctioning powers and a fair use of the 

information so collected within administrative or criminal proceedings. In this 

regard, a view to the European and comparative dimension, like the one 

carried out in the present study, may represent a first step towards simplifying 

and strengthening of procedural rules, which appears highly desirable in the 

current state. 

 


