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A B S T R A C T   

Industrial equipment storing hazardous substances can be the target of deliberate malicious attacks causing 
escalation scenarios involving the release of flammable and/or toxic material with severe consequences on 
people, assets, and the environment. In the present study, a novel modelling approach was developed to assess 
the baseline values of standoff distances for atmospheric and pressurized storage equipment considering a set of 
standardized handgun and rifle projectiles not specific for military uses. The calculation of standoff distances is 
based on specific models for projectile perforation and flight. The range of standoff distances varies depending on 
the type of firearm used. Standoff distances resulted in the range of less than 10 m in case of handgun projectiles 
and up to 1130 m in case of hard-core rifle projectiles. Important differences in standoff distances were found for 
atmospheric and pressurized tanks. The effect of the initial offset angle of the shooter on the standoff distance 
was assessed by a Monte Carlo analysis based on credible offset angles for handgun and rifle projectiles. A case 
study demonstrates the importance of the results to improve chemical site security with respect to attack 
detection, emergency response, and mitigation actions aimed at preventing escalation scenarios.   

1. Introduction 

Atmospheric and pressurized equipment storing hazardous materials 
(e.g., flammable, toxic materials) may be the target of deliberate mali-
cious attacks aimed at triggering escalation scenarios (release of haz-
ardous material and/or energy) [1–3] with potential for severe 
consequences on workers, population, property, the environment, and 
company reputation [4–6]. 

The analysis of an extended dataset of past security-related events 
affecting the Chemical and Process Industry (CPI) performed by Casson 
Moreno et al. [7] and by Iaiani et al. [8,9] evidenced a significant in-
crease in the number of reported events after year 2000 and confirmed 
the relevance and severity of security attacks in the CPI and in related 
industrial sectors (e.g., the Oil&Gas industry). This issue is also evi-
denced by other authors: e.g., Chen et al. [10] and Zhu et al. [11] point 
out that chemical and process plants, and in particular chemical in-
dustrial parks where large amounts of flammable materials (e.g., liq-
uefied natural gas, crude oil, etc.) are stored, are susceptible to 
cascading events triggered by deliberate malicious attacks. In such 
events, the consequences of a primary event may escalate and cause the 
damage of nearby units, possibly triggering one or more secondary 

events leading to overall consequences more severe than those of the 
primary event [12]. Historical evidence shows the use of simple tools, as 
incendiary and explosive devices, as well as shooting with both light 
weapons (e.g., handguns and rifles) and heavy weapons (e.g., missiles) 
in deliberate attacks to chemical and process plants [8,13,14]. 

Though regulations addressing the security of installations storing 
and/or processing hazardous materials are quite different worldwide 
[15], the risks associated to deliberate malicious attacks (security at-
tacks) are typically addressed using Security Vulnerability Assessment 
(SVA) or Security Risk Assessment (SRA) methodologies to determine 
the adequacy of existing security measures (security barriers) and the 
actual level of the security risk of a facility [16,17]. SVA/SRA method-
ologies suitable for the CPI and similar sectors span from qualitative or 
semi-quantitative approaches (e.g., the CCPS methodology [18], the 
VAM-CF methodology [19], the methodology proposed by API RP 780 
[20], the RAMCAP methodology [21], the methodology developed by 
the Hazardous Incidents Commission [14], etc.) to quantitative ap-
proaches, based on static Bayesian Networks [22,23], on dynamic 
Bayesian Networks [4], on game theory [24–26], on dynamic graph 
theory [10,27], on fuzzy logic [28], and on event tree analysis [29]. 

Shooting attacks are considered a possible attack mode that can be 
perpetrated by the adversaries by all the aforementioned SVA/SRA 
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methodologies since they may damage industrial equipment and storage 
tanks even from long distances. The potential for shooting attacks of 
damaging chemical and process equipment was also confirmed by the 
past incident analysis performed in previous studies by Casson Moreno 
et al. [7] and by Iaiani et al. [8]. 

According to the “Rings of Protection” or “layered defence” princi-
ples [18,30], the concept of “standoff distance” is applicable in the se-
curity domain in order to investigate the conditions for a successful 
attack and to support the design of passive protection barriers within the 
Physical Protection System (PPS) of a facility. The standoff distance is 
the minimum distance between the target asset and the location of the 
adversary that will not cause any significant damage to the target [31]. 
Actually, most attack vectors decrease their intensity with distance (e.g., 
heat load for incendiary attacks, overpressure for attacks involving ex-
plosives, projectile velocity for shooting attacks, etc.), until they are no 
longer able to damage the intended target [13,32]. This concept of 
standoff distance allows defining the spatial relationship between the 
location of the target, the location of the physical barriers within the 
PPS, and the location of the adversary. Thus, it is similar to the concept 
of “safety distance” or “protection distance” in the safety domain [33]: e. 
g., Gouller [34] reports safety distances for the storage of liquefied 
gases, Laska [35] for hazardous pressurized gas storage, Healy [36], 
Jarret [37], and Mercx et al. [38] for explosives, and Schonbucher et al. 
[39] for flammable liquids potentially originating pool fires. 

A study carried out by Landucci et al. [31] provides values of 
standoff distances for credible attacks with home-made explosives by 
using a TNT equivalence model as vulnerability model to assess the 
damage caused by overpressure with distance from the target. Dusso 

et al. [40] investigate protection distances for fire-induced adverse 
scenarios inside chemical and pharmaceutical warehouses by using 
simplified vulnerability models for fire effects in enclosed areas. 
Standoff distances for high-explosive munitions (e.g., detonation of a 
single 105 mm projectile) are provided by Qin and co-authors [41]: 
however, in this case, humans are considered as the targets of the 
shooting attacks and thus the proposed standoff distances are not 
applicable in the context of asset integrity and loss prevention in the CPI. 

To date, the assessment of standoff distances for shooting attacks to 
CPI critical assets received scarce attention in the open literature. The 
lack of suitable damage models for projectile impact on chemical and 
process equipment hampers the ability to assess the vulnerability to 
perforation of storage tanks and process vessels accurately. Thus, the 
implementation of adequate protective measures to mitigate the po-
tential consequences of shooting attacks is not straightforward in the 
current industrial practice. Models providing a quantitative approach to 
the assessment of the potential impacts of shooting attacks (e.g., extent 
of damage with respect to distance from the target) would be of vital 
importance to improve site security. Actually, as stated by Dong and co- 
workers [42], optimizing the vulnerability level of a facility plays a 
crucial role in preventing and controlling security incidents. 

Most of the available studies on the damage caused by projectile 
impact focus on target materials as armour steel [43,44] and titanium, 
aluminium, and steel alloys [45–47], that have relevant differences from 
the steel alloys typically used as construction material for the shells of 
atmospheric and pressurized storage tanks. The only studies devoted to 
the analysis of damage of CPI storage and process equipment caused by 
projectile impact refer to fragments originated by equipment failure in 

Nomenclature 

AP Armour-Piercing 
CPI Chemical and Process Industry 
DBT Design Basis Threat 
FN Flat Nose 
HC Hard-Core 
MOA Minute Of Angle 
P Pointed 
PE Probability of Exceedance 
PM Perforation Model 
PPS Physical Protection System 
RN Round Nose 
S Spherical 
SC Soft-Core 
SOD StandOff Distance 
SRA Security Risk Assessment 
SVA Security Vulnerability Assessment 
TE Target Element 
t Target actual thickness 
tmax Target maximum perforated thickness 
teff Target effective thickness 
td Target thickness by design 
θ Impact angle (polar angle in a spherical coordinate system 

with the impact point as origin and the normal to the target 
wall as polar axis) 

β Azimuthal angle of the impact point on the vessel 
(azimuthal angle in a cylindrical coordinate system with 
the axis of the vessel as refence axis and the direction 
aimed by the shooter as reference direction for the 
azimuth) 

ϕ initial offset angle (polar angle in a spherical coordinate 
system with the shooter as origin and the direction aimed 
by the shooter as polar axis) 

ϕr reference initial offset angle 
δ Initial azimuthal angle (azimuthal angle in a spherical 

coordinate system with the shooter as origin, the direction 
aimed by the shooter as polar axis and the direction 
parallel to the vessel axis as reference direction for the 
azimuth) 

m Projectile mass 
d Projectile diameter 
D Vessel diameter 
H Maximum design liquid level 
Pd Vessel design pressure 
V Vessel volume 
ub Ballistic limit velocity (minimum velocity of the projectile 

at the impact point that causes perforation) 
ub,n Normal component of ballistic limit velocity 
dr Downrange distance (distance from the shooter to the 

target) 
um Muzzle velocity (velocity of the projectile at the shooting 

point) 
ρ Density 
BHN Brinell’s hardness number 
σT Target yield stress 
σR Target tensile stress 
G Target shear modulus 
Y Target flow stress or dynamic yield stress 
E Target Young modulus 
f Friction coefficient 
τS Target static shear strength 
υ Target Poisson ratio 
α Projectile half-angle of conical nose 
K Target bulk modulus 
p Subscript for projectile 
t Subscript for target  
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domino events [48–51]. However, these fragments have shape, mass, 
and velocity very different from light weapon projectiles used in 
shooting attacks [52,53]. 

In a recent study [54], the most reliable projectile perforation models 
for both soft-core and hard-core light projectiles impacting typical 
construction materials of atmospheric and pressurized storage tanks 
were identified through a validation process based on experimental data 
and statistical performance indicators. Based on these results, the pre-
sent study aims at filling the gap evidenced above, providing a scien-
tifically sound approach to the quantitative vulnerability assessment of 
shooting threats. The calculation of standoff distances for shooting at-
tacks carried out using handguns and rifles to atmospheric and pres-
surized cylindrical storage tanks used for the bulk storage of hazardous 
chemicals is addressed. A novel specific modelling approach was 
developed, based on the combination of validated projectile perforation 
models [54] with an exterior ballistics model consisting in a 
well-accepted and experimentally validated projectile flight model 
[55–57]. The model was used to obtain baseline values of standoff dis-
tances for a representative set of standardized light weapon projectiles 
for both atmospheric and pressurized storage tanks taken as targets in 
the present analysis. The uncertainties deriving from the shooting pre-
cision of the different weapons considered was investigated by a Monte 
Carlo analysis addressing the effect of the shooting angle on standoff 
distances. A case study addressing the storage section of a chemical plant 
(flammable liquid stored inside the tanks) is presented to demonstrate 
the potential use of the baseline standoff distances obtained by the 
proposed novel approach in supporting SVA/SRA studies and in 
improving site vulnerability level and security (e.g., attack detection, 
emergency response, and mitigation plans). 

2. Methodology 

2.1. Overview 

An original approach was developed for the calculation of baseline 
values of standoff distances (SOD) for shooting attacks to atmospheric 
and pressurized storage tanks containing hazardous materials (e.g., 
flammable and/or toxic materials) in the CPI. The workflow of the 

method is shown in Fig 1. The method is composed of three main steps: 
setup of the analysis (Step 1), calculation of the ballistic limit velocities 
(Step 2), and calculation of the standoff distances (Step 3). The detailed 
description of each step is provided in the following. 

2.2. Design basis threat and target elements (Step 1) 

The first step of the method developed in the present study concerns 
the definition of the scope of the analysis. This consists in the charac-
terization of the Design Basis Threat (DBT, Step 1.1 in Fig 1) and in the 
selection of the Target Elements (TE, Step 1.2 in Fig 1). 

2.2.1. The design basis threat 
The concept of Design Basis Threat (DBT) is frequently adopted in 

the context of SVA/SRA [18,20,32], consisting in the characterization of 
the adversary in terms of its characteristics (skills and motivations) and 
capabilities. Given the scope and aim of the present study, the DBT is 
here restricted to shooting attacks with light weapons such as handguns 
and rifles. Thus, characterizing the DBT requires selecting a set of pro-
jectiles which may be fired by an adversary (see Fig 2). A highly skilled 
and well-motivated adversary was assumed (worst-case scenario). 

There are many types of projectiles available [58]. A first classifi-
cation introduced in the literature considers the material used to 
manufacture the projectile core [59,60]: lead or mild steel are typically 
used for soft-core projectiles (SC, commonly referred to as “ball” 
rounds), while hardened steel or tungsten carbide are used in case of 
hard-core projectiles (HC, commonly referred to as “armour-piercing” 
(AP) projectiles). Clearly, SC and HC projectiles have different perfo-
ration capabilities: the hard-core projectiles are generally characterized 
by relatively higher kinetic energy densities (i.e., the kinetic energy 
divided by the cross-sectional area offered by the projectile) and higher 
hardness values of the cores, resulting in higher perforation depths on 
the target [59]. 

Projectiles can be also classified on the basis of their geometrical 
shape (see Fig 3) [58,61]: pointed (P) conical or ogival projectiles, 
projectiles with a round nose (RN), projectiles with a flat nose (FN) also 
referred to as “blunt” projectiles, and spherical projectiles (S). 

In the present study, a reference set of projectiles was considered, 
retrieved from the standards EN 1522 [62] and EN 1063 [61]. Both 
standards classify target resistance to perforation according to protec-
tion classes (FB codes) which are in turn associated to different cate-
gories of projectiles. 

Five reference projectiles were selected in the DBT, each corre-
sponding to a different protection class in EN 1522 and EN 1063. Table 1 
reports the relevant information of each reference projectile selected. 
The code name used in the table (FB code) refers to the original speci-
fication in EN 1522 and EN 1063. It shall be noted that in case of FB7 
projectiles, data in Table 1 refer to the core diameter and mass, as jacket 
and lead cap have minor influence on penetration by armour piercing 
projectiles as demonstrated by the studies of Børvik et al. [60], Chen 
et al. [63], and Hazell [59]. 

These projectiles are small-medium calibre bullets that find exten-
sive use in civilian self-defence and recreational shooting (e.g., target 
practice and competitive shooting sports), as well as in military and law 
enforcement scenarios (e.g., combat, patrol, and close-quarters en-
gagements) [64]. Therefore, the five reference projectiles selected allow 
representing a wide set of projectiles with different performances, both 
for handguns (FB2 and FB4) and for rifles (FB5, FB6, and FB7). Larger 
calibre bullets have been considered out of the scope of the present 
analysis, due to a much more reduced field of application (e.g., 
anti-materiel roles, long-range sniping, heavy machine guns). In fact, 
these projectiles due to their increased power and penetration capabil-
ities with respect to standard small-medium projectiles, need specific 
requirements for their deployment. Adversaries with high to critical 
capabilities, as defined by the CCPS SVA [18], may not be available. 

The typical values suggested in the literature for accuracy of hand-
Fig. 1. Workflow of the method developed in the present study to calculate 
baseline standoff distances. 
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guns and rifles [65–67] were considered for the reference initial offset 
angle (ϕr). These angles are usually expressed in the form of MOA 
(Minute Of Angle): one MOA is 1/60th of a sexagesimal degree of arc 
and spreads about 1.047" per 100 yards [68]. 

2.2.2. The target elements 
The Target Elements (TE) are the objects that are aimed by the 

shooter in the context of a shooting attack. The vulnerability to perfo-
ration of a TE depends primarily on the shape and material composition. 

The target shape plays an important role in determining the target 
resistance to perforation: in fact, objects with the same thickness, but 
different shapes (e.g., flat plates, curved surfaces, or angled structures) 

may have different ballistic limit velocities, and in turn different values 
of standoff distance. 

In the chemical and process industry, the tanks used for the bulk 
storage of liquid are mostly cylindrical or spherical [33]. Cylindrical 
equipment finds more extensive use in industrial sites due to the simpler 
construction and installation, to the possibility of mounding, and to the 
reduced visual impact [69]. On the other hand, spherical storage tanks 
are limited to specialized applications such as high-capacity pressurized 
vessels and cryo-compressed storage (e.g., liquid hydrogen storage). 
Therefore, due to the much more limited field of application and to the 
less frequent use, spherical vessels are not further considered in the 
present analysis. Moreover, as discussed in Section 3.2, the results ob-
tained in the present study for cylindrical vessels can be used as con-
servative baseline standoff distances for spherical tanks. 

Two sets of reference cylindrical vessels were considered as TEs: 
Table 2 reports the set of atmospheric vertical cylindrical storage vessels 
(a-codes), while Table 3 shows the set of pressurized horizontal cylin-
drical storage vessels (p-codes) considered. Design data of the tanks 
were derived from a former study by Cozzani et al. [70]. The tables also 
report the main design parameters for each equipment item such as 
design pressure, volume, diameter, and shell thickness. The latter 
parameter, which plays a key role in the context of material perforation, 
shows a large variability within practical applications since it depends 
on tank design (e.g., design pressure, diameter, height, corrosion 
allowance). High diameter atmospheric vessels (e.g., codes from a.5 to 
a.10 in Table 2) are characterized by a decreasing shell thickness with 
height to account for the different hydrostatic load. The thickness values 
reported in the original source for the lower section of the shell were 

Fig. 2. Schematization of the shooting attack and its geometry: Design Basis Threat (DBT), Target Element (TE), and standoff distance. um: muzzle velocity; ub: 
ballistic limit velocity; ϕ: initial offset angle; θ: impact angle; δ: initial azimuthal angle. Further details on the definition of variables are reported in the Nomen-
clature section. 

Fig. 3. Classification of projectiles with respect to shape according to [58,61].  

Table 1 
Selected reference projectiles from [62,61]. RN=Round nose, SC=Soft-core (lead), FN=Flat nose, P=Pointed, SCP1=Soft-core (lead) with steel penetrator, 
HC=Hard-core (steel, hardness more than 63 HRC). *FB7 data reported refer to the hard-core of the projectile.  

Protection Class Type of weapon Reference projectile Projectile type d (mm) m (g) um (m/s) ϕr (MOA) 

FB2 Handgun 9 mm Luger RN/SC 9 8 400 20 
FB4 Handgun 44 Rem. Mag. FN/SC 11 15.6 440 20 
FB5 Rifle 5.56×45 PB/SC 5.56 4 950 1 
FB6 Rifle 7.62×51 P/SC 7.62 9.5 830 1 
FB7 Rifle 7.62×51 FP/HC 6.06* 3.7* 820 1 

d : projectile diameter; m : projectile mass; um : muzzle velocity; ϕr : reference initial offset angle.  
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considered. No corrosion allowance was accounted (i.e., the thickness 
was considered equal to corroded thickness). In the present study, a 
cylindrical geometry was assumed for the TE, thus neglecting the actual 
shape of the heads of pressurized vessels due to their limited size with 
respect to the cylindrical shell of the vessel. 

With respect to the properties of the construction material of the 
selected TEs, the steel with the lowest strength (coded as A 285M-C 
steel) from the list present in standard API 650 [71] and Section VIII 
of ASME Boiler & Pressure Vessel Code [72] was considered for both the 
atmospheric and pressurized storage vessels. This choice yields safe-side 
results (overestimation of ballistic limit velocity compared to other steel 
materials). However, the differences on ballistic limit velocity consid-
ering other materials are expected to be small. A previous study [54] 
evidenced that the effect of target material on ub is negligible, especially 
for SC projectiles. 

The mechanical properties (ρt=7850 kg/m3, E=200 GPa, σT=205 
MPa, σR=380 MPa) of the considered steel were retrieved from standard 
API 650 [72]. The hardness (BHNt=110) was evaluated using the cor-
relation reported in Callister and Rethwisch [73], while other parame-
ters required in the application of the projectile perforation models (i.e., 
G=80 GPa, τs=220 MPa, K=158 GPa, ν=0.3) were taken from Zukas 
[74]. 

2.3. Ballistic limit velocity and projectile perforation models (Step 2) 

The second step (Step 2) of the method developed in the present 
study (see Fig 1) is devoted to the calculation of the ballistic limit ve-
locity (ub), which is required for the further calculation of standoff 
distances in Step 3. 

The ballistic limit velocity is defined as the minimum projectile ve-
locity required to perforate a target at normal incidence [75], and is 
usually estimated using projectile Perforation Models (PMs). Therefore, 
based on the characteristics of the selected DBT and TEs (from Step 1), 
suitable PMs were selected (Step 2.1 in Fig 1) and used to calculate ub for 
each DBT-TE couple (Step 2.2 in Fig 1). 

In general, a PM is a function of many parameters of both the pro-
jectile and the target:  

where ub,n is the normal component of the ballistic limit velocity, and the 
model parameters are: projectile diameter (d), projectile mass (m), 
target maximum perforated thickness (tmax), impact angle (θ), projectile 
density (ρp), target density (ρt), target yield stress (σT), target dynamic 
yield stress (Y), projectile Brinell’s hardness number (BHNp), target 
Brinell’s hardness number (BHNt), target Young modulus (E), friction 
coefficient (f) between the target and the projectile, target static shear 
strength (τS), target bulk modulus (K), target shear modulus (G), half- 
angle of conical nose of the projectile (α), Poisson ratio (υ), and pro-
jectile model-specific parameters (Cn,Cv). 

The most reliable projectile perforation models for both soft-core and 
hard-core light projectiles impacting typical construction materials of 
atmospheric and pressurized industrial storage tanks were identified in a 
recent study [54]. In the study, 17 projectile perforation models 
(empirical, analytical, and numerical PMs) were retrieved from open 
literature and validated using a dataset obtained from experimental 
perforation tests. 

According to the findings obtained in the previous study [54], the 
Modified De Marre model [59,76] and the Recht model [45,74] resulted 
to be the best models fitting the experimental data and thus were 
selected to cover the behaviour of SC and HC projectiles repectively. 
These models provide the maximum perforated thickness (tmax) for a flat 
steel target sheet with no stress applied. They were developed consid-
ering ub direction as perpendicular to the target surface (normal inci-
dence). Since, in general, the direction of projectile velocity may not be 
perpendicular to the shell of the equipment at the point of impact, a 
simple trigonometric relation is proposed to correlate the ballistic limit 
velocity at the impact point (ub) with its normal component (ub, n) [74]: 

Table 2 
Set of atmospheric vertical cylindrical storage vessels selected in the present 
study (adapted from [70]).  

ID V (m3)  D (mm) t (mm) td (mm) teff (mm) 

a.1 25  2700 5 0.3 4.7 
a.2 100  4400 5 0.7 4.3 
a.3 250  6700 5 1.2 3.8 
a.4 750  10,500 7 2.3 4.7 
a.5 1000  15,000 9 2.1 6.9 
a.6 2500  16,000 13 4.9 8.1 
a.7 5200  25,000 19 6.5 12.5 
a.8 10,000  30,000 20.5 10.4 10.1 
a.9 13,390  34,130 20 12.1 7.9 
a.10 17,480  39,000 23 13.8 9.2 

V : vessel volume; D : vessel diameter; t : target actual thickness; td: target 
thickness by design; teff : target effective thickness.  

Table 3 
Set of pressurized horizontal cylindrical storage vessels selected in the present 
study (adapted from [70]).  

ID Pd (MPa) V (m3)  D (mm) t (mm) td (mm) teff (mm) 

p.1 1.5 5  1000 11 3.2 7.8 
p.2 1.5 10  1200 11 3.8 7.2 
p.3 1.5 20  1500 12 4.8 7.2 
p.4 1.5 25  1700 15 5.4 9.6 
p.5 1.5 50  2100 17 6.7 10.3 
p.6 1.5 100  2800 18 8.9 9.1 
p.7 1.5 250  3800 24 12.0 12.0 
p.8 2 5  1000 14 4.2 9.8 
p.9 2 10  1200 14 5.1 8.9 
p.10 2 20  1500 16 6.3 9.7 
p.11 2 25  1700 20 7.2 12.8 
p.12 2 50  2100 23 8.9 14.1 
p.13 2 100  2800 24 11.8 12.2 
p.14 2 250  3800 32 16.1 15.9 
p.15 2.5 5  1000 17 5.3 11.7 
p.16 2.5 10  1200 17 6.3 10.7 
p.17 2.5 20  1500 20 7.9 12.1 
p.18 2.5 25  1700 24 9.0 15.0 
p.19 2.5 50  2100 29 11.1 17.9 
p.20 2.5 100  2800 30 14.8 15.2 
p.21 2.5 250  3800 40 20.1 19.9 

V : vessel volume; D : vessel diameter; t : target actual thickness; td: target 
thickness by design; teff : target effective thickness.  

ub = f
(
d, m, tmax, θ, ρp, ρt, σT , Y, BHNp, BHNt, E, f , τS, K, G, α, ν, Cn, Cv

)
(1)   
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ub =
ub,n

cosθ
(2)  

where θ is the impact angle (polar angle in a spherical coordinate system 
with the impact point as origin and the normal to the target wall as polar 
axis). 

The Modified De Marre model was selected for the calculation of ub,n 

(m/s) in case of impact of the selected TEs with a SC projectile (i.e., FB2, 
FB4, FB5, and FB6 projectiles listed in Table 1). The model equation, 
which is based on empirical characterization of test data, is the 
following: 

tmax = 5.42 × 10− 6u4/3
b,n m1/3 (3)  

where m is the mass of the projectile (kg) and tmax is the maximum 
perforated thickness (m). 

The Recht model was selected for the calculation of ub,n (m/s) in case 
of impact of the selected TEs with a HC projectile (i.e., FB7 projectiles in 
Table 1). This PM was developed for non-deformable pointed projectiles 
(see Fig 3) penetrating in a semi-infinite slab, and it is based on the 
following equations: 

tmax =
4
(

m
πd2

)

Cnb

[

ub,n −
a
b

ln
(

a + bub

a

)]

(4)  

a = 2τsln(2Zm)⋅
(

1+
f

tanα

)

(5)  

b = Cv
̅̅̅̅̅̅̅̅
Kρt

√
(

1+
f

tanα

)

sinα (6)  

Zm =
E
σT

(

1 + 2
E
σT

)− 0.5

(7)  

where m and d are respectively the mass (kg) and the diameter (m) of the 
projectile core, Cn and Cv are specific parameters of the projectile (equal 
to 0.62 and 0.25 respectively [74]), α is the half-angle of conical nose 
(equal to 23.5 for standard ogives [74]), σT and E are the static yield 
strength (Pa) and the Young modulus (Pa) of the target material, f is the 
dynamic friction coefficient (equal to 0.01 for metal on metal [45]), K 
and τs are the bulk modulus (Pa) and the static shear strength (Pa) of the 
target (estimated from data reported in [74]). 

It is important to stress that all the thickness values considered and 
calculated in the present analysis are intended as corroded thicknesses 
(i.e., initial thickness subtracted of the corrosion allowance). This aims 
to provide a safe-side evaluation of the ballistic limit velocities as the 
actual attack may occur at any possible moment of the tank life. More-
over, in most applications the corrosion phenomena are superficial 
processes, not affecting the mechanical properties of the bulk material of 
the tank walls. 

2.3.1. Target effective thickness 
An important element that shall be taken into account in the calcu-

lation of the ballistic limit velocity for a given target material and pro-
jectile is the stress applied to the wall of the target elements (cylindrical 
steel vessels in the present analysis): this aspect is not addressed by the 
selected PMs [54]. In case of atmospheric vessels, the stress is mainly 
generated by the hydrostatic load (liquid hold-up contained inside), 
while in the case of pressurized vessels it is generated by the internal 
design pressure. 

The use of the actual thickness (t) of the target element in Eqs. (3) 
and (4) may lead to an overestimation of the ballistic limit velocity 
needed for perforation (and in turn to an underestimation of the standoff 
distance, which is not conservative) as the formation of a hole is 

facilitated by the tensile stress present in the wall of the vessel. This is 
expected to be a critical issue, especially in the case of high internal 
pressures. 

To overcome this limitation, in the present study it is pragmatically 
assumed that successful perforation occurs when the projectile pene-
trates the target wall until the remaining non-penetrated thickness is 
equal or lower than the minimum thickness required to resist the me-
chanical stress (td) generated by the internal design pressure and/or by 
the design hydrostatic load. In other words, perforation is considered to 
occur if the target maximum perforated thickness (tmax) calculated with 
the PM exceeds the target effective thickness (teff ) defined as: 

teff = t − td (8)  

where t is the actual shell thickness and td is the shell design thickness 
value required to withstand the internal design pressure and/or the 
design hydrostatic load. The shell design thickness (td) for pressurized 
horizontal cylindrical vessels is calculated applying the Von Mises cri-
terion considering a planar stress state [77]. In particular, it is calculated 
using the following equation: 

td =

̅̅̅
3

√
PdD

4σe
(9)  

where σe is the Von Mises equivalent stress (MPa) equal to 
̅̅̅
3

√
τs in case 

of pure shear, Pd is the design internal pressure (MPa), and D is the vessel 
diameter (m). 

Differently, in the case of atmospheric vertical cylindrical storage 
vessels, td is calculated considering the hydrostatic load according to the 
equation reported in standard API 650 [71] for hydrostatic test 
condition: 

td =

(

1.06 −
0.0696D

H

̅̅̅̅̅
H
σT

√ )

⋅
4.9HD

σT
(10)  

where D is the vessel diameter (m), H is maximum design liquid level 
(m), σT is the target yield stress (MPa). 

Values of t, td, and teff for each reference vessel considered in the 
present study as TE are reported in Tables 2 and 3, that are, according to 
the assumption on corrosion issue adopted in the present study, 
corroded thicknesses (the corrosion allowance is not accounted in the 
thickness value). 

2.4. Calculation of standoff distances (Step 3) 

The last step (Step 3) of the method developed in the present study 
(see Fig 1) is devoted to the calculation of standoff distances (SOD). 

According to Landucci et al. [31], the SOD is defined as the minimum 
distance between the location of the adversary and that of the target 
asset (the TE) that will not cause any significant damage to the TE. In the 
case of concern, the SOD is therefore the downrange distance (dr, i.e., 
the horizontal distance travelled by the projectile from the muzzle of the 
weapon to the TE) corresponding to an impact velocity equal to the 
ballistic limit velocity (see the graphical representation of Fig 2). 

2.4.1. Calculation of maximum standoff distances 
Calculation of standoff distances requires the modelling of the pro-

jectile flight to evaluate the decay of the horizontal component of the 
projectile velocity as a function of the downrange distance. To this 
purpose, exterior ballistics models [55] were adopted to calculated SOD 
for each triplet ub-DBT-TE (Step 3.1 in Fig 1). 

In general terms: 

SOD = f (ub, um, C, G) (11) 
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where ub is the ballistic limit velocity, um is the muzzle velocity, C and G 
are parameters of the exterior ballistics model (i.e., the ballistic coeffi-
cient and the projectile drag function respectively). 

Exterior ballistics calculations require the solution of differential 
equations describing the projectile trajectory. These are commonly 
solved with approaches based on simplified assumptions such as con-
stant atmospheric density and departure angle less than 15◦ [55]. In the 
present study, the Siacci method is adopted to model the exterior bal-
listics. The method is of widespread use throughout US sporting arms 
and ammunition industry and its accuracy in performing flat-fire tra-
jectory calculations is sufficient for nearly all practical purposes [55]. An 
experimental validation of the method was performed by Zhai and 
co-workers [56] and by Kapoor [57] that used the model to fit experi-
mental data of distance and velocity of projectile in flight with good 
results. The Siacci method is summarized in Appendix A, while further 
details are reported in the literature [55]. 

A first estimation of the standoff distance is obtained assuming the 
perpendicular impact of the projectile on the wall of the target (i.e., 
impact angle θ = 0 in eq. (2), and thus ub = ub,n). This corresponds to the 
case of a shooter aiming at the target from a direction perpendicular to 
the vessel axis with no initial offset angle (ϕ = 0). Fig 4 shows exem-
plifications of this geometry in case of vertical and horizontal vessel 
targets as TEs. Any other direction of the aim of the shooter (e.g., shooter 
aiming off-axis or axis of the vessel non-perpendicular to the direction of 
aim) increases the angle of impact of the projectile (θ > 0) in comparison 
to the considered case, reducing the kinetic energy available for pene-
tration (eq. (2)). Hence, the assumption considered here defines the 
worst case in terms of available projectile velocity and standoff distance, 
leading to conservative (safe-side) results compared to other assump-
tions, and it is therefore of interest in the context of the present study 
aimed at providing baseline standoff distances. 

The value of standoff distance calculated in this case (referred in the 
following as “maximum standoff distance”, SOD0) is representative of a 
worst-case scenario in which shooting is unaffected by external factors 

that may reduce its value (e.g., ability of the shooter, flaws of the 
weapon, wind, etc.). SOD0 is thus the maximum expected value for 
standoff distance, beyond which inherent safety is achieved (no possi-
bility of damage). 

2.4.2. Uncertainty analysis by Monte Carlo method 
In order to assess the effect of the uncertainty on the standoff dis-

tance (SOD) due to the inevitable factors that influence it even under the 
worst credible conditions considered above, a Monte Carlo analysis was 
applied (Step 3.2 in Fig. 1). Reduction of SOD due to factors such as 
different angles of aim on the vessel axis, limitations in the ability of the 
shooter, random flaws of the weapon, and adverse weather conditions 
were conservatively neglected as they are external factors, with a large 
variability from case to case and therefore deemed unsuitable for the 
definition of standoff distances of general application. 

On the contrary, even in case of highly skilled shooter and favourable 
conditions, an inherent error in the accuracy of the shooter-weapon 
system exists in all cases and can not be overlooked. This inherent 
error leads to an impact point on the target element that may differ from 
the one aimed at by the shooter (offset). This may be schematized by the 
definition of a system of polar coordinates centred on the shooter (Fig 2): 
an initial offset angle (ϕ), which is the polar angle of the impact point 
relative to the polar axis identified by the point aimed by the shooter, 
and the initial azimuthal angle (δ), which is the azimuthal angle of the 
impact point relative to the reference direction identified by the vessel 
axis. Reference values for the initial offset angle (ϕr) were defined in 
Step 1.1 for each projectile class considered (see Section 2.2). Initial 
azimuthal angle (δ) can be reasonably assumed to have no preferential 
direction (equally probable for all the possible values along a circle). 

Even maintaining the other safe-side assumptions introduced in 
Section 2.4.1 on the direction aimed by the shooter, an initial offset 
angle (ϕ) higher than 0 results in an impact angle (θ) on the target 
element (see Fig 2) higher than zero (i.e., a non-perpendicular impact) 
or, in extreme cases, in missing the target. For this reason, the effect of ϕ 

Fig. 4. Geometry assumed for the shooting attack (impact at normal incidence). DBT: Design Basis Threat; TE: Target Element.  
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on SOD is more pronounced for target elements with a low diameter. 
The offset angle ϕ results in the maximum effect on the ballistic limit 

velocity, and in turn on reducing the standoff distance, if considered on 
the plane perpendicular to the axis of the cylindrical target (i.e., an 
horizontal offset angle in case of vertical cylindrical targets and a ver-
tical offset angle in case of horizontal cylindrical targets) as the effect of 
curvature on the impact angle θ is the greatest in this case. Hence, this 
direction for ϕ, defined by δ = π

2, is considered in the following Monte 
Carlo analysis. Fig 5 shows the definition of the angles in this case. 

Under this assumption, the impact angle (θ in Fig 5), the azimuthal 
angle of the impact point on the vessel (β in Fig 5), and the initial offset 
angle on the plane perpendicular to the vessel axis (ϕ in Fig 5) are 
geometrically correlated by Eqs. (10) and (11), as follows: 

sen(β) = dr⋅sen(ϕ)⋅2/D (12)  

θ = β + ϕ (13)  

where dr is the downrange distance and D is the vessel diameter. 
The combined solution of the system of Eqs. (1), (2), (9), (10), and 

(11) results in the estimation of the standoff distance (SOD) for each 
value of offset angle. In particular, given the reference offset angles (ϕr) 
defined in Section 2.2, a normal distribution with central value 0 and 
standard deviation ϕr/2 was assumed as a probability density function 
for the initial offset angle ϕ. The Monte Carlo analysis was applied to 
calculate a cumulative probability density function for the target 
effective thickness that can be perforated. Further details on the simu-
lations are reported in Appendix B. 

Considering the cumulative probability density function obtained, 
standoff distances were calculated as a function of the probability of 
exceedance (PE) of vessel perforation. PE is defined as the probability 
that a specific value of the target effective thickness will be exceeded: e. 
g., a 10% probability of exceedance (PE10) is equal to the value of the 
population cumulative probability density function where 90% of the 
cumulative probability density is below the value and 10% is above. 

In the present study, the standoff distances corresponding to prob-
abilities of exceedance of 1%, 5%, 10%, 30%, and 50% were calculated 
(defined respectively as SOD1, SOD5, SOD10, SOD30, and SOD50). For 
instance, given a target vessel and a projectile, SOD10 refers to the value 
of standoff distance corresponding to PE10, for which there is thus a 10% 
probability of vessel perforation by shooting. Clearly enough, the 
standoff distance related to a probability of exceedance of 0% is the 
maximum standoff distance, i.e., SOD0. 

2.4.3. Evaluation of baseline values of standoff distance 
In this step (Step 3.3 in Fig 1) baseline standoff distances were 

evaluated from the results obtained from Step 3.1 (worst-case or 

deterministic calculation of SODs) and Step 3.2 (probabilistic calcula-
tion of SODs based on probability of exceedance). In particular a safe- 
side criterion was followed, considering as baseline standoff distances 
the highest standoff distance from those calculated for each considered 
set of TEs (i.e., atmospheric and pressurized storage vessels). 

These values are proposed as baseline standoff distances to be used in 
the context of SVA/SRA studies to assess the shooting threat to tanks 
storing hazardous materials. 

3. Results and discussion 

3.1. Ballistic limit velocity vs effective thickness of the target elements 

The projectile perforation models (PM) described in Section 2.3 were 
applied to calculate the normal component of the ballistic limit velocity 
(ub,n) for each standardized projectile selected in the DBT (see Table 1) 
considering different values of target effective thickness (teff ). The re-
sults of the calculations are shown in Fig 6. For each projectile, the 
higher the thickness of the TE, the higher the ballistic limit velocity 
required for perforation (the curves are monotonically increasing). Each 
curve in the figure is represented as a continuous line till the point in 

Fig. 5. Definition of angles in case of an initial offset angle on the plane perpendicular to the target axis (δ = π
2). D: target vessel diameter; ϕ: initial offset angle; β: 

azimuthal angle of the impact point on the vessel; θ: impact angle; dr: downrange distance. Further details on the definition of variables are reported in the 
Nomenclature section. 

Fig. 6. Normal component of the ballistic limit velocity (m/s) vs target effec-
tive thickness (mm) calculated for FB2, FB4, FB5, FB6, and FB7 projectiles (FB- 
codes defined in Table 1). TE made of Steel A 285 M – C. Muzzle velocities (m/ 
s) and corresponding maximum perforable thicknesses (mm) are reported for 
each FB class. Continuous lines: values below muzzle velocity. Dotted lines: 
values above muzzle velocity. 
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which the normal component of the ballistic limit velocity matches the 
muzzle velocity (um, also reported in Fig 6). This point represents the 
maximum velocity at which a projectile can impact the target element (i. 
e., when the muzzle of the firearm is next to the external surface of the 
TE). Perforation is no longer possible if it requires a ub,n higher than um 

(dotted part of curves in Fig 6): thus, a limit is present in the effective 
thickness that can be perforated by each projectile. An inherently safe 
region may this be defined, including thickness values higher than the 
thickness corresponding to the muzzle velocity for each FB class, i.e., the 
maximum perforable thickness [78]. The calculated maximum perfo-
rable thickness values for each reference projectile considered in the 
DBT are reported in Fig 6 together with the corresponding muzzle 
velocity. 

These results highlight a relevant variation in the perforable thick-
ness between handgun projectiles (FB2 and FB4 in Table 1) and rifle 
projectiles (FB5, FB6, and FB7 in Table 1). In fact, an adversary who 
shoots with a handgun that uses FB2 and FB4 projectiles will not be able 
to perforate TEs with an effective thickness higher than 4.5 mm, while, 
on the other hand, greater thicknesses can be perforated using rifles 
(maximum perforated thickness equal to 19.8 mm in case of FB7 pro-
jectiles). This proves that a higher level of threat may be associated to 
shooting attacks involving rifles with respect to shooting attacks 
involving handguns. This aspect will be better addressed in the discus-
sion of standoff distances (Section 3.2) and in the case study (Section 4). 

Overall, the curves reported in Fig 6 can be used to easily assess the 
minimum value of the normal component of the ballistic limit velocity 

for which perforation is possible in case of the atmospheric and pres-
surized TE storage vessels reported respectively in Tables 2 and 3. 

The results are reported in Table 5 and Table 6 respectively (see 
Section 3.3). 

3.2. Standoff distances vs effective thickness of the target elements 

Fig 7 shows the maximum standoff distance (SOD0) calculated by the 
method described in Appendix A. As expected, a clear distinction is 
present in the figure between the maximum standoff distances obtained 
for handgun projectiles (FB2 and FB4 in Table 1) and those obtained for 
rifle projectiles (FB5, FB6, and FB7 in Table 1). In fact, taking as an 
example a target effective thickness of 3 mm, the maximum standoff 
distance is almost four times higher moving from FB2 (SOD0 equal to 10 
m) and FB4 (SOD0 equal to 131 m) projectiles to FB5 (SOD0 equal to 540 
m) projectiles, or even more in case of FB6 and FB7 projectiles (SOD0 
equal to 870 m and 1409 m respectively). Similar trends are observed for 
all the other values of target effective thickness considered. 

These results support specific choices in the design of passive pro-
tection barriers within the Physical Protection System (PPS) and in the 
definition of internal and external response plans for chemical and 
process plants (see Section 4). For example, in case of effective shell 
thickness equal to 11 mm, which is typical of higher diameter atmo-
spheric storage tanks or of horizontal pressurized storage vessels (e.g., 
see the values reported in Tables 2 and 3), a standoff distance of about 
400 m is calculated considering FB7 projectiles. Shooters may thus be 
able to successfully perforate such targets even if they are positioned 
outside the plant boundaries. Therefore, external security arrangements 
are required to increase the probability of detection and of interruption 
of the attack (e.g., clearance areas and/or external Closed-Circuit Tele-
vision (CCTV) system). 

In order to investigate the effect of the offset angle on the standoff 
distance, Monte Carlo simulations were carried out (details in Appendix 
B). Since a smaller TE diameter (D) corresponds to a greater curvature, 
the minimum value amongst the vessel diameters considered as TEs in 
the present study (see Section 2.2) was used in the simulation. The 
simulations were thus carried out considering a vessel diameter equal to 
1 m, for which the effect of the offset angle is the most relevant. Table 4 
shows the results of Monte Carlo simulation for FB4 projectiles (worst- 
case projectile scenario for handguns). Fig B.2 in Appendix B reports the 
results obtained for the other projectile classes (FB2 to FB7). 

In Table 4 the maximum standoff distance (SOD0) and those corre-
sponding to a probability of exceedance (PE) of 1% (SOD1), 5% (SOD5), 
10% (SOD10), 30% (SOD30), and 50% (SOD50) are reported with respect 
to the target effective thickness. It can be observed that, when consid-
ering a constant probability of exceedance different from 0, the per-
centage variation of the standoff distance with respect to SOD0 increases 
with increasing SOD. This is due to the fact that the angle of view, for 
which successful penetrations are possible (i.e., wall and projectile tra-
jectory are almost perpendicular, leading to higher values of ub,n for a 
given ub), becomes smaller with distance: with increasing downrange 
distance, the portion of the initial offset angle distribution where a 
complete penetration (i.e., perforation) takes place becomes gradually 
smaller. 

Fig. 7. Maximum standoff distance (SOD0) for normal impact (m) vs. target 
effective thickness (mm) calculated for FB2, FB4, FB5, FB6, and FB7 projectiles 
(FB-codes defined in Table 1). TE made of Steel A 285 M – C. 

Table 4 
Results of Monte Carlo simulations for FB4 projectiles considering target diameter (D) of 1 m and initial offset angle (ϕ) of 20 MOA.  

teff (mm) SOD0 (m) SOD1 (m) SOD5 (m) SOD10 (m) SOD30 (m) SOD50 (m) 

1.5 648 647 (− 0.2%) 618 (− 4.6%) 544 (− 16%) 299 (− 54%) 191 (− 71%) 
2.0 398 397 (− 0.1%) 387 (− 2.6%) 360 (− 9.5%) 233 (− 42%) 160 (− 60%) 
2.5 229 229 (− 0.05%) 226 (− 1.2%) 218 (− 4.9%) 168 (− 27%) 126 (− 45%) 
3.0 132 132 (− 0.02%) 131 (− 0.5%) 129 (− 2.1%) 112 (− 15%) 93 (− 30%) 
3.5 74.5 74.5 (− 0.01%) 74.4 (− 0.2%) 73.9 (− 0.9%) 69.1 (− 7.3%) 61.3 (− 18%) 
4.0 34.4 34.4 (0%) 34.4 (− 0.1%) 34.3 (− 0.4%) 33.2 (− 3.6%) 31.1 (− 9.5%) 
4.5 2.04 2.04 (0%) 2.04 (− 0.07%) 2.03 (− 0.3%) 1.98 (− 2.7%) 1.88 (− 7.7%)  
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Clearly enough, at a constant teff , the standoff distance decreases 
considering larger PEs. For example, in the case of probabilities of ex-
ceedance of 30% and 50%, the percentage variation with respect to 
SOD0 exceeds 50% for small targets (e.g., a 53.86% increase (SOD30) and 
a 70.53% increase (SOD50) are calculated for teff = 1.5 mm). On the 
contrary, the percentage variations are small in case of probability of 
exceedance of 1% (in the order of 0.1% or even lower). In the case of 
PE10 (i.e., a level of confidence which is one order of magnitude smaller 
than inherent safety or PE0), the percentage variation of the standoff 
distance with respect to SOD0 is at most 0.21% for the target effective 
thicknesses of interest for typical industrial storage tanks (from 3.5 mm 
up). The above considerations for FB4 projectiles can be extended also to 
all the other classes of projectiles considered in the present study (see 
Section 2.2) as the differences between SOD0 and other SODs based on 
increasing PEs are even smaller in these cases (see Fig B.2 in Appendix 
B). Given the greater accuracy of rifles (reference offset angle of 1 MOA) 
compared to handguns (reference offset angle of 20 MOA), the per-
centage variations of SOD1, SOD5, SDO10, SOD30, and SOD50 with 
respect to SOD0 for FB5, FB6, and FB7 projectiles are negligible (the 
curves reported in Fig B.2-a, -b, and -c are almost overlapped). 

The small difference amongst SOD0, SOD1, SOD5, and SOD10 suggests 
that, in practical cases, the use of a probabilistic risk acceptability cri-
terion (e.g., based on a PE of 1%) does not lead, under the assumptions 
of the current study, to a relevant reduction in the standoff distances 
with respect to those obtained by a deterministic criterion based on 
inherent safety. 

It is important to recall that the assumption on the direction of the 
initial offset angle (i.e., δ = π

2 and therefore ϕ on the plane perpendicular 
to the target axis) does not affect this finding. Actually, the SODs based 
on probabilistic exceedance criteria referred to a generic direction of ϕ 
are larger than those obtained considering ϕ limited to a plane 
perpendicular to the target axis. In fact, considering ϕ on a plane with a 
generic orientation with respect to the vessel axis leads to a lower impact 
angle (θ) and therefore to larger SOD values than those estimated under 
the assumption of ϕ laying on a plane perpendicular to the target axis, 
since the effect of the target curvature in increasing the impact angle is 
maximum in the latter case. 

The use of the conservative (safe-side) SOD0 is therefore advised to 
assess the reference standoff distance in the context of target protection 
from shooting attacks and vulnerability assessment in SVA/SRA studies 
[13], as well as in the design of the Physical Protection System of the 
facility. 

It shall be noted that the use of the proposed SODs can be extended as 

safe-side assumption also to the case of spherical tank targets of the same 
effective thickness. As a matter of fact, a shooting aimed at the tank 
centre (i.e., impact angle equal to zero, θ = 0) results in the same SOD0 
calculated for the considered cylindrical vessel case. On the other hand, 
SODs for PE > 0 in spherical tanks are lower than in the case of cylin-
drical vessels since the effect of the double-curvature of a spherical 
surface on the increasing impact angle (θ) for shots with non-zero initial 
offset angle (ϕ) is greater than that of a single-curvature cylindrical 
surface of the same radius. 

3.3. Baseline standoff distances for atmospheric and pressurized storage 
tanks 

The results reported in Section 3.2 were used to develop baseline 
standoff distances for generic atmospheric and pressurized cylindrical 
storage vessels. Tables 5 and 6 report the values of ballistic limit velocity 
(ub) and maximum standoff distance (SOD0) respectively for the atmo-
spheric vertical cylindrical and pressurized horizontal cylindrical stor-
age vessels selected as TEs in the present study (see Table 2 and Table 3 
respectively). As both the modelling of the projectile in flight (exterior 
ballistics) and the target damage (projectile perforation) have been 
validated using experimental datasets (see Iaiani et al. [54] and Zhai 
et al. [56], Kapoor [57] respectively), the calculated standoff distances 
are validated according to an “a-priori” approach. This reflects a 
consolidated practice in quantitative risk assessment, where risk figures 
are evaluated by combination of constitutive models validated a-priori. 
An “a-posteriori” validation process through an experimental campaign 
reproducing the set-up considered in the present analysis may be part of 
future developments to further strengthen the results. 

With reference to Table 5, atmospheric vertical cylindrical storage 
vessels a.1–10 resulted to be inherently safe from a shooting attack with 
a FB2 handgun projectile as the ballistic limit velocity required is always 
higher than the muzzle velocity of the projectile (um=400 m/s). The 
same outcome was found considering FB4 handgun projectiles, with the 
only exception of vessel a.2 for which a SOD0 of 6 m was calculated. 
Thus, in the case of this vessel, a successful attack can only be carried out 
if the shooter enters the site and reaches the interior area where the tank 
is located. Much higher standoff distances (order of hundreds of meters) 
were obtained for rifle projectiles (FB5, FB6, and FB7). Values of about 
1000 metres or more were obtained for FB7 hard-core projectiles fired 
against small diameter tank (vessels a.1–3). Clearly, given the high 
values of SOD0, the shooter may not need to enter the industrial site to 
carry out a successful shooting attack. However, while all the considered 
atmospheric storage vessels can be perforated by a FB7 projectile fired at 

Table 5 
Ballistic limit velocity (ub) and maximum standoff distance (SOD0) evaluated for the selected atmospheric storage tanks (Table 2). FB-codes defined in Table 1; IS: 
target is inherently safe.  

ID teff 

(mm) 
FB2 
um = 400 m/s 

FB4 
um = 440 m/s 

FB5 
um = 950 m/s 

FB6 
um = 830 m/s 

FB7 
um = 820 m/s 

ub 

(m/s) 
SOD0 (m) ub 

(m/s) 
SOD0 (m) ub 

(m/s) 
SOD0 (m) ub 

(m/s) 
SOD0 (m) ub 

(m/s) 
SOD0 (m) 

a.1 4.7 534 IS 452 IS 635 307 512 522 335 930 
a.2 4.3 500 IS 423 6 594 360 479 589 318 1000 
a.3 3.8 456 IS 386 IS 542 420 436 683 296 1130 
a.4 4.7 534 IS 452 IS 635 307 512 522 335 930 
a.5 6.9 713 IS 603 IS 847 94 683 225 421 680 
a.6 8.1 804 IS 680 IS 956 IS 770 90 465 580 
a.7 12.5 1113 IS 942 IS 1323 IS 1066 IS 609 320 
a.8 10.1 948 IS 803 IS 1128 IS 908 IS 532 450 
a.9 7.9 789 IS 667 IS 938 15 756 112 457 600 
a.10 9.2 884 IS 748 IS 1052 IS 847 IS 502 510  
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Table 6 
Ballistic limit velocity (ub) and maximum standoff distance (SOD0) evaluated for the selected pressurized storage tanks (Table 3). FB-codes defined in Table 1; IS: target 
is inherently safe.  

ID teff 

(mm) 
FB2 
um = 400 m/s 

FB4 
um = 440 m/s 

FB5 
um = 950 m/s 

FB6 
um = 830 m/s 

FB7 
um = 820 m/s 

ub 

(m/s) 
SOD0 (m) ub 

(m/s) 
SOD0 (m) ub 

(m/s) 
SOD0 (m) ub 

(m/s) 
SOD0 (m) ub 

(m/s) 
SOD0 (m) 

p.1 7.8 781 IS 661 IS 929 23 748 120 454 605 
p.2 7.2 736 IS 623 IS 875 70 705 190 432 650 
p.3 7.2 736 IS 623 IS 875 70 705 190 432 650 
p.4 9.6 913 IS 773 IS 1086 IS 875 IS 516 485 
p.5 10.3 962 IS 814 IS 1144 IS 922 IS 539 440 
p.6 9.1 877 IS 742 IS 1043 IS 840 IS 499 515 
p.7 12.0 1079 IS 913 IS 1283 IS 1034 IS 593 350 
p.8 9.8 927 IS 785 IS 1103 IS 888 IS 522 470 
p.9 8.9 863 IS 730 IS 1026 IS 826 5 492 530 
p.10 9.7 920 IS 779 IS 1094 IS 881 IS 519 480 
p.11 12.8 1133 IS 959 IS 1347 IS 1085 IS 618 305 
p.12 14.1 1218 IS 1031 IS 1448 IS 1167 IS 657 240 
p.13 12.2 1093 IS 925 IS 1299 IS 1047 IS 599 335 
p.14 15.9 1333 IS 1128 IS 1585 IS 1277 IS 710 160 
p.15 11.7 1059 IS 896 IS 1259 IS 1014 IS 584 360 
p.16 10.7 990 IS 838 IS 1178 IS 949 IS 552 420 
p.17 12.1 1086 IS 919 IS 1291 IS 1040 IS 596 340 
p.18 15.0 1276 IS 1080 IS 1517 IS 1222 IS 684 200 
p.19 17.9 1457 IS 1233 IS 1732 IS 1395 IS 767 75 
p.20 15.2 1289 IS 1090 IS 1532 IS 1234 IS 690 190 
p.21 19.9 1577 IS 1335 IS 1876 IS 1511 IS 823 IS  

Table 7 
Baseline standoff distances (m) proposed for generic steel atmospheric and pressurized storage tanks considering different classes of projectiles. FB-codes defined in 
Table 1.  

SOD0 [m] FB2 projectiles FB4 projectiles FB5 projectiles FB6 projectiles FB7 projectiles 

Atmospheric storage vessel No perforation 6 420 685 1130 
Pressurized storage vessel No perforation No perforation 70 190 650  

Fig. 8. a) Layout of the case study showing the position of the ammonia pressurized tank V100 considered in the analysis; b) Standoff distances corresponding to 
FB5, FB6, and FB7 projectiles (see Table 1) from tank V100. 
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distances lower than the calculated SOD0, some of them are inherently 
safe from shooting attacks carried out with FB5 and FB6 projectiles 
(respectively a.6, a.7, a.8, a.10, and a.7, a.8, a.10). 

The totality of pressurized horizontal cylindrical storage vessels 
considered in the present study resulted inherently safe against shooting 
attacks with handgun projectiles (FB2 and FB4) as reported in Table 6. 
Due to the greater shell thickness compared to that of atmospheric 
storage tanks, most of the pressurized vessels are inherently safe also 
from impacts with FB5 (p.4–21) and FB6 (p.4–8 and p.10–21) rifle 
projectiles. Vessel p.21 is inherently safe also from a shooting attack 
making use of a FB7 projectile. 

Overall, the standoff distances obtained for the pressurized storage 
vessels are significantly lower than those calculated for the atmospheric 
storage vessels: in case of FB5 projectiles, since values of SOD0 are in the 
order of tens of meters, the adversaries are required to enter the site area 
to carry out a successful shooting attack. On the contrary, in case of FB6 
and FB7 projectiles (values of SOD0 in the order of hundreds of meters) 
also attacks from outside the site may be successful. 

Generic and conservative (safe-side) standoff distances are proposed 
for each standardized projectile considering the highest SOD0 between 
those reported in Tables 5 and 6 for the analysed set of atmospheric and 
pressurized storage vessels. These values are reported in Table 7 and can 
be taken as reference standoff distances to be used by authorities and 
practitioners in the context of SVA/SRA to assess the vulnerability of 
atmospheric and pressurized storage tanks to shooting attacks. In the 
case of critical targets (e.g., tanks storing relevant quantities of highly 
hazardous materials such as liquid chlorine), the method described in 
Section 2 may be applied to the specific geometry, allowing for the 
calculation of case-specific standoff distances. 

4. Application of the results to the support of SVA/SRA 
methodologies 

A case study addressing the analysis of the storage section of a 
chemical plant bordering an industrial area and a rural area (see the 
layout in Fig 8-a) is proposed to demonstrate the use of the results to the 
support of SVA/SRA methodologies. In particular, the main steps of the 
CCPS Security Vulnerability Assessment methodology [18], which is a 
SVA method specific for the Chemical and Process Industry (CPI), are 
applied to the case study. 

For the sake of conciseness, a single pressurized horizontal cylin-
drical tank (labelled V100 in Fig 8-a) is analysed in the case study 
(Critical Assets Identification – Step 2.1 of CCPS methodology). 

The tank geometry and design of tank p.3 in Table 3 (Pd=1.5 MPa, 
V=20 m3, D=1.5 m, t=12 mm, td=4.8 mm, teff=7.2 mm) were consid-
ered for vessel V100. The tank was considered to store ammonia as 
saturated liquid at ambient temperature. Toxic dispersion is considered 
as the reference final scenario in case of ammonia release [13,79] 
(Hazards Identification – Step 2.2 of CCPS methodology). 

The potential adversary considered for the facility analysed is a 
criminal or terrorist who shoots having V100 as a target (Adversary 
Identification – Step 3.1 of CCPS methodology). The characterization of 
the shooter (i.e., the definition of the DBT) requires the definition of the 

shooter capabilities, motivations, and types of firearms used (Adversary 
Characterization – Step 3.2 of CCPS methodology). The shooter is 
assumed highly capable and well-motivated. The credible set of refer-
ence firearms to be used in the DBT definition (see Section 2.2) includes 
all those identified in the present study: handgun firing FB2 and FB4 
projectiles and/or a rifle firing FB5, FB6, and FB7 projectiles (Table 1). It 
is assumed that the analysis of the attractiveness of the facility (Evalu-
ation of Target Attractiveness – Step 2.4 of CCPS methodology) yields to 
consider of concern the use of all the 5 projectile types identified above, 
both as single shot and as multiple shots (two and four projectiles fired). 

A continuous release from a 11 mm hole, corresponding to the 
highest projectile diameter considered, was conservatively assumed in 
all the cases of single projectile perforation of V100. In case of multiple 
shots, the release rate was considered equal to the one from a single 
projectile hole multiplied by the number of shots. 

The toxic dispersions (physical damage scenarios that follow a suc-
cessful shooting attack to tank V100) were modelled using well- 
established literature models [33,80,81]. Atmospheric temperature of 
20 ◦C, relative humidity of 70%, wind speed of 5 m/s at 10 m elevation, 
and stability Pasquill class D were assumed in the analysis of conse-
quences. The applicable probit equation was retrieved from the “Yellow 
Book” of the TNO [81] and was used for the calculation of toxic effects 
on humans. A uniform population density was assumed equal to 40 
persons/ha with 60% presence probability according to the values re-
ported in the “Green Book” of TNO [82] for industrial areas. The ex-
pected number of fatalities was calculated using the ARIPAR 
methodology [83]. 

An “asset-based approach” (threats and hazards of the assets on site 
are only broadly described without exploring the specific details of all 
the possible attack paths) was applied as suggested by many SVA/SRA 
methodologies suitable for the CPI. 

The main results obtained in the analysis of the case study are 
summarized in Table 8 and may be used to support the vulnerability and 
risk assessment phases in SVA/SRA (e.g., Vulnerability Analysis – Step 4 
of CCPS methodology) studies. 

The results in Table 8 show that, in case of a single projectile 
perforating tank V100, 4 fatalities are expected from the consequent 
ammonia toxic dispersion (three more fatalities than the maximum 
number that may be caused by the same projectile being directly fired on 
human targets). About 10 and about 19 fatalities are expected if the tank 
is perforated by two and four projectiles respectively (see Table 8). The 
high values of the expected number of fatalities are due to the extended 
downwind distances that can be reached by hazardous ammonia con-
centrations (IDLH – 300 ppm – up to 500 m downwind in case of four 
holes). 

The last part of a SVA/SRA study (e.g., Identify Countermeasures – 
Step 5 of CCPS methodology) requires the analysis of the adequacy of 
the existing physical protection elements of the PPS (e.g., detection el-
ements such as exterior and interior sensors, delay elements such as the 
fence and entry points, etc.) to manage the risk posed by the identified 
threats (the shooting threat in the specific case). Therefore, the recog-
nition of the possible attack scenarios is of paramount importance in the 
identification of the physical protection elements in place aimed at 

Table 8 
Results of the consequence and vulnerability assessment steps for the identified attack scenarios.  

Attack scenario Release rate [kg/ 
s] 

Physical damage 
scenario 

Maximum downwind distance of the plume @ 300 ppm concentration 
[m] 

Expected number of 
fatalities 

Single shoot 1.9 Toxic dispersion 250 4 
Multiple shots (two) 3.8 Toxic dispersion 350 10 
Multiple shots 

(four) 
7.6 Toxic dispersion 500 19  
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detecting, deterring, and/or delaying such attacks. The baseline safe- 
side standoff distances provided in the present study (see Table 7) for 
pressurized storage vessels (such as V100) may support this phase. 
Actually, adversaries can succeed in perforating V100 in each of the 
shooting attack scenarios identified in Table 8 only in case they are able 
to shoot from a distance lower than the SOD0 associated to the projectile 
fired. The baseline SOD0 values applied to tank V100 for the different 
projectile classes are shown in Fig 8-b. Standoff distances for FB2 and 
FB4 projectiles are not reported as circles in the figure since, as discussed 
above (see Section 3.3), pressurized storage vessels are inherently safe 
from perforation by these two classes of projectiles. Therefore, a shooter 
firing with a handgun (FB2 and FB4 projectiles) is not expected to cause 
damage at any distance from tank V100. Thus, this case should be 
excluded from the list of possible attack scenarios. 

Fig 8-b allows to identify two areas of intervention to improve the 
PPS. The first concerns a shooter that need to enter the storage section of 
the chemical plant in order to carry out the desired attack: this is the case 
of adversaries shooting FB5 rifle projectiles as they have to reach a point 
inside the yellow circle in Fig 8-b (e.g., point P1 in the figure) for a 
successful attack. These adversaries may access the site through the 
fence (e.g., by climbing or cutting it) or through the entrance gate of the 
site (e.g., by crossing with counterfeit authorization or climbing it). The 
perimeter fence, the credential check at the manned reception, the 
surveillance patrolling, and the interior video cameras are thus protec-
tion elements effective in detecting, deterring, and delaying this type of 
adversary. 

The second area of intervention concerns shooting attacks with rifles 
firing FB6 or FB7 projectiles. This type of attack may be carried out even 
from outside the perimeter of the storage section (e.g., from point P2 in 
Fig 8-b), which is accessible by the external road. Based on the specific 
class of projectile fired, the distance of the adversary from tank V100 
may include different external features (e.g., roads, buildings, fields, 
etc.). Exterior Video Motion Detection cameras integrated to a Closed- 
Circuit Television (CCTV) along the fence line are an example of an 
effective intrusion detection system for a shooting attack from outside 
the chemical plant boundaries. 

The information on the credible attack scenarios and effective 
physical protection elements is also important in the definition of the 
emergency response and mitigation plans, both internal (evacuation 
plan) and external (population sheltering). As an example, the presence 
of adversaries on site may require specific checks and specific commu-
nications concerning the suitable evacuation routes. 

Overall, this case study shows the criticality of the shooting threat 
against equipment storing hazardous materials and thus the importance 
of considering this threat within a SVA/SRA study. Moreover, the 
baseline standoff distances obtained are suitable to support the appli-
cation of specific steps of SVA/SRA methodologies, as demonstrated for 
the CCPS methodology. 

5. Conclusions 

Baseline standoff distances (SOD) for shooting attacks to steel-made 
atmospheric and pressurized cylindrical storage vessels were calculated 
for a representative set of light weapon projectiles (from EN 1522 and 
EN 1063) using a novel approach based on validated models for pro-
jectile perforation and flight. The values obtained for the standoff dis-
tances span from less than 10 m in case of handguns, up to 685 m in case 

of rifles with soft-core (lead, with steel penetrator) bullets, and to 1130 
m in case of rifles with hard-core (steel with full copper alloy jacket) 
bullets. 

The effect of the initial offset angle of the shooter was studied by a 
Monte Carlo analysis based on credible offset angles for the considered 
projectile classes. The results show that appreciable variations of the 
standoff distance compared to the case of normal incidence of the pro-
jectile are possible only for handgun projectiles fired at targets having a 
small diameter (vessels with diameter of 1 m). This suggests that the 
adoption of probabilistic criteria for definition of SOD (e.g., based on 
probability of exceedance – PE – of 1%) do not significantly affect the 
values of the standoff distances. Thus, the use of a deterministic inherent 
safety approach to calculate the SOD, assuming a normal impact of the 
projectile on vessel wall, is advised in SVA/SRA studies. 

The application of the identified reference standoff distances to a 
case study (storage section of a chemical plant) proved the criticality of 
the shooting threat against equipment storing hazardous materials as 
well as the potential application of the results obtained in the present 
analysis to support SVA/SRA methodologies and the design of the 
Physical Protection System (PPS) of a plant. 

The approach developed, able to provide baseline standoff distances 
for shooting attacks, constitutes an advancement with respect to current 
open literature where only studies concerning the vulnerability of 
equipment to attacks involving explosives and arson are present. As 
such, it allows supporting several activities in the context of SVA/SRA, 
including the design of the Physical Protection System (PPS), the iden-
tification of credible scenarios, and the assessment of target vulnera-
bility. Thus, the novel method developed, and the baseline standoff 
distances obtained, represent a further step towards the protection of 
industrial facilities from deliberate malicious attacks. 
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Appendix A: Trajectory calculation by the Siacci method 

The Siacci method is one of the most used approximate methods for flat-fire trajectory calculations [55]. A flat-fire trajectory is defined as a 
trajectory that is restricted to lie everywhere close to the x-axis (i.e., y- and z- velocity components are much smaller than the x- component). Three 
main assumptions are made in the Siacci method:  

1. the difference in height of the lowest and highest points of the trajectory is small enough that the air density may be assumed to be constant along 
the trajectory;  

2. the air temperature along the trajectory is constant and differs insignificantly from the standard air temperature;  
3. the value of the velocity, u, is very well approximated by uxsecγ0 (called “pseudo-velocity”) along the entire trajectory, where ux is the horizontal 

component of the velocity and secγ0 is the secant of the angle of departure in the vertical plane. 

Starting from Newton’s second law of motion for a planar trajectory acted on by the forces of aerodynamic drag and gravity, and considering the 
formulation above of the pseudo-velocity, it is possible to derive the Siacci differential equation of the time-of-flight function, of the space function, of 
the inclination function, and of the altitude function. The details on the derivation of each Siacci differential equation can be found in [55]. 

Given the aim of the present study to provide standoff distances for atmospheric and pressurized storage vessels with reference to a representative 
set of light weapon projectiles, the Siacci space differential equation was used in the calculations. The equation is the following: 

d(dr)

du
=

− Ccos(γ0)

G(u)
(A.1)  

where dr is the downrange distance, C is the ballistic coefficient, and G(u) is the drag function. 
The utility of the Siacci method is based on the use of numerical quadrature to tabulate four primary functions, which are the solutions of the Siacci 

differential equations. In particular, the Siacci primary function of interest is the downrange distance travelled or space function S(u), defined as: 

S(u) =
∫umax

u

du
G(u)

(A.2)  

where umax is the maximum velocity, taken equal to the muzzle velocity (um). 
S(u) is numerically tabulated for the most common drag functions (named G1, G2, G5, G6, G7, and G8) and for a wide set of velocities (from 4500 ft/s 

down to 100 ft/s, in 10 ft/s intervals): the reader is referred to [55] where the tables are reported. 
Integrating equation (A.1) and substituting equation (A.2) yields: 

dr(u) = Ccos(γ0)[S(u) − S(um)] (A.3) 

For short ranges and very flat-fire trajectories, cos(γ0) ≈ 1, and equation (A.3) becomes: 

dr(u) ≅ C[S(u) − S(um)] (A.4) 

Clearly enough, the standoff distance (SOD) is equal to the downrange distance calculated at the ballistic limit velocity (ub): 

SOD = C[S(ub) − S(um)] (A.5) 

Ballistic coefficients and respective drag functions used for the set of projectiles considered in this study are reported in Table A.1.  

Table A.1 
Ballistic coefficients and respective drag functions for the selected projectiles.  

Protection Class Type of weapon Reference projectile Projectile type um (m/s) Ballistic Coefficient C (lb/in2) Drag Function 

FB2 Handgun 9 mm Luger RN/SC 400 0.135 G1 
FB4 Handgun 44 Rem. Mag. FN/SC 440 0.185 G1 
FB5 Rifle 5.56×45 PB/SC 950 0.151 G7 
FB6 Rifle 7.62×51 P/SC 830 0.200 G7 
FB7 Rifle 7.62×51 FP/HC 820 0.200 G7  

Appendix B: Monte Carlo simulations 

The Monte Carlo method (see the typical steps in Fig B.1-a) was applied in order to investigate the effect of the initial offset angle of the shooter on 
the standoff distance. The simulations were carried out for each projectile class considered in the present study, i.e., FB2, FB4, FB5, FB6, and FB7 
projectiles (see Table 1 in Section 2.2) and were all referred to the case of target diameter (D) equal to 1 m (worst-case diameter scenario for storage 
vessels). In fact, the effect of the offset angle on SOD increases as the target diameter decreases, and 1 m is the minimum amongst the diameters of the 
atmospheric and pressurized storage vessels considered as target elements in the current analysis (see Section 2.2). 
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Fig. B.1. a) Steps of a Monte Carlo method; b) Example of normal distribution for offset angle used as input in Monte Carlo simulation (mean: 0 MOA; standard 
deviation: 10 MOA); c) Example of results obtained for probability of exceedance of vessel perforation for different classes of target perforated thickness (horizontal 
axis reports the mm value of the upper bound of the class) for a given projectile type, target diameter, and downrange distance. 

The initial offset angles (ϕ) measured in MOA (Minute of Angle) were chosen as the input parameters in the Monte Carlo simulations (see S1 in Fig 
B.1-a). In order to randomly generate ϕ values (see S2 in Fig B.1-a), a normal distribution of central value 0 and standard deviation of ϕr /2 was 
assumed as the probability density function for the initial offset angle. ϕr was taken equal to 20 MOA for handgun projectiles and 1 MOA for rifle 
projectiles (see Section 2.2). Use of ϕr/2 as standard deviation in a normal distribution guarantees that 95% of initial offset angles are within ϕr. An 
example of normal probability density function with central value 0 and standard deviation of 10 MOA (i.e., the case of FB2 and FB4 projectiles) is 
shown in Fig B.1-b. 

Once the probability distribution was set up, 10,000 offset angles were randomly generated, and the corresponding target perforated thickness was 
calculated for discrete values of the distance from the target (see S3 in Fig B.1-a). The deterministic computation was based on the solution of the 
system of Eqs. (1), (2), (9), (10), and (11) reported in the main text. 

This way, at a given distance from the target, for each generated offset angle, the corresponding target perforated thickness was calculated, 
allowing to obtain the probability of exceedance (PE) of vessel perforation (Fig B.1-c shows the one obtained for FB2 projectiles at a distance from the 
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target equal to 120 m). PE of 1%, 5%, 10%, 30%, and 50% was considered. For example, with reference to Fig B.1-c, the target perforated thickness 
corresponding to PE of 30% is 2.12 mm: this means that, firing with a FB2 projectile at 120 m from the target, a thickness of 2.12 mm or higher is 
perforated in 30% of cases. Thus, 120 m is the standoff distance with a probability of exceedance of 30%, indicated as SOD30, for FB2 projectiles. 

Finally, the graphs shown in Fig B.2 were obtained by plotting the target penetrated thickness for the probability of exceedance of interest vs. the 
considered discrete value of the downrange distance of the target. Each graph reports 6 curves: one refers to the case of normal incidence (black line), 
while the other five curves refer to the probability of exceedance of 1% (orange line), 5% (grey line), 10% (red line), 30% (blue line), and 50% (green 
line), named PE1, PE5, PE10, PE30, PE50 respectively.

Fig. B.2. Results of Monte Carlo simulations considering target diameter (D) of 1 m for: a) FB2 projectiles; b) FB4 projectiles; c) FB5 projectiles; d) FB6 projectiles; e) 
FB7 projectiles. 
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