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Abstract. This paper proposes an approach to defining the alarm thresholds for vibration-
based structural health monitoring (SHM). The approach uses natural frequencies identified
from the acceleration response of the monitored structure and is based on the concept of
Minimum Detectable Damage (MDD), namely the smallest damage size in each structural
element associated with a given probability of detection (POD) and probability of false alarm
(PFA). The approach is demonstrated using natural frequencies computed from finite element
models of the healthy and damaged structure, also accounting for temperature fluctuations and
measurement noise. The approach first builds a baseline dataset of modal frequencies for a
yearly thermal cycle on the healthy structure. Then, different damage conditions are simulated.
For each sample of natural frequencies, a Damage Index (DI) is computed as the Mahalanobis
distance between the considered sample and the baseline distribution. The alarm threshold is
defined as the DI value for a given PFA. Based on the DIs obtained for the damaged structure,
the POD is computed for the considered system threshold. This operation is repeated by
increasing the damage entity. The MDD is thus defined as the level of damage associated with
a desired value of POD. The proposed idea is tested on a steel truss bridge, where the MDD for
each element is estimated by considering PFA=5% and POD=95%.

1. Introduction
The progressive aging and related deterioration of civil structures and infrastructure is becoming
a major concern worldwide and is motivating the spreading of structural health monitoring
(SHM) systems aimed at providing a real-time assessment of structural conditions [1].

Among the most effective SHM techniques, those based on structural features derived from
vibration responses are particularly appealing due to their ease of implementation [2]. The
features collected over the monitoring phase are processed with the objective of identifying
changes in their statistical pattern over time, which may indicate structural modifications or
potential damages. To achieve this, a scalar parameter, referred to as damage index (DI), is
typically computed as a function of the features extracted from the recorded signals and tracked
over time [3, 4, 1]. In general, in vibration-based SHM, the features extracted to compute the
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DI include modal parameters, namely frequencies, mode shapes, and damping ratios, identified
by operational modal analysis (OMA) [2, 5].

Periodic evaluation of the DI allows for assessing the structural state by comparing the DI
value with a threshold. If the threshold is exceeded, the SHM system warrants an alarm to warn
about the anomalous structural response, which may be related to the insurgence of structural
damage. However, in real-world applications, this procedure is not trivial. Civil structures are
exposed to different environmental factors, such as varying temperature and humidity, and also
unavoidable measurement noise [3, 6, 7, 8, 9]. These factors can affect the calculated DIs and
lead to false alarms. Additionally, some damage states may not be detected, especially when
their entity is small [10]. Consequently, selecting the appropriate alarm threshold is a trade-off
between the number of false alarms and damage detection capabilities of the system [11, 10, 12].

In this paper, we propose a simple strategy to set the alarm threshold and define the smallest
damage entity successfully identified by the SHM system. The alarm threshold is set based on
the probability of false alarm (PFA). To this purpose, the DIs of the undamaged structure are
computed, and the threshold is adjusted such that the probability of exceeding is 5%.

Setting the alarm threshold on the PFA offers several advantages, including enhanced control
over the number of false alarms based on the owner’s budget and risk tolerance.

For a given threshold, it is fundamental to understand the minimum damage size that the
SHM system is capable of detecting with a given probability of damage detection (POD). Thus,
a concept called Minimum Detectable Damage (MDD) is herein introduced, which is defined
as the minimum damage size that corresponds to a sufficiently large POD. To this purpose,
once the alarm threshold has been set based on PFA, for each damage scenario, here simulated
numerically, the damage size is increased incrementally, and the related POD is computed. The
minimum size providing the desired POD is reported as the MDD for that scenario.

The proposed approach is tested through a numerical example, i.e, a planar steel truss
structure. For this example, the DI is calculated using natural frequencies, obtained also
considering the effects of temperature variations and measurement noise based on realistic
information retrieved from the literature.

2. PFA-driven alarm thresholds and MDD
In this section, we describe a classical damage index DI used in SHM, a procedure for the
definition of the SHM system alarm threshold, and an algorithm to evaluate the minimum
detectable damage (MDD).

2.1. Damage index
We consider a damage index (DI) based on the frequencies of vibration. In particular, the
frequencies, generally estimated via OMA procedures from the recorded accelerations, are stored
in a M × N matrix HF, where N is the number of performed OMA instances, and M is the
number of frequencies. We consider the N instances over a period of time where the structure
is supposed to be in its healthy state. This period is generally labeled as the training period
and the HF matrix as the baseline.

For each instance n ∈ N , characterized by the frequencies fn =
[
f1
n, f

2
n, . . . f

M
n

]T
, we compute

a scalar damage index DIn using the classical Mahalanobis distance metric [3] as:

DIn =

√
(fn − µ [HF])T S−1[HF](fn − µ[HF]) (1)

where µ[HF] =
[
µ1, µ2, . . . µM

]T
is the 1×M baseline mean value vector and S[HF] the M×M

baseline covariance matrix. In practice, the Mahalanobis distance is a measure between a sample
point, e.g., fn, and a probability distribution Q(−→µ ,S) in a multi-dimensional space taking into
account the correlation of the data set.
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As an example, in Fig. 1a we show the DI computed over a two-year period. In the first year
(blue dots), the structure is undamaged, and the entire period is used to set the baseline [HF]
matrix. The DIs oscillates as the frequencies vary over time due to environmental variability
(e.g., seasonal temperature variations) and measurement noise.

At the beginning of the second year (red dots), the structure is damaged, and the DIs are
computed for the second year still considering the baseline [HF] matrix.

POD

PFA

T
h
re
sh
o
ld

Undamaged

Damaged

a) b)

DI

Figure 1. Classification based on an alarm threshold: a) different outcomes; b) PFA and POD
from the probability density functions.

2.2. Alarm threshold
Here we exploit the probability of false alarm PFA and probability of damage detection POD
to define the alarm threshold for the SHM system and later to estimate the minimum detectable
damage.

In particular, out of the DI values of the baseline, we define an alarm threshold τ , represented
as the green horizontal line in Fig. 1, such that any DI below τ is considered as healthy (negative),
and any DI above τ is considered damaged (positive). For such threshold, the healthy samples
with DI > τ will be wrongly indicated as false positives FP (τ) (see Fig. 1 top-left quarter),
whereas all DI < τ will be indicated as true negatives TN(τ) (see Fig. 1 bottom-left quarter).
In this supervised scenario, where damage is known, all the damaged samples with DI > τ
will be indicated as true positive TP (τ) (see Fig. 1 top-right quarter) and all DI < τ will be
indicated as false negative FN(τ) (see Fig. 1 bottom-right quarter).

Thus, for a given τ is possible to compute the probability of false alarm PFA(τ) and the
probability of damage detection POD(τ) as:

PFA(τ) =
FP (τ)

FP (τ) + TN(τ)
, POD(τ) =

TP (τ)

TP (τ) + FN(τ)
(2)

where the PFA(τ), set on the baseline data, denotes the probability that a DI is above the
threshold after the training period for an undamaged scenario, and thus a false alarm is activated,
whereas the POD(τ) denotes the probability that the DI is actually above the threshold for
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a damaged scenario after the training period. The PFA(τ) and POD(τ) are graphically
represented in Fig. 1b on the distributions of the DIs for the healthy and damaged structure.

Figure 2. DI distributions for the undamaged structure (baseline) in blue and for different
damaged structures, namely κ = 0.05, 0.1, 0.3, 0.5, in red.

Fig. 2 shows the DIs for the undamaged structure (baseline) and increasing levels of damage,
here denoted by κ = 0.05, 0.1, 0.3, 0.5. For each case, one year of DIs has been simulated.

Note that the SHM alarm threshold τ is here taken as PFA = 5% and indicated in Fig. 2 as
a dashed line. It follows that even if the structure will not experience any damage in the future,
at least the 5% of the DIs are expected to be above the threshold. In practice, considering
the amount of budget that the structure owner/manager can invest yearly in inspections, the
maximum PFA can be set.

2.3. Minimum detectable damage
For a given damage level κ, the Receiver Operating Characteristic (ROC) curve, namely the
POD(τ) vs PFA(τ) curve for 0 ≤ τ ≤ ∞, can be obtained (see for instance the curve κ = 0.05
in Fig. 3). Basically, the ROC curve assesses the quality of the adopted DI in properly classifying
the damaged scenario as damaged with respect to a random classifier. For the same damage
scenario, a different DI metric yields a different ROC curve. See, for instance, Ref. [13], where it
is shown how the number of frequencies M used to build the DI metric impacts the ROC curve.

Still, for a given number of frequencies M , it can be observed that by increasing the damage
size, the DIs grow, meaning that the POD vs PFA, i.e., the ROC, increases as well. For example,
for the largest damage size considered in Fig. 3, i.e. κ = 0.5, it can be observed that all
the related red dots in Fig. 2 are well above the selected threshold PFA = 5% so that the
POD = 100%. It can also be observed that by varying the PFA from 0 to 100% the POD
would not change. In this case, namely when the ROC curve has POD=1 for any PFA value,
the adopted DI is considered a perfect classifier for the related damage scenario.

It follows that the ROC curve can be exploited to ”size” the damage for a given adopted
DI metric, as it can be easily seen in Fig. 3 where the ROC curves for κ = 0, 0.05, 0.1, 0.3, 0.5
are shown. In particular, in this work, we estimate the minimum damage severity that can be
detected with PFA = 0.05 and POD = 0.95 as MDD.
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Figure 3. Receiver operating characteristic (ROC) curves for different damage sizes (κ).

2.4. Procedure
Summarizing, the procedure used to estimate the MDD for a given damage is the following:

(i) the SHM system allows identifying natural frequencies for the undamaged structure
(baseline), and the DI is built using the Mahalanobis distance; it is suggested to include in
the baseline the DI computed for a period of time in which the structure is exposed to the
maximum range of temperature variability (one year); the threshold τ is set on the baseline
DIs as the one related to PFA = 5%;

(ii) a reliable model, generally FEM, is prepared to compute the pseudo-frequencies of vibration
(i.e., simulated) for the damaged structure; this model should be updated using the
frequencies of vibration of the undamaged structure; in view of this step, a set of
temperature samples corresponding to one year of fluctuations are generated [14];

(iii) for a considered damage type i of interest:

(a) a damage size κ, from 0 to 1, is considered, and the damage type i with size κ is
modeled;

(b) for each temperature sample, the thermal effect is numerically applied to the model
(generally to the modulus of elasticity of some structural elements and/or at the
boundary conditions [7]); and the frequencies of vibration are calculated;

(c) the computed frequencies are polluted by a zero-mean uniformly distributed noise with
a given standard deviation (noise level);

(d) the DIs of the damaged samples are calculated as described in Eq. (1) and the POD
for the given τ computed;

(e) if the POD < 0.95, the steps (a) to (d) are repeated by increasing the damage size κ
until the POD reaches 0.95.

Following the above procedure, the smallest size of the damage i that the assumed DI metric
can detect for a given PFA = 0.05 and POD = 0.95 is estimated, namely the MDD.

In the next section, we apply the procedure by computing the MDD on a truss structure,
considering that only one element of the structure at a time is damaged.
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3. Numerical example
We consider a 9-element plane truss with steel elements having Young’s modulus of E0 =
200 GPa at the reference temperature of 20 oC, a cross-sectional area of A = 0.0025 m2 and
material density of ρ = 7850 kg/m3 (see Figure 4). We build the truss FEM model, compute its
modal frequencies with a standard eigenvalue analysis, and the resulting first modal frequencies
read f1 = 36.71, f2 = 78.91, f3 = 82.00, f4 = 145.97, and f5 = 219.22 Hz.

A temperature distribution T of one-year duration is built by considering seasonal, daily,
and random fluctuations (see Fig. 5a). Ten samples per day are considered for a total of 3650
samples per year. The temperature effect on the structure is then introduced at the supports
(elements 10 and 11) assuming a non-linear temperature-dependent Young modulus as [7]:

E(T ) = E0[1− 0.005(T − 20)(−0.01T ) + 0.05 rand[N (0, 1)]] (3)

The variation of Young’s modulus of the supports for the different temperature samples is
shown in Fig. 5b.

𝟏
𝒎

𝟑
𝒎

𝟒 𝒎 𝟒𝒎 𝟒𝒎

Figure 4. The truss under investigation.

Figure 5. a) the simulated temperature variations for one year. b) the variations of support
Young’s modulus in one year using Eq. (3)

For the undamaged structure, the frequencies of vibration are computed for the 3650
temperature samples, namely over the entire first year. The first five frequencies are later
contaminated by 1% of noise, as commonly observed in vibration-based SHM systems, and used
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to set the baseline matrix HF. These frequencies are represented in Fig. 6, i.e., the first 3650
samples. Using this set of frequencies, the 3650 DIs for the baseline are calculated utilizing the
Mahalanobis distance. For this baseline, the DI value for a PFA = 0.05, the alarm threshold,
corresponds to a τ = 3.3084 (see Fig. 7).

Figure 6. Pseudo frequencies of the healthy (first year) and the damaged (second year) structure
for damage κ = 0.16 on element 1.

Figure 7. Variation of PFA with respect to the DI threshold (τ).

Similarly, for a given element i of the truss structure with damage size κ, the first five
frequencies of vibration are computed for the 3650 temperature samples. This step is repeated
for κ = 0.01 to κ = 1 with an increment of κ = 0.01. As an example in Fig. 6, the samples 3651
to 7300, show the first five pseudo-frequencies for damage size κ = 0.16 in element 1. Damage
κ = 0.16 means that the element has lost 16% of its axial stiffness, for instance, due to a 16%
reduction of its cross-section. For each κ value, the POD(τ) is computed considering the 3650
DI samples, and the curve POD(τ) vs κ is built. The value of κ for which the POD(τ) reaches
0.95 is considered the minimum detectable damage for the element i, namely the MDD(i). For
instance, Fig. 8 shows the POD(τ) vs κ for element 1, for which MDD(1) (the purple vertical
line) is equal to 0.16.

Repeating the procedure for all the other truss elements i = 1, 2, .., 9 allows computing the
MDD for each element of the considered truss structure. The estimated MDDs are illustrated in
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Figure 8. The variations of POD(τ) with respect to different damage sizes on element 1 (κ).

Fig. 9 for two different noise levels of 1% and 5%. It can be seen that the noise level noticeably
increases the MDD.

Figure 9. The minimum detectable damage (MDD) for different elements of the truss structure
estimated by using the first five frequencies and a noise level of a) 1% and b) 5%.

Conclusion
The present study introduces a methodology for selecting the alarm threshold in structural
health monitoring systems based on the probability of false alarm and allows estimating the
minimum detectable damage in a supervised framework. The proposed approach provides
enhanced control over (i) the number of false alarms based on the owner’s budget and (ii)
the risk tolerance by estimating the minimum detectable damage with a desired probability of
detection. The methodology has been discussed through a numerical example, a steel truss,
considering damage scenarios where only one element at a time is damaged. Still, the procedure
can easily consider damage scenarios with multiple damaged elements, and it is not limited to
truss structures. The results of the numerical example have demonstrated that the proposed
approach can effectively set the alarm threshold based on the PFA, which in turn determines the
number of false alarms generated by the SHM system. Additionally, the approach can estimate
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the minimum detectable damage size, providing insight into the reliability of the SHM system
for different damage scenarios. Overall, the proposed methodology can be used as a simple
tool to compute effective DI for vibration-based SHM systems, minimizing the risk of having
undetected damages.
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