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ABSTRACT

Traffic Classification (TC) is pivotal for network management, cybersecurity, and Quality of Experience (QoE)
monitoring. However, while Deep Learning (DL) has significantly advanced TC, most existing works assume
static, idealized conditions, overlooking key challenges of real-world deployments—such as traffic variability,
routing asymmetries, out-of-order packet arrivals, and partial visibility at the Vantage Points (VPs). This moti-
vates the need for robustness evaluations under such scenarios.

In this work, we investigate the robustness of state-of-the-art (SOTA) TC models under realistic, yet controlled,
perturbation scenarios. Specifically, we introduce novel, model-agnostic traffic perturbations—simulating time
jitter, retransmissions, and partial visibility—to reflect conditions commonly encountered in live network traf-
fic. We evaluate our approach on three public datasets—i.e., VPN-16, MIRAGE-19, and MIRAGE-24—and show
how MIMETIC-ENHANCED, a multimodal model, tends to outperform two representative single-modal counter-
parts both in terms of TC effectiveness on clean traffic and robustness under perturbations. Nonetheless, our
analysis also reveals that multimodal models remain vulnerable under specific perturbation settings. To ad-
dress this limitation, we propose a model-agnostic perturbation-aware training framework based on Supervised Data
Augmentation (Aug) and Contrastive Learning (CL)—considering both self-supervised and supervised variants.
Unlike architecture-specific solutions, our approach operates at the learning strategy level, allowing it to be seam-
lessly applied to diverse classifiers without requiring structural modifications. Adopting MIMETIC-ENHANCED as
a primary multimodal case study, we integrate the proposed strategies into its two-stage training pipeline. Exper-
imental results demonstrate that perturbation-aware training not only improves TC effectiveness on clean (i.e.,
unperturbed) traffic—particularly when applied across both training stages—but also significantly strengthens
the model’s robustness under diverse and realistic perturbation scenarios. Furthermore, we investigate Out-of-
Distribution (OOD) detection, model calibration, and TC effectiveness in low-data regimes. Finally, we explicitly
demonstrate the framework’s generalizability by validating it on other SOTA architectures, spanning both single-
and multi-modal approaches.

1. Introduction

TC plays a central role in network operations, supporting traffic mon-

packet size, inter-arrival time) and per-flow statistics (e.g., total bytes,
number of packets, ports) to classify a small set of applications—often
with high accuracy and deployability (e.g., supporting early classifica-

itoring and management, cybersecurity enforcement, and QoE monitor-
ing. The field is well-established, with a rich body of research and nu-
merous comprehensive surveys, e.g., [1,2].

Over the years, TC has evolved from traditional Machine Learning
(ML) with handcrafted features to DL models that extract patterns di-
rectly from raw network data. This shift unfolded in two waves [3]. The
first wave, starting in the early 2000s, used ML with per-packet (e.g.,
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tion by relying only on a few initial packets) [4-7]. However, these
methods struggled to keep pace with rising traffic complexity driven
by (a) encryption, (b) proliferation of mobile devices, and (c¢) diver-
sity of the tasks/activities performed by services running over the In-
ternet [8,9]. The second wave has embraced DL, leveraging raw pay-
loads or statistical features in end-to-end architectures to model traffic
in an “expert-free” fashion [8,10-14]. In this context, more sophisticated
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$10$


$\mathtt {Aug_{PT}\rightarrow Aug_{FT}}$


$\mathcal {T}$


$\mathtt {Base}$


$\mathcal {T}=\emptyset $


$\mathcal {T}=\mathtt {ALL}$


$\mathtt {Base}$


$+1.4\%$


$N_p=10$


$N_b=576$


$LP$


$\mathtt {Base}$


$81\%$


$\mathtt {Aug_{PT}\rightarrow Aug_{FT}}$


$[HH\!:\!mm]$


$\mathtt {Aug_{PT}}$


$\mathtt {SimCon_{PT}}$


$\mathtt {SupCon_{PT}}$


$\mathtt {Aug_{FT}}$


$\mathtt {Aug_{PT}\rightarrow Aug_{FT}}$


$\mathtt {SimCon_{PT}\rightarrow Aug_{FT}}$


$\mathtt {SupCon_{PT}\rightarrow Aug_{FT}}$


$\mathtt {Base}$


$mean \pm std.dev.$
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efforts have explored multimodal DL architectures [9,15,16], using differ-
ent (but complementary) facets of traffic data, such as packet payloads
and statistical features developed in the first wave [8,10-14]. Indeed,
recent literature demonstrates that combining heterogeneous views ef-
fectively tackles challenging operational conditions, such as mitigating
the impact of noisy annotations [17].

Yet, a key limitation remains: most SOTA models are trained and tested
in static, closed-world settings with clean data from limited VPs. In contrast,
real-world deployments—especially at intermediate network locations
such as ISP routers or enterprise middleboxes—are characterized by
noisy measurements, asymmetric flows, and partial visibility. This gap
highlights the need to evaluate and improve model robustness [3] under
realistic (perturbed) conditions—especially for encrypted traffic.

Accordingly, this paper tackles a critical shortcoming in today’s traf-
fic classifiers: their fragility under real-world, dynamic network conditions.
We propose a framework to systematically evaluate model robustness
by introducing “black-box” perturbations—transformations applied di-
rectly to traffic traces that simulate common network phenomena such
as jitter, retransmissions, asymmetric paths, and delayed monitoring.
These perturbations are model-agnostic and reflect challenges faced by
classifiers operating beyond the client edge, where access to clean data
and model internals is precluded. Our emphasis is on early TC [4], where
decisions must be made based on the initial packets of a flow—this is
crucial for maximizing the reactivity of, and minimizing the latency of,
network management tools [4].

To improve robustness under such conditions, we thoroughly explore
perturbation-aware training. These techniques help the model learn in-
variant representations that are resilient to timing distortions and vis-
ibility gaps. While our experiments use MIMETIC-ENHANCED [16]—a
multimodal traffic classifier that fuses packet sequences and payloads—
the proposed training pipeline is broadly applicable to any multimodal TC
model. Accordingly, the contributions of this work are:

e We propose a taxonomy of realistic network perturbations—spanning
timing, retransmissions, directional asymmetries, and changes in
VP—and their systematic application to evaluate the robustness of
DL-based encrypted traffic classifiers without relying on model inter-
nals.

e We systematically benchmark the robustness of SOTA multimodal TC
models, investigating their susceptibility to network-induced pertur-
bations. While these models perform well on clean data [16], we
investigate the potential benefit of multimodality (i.e., the fusion of
packet-sequence features and payload content) in close-to-real-world
TC. By analyzing how different input modalities respond to these
conditions, we assess whether (and to what extent) multimodal DL
can improve resilience by compensating for modality-specific weak-
nesses.

e Using MIMETIC-ENHANCED as a primary case of study, we investi-
gate perturbation-aware training pipelines by injecting realistic traffic
transformations into the learning process. Our approach integrates
both Aug and CL—spanning self-supervised and supervised variants—
into the pre-training and fine-tuning stages of model training. This de-
sign helps models learn robust representations, which are essential
in real-world network environments.

e We assess whether traffic transformations can be leveraged not only
to improve model robustness but also to enhance generalization
across network conditions. In this respect, we extend the evaluation
beyond accuracy—analyzing latent space structure, model calibra-
tion, out-of-distribution detection, and sample-scarcity conditions—
to capture TC effectiveness in practical deployments.

¢ Finally, we demonstrate that the proposed learning framework is ef-
fectively model-agnostic. By explicitly validating its broad generaliz-
ability on representative classifiers—spanning both single-modal [11,
13] and multimodal [15,18] paradigms—we prove that it enhances
robustness regardless of the specific model design.

Computer Networks 280 (2026) 112090

Table 1
List of acronyms and abbreviations in alphabetical order.
Acronym Definition
Al Artificial Intelligence
Aug Supervised Data Augmentation
AUROC Area Under the Receiver Operating Characteristic Curve
CCE Categorical Cross-Entropy
CL Contrastive Learning
DBI Davies-Bouldin Index
DHiding Direction Hiding
DHidingloss  Direction Hiding with Packet Loss
DIR Packet Direction
DL Deep Learning
ECE Expected Calibration Error
FPR False Positive Rate
FT Fine-Tuning
GenAl Generative Artificial Intelligence
IAT Inter Arrival Time
ID In-Distribution
LSTM Long Short-Term Memory
ML Machine Learning
NT-Xent Normalized Temperature-scaled Cross-Entropy
00D Out-of-Distribution
PAY initial raw bytes transmitted by the application
PHiding Packets Hiding
PL Transport-level Payload Length
PS Packet Size
PSQ sequence of header fields from the initial packets
PT Pre-Training
QoE Quality of Experience
RTO Retransmission Timeout
RTT Round-Trip Time
SDU Service Data Unit
SIL Silhouette score
SimCon Self-supervised Contrastive Learning
SOTA state-of-the-art
SupCon Supervised Contrastive Learning
TC Traffic Classification
TCP Transmission Control Protocol
TCPWIN TCP Window Size
TJitter Directional Time Jittering
TLS Transport Layer Security
TO Traffic Object
TPR True Positive Rate
VAE Variational Autoencoder
VP Vantage Point
VPC Vantage Point Centralization
VPCloss Vantage Point Centralization with Packet Loss
XAI eXplainable Artificial Intelligence

Our study is validated on three public datasets: VPN-16 [19], MIRAGE-
19 [8], and MIRAGE-24 [20], showing practical relevance and broad
applicability.

The remainder of this paper is organized as follows. Section 2 re-
views related work on TC robustness. Section 3 introduces our multi-
modal architecture, defines the proposed perturbations, and details the
perturbation-aware learning methodologies. Section 4 outlines the ex-
perimental setup. Results are discussed in Section 5, and conclusions
follow in Section 6.

Tables 1 and 2 list the acronyms and symbols used in this paper,
together with their definitions, to aid readability.

2. Related works

Recent advances in TC have applied DL to curated datasets, yielding
high accuracy under static, idealized conditions. Yet these models often as-
sume full visibility, balanced classes, and stable patterns—assumptions
that break down in real-world deployments, especially with encrypted
or incomplete traffic. This section surveys how prior work addresses ro-
bustness to input perturbations, focusing on how TC models respond to
deviations from ideal conditions. Table 3 summarizes the landscape, also
detailing the type of Traffic Object (TO) used (e.g., flows vs. biflows),
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Table 2
List of symbols and their definition.
Symbol Definition
a RTT fraction attributed to Client-to-VP path
p Temperature parameter for contrastive loss
B Mini-batch of samples
C-S Client-to-Server traffic direction
C«S Server-to-Client traffic direction
8 Percentage of retained training data (Data-Constrained)
e Embedding dimension size (e = 10)
Fy) Fusion function parameterized by ¢
fo() Feature extractor (backbone) parameterized by 6
fo() Classifier head parameterized by ¢
L Generic loss function (e.g., L¢cg)
LP Number of lost initial packets
Lins Linay Minimum and maximum number of retransmissions
M Number of modalities (M = 2)
N Total number of samples in the dataset
N, Number of initial bytes in PAY (N, = 576)
N, Number of initial packets in PSQ (N, = 10)
p Packet loss probability
p(x) Soft-output probability distribution
p(x) Predicted confidence
r Retransmission rate
sim(-) Similarity function (e.g., cosine similarity)
oy Standard deviation for directional time jitter
T Predefined set of transformations
Tt Retransmission Timeout duration
(- A single transformation function sampled from 7°

T

X Set of original training samples {x;} ¥

b'e Set of transformed training samples

X Final augmented training set (X U X)

x Generic input sample (biflow)

X Transformed input sample

»y True class label and predicted label

z Latent feature vector (z = f,(x))

[} Empty set (indicating no transformations, 7 = @)
s Direction of improvement (Higher/Lower is better)

Input type(s) adopted (e.g., raw bytes, packet sequences), Datasets, and
TC Task considered.

We categorize prior efforts by the Perturbation Type: Section 2.1
covers methods that introduce deliberate, adversarial modifications,
while Section 2.2 focuses on techniques that simulate network fluctu-
ations or changes in operating conditions. Finally, Section 2.3 positions
our work with respect to the existing state of the art.

2.1. Robustness to intentional manipulations

A first line of research investigates intentional perturbations (“I”
in column Perturbation Type) and applies adversarial ML [39] with
the goal of degrading model performance through carefully crafted in-
put perturbations. These adversarial examples exploit the vulnerability
of Artificial Intelligence (AI) models to small input manipulations that
can lead to incorrect predictions. Adversarial attacks are typically cate-
gorized based on the attacker’s knowledge of the “target” model, typi-
cally falling into three categories: (i) white-box attacks assume full access
to the model’s architecture and gradients; (ii) black-box attacks oper-
ate without internal model access, relying only on observed outputs;
(iii) hybrid attacks exploit access to a “surrogate” model during the per-
turbation generation phase and apply the resulting perturbations in a
model-agnostic fashion.

In the white-box setting, Sadeghzadeh et al. [22] craft universal per-
turbations (named “pad”, “payload”, and “burst” attacks) targeting pay-
loads and packet sequences, while Jin and Apostolaki [36] PANTS frame-
work uses satisfiability modulo theory solvers to generate valid yet mis-
leading inputs.

Black-box strategies—e.g., Tantra [23] and time-based evasion Zhang
et al. [24]—reshape temporal patterns to evade malicious traffic detec-
tion without altering original content. Prism approach [27] goes further
by injecting asymmetric perturbations that mask traffic signatures. Such
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perturbations are driven by the temporal transitions of the application
behaviour.

Other works adopt a hybrid strategy where adversarial perturbations
are generated with white-box access to a surrogate model and then di-
rectly reused against the target model under black-box conditions. Lu
et al. [37] introduce TSAF, a framework that uses white-box access to
craft time series-based adversarial perturbations via gradient optimiza-
tion. Then, these are stored as generic patterns and injected into clean
traffic at runtime through a masking mechanism. Ding et al. [31] pro-
pose a method for generating universal, transferable adversarial pertur-
bations by optimizing a loss function based on internal network activa-
tions. Crafted offline with white-box access, these perturbations gener-
alize across models and datasets, enabling efficient, model-agnostic at-
tacks with high success rates and low overhead. Xie et al. [28] introduce
Cactus, a client-side defense mechanism that applies protocol-compliant
perturbations-modifying packet size, timing, and direction—to obfuscate
encrypted Transmission Control Protocol (TCP) traffic. Although not tai-
lored to a specific model, these transformations are intentionally de-
signed to disrupt DL-based traffic analysis, effectively reducing classifi-
cation accuracy while preserving application semantics.

Collectively, these studies highlight the fragility of traffic classifiers
when exposed to adversarial manipulations and motivate the need for
robust training techniques. Works such as [22,28,31,37] primarily as-
sess the robustness of state-of-the-art classifiers, revealing their suscep-
tibility to carefully crafted perturbations, even when such perturba-
tions are limited or protocol-compliant (column Base Classifier Robust-
ness). Other contributions, including [23,24,27,36], extend the analy-
sis by proposing enhanced models or defense mechanisms and evaluat-
ing their behavior under adversarial conditions (i.e., perturbed inputs).
They evaluate how these strengthened designs behave when exposed
to perturbed inputs (subcolumn Q), thus providing a more complete
picture of robustness under attack. These efforts offer a more holistic
view of robustness, combining attack scenarios with mitigation strate-
gies. Still, adversarial approaches differ in goals and assumptions from stud-
ies focused on natural, deployment-induced perturbations—a gap this paper
aims to bridge.

2.2. Robustness to network changes

Beyond adversarial attacks, a substantial line of work examines how
network traffic classifiers respond to non-adversarial perturbations
(“NC” in column Perturbation Type)—i.e., variations that occur nat-
urally in operational settings. These perturbations, while not malicious,
can degrade classification performance or, conversely, serve as a form
of data augmentation to improve model generalization and robustness in
the face of real-world variability. These include jitter, delay, packet loss,
reordering, and incomplete sessions, which can all affect the structure
and timing of traffic flows. Unlike adversarial inputs, these perturba-
tions are not crafted to induce misclassification, but they nonetheless
pose challenges for models trained under idealized conditions.

Some studies focus on training-time perturbations and assess their
impact on the TC effectiveness, that is, the model’s performance with
unperturbed input. These perturbations are applied during training to
promote invariance to minor input variations and to reduce overfitting
to specific traffic characteristics.

For instance, Guarino et al. [25] compare contrastive, transfer, and
meta-learning strategies, showing that contrastive learning leads to
more transferable representations, even when labeled data is limited.
Wang et al.[30] benchmark 18 augmentation strategies for Inter Ar-
rival Time (IAT), Transport-level Payload Length (PL), and Packet Di-
rection (DIR), finding that structural changes in TOs (e.g., masking, re-
ordering) yield a stronger generalization than amplitude-based pertur-
bations. Along similar lines, Yang et al. [32] propose TrafCL, a frame-
work that combines CL with session-level augmentations to produce ro-
bust representations that remain effective even when sessions are in-
complete or labeled samples are scarce. Horowicz et al.[35] explore
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Table 3
Overview of related work. The last row summarizes our proposal.
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Perturbation Base Classifier ~ Strengthened Design Classification Details
Reference  Year Type Robustness
P [: 1) | ) Early MM TO Input Datasets Task
Liuetal. [21] 2019 NC ) [ O [@) [e) BF F Private TC
Sadeghzadeh et al. [22] 2021 1 () (@) @) [ @) BF B, PS VPN-16 TTC
CIC-IDS2017
Sharon et al. [23] 2022 1 [} O ) O O F PS Kitsune AC
Zhang et al. [24] 2022 I [ ) O [ @) (@] BF F CIC-IDS2018 AC
. MIRAGE-19
Guarino et al. [25] 2023 NC O [ ) O [ O BF PS AppClassNet TC
. VPN-16
Xieetal. [26] 2023 NC [ ] (@] [ @) O BF PS CICDOHBrw-2020 TC
Lietal. [27] 2023 I ) O ) ) O BF PS,B,F U\S;g?&m ATC
Xieetal. [28] 2024 I [} O @) (@) O BF PS Private ATC, WE
SITU-AN21
Dengetal. [29] 2024 NC O O [ - O BF PS,B,F VPN-16 TC
ISCXTor2016
MIRAGE-19
Wang et al. [30] 2024 NC (@) ) O ® O BF PS MIRAGE-2022 TC
Private
VPN-16
Dingetal. [31] 2024 I [ ) O @) [ O P B USTC2016 TC
CIC-IoT2023
CICDoHBrw-2020
Yang et al. [32] 2024 NC O [ ] O - O BF B,PS RAT-PN TC
USTC-VPN
0 e UC-Quic-Davis SC
Hajaj et al. [33] 2024 NC (@] [ ] O O O 17 PS FLASH ATC
PHAM21
Jiang et al. [34] 2024 NC [ ] (@] [ [ [ ) BF B, PS REN19 TC
Private
. UC-Quic-Davis
Horowicz et al. [35] 2024 NC (@] [ ) @) O O E B VPN-16 + ISCXTor2016 TC
VPN-16 ENC
Jin and Apostolaki [36] 2025 1 BF F UTMobileNetTraffic2021 ATC
VCAML QoE-I
Luetal [37] 2025 I [} O @) (@) O BF F, PS CIC-IDS2017 TC
USTC2016
Wang et al. [38] 2025 NC © @) © [ [ ) F B, PS Malicious-TLS AC
VPN-16
This work 2025 NC ) ) ® ) [ ] BF B, PS MIRAGE-19 TC
MIRAGE-24

Perturbation Type: Network Changes (NC) , Intentional (I) . Base Classifier Robustness: Present ( @), Absent ( O).

Strengthened Design: TC Effectiveness on “unperturbed” traffic (@B), Robustness to “perturbed” traffic ©).

Early Classification (e.g., N), < 20): Present ( @), Absent ( O), Not inferable from the original work (==). Multi-modal architecture (MM): Present ( @), Absent ( O).
Traffic Object (TO): Biflow (BF), Flow (F), Network Channel (NC). Traffic Input: Packet Sequences (PS), Raw Bytes (B), Statistical Features (F).

Eval. Task: Traffic Classification (TC), Attack Classification (AC), App Traffic Classification (ATC), Traffic Type Classification (TTC), Website Fingerprint (WF),

Encapsulation (ENC), Service Classification (SC), QoE Inference (QoE-I).

generalization in a few-shot learning setting using CL. Their approach,
based on FlowPic-based inputs, demonstrates that domain-specific per-
turbations, such as Packet Loss or Round-Trip Time (RTT) changes, out-
perform generic computer vision augmentations (e.g., rotate, flip, and
color jitter). Differently, Hajaj et al. [33] devise a Long Short-Term Mem-
ory (LSTM)-based data augmentation technique to produce synthetic
traffic that enriches the training dataset and improves the effectiveness
of encrypted traffic classifiers on unperturbed inputs.

Other works evaluate robustness under perturbed inputs, without
measuring improvement in TC effectiveness. Deng et al.[29] introduce
AN-Net, a classifier exposed to two types of synthetic noise: (i) irrelevant
packet noise, simulating traffic from unrelated flows, and (ii) per-packet
attribute noise, reflecting fluctuations in network environments, lead-
ing to discrepancies between training and test conditions. Additionally,
they propose a fusion mechanism that combines attributes from different
modalities to mitigate the effects of per-packet attribute noise and im-
prove the robustness of the learned representations. Some studies evalu-
ate models across both perturbed and unperturbed data, offering a more
comprehensive robustness evaluation. Focusing on Transport Layer Se-
curity (TLS) traffic, Xie et al.[26] propose Rosetta, a self-supervised
training strategy with TCP-aware augmentations. Their approach aims
to teach models the implicit semantics of encrypted traffic flows to ob-
tain robust generalization, validated across diverse network setups by
replaying traffic across diverse network setups with hosts in different ge-
ographic locations. Jiang et al. [34] design a packet permutation-aware
model that handles out-of-order packet arrival within flows and uses

payload information to enrich the input representation. Their evalua-
tion on both clean and perturbed inputs shows consistent improvements
under noise. Conversely, Liu et al. [21] present a more complete evalu-
ation. Their work addresses feature drift by selecting more stable traffic
representations and evaluates model robustness under three dimensions:
(i) unperturbed test data, (ii) perturbed test data, and (iii) training-time
augmentation. This threefold analysis provides one of the most complete
assessments of robustness in current TC literature.

Finally, a recent trend explores the use of Generative Artificial In-
telligence (GenAl) to improve the quality of learned representations in
complex environments. For instance, Wang et al. [38] propose ER-CMGI,
a framework combining Variational Autoencoders (VAEs) and Diffu-
sion Models. By generating consistent cross-modal features (e.g., align-
ing packet lengths with byte sequences), this architectural approach
achieves high classification performance on complex traffic patterns.
However, such methods rely on computationally-intensive components
during inference to reconstruct or align features, aiming to solve robust-
ness through architectural complexity rather than training dynamics.

Collectively, these works highlight the diversity of strategies used to
account for real-world traffic variability, ranging from data augmenta-
tions to architectural adaptations.

2.3. Literature gap and positioning

While prior work has explored both intentional attacks and network
perturbations, important gaps remain, particularly concerning network
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-specific transformations (“NC” in the column Perturbation type). We
address these challenges by introducing five categories of traffic pertur-
bations that emulate realistic network conditions without requiring internal
model access. Our black-box approach highlights model blind spots that
clean inputs may conceal, aligning with the goals of adversarial learning.
Nonetheless, unlike typical adversarial ML methods (“I” in the column
Perturbation type) that depend on white-box assumptions or latent fea-
ture manipulations, our perturbations operate directly on network traf-
fic and reflect plausible variations, avoiding artificial techniques bor-
rowed from unrelated domains like computer vision [25,30,35].

Only a few prior works, e.g., Horowicz et al. [35], employ compa-
rable black-box, network-level perturbations to assess the robustness
of TC models. However, state-of-the-art approaches typically restrict their
analysis to a single dimension/analysis: they either evaluate how baseline
models behave under perturbed inputs (Base Classifier Robustness),
or they assess robust models (Strengthened Design) in terms of effec-
tiveness on clean data (sub-column (@B)) or their robustness on perturbed
data (sub-column Q). When robust models are designed in the same
context [35], a limited number of perturbations and a smaller set of design
strategies are explored. In contrast, our work offers a comprehensive ro-
bustness evaluation by covering all these scenarios using three different rep-
resentative datasets. Equally important, our model combines byte-level
content and packet sequence patterns (“B” and “PS” in the column In-
put, respectively) using a multimodal architecture (MM), addressing the
relevant challenge of defining network perturbations for traffic payload.
To the best of our knowledge, alongside Jiang et al. [34], only the re-
cent generative framework by Wang et al.[38] adopts a comparable
multimodal design. However, while the latter pursues feature alignment
through computationally intensive diffusion models, our framework pri-
oritizes deployment efficiency, embedding robustness directly into the
training dynamics. Furthermore, although their evaluation covers traffic
with intrinsic perturbations (e.g., jittering and packet loss), such data is
also employed during training [38]. Consequently, their analysis does
not assess robustness against unseen or varying network conditions.

Furthermore, we explicitly support early TC (Early), which remains
under-explored in the literature [22,25,27,30,31,34]. In this way, our
work offers a holistic perspective on robustness in TC and fills several key
gaps in the existing literature. The last row of Table 3 summarizes the
characteristics of our approach to facilitate direct comparison with the
literature.

3. Methodology

Section 3.1 describes the multimodal DL classifier used for TC. Then,
Section 3.2 introduces the set of perturbation scenarios considered in
this work. Last, Section 3.3 describes the learning approaches used to
leverage the defined perturbations.

3.1. Multi-modal traffic classification

TC seeks to assign meaningful labels to entities observed in network
traffic, which we refer to as TOs, corresponding to logically grouped
sets of packets, as seen from a VP. In this study, as the fundamental TO,
we treat bidirectional flows—or biflows—each consisting of all pack-
ets exchanged between a pair of endpoints, identified by a the tuple:
(IPgrc, pOrty,, IPyg, portyg,, L4 where the source and destina-
tion are interchangeable [40].

Our goal is to classify each biflow based solely on its early packets—a
strategy known as early classification. By making decisions at the outset
of a flow, the system can promptly adapt to changing network conditions
and enforce traffic management policies, which is vital in real-time sce-
narios. A biflow can be characterized through multiple modalities, each
offering a distinct perspective for classification [15].

The two most direct inputs are:

proto>’

1. the initial raw bytes transmitted by the application (PAY)—namely,
the transport-layer Service Data Unit (SDU), and
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Table 4
Impact of each perturbation on PAY
and PsQ traffic inputs.

PAY PSQ
TJitter @ ©
RToaft @ @
RTObef @ @
PHiding ©®© ©
DHiding @ @
DHidingloss @ @
vVPe ® @
VPCloss @ @

©: Affected.

@: Possibly Affected.
®: Unaffected.

2. the sequence of header fields from the initial packets (PSQ), such as
Packet Size (PS), DIR and IAT.

Formally, a generic DL classifier can be represented by a func-
tion fo, : X > C that transforms input data into output labels.
Specifically, fo,(-) can be decomposed into two parts, the model
backbone fy : X > Z—the feature extractor—and the model head
fo © Z — C—the classifier. The feature extraction process maps input
data x into a latent representation z = fy(x) € Z, whereas the classi-
fier maps the latent representation to a per-class probability distribu-
tion p(x) = f,(2) € [0, 11! (i.e., soft-output), typically via a “softmax”
activation in the final layer, where each component p,(x) indicates the
confidence of the model that the input x belongs to class c. The predicted
label is obtained as j(x) = argmax, ...,¢| p; (%)

In a standard supervised learning setting, model training seeks to op-
timize parameters (0, @) to minimize a classification loss L(y, §), where
y € C is true class label. The typical loss is the Categorical Cross-Entropy
(CCE): Logg(n,9) = — Zg 1}, log(p;), which compares the soft-output
provided by the model with the true label, penalizing lower probabilities
assigned to the true class. Since the classifier f,,(-) is typically a single
linear layer, minimizing the CCE loss implicitly encourages the feature
extractor fy(-) to structure the latent space so that classes become lin-
early separable, thereby improving accuracy and generalization.

In a multimodal setting, the input data x consists of M distinct
modalities x;, x,, -+, x,,, derived from the same biflow. Each modality
x,, is processed by a dedicated feature extractor fo,()—le.,a branch—,
resulting in a latent representation z,, = fy (x,,), form=1,--, M.

The resulting feature vectors are then combined through a fusion
function 7, modeling interactions across modalities and producing a
joint (latent) representation z = F(z,,32,, -, 2),), which is passed to
the classifier f,(-). This enables an integrated decision-making process
based on complementary modality-specific features.

Notably, different modalities can be affected differently by network
changes, due to their heterogeneous nature. For example, during conges-
tion, IATs (captured by PSQ) may increase, while raw bytes (from PAY)
remain largely unchanged. Accordingly, we hypothesize that the syn-
ergistic combination of these modalities through multimodal learning yields
a more comprehensive and robust representation, enhancing resilience to
variations in network conditions.

3.2. Perturbation scenarios overview

To evaluate the robustness of traffic classifiers, we designed traf-
fic perturbation scenarios that reflect realistic deployment conditions.
While traffic classifiers are typically trained on traffic captured in con-
trolled environments near the network edges, real-world monitoring
points—such as middleboxes—may operate in contexts where the view
of traffic is biased or distorted (e.g., middleboxes are mainly deployed
in Tier2/ISP networks [41]) due to factors such as asymmetric routing,
delayed observations, packet loss, or timing variations [42,43].
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Fig. 1. Visual effects of TJitter (b), RTOaft (c), PHiding (d), DHiding (e), and
VPC (f) on a biflow (a). The x-axis represents time, while the y-axis indicates
the traffic direction (e.g., upstream or downstream). Each box corresponds to a
packet, and its size reflects the actual payload length.

Specifically, we introduce a set of perturbations that selectively al-
ter the packet sequence and/or the payload content observed at the VP
to simulate these effects. Because our goal is to enable early biflow-
level TC using two widely-adopted inputs—PAY and PSQ—we system-
atically explain each perturbation: its underlying motivation, how it
reshapes the biflow structure, and which traffic inputs it influences
(see Table 4).

Importantly, although these perturbations emulate real-world ef-
fects, they are applied synthetically to traffic originally captured in
controlled environments. To support reproducibility, we include pseu-
docode for each perturbation in Appendix A. In the following, we de-
scribe the perturbations, whose effects are illustrated in Fig. 1.
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Directional Time Jittering (TJitter) (Fig. 1b): since network condi-
tions are inherently dynamic and subject to transient variations, packet
timing—particularly IAT—can be strongly affected by network environ-
mental changes.

To assess model robustness to timing fluctuations, TJitter selec-
tively alters the IAT of packets of a given biflow based on their direction
(i.e., upstream or downstream). Specifically, a small delta-time is added
(delaying) to the IAT of packets traveling in a given direction, with these
values sampled from direction-specific probability distributions, allow-
ing for asymmetric timing distortions.

This transformation shares similarities with the jittering proposed
in [44], but differs by explicitly modeling distinct delays per direction,
better reflecting the real-world condition of asymmetric path routing.
For simplicity, to model jitter in the IAT of the ith packet in a biflow,
IAT;, we sample two independent terms A,; ~ N (4, oprp,) and 4, ~
N.+(M,O'D1Ri), with DIR; € {upstream, downstream}. The perturbed IAT,,

denoted as mi, is computed as:

_ |1AT, +14,; — 44,1, if DIR, =DIR,_,
TAT, = )
IAT, + | Aq; + Ay, if DIR; #DIR,_,

which introduces jitter based on the direction of the current packet, DIR,,
and that of the preceding one, DIR,_;. Notably, since TJitter affects only
packet timing, it does not alter the packet content (i.e., the PAY input)
or the arrival order of packets as observed from the VP.

Retransmission Timeout (RT0) (Fig. 1c) emulates the retransmission
of packets within a biflow, where both the packets to be retransmitted
and the number of retransmissions are randomly selected. Packet re-
transmissions are modeled through a retransmission rate r, with each
retransmitted packet being re-sent after a preset Timeout.

In this context, we devised two realistic sub-scenarios to model dif-
ferent packet retransmission conditions: (i) RTOaft, where the VP ob-
serves both the original and retransmitted packets—i.e., the loss oc-
curs after the VP; (ii) RTObef, where the VP observes only retransmitted
copies—i.e., the original packet was lost before the VP.

The proposed transformation is a generalization of the simplified ver-
sion of RTObef suggested by Xie et al. [26]. Notably, although retrans-
missions do not alter the content of packets, they can indirectly affect
the construction of the PAY input since it is built by concatenating the
payloads of the first packets until N, bytes are reached, and the number
of packets required depends on their payload sizes.

As a result, retransmissions can substantially affect PAY, particularly
when they involve the earliest packets. This effect is pronounced in the
RTObef setting, where the VP misses the original transmissions. If the
initial packet is lost before reaching the VP and only the retransmission
is observed, its payload may not contribute to PAY as it would under
lossless conditions—leading to a distorted view of the biflow. In addi-
tion, our RTO transformation—similarly to what is proposed in [26] and
adopted in [30,35]—does not account for the potential impact on the
IAT of the first response packet when the RTO involves a request packet.
While such a retransmission could delay the server’s response and thus
alter the observed IAT, we intentionally avoid modeling this effect to
maintain consistency with prior work and prevent the introduction of
speculative timing artifacts | Moreover, RTObef shares some similarities
to the packet loss applied by Yang et al. [32], where they randomly re-
move 10% to 50% packets from a given biflow. However, our proposal
goes beyond the simple packet loss by also implementing a retransmis-
sion mechanism.

Packets Hiding (PHiding) (Fig. 1d) models the scenario where the VP
misses a biflow’s initial packets and must classify it based on the later

1 We do not explicitly model request/response semantics in a biflow and pre-
serve all original packet IATs for simplicity.
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ones (late-start classification), for example, due to a start-up delay in the
monitoring system or classifier.

The perturbation affects both PSQ and PAY, although with different
intensity. Intuitively, PSQ may be less sensitive to missing initial packets
because the classifier still sees a slightly shifted packet sequence that
remains close to the original. PAY, instead, could be heavily affected,
as it relies on the biflow’s first bytes. The problem is amplified in TLS
traffic, where initial packets carry plaintext metadata (e.g., Server Name
Indication, Cipher Suites) while later packets are usually encrypted [16,
45].

Similar to PHiding, Yang et al.[32] apply packet loss, but our ap-
proach discards only the first packets of a biflow, starting from a random
position.

Direction Hiding (DHiding) (Fig. 1e) models the scenario where the
forward and backward paths between Client and Server are asymmet-
ric, so only one direction crosses the observation point. This condition
becomes more likely as this point is placed deeper within the network,
i.e., farther from the endpoints. We also consider a variant, Direction
Hiding with Packet Loss (DHiding, ), which assumes that even pack-
ets in the visible direction may be missing. Each packet is dropped inde-
pendently with probability p, accounting for situations where packets in
the same direction may follow different paths, possibly due to routing
asymmetries or load balancing.

Assuming bidirectional communication where both endpoints gen-
erate traffic, both versions primarily affect PSQ by altering the ob-
served packet sequence, making it unidirectional or even incomplete.
Conversely, their impact on PAY mainly depends on the direction and
the size of the earliest packets of the biflow, which are typically used to
extract PAY.

Vantage Point Centralization (VPC) (Fig. 1f) models the case where a
VP is placed far from the endpoints but still observes traffic in both di-
rections. In such conditions, packets exchanged exhibit different timing
characteristics due to asymmetric delays, primarily influenced by the
RTT. We assume that the RTT between the Client and the Server can be
decomposed into two segments [46]: from-client-to-VP and from-VP-to-
server. We introduce a parameter « € [0, 1] to represent the proportion
of RTT attributed to the Client-to-VP path:

RTT = RTT¢_y + RTTs_y, ®)

where RTT._y =a - RTT and RTTs_, = (1 —a)- RTT, and « rep-
resents the relative position of the VP along the Client-to-Server path,
with RTT._,, (resp. RTTs_,;/) denoting the RTT between Client and VP
(resp. Server and VP).

Based on this decomposition, the IAT between consecutive packets
sent in opposite directions depends on the total RTT and reflects the
asymmetry between upstream and downstream paths. Specifically, con-
sider two consecutive packets with opposite directions: a packet p, sent
by the Client and a packet p, sent by the Server. Whether p, precedes p,
or p, precedes p., the IATs of the later-arriving packet can be computed
as:

_ k
IAT, =T, + Tps +T, + (1-a)-RTT 3)

_ k
IAT, = pr + Tpc + Tnc +a-RTT (€))

Here, IAT), is the IAT of the packet p, Tlf denotes the thinking time at
the sender before transmitting packet p, and 7, denotes the transmission
time for the packet p, which typically depends on its PS.

In our experimental setup, traffic is usually captured near the client,
so we assume a ~ 0. To model a VP farther from the endpoints, we vary
a and recompute the IATs to introduce the desired timing asymmetry.
Notably, changes in the VP position do not affect the IATs between pack-
ets sent in the same direction, as the RTT components cancel out in the
difference.
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Fig. 2. Transforming procedure in Aug (a) and CL (b). In Aug, transformations
are applied before training to create a fixed augmented training set. Batches
are then formed and may include both original and transformed samples. In CL,
transformations are applied “on the fly” during training. Each batch contains
only transformed samples. N is the number of original samples. B is the batch
size. T is the number of independent transformations per sample.

We further defined the Vantage Point Centralization with Packet
Loss (VPC,,.,) variant with each packet independently dropped with
probability p. This models the increased likelihood of partial visibility
when the VP is located deeper in the network, due to routing asymme-
tries, and load balancing.

Regarding input perturbation, VPC affects only PSQ, as it alters [ATs,
without modifying packet order or payload content, whereas VPC, .
may also impact PAY when early packets are lost. These scenarios help
assess whether a model—typically trained on traffic captured near the
Client—remains effective when deployed in more central, challenging
network positions.

3.3. Perturbation-aware learning approaches

Herein, we describe the two strategies for integrating perturbation-
based transformations into the training process: supervised data augmen-
tation and contrastive learning. Both apply controlled transformations to
original samples, but with different objectives. The former directly trains
on transformed samples labeled as their corresponding originals to im-
prove generalization [47], while the latter exploits transformations to
create semantically-similar pairs, enabling the model to learn robust rep-
resentations via instance discrimination [48].

Supervised Data Augmentation (Aug): is typically used to enrich su-
pervised learning by increasing sample diversity or mitigating class im-
balance. Since DL models require large datasets to generalize, Aug is
particularly beneficial when labeled samples are limited. Hence, we ap-
plied perturbations to training samples to generate realistic variants and
used within standard supervised learning.

The underlying idea is that, by exposing the model to a wider range
of plausible input variations, Aug helps it learn invariant representations,
i.e., feature embeddings z = fy(x) that remain consistent across differ-
ent perturbations of inputs belonging to the same class. Hence, since the
classifier f,(-) is linear, the model is implicitly encouraged to cluster per-
turbed samples of the same class in the latent space, thereby improving
inter-class separation generalization. Unlike augmentation techniques
used in domains such as computer vision (e.g., rotations or flipping),
we do not apply generic, domain-agnostic transformations. We instead ap-
ply domain-specific perturbations tailored to network biflows, using the
realistic transformations defined in Section 3.2 to generate semantically
plausible traffic variants.
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Formally, given a set of training samples X = {x;} "i |» Aug creates n
perturbed samples for each x; by independently applying » transforma-
tions sampled from a predefined set 7. We adopt a pre-augmented strat-
egy (see Fig. 2a) where all perturbations are applied before training—
i.e., prior to mini-batches construction—thus decoupling transformation
sampling from the training loop.

For each x;, we randomly select n transformations
7,(), 7(-), -, 7,(-) €T and apply them separately to obtain the
augmented versions, resulting in a transformed training set:

X = {2 =7,(x)lx; € X,j € {1,....,n}} (5)
with |®| = n- N. The final augmented training set is obtained by com-
bining both the original and augmented samples:

X=xuk (6)

This ensures that the training set remains representative of the origi-
nal distribution while also promoting generalization through increased
sample diversity.

Contrastive Learning (CL) is a representation learning approach that
explicitly regularizes the latent space by teaching models to recognize
similarity and dissimilarity among samples. Accordingly, it optimizes a
feature extractor by comparing the projections of samples in the latent
space using a contrastive loss to bring similar samples closer and push
dissimilar ones apart. This is achieved by selecting a reference (ref. to as
anchor) representation and comparing it to a positive (viz. similar) and
one or more negative (viz. dissimilar) samples. CL methods can be either
self-supervised or supervised, depending on how similarity is defined
and whether labels are used.

Self-supervised Contrastive Learning (SimCon) [48] can be seen as a
branch of unsupervised learning, as it does not involve any manual la-
beling [49]. It assumes each sample is only similar to its own augmented
versions and dissimilar to all others. Unlike Aug, in CL the augmentations
are applied independently at each training step, i.e., new pairs are gen-
erated for every batch (see Fig. 2b), exposing the model to constantly
varying transformations and improving robustness and generalization.

Formally, given a mini-batch B = {xi}{;= ; ~ &, for each x; € B, two
transformed versions X; = 7,(x;) and X; = 7,(x;) are obtained by ap-
plying two distinctive transformations ,(-), 7,(-) ~ 7. This results in
an “augmented” batch B = {%,,%,, ..., X, } containing two transformed
versions of each original input sample x;. Therefore, for each anchor %;,
its corresponding counterpart X; (i.e., the one originated from the same
original sample), is treated as a positive, while the remaining 2 - (B — 1)
samples X, € B\{%;, X ;} are considered as negative.

The learning process penalizes cases where the latent representa-
tion of positive pairs (fo(%;), fo(%;)) are far apart, and those of negative
pairs (fo(X,), fo(%,)) are too close. This is typically performed by min-
imizing the Normalized Temperature-scaled Cross-Entropy (NT-Xent) loss
function [48] (ref. to as Lg; o, in the following), which aims to maxi-
mize the mutual information between the anchor and positive samples.
Formally, this loss function is defined as:

SIMUo(x).fo(x;))/P

n )
Zifl Ly ey eSimUoE)-Foxi0)/ B

Lsincon(X) = —1

where sim(-) is a similarity function (e.g., cosine similarity) and g € R*
is a temperature parameter.

It is worth noting that the original framework includes a projection
head that maps the latent representations into a “contrastive space”
where Lg;.0.n is applied. In our setting, Lg;,c., is directly applied to
the latent representations as CL approaches are fully integrated into the
supervised pipeline, and the resulting representations are directly used
for the classification task.

Supervised Contrastive Learning (SupCon) [50] aims to overcome the
limitations of SimCon by incorporating class labels directly into the
learning process. In SimCon, samples from the same class as the anchor
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Fig. 3. MIMETIC-ENHANCED classifier. Colors indicate the layer type.

are treated as negatives, thus preventing the model from learning the
relationship between samples of the same class. Thus, SupCon refines
the latent space by ensuring that samples of the same class are grouped
together while samples from different classes are well-separated.

In this case, the learning process is driven by a SupCon loss (ref. to as
Lgypcon in the following), which is an extension of the classical Lg;ycop-
Formally, this loss is defined as:

SIm(fo().fo %))/ B

1
£SupCon(ii) == Z In @®
i 2 i %,).fo(%
PO ¢ &Go) T, Ly mUoE-So0/h

where P(i) = {%, € B\{x;} : y(%,) = y(X;)})—with y(-) denoting the ac-
tual label—, sim(-) is a similarity function (e.g., cosine similarity) and
p € R* is a temperature parameter. In both SimCon and SupCon, the fi-
nal loss is computed symmetrically across all positive pairs (%;, %;) and
(%;, %) within the batch.

4. Experimental setup

In this section, we describe the DL architecture (Section 4.1) and the
proposed training procedures (Section 4.2). Then, Section 4.3 reports
the datasets employed for the experiments, whereas Section 4.4 outlines
the evaluation procedure and the metrics.

4.1. Reference multi-modal architecture

We use MIMETIC-ENHANCED [16] as our baseline model. The archi-
tecture and training methodology are described below.

Architecture Overview: Fig. 3 depicts the architecture of MIMETIC-
ENHANCED, a multimodal DL model that combines two distinct traf-
fic views (i.e., M =2). Each modality is processed by a distinct branch,
optimized to extract salient features from its corresponding traffic in-
put. The first branch processes a sequence of N, =4 header fields ex-
tracted from the first N »=10 packets (viz. PSQ). These fields include
the PL, DIR—represented as {0=upstream, 1 =downstream}, TCP Win-
dow Size (TCPWIN), which is set to zero for UDP packets, and IAT. The
second branch handles the first N, = 576 bytes of payload data (viz.
PAY), treated as a flat byte sequence. Each input is first passed through
a trainable embedding layer that maps raw input elements into a vec-
tor of dimension e = 10. This results in an embedding matrix E € RV>¢,
where N is equal to N, and N,, for PSQ and PAY, respectively. Notably,
for PSQ, only the sequence of PL is processed with the embedding layer.
The resulting vectors are concatenated with the remaining header fields
to form the full input to the PSQ branch. In other terms, after the em-
bedding layer, the PSQ data has a resulting size N, X (e + N, — 1).

The PSQ branch comprises a Bidirectional Gated Recurrent Unit
layer (BiGRU, with 64 units—returning sequences, followed by a 256-
unit dense layer. The PAY branch is composed of two 1D convolutional
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Table 5

Overview of the training variants used to integrate Aug and CL (i.e., SimCon or
SupCon) into the two-phase training procedure of MIMETIC-ENHANCED. Each
configuration applies perturbation-based strategies—either individually or in
combination—across the PT and FT phases. The baseline configuration is high-
lighted in blue.

Pre-Training Fine-Tuning
s = s =
M S [¢] T £ M S [0 T £
Base @ ® @ ® Lece ® @ @ ® Lee
Augpr @ ® @ @ Lece ® @ @ @ Lece
SimConpy @ @ ® @ Lsiwem @ © © @ L
SupCompy @ @ ® @ Lipen ® @ @ ® L
Mg © ® © 9 ® Lece ® QO © © L«
Augr s Augr @ ® @ © Lece ® © © O ‘L«
SimConpr » Augrr @ @ ® @ Lswem ® @ O O L
SupCompr »Augsr @ @ ® @ Lspyen ® @ @ @O L

Architectural Layers (§): Per-modality Branches (M), Final Layers (S), Trained (@),
Not Trained (®).—Objective Loss (£): CCE (Lccg), NT-Xent/SimCon (Lsincon)
SupCon (Lsupcon)-—raining Data S): Original (O), Transformed (T),

Used (@), Not Used (®).

layers (1D—Conv, with 16 and 32 filters, kernel size of 25, and stride 1,
each followed by a max-pooling layer with window size of 3 and unit
stride, and a dense layer with 256 neurons. To model cross-modality
correlations, outputs from both branches are concatenated and passed
through a shared dense layer with 128 neurons, followed by a softmax-
activated dense layer for classification. All layers use RelU activations.
To regularize training and reduce overfitting, a dropout—with a rate of
0.2—is applied after each dense layer and at the end of both modality
branches.

Details of the training process: MIMETIC-ENHANCED is trained us-
ing a two-stage procedure. In the Pre-Training (PT) stage, each single-
modality branch is independently trained using a softmax stub to guide
the branch-specific learning. This is followed by a Fine-Tuning (FT)
stage, where the entire architecture is optimized after freezing the em-
bedding, convolutional, and BiGRU layers (#). Both training phases
minimize a CCE loss using the SGD optimizer (batch size of 64), com-
bined with a custom ReduceLROnPlateau scheduler that monitors the
validation loss and decreases the learning rate by a factor of 3 after 20
consecutive epochs without improvement. 2

4.2. Advanced training for multi-modal traffic classification

We integrated Aug and CL into the “supervised” training pipeline
of MIMETIC-ENHANCED to assess their impact on both TC effectiveness
and robustness. As summarized in Table 5, we devised several training
variants by applying Aug and CL either individually or jointly across the
different phases of the training process (cf. Section 4.1).

For each variant, the table details the setup adopted during the PT
and FT phases, in terms of:

1. the architectural layers involved )—ie., per-modality branches
(M) or final layers (S);

2. the training data used S)—i.e., original (O) or transformed (T); and
the objective loss function used to optimize the model—i.e., Lq,

£SimCon’ or ESupCon .

The baseline configuration (ref. to as Base in the following) relies on
original data (O) and the CCE in both PT and FT. We then considered
configurations where transformed data (T) is used only during PT (i.e.,
Augpr, SimConpr, and SupConpr) to investigate whether training only the

2 The initial learning rate is set to 0.1, and training stops early if the learning
rate falls below 0.0001. To avoid overfitting, we use a validation-based early-
stopping technique, where we set the patience to 20 epochs without setting the
min_delta parameter.
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early layers (M) improves representation learning. The classifier is al-
ways trained solely on original data, so it is never exposed to trans-
formed inputs and is not explicitly trained to recognize them. We also
assess the Augpp configuration where Aug is applied only during FT. In
this setup, PT uses only original samples, while FT is performed on the
augmented training set (O + T). This approach isolates the effect of ex-
posing only the model’s final layers (S) to transformed data, allowing
us to assess whether this selective exposure improves generalization by
refining the classifier’s decision boundaries without altering feature ex-
traction. We do not apply SimCon or SupCon during FT, since this phase
specifically aims to refine the classifier using a supervised objective,
whereas CL focuses on shaping the latent space rather than directly op-
timizing class separation.

In addition, we explore combined configurations in which Aug or CL
is applied in both PT and FT. More in detail, Augpr — Augpr uses original
and transformed samples (O + T) in both training phases, enabling us
to assess the impact of consistent exposure to increased data variability
throughout the entire learning process. Conversely, SimConpr — Augpr
and SupConpy — Augpr adopt a hybrid strategy: the model is pre-trained
with CL on transformed data (T) and then fine-tuned on an augmented
dataset (O + T) using standard cross-entropy.

These setups aim to evaluate whether combining robust represen-
tation learning—enabled by CL—with augmented FT improves gener-
alization by leveraging both latent space regularization and classifier
adaptation to data variability. For contrastive variants, no output stub
is used during PT, and the loss is applied directly to the latent repre-
sentations. Additionally, before the final supervised FT, an intermediate
contrastive FT step updates only the shared layers and the final dense
layer (S), while all remaining layers (M) remain frozen.

In our setup, we consistently generated n = 2 transformed versions
of each sample during all training stages involving Aug or CL. In both
(training) strategies, perturbations are sampled independently for every
sample: both the transformation type (e.g., RT0aft) and its hyperparam-
eters (e.g., retransmission probability, r%) are drawn from predefined
distributions. This prevents the model from overfitting to fixed, deter-
ministic transformations and encourages the learning of invariant fea-
tures across diverse and realistic variations. Conversely, during robust-
ness evaluation, the same transformation is applied deterministically to
all test samples under fixed hyperparameter settings. This procedure is
repeated across multiple configurations to enable controlled sensitivity
analysis and to ensure reproducible results.

4.3. Datasets description

In this work, we employ three publicly available datasets, namely
VPN-16 [19], MIRAGE-19 [8], and MIRAGE-24 [20].

VPN-16 [19] was collected at the Canadian Institute for Cybersecurity
and provided in raw PCAP format. It includes human-generated traf-
fic spanning various types, with app-related information collected from
both regular and VPN-encapsulated sessions. The dataset comprises 6
traffic types and 15 apps, providing the ground truth at the trace level
for the encapsulation type, service type, and app.

Given that VPN encapsulation can alter apps’ traffic patterns, we
consider both the app and the encapsulation type as joint labels. Fig. 4a
depicts the biflow distribution across all (app, encapsulation) pairs.
Since some classes contain only a few dozen biflows, we retained only
those with at least 100 biflows (17 classes, highlighted in yellow) to
ensure sufficient representation.

MIRAGE-19 [8] contains per-flow mobile traffic logs of 40 Android apps
collected at the ARCLAB laboratory of the University of Napoli Federico
II between May 2017 and May 2019. The data was collected by employ-
ing 3 rooted Android devices °, which were used by ~ 300 volunteers,

3 These devices were running CyanogenMod v13.0 custom firmware, equiva-
lent to Android 6.0.1
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Fig. 4. Biflows distribution for (a)VPN-16, (b) MIRAGE-19, and (c) MIRAGE-24.
Values on the y-axis are in SymLog scale. For VPN-16, the considered classes are
colored in yellow. (For interpretation of the references to colour in this figure
legend, the reader is referred to the web version of this article.)

who interacted with the selected apps for 5 — 10 minute sessions. Each
session produced a PCAP file and a strace log .* Fig. 4b shows the
biflow distribution across all apps.

MIRAGE-24 [20] was collected between April 2021 and December 2023
at the University of Napoli Federico II by leveraging an improved version
of the MIRAGE [8] collection framework. The dataset contains mobile
traffic data from 20 popular Android apps, collected with four devices ®
by 240 volunteers. These apps were used to perform various activities,
such as Chat, Audio-call, Video-call, Video-streaming, and Online Gaming.
Fig. 4c shows the biflow distribution across all apps.

Dataset selection rationale: the selected datasets complement each
other. Specifically, VPN-16 offers controlled VPN and non-VPN traces.
Conversely, MIRAGE-19 adds mobile traffic from diverse devices, users,
and network conditions. Finally, MIRAGE-24 updates this view with
newer Android versions, updated apps, and labeled activities. Together,
they span (a) varied environments, (b) periods, and (c¢) device genera-
tions, providing a solid basis for assessing robustness and generalization.

Data pre-processing: to ensure reproducibility, we apply a standard-
ized pre-processing pipeline. First, packets with no payload (TCP signal-
ing packets such as SYN, ACK, and FIN) are discarded. This ensures that
the model focuses on application-layer behavior rather than transport-

4 https://man?7.org/linux/man-pages/manl/strace.1.html
5 All devices were equipped with the custom firmware LineageOS 17.1 corre-
sponding to Android 10.
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layer signaling, which is often application-agnostic. After filtering, we
normalize IAT, DIR, and TCPWIN using min-max scaling. ® Consistent
with early TC, we extract the first N, = 576 bytes for the PAY modality
and the first N, = 10 packets for PSQ. For biflows with fewer than N,
bytes or N, packets, we apply zero-padding to maintain fixed input di-
mensions. We stress that perturbations are applied to the entire biflow
before extracting the PAY and PSQ inputs.

4.4. Evaluation procedure and metrics

To rigorously assess TC performance, we employ a stratified ten-fold
cross-validation strategy. In each fold, 90% of the biflows are utilized
for training, while the remaining 10% is for testing. Within the 90% par-
tition, we apply an 80/20 split for training and validation purposes. The
validation set plays a key role in enabling early stopping, which helps
mitigate overfitting during training. To thoroughly assess our models,
we employ different evaluation metrics, described in the following.

Classification Performance: we used the (macro) Fi-score, which is
the average of the harmonic means of per-class precisions and recalls,
defined as:

2 - PREC, - REC,

- 9
PREC; + REC, ©)

1
Fl—score £ —

IC] ,ez;
where REC; (Recall) is the ratio between correctly classified samples of
class i and the total number of samples belonging to that class, and
PREC; (Precision) is the ratio of correctly classified samples of class i to

all samples predicted as belonging to that class.

Latent Space Structure: to evaluate representation quality, we analyze
the latent space distribution of test biflows. A robust model should ex-
hibit tight clustering for same-app biflows and distinct separation be-
tween different apps, ensuring clear decision boundaries and strong
generalization. In detail, we employ two clustering-originated metrics,
namely Davies-Bouldin Index (DBI) [51] and Silhouette score (SIL) [52],
computed on the latent vectors z(x) = fp(x).

DBI captures the average similarity between each cluster and its most
similar one, where similarity is defined as the ratio between intra-cluster
dispersion and inter-cluster separation. Formally, the DBI is defined as:

1 A,-+Aj
|C|

DB = (10)

T /#—t di;
where A; and A; are the mean intra-cluster distances of the classes i and
Jj in the latent space, respectively, and d, ; is the distance between their
centroids (viz. inter-cluster distance). Lower DBI values indicate better
clustering—tight, well-separated groups—with 0 as the ideal case.

On the other hand, SIL combines the mean intra-cluster distance—
i.e., the similarity between a sample and all other samples within the
same cluster and the mean inter-cluster distance—i.e., the dissimilarity
between the sample and the closest cluster it does not belong to. For-
mally, the SIL for the latent representation z(x) of a generic sample x
is defined as:

b(z(x)) — a(z(x))

el ey 11
max{a(z(x)), b(z(x))} a

s(z(x)) =
where a(z(x)) is the mean distance between z(x) and all other samples
in the same cluster in the latent space (viz. intra-cluster distance), and
b(z(x)) is the smallest mean distance between z(x) and all samples of any
other cluster in the latent space (viz. inter-cluster distance). The overall
SIL is then computed as the sample-mean:

N

SIL = — Z s(z(x,))

n=1

12)

6 Raw payload bytes and PL are mapped directly to dense vectors using learn-
able embedding layers (embedding size e = 10) without any pre-scaling.
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where N is the total number of samples. SIL ranges in [—1, 1], with 1 be-
ing the best value—indicating high compactness and clear separation—
and —1 the worst, corresponding to samples assigned to the wrong clus-
ter.

Model Calibration: we assess model calibration—i.e., how closely
predicted confidence matches actual accuracy—using reliability dia-
grams [53] and the Expected Calibration Error (ECE) [54]. A model
is perfectly calibrated if, whenever it predicts a confidence level p,
the true probability of correctness matches that confidence—that is,
Pr{y=y| p} = p, where y and y are the true and predicted labels, re-
spectively.

For each test sample n, we denote its true label as y,,, the predicted
label as j,, 2 arg max ... c| P;(n), and the predicted confidence as j(n) e
maxj ... c| pi(n)-

To estimate calibration, we partition predictions into M bins, evenly
spaced across the confidence range from [1/|C], 1]. For bin B,,, contain-
ing samples with confidence p in interval I,, £ (”’7_1; %), we compute
the “expected” accuracy:

1

acc(B,,) = B
m

Y 16w = Yw) a3)

ne€B,,

and the center-bin confidence p,, £ % - ﬁ A reliability diagram plots

these two quantities for each bin and deviations from the diagonal indi-
cate over- or under-confidence.

We summarize (mis)calibration using the ECE, defined as E;{ |P{¢ =
¢ | p} — p|}, and approximated as:

M

ECE ~ Z

m=1

|B,|
——|acc(B,,) — conf(B,,)|

N (14)

where N is the total number of test samples and conf(B,) =
IB_II >..cp. DB(n) represents the averaged confidence within mth bin. This
metric succinctly captures how far the model’s confidence diverges from
reality.

Out-of-Distribution (OOD) Detection: to evaluate the model’s ability
to identify samples that do not belong to any of the known classes (i.e.,
seen during the training), we assess its performance in detecting OOD
traffic. This capability is fundamental in open-set recognition, where
the model is required to appropriately classify inputs from previously
unseen classes as unknown [55], and is particularly relevant in open-
world settings such as network traffic analysis, where novel or anoma-
lous patterns may emerge.

In our case, the (anomaly) scoring function corresponds to the negated
predicted confidence associated with the inferred class—i.e., s(x) =
—p(x) where p(x)=max, ¢ p.(x). This score is justified since higher OOD
scores (closer to zero) correspond to a lower confidence of the classifier
for the known classes.

To measure OOD capabilities, we use the Area Under the Receiver
Operating Characteristic Curve (AUROC) to discriminate between posi-
tive (viz. out-of-distribution) and negative (viz. in-distribution) samples.
From a geometric standpoint, AUROC is defined as the area of the ROC
curve in the TPR-FPR space:

1
AUROC = / TPR(FPR) dFPR (15)
0

where TPR(FPR) denotes the True Positive Rate (TPR) as a function of the
False Positive Rate (FPR). The AUROC span over [0, 1], with 1 indicating
the perfect separation between In-Distribution (ID) and OOD samples,
while 0.5 corresponds to random guessing.
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Fig. 5. Comparison of HYBRID, 1D-CNN, and MIMETIC-ENHANCED un-
der DHiding (p=0%) and DHiding, .. (p>0%) with packet-loss rate pe
{0,1,3,5,7,10, 15,20,25,30}. Each model is identified by its traffic type (i.e., PAY
or PSQ), with performance on unperturbed samples shown by a solid line. Results
are distinct for Client-to-Server (C — §) and Server-to-Client (C < .S) directions
of the biflow observed at the VP. Values refer to MIRAGE-24 and are reported
as mean + std.dev. over 10 folds.

5. Experimental results

In this section, we report our experimental evaluation 7 We start by
comparing single-modal and multi-modal baseline architectures across
unperturbed and perturbed scenarios (Section 5.1). Then, we evaluate
the baseline multi-modal architecture by assessing: (i) its ability to gen-
eralize to perturbed inputs (Section 5.2); (ii) whether our training strate-
gies improve generalization on clean (unperturbed) data (Section 5.3)
and increase robustness to perturbations (Section 5.4). Next, we eval-
uate model calibration—how well predicted confidence matches actual
accuracy (Section 5.5). We assess performance on OOD samples (Sec-
tion 5.6) and analyze the impact of limited labeled data (Section 5.7).
We further investigate the framework’s generalizability across distinct
model architectures (Section 5.8) and dissect the impact of individual
perturbation types on overall TC performance (Section 5.9). Finally, we
assess the framework’s deployability (Section 5.10), offering insights
into computational complexity and real-world feasibility Fig. 5.

5.1. Comparing the effectiveness and robustness of single- and multi-modal
baselines

We first investigate the robustness of multimodal architectures com-
pared to state-of-the-art single-modal models under limited traffic visi-
bility. As a case study, we compare MIMETIC-ENHANCED with two rep-
resentative single-modal architectures:

1. a 1D-CNN [11] fed with PAY input, and
2. HYBRID [13], a hybrid architecture composed by a 2D-CNN followed
by a RNN and fed with PSQ input.

We focus on one representative perturbation from Section 3.2, noting
that results are consistent across other cases but omitted for brevity.
Section 5.1 shows the Fi-score for DHidings scenarios when the
VP is traversed solely by either the Client-to-Server (C — ) or Server-
to-Client (C « ) path, across increasing packet-loss rates p. The results
highlight two main advantages of MIMETIC-ENHANCED: (i) it outperforms

7 Implementation uses PyTorch, numpy, and pandas, with scikit-learn for
metrics (custom ECE) and the official SupCon code for contrastive losses [50]. Ex-
periments ran on an Ubuntu 22.04 server with Intel i9-10900X, 256GB RAM,
and 2xNVIDIA RTX A5000 (24GB) GPUs.
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the performance on the unperturbed test samples. Values are reported as mean + std.dev. over 10 folds. Gray bars show the share of test samples on which performance

has been computed.

single-modal models on unperturbed data—up to a ~10% Fi-score
gain over 1D-CNN—demonstrating the value of combining complemen-
tary inputs like PAY and PSQ; (ii) it maintains greater robustness un-
der perturbations, with smaller performance drops as packet loss (p)
increases. Among single-modal models, 1D-CNN and HYBRID behave
similarly in the C « .S scenario but diverge when C — §, where 1D-
CNN shows better resilience and a degradation trend closer to MIMETIC-
ENHANCED.

[ Q Takeaway:

Multimodal architectures outperform single-modal
models by delivering higher classification accuracy in
both ideal and perturbed settings, providing enhanced ro-
bustness when conditions degrade.

5.2. Baseline sensitivity to perturbations

Herein, we assess the generalization ability of the baseline model
(viz. Base)—trained on “clean” data—when exposed to perturbed test
samples. To this end, in Figs. 6-10, we evaluated its performance—in
terms of Fi-score—under each of the perturbed scenarios described
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in Section 3.2. For each scenario, we defined a set of parameter values
and applied the corresponding variants uniformly to all test samples. We
also compare the resulting performance against that obtained on the un-
perturbed samples (highlighted with a dashed-black line). This analysis
is useful for evaluating the sensitivity of the model to such controlled
perturbations.

At a high level, we note that the model performance varies greatly
depending on the type of perturbation and is almost consistent across
all the datasets. On the one hand, perturbations that solely affect packet
timing—such as TJitter (Fig. 6) and VPC (Fig. 10)—have a limited im-
pact on classification performance, as they do not alter the sequence
or structure of the biflows. Under TJitter, performance degradation
remains limited as o, increases—e.g., up to —1% on MIRAGE-19. Inter-
estingly, on MIRAGE-24, these perturbations lead to an improvement
of up to +1.8%, particularly when the delay is introduced in the for-
ward (C—Sy;) direction. This suggests the robustness of the model
against timing noise and that it likely leverages alternative, more stable
traffic features. Similar findings are observed for VPC on MIRAGE-19
and MIRAGE-24 (Fig. 10b and c). Notably, performance remains sta-
ble across the entire variability range « € [0, 1], which represents the
fraction of RTT attributed to the Client-to-VP path. In contrast, the
performance drop is more pronounced on VPN-16, indicating that the
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Fig. 10. Performance evaluation of Base under VPC (p=0%) and VPC
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bars show the share of test samples on which performance has been computed.

model may be more sensitive to variations in the relative position of the
VP w.r.t. the endpoints on this dataset.

On the other hand, perturbations affecting biflow visibility through
packet reordering, hiding, or duplication—e.g., PHiding, DHiding,
RTOaft, and VPC,  ,—result in more pronounced performance degra-
dation, indicating that the model is more sensitive to structural than
temporal variations.

Specifically, performance significantly drops even when only the first
two packets of the biflow are lost (i.e., unseen) by the VP (Fig. 7). This
holds especially on MIRAGE-19, where the drop is up to —81%. Con-
versely, on VPN-16 and MIRAGE-24, the drop—while still substantial—
is smaller and increases more gradually as the number of unseen pack-
ets increases. These findings highlight that the model heavily relies on
the earliest packets of the biflow, from which the PAY input is typi-
cally extracted. This is particularly critical in TLS traffic, where the ini-
tial packets often carry plaintext information (e.g., SNI, Cipher Suite,
etc.) [16,45].

Similar findings are also observed when the VP is crossed only by
one of the two paths connecting the client and the server (Fig. 8). Here,
performance worsens mainly when the VP is crossed only by the back-
ward path (C « §), with drops up to —82% on MIRAGE-19. In this case,
the impact remains relatively stable as the packet loss rate p increases
up to 30%. This range was selected to rigorously cover the three severity
classes identified in [56]: low (< 5%), middle (5-20%), and high (> 20%).
When only the forward path (C — 5) is visible to the VP, a performance
drop is observed across all datasets. The degradation is relatively stable
on VPN-16, while it worsens more sharply with p on the others—e.g.,
from —19% to —36% on MIRAGE-24.

Finally, under RTO scenarios (Fig. 9), we observe that the impact
strongly depends on where the loss occurs. In the RTOaft case, per-
formance remains almost unchanged (i.e., <1%), even as the retrans-
mission probability r increases across the considered range [1%,30%] on
MIRAGE-19 and MIRAGE-24. This is likely because all copies of a packet
traverse the VP, preserving the expected packet sequence—especially
for the initial packets of the biflow, which are particularly important for
classification. Conversely, on VPN-16, a more noticeable degradation is
observed, with Fi1-score dropping from —3.6% to —5.4% as r increases.
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When losses occur before the VP (RTObef), performance drops signif-
icantly as r varies within [1%,30%]. For instance, the Fi1-score drops
to up to —32% on MIRAGE-19 as r reaches the maximum severity of
30%—a value consistent with retransmission rates observed for small
flows in congested networks [57]. This finding is likely driven by the
increased probability of observing out-of-order packets, since retrans-
mitted packets may be observed at the VP in positions that differ from
their expected order in the unperturbed biflow.

Q Takeaway:

The baseline model handles time-based perturbations
fairly well, meaning it does not depend much on pre-
cise inter-packet timing. But structural perturbations—
like dropping, hiding, or reordering packets—hurt perfor-
mance more, especially if they affect the first few pack-
ets or if the VP sees traffic from only one direction. This
shows the model is sensitive to how much of the biflow it
can observe.

5.3. Improving effectiveness with augmentation and contrastive learning

Herein, we test whether the training strategies from Section 4.2 im-
prove TC effectiveness under clean (unperturbed) conditions. We com-
pare each variant to the baseline (Base) using both (i) TC performance
and (ii) the structure of the learned latent space. For each variant, Ta-
ble 6 reports the results in terms of macro Fi-score (i), DBI (ii), and
SIL (ii) on all datasets.

On the one hand, focusing on TC performance (i.e., F1-score), we
observe that employing Aug, SupCon, or a combination of both in at least
one of the training phases consistently improves results over Base.

On both MIRAGE-19 and MIRAGE-24, applying either Aug or SupCon
in a single phase (viz. Augpy, Augpy, and SupConpy) consistently leads
to performance improvements. Notably, using Aug only during FT
(Auggr) typically results in greater improvements than applying it solely
during PT (Augpr). The best performance is achieved when Aug is em-
ployed in both phases—e.g., +1.2% on MIRAGE-19. Interestingly, apply-
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Table 6

Performance of Augpy, SimConpr, SupConpr, Augpr — Auger, SimConpr — Auggr, and SupConpy — Auger compared to Base on VPN-16, MIRAGE-19, and MIRAGE-24.
Results are reported as mean + std.dev. over 10 folds.| (resp. 1): lower (resp. higher) is better. Baseline (Base) performance is shown in blue. For other variants,
green (resp. red) highlights improvements (resp. degradations) w.r.t. Base, with darker shades indicating larger changes.

VPN-16 MIRAGE-19 MIRAGE-24
Fi-score [T] DBI []] SIL [T] Fil-score [T] DBI [|] SIL[T] Fil-score[T] DBI []] SIL[T1]

Base  77.91+225 1.84+0.09 0.13+0.01 89.06+0.44 1.92+0.03 0.14+0.00 95.42+048 1.36+0.04 0.27+£0.01

Augpr 79.82 +1.34 1.74+£0.05 0.14+0.01 89.90 +0.39 1.78 £0.02 0.18+0.01 96.16 +0.57 1.27+0.03 0.33+0.01

SimConpr 74.29 + 1.06 2.16+0.11 0.07 +0.01 88.72 +0.67 2.89+0.08 —0.04+0.01 92.40+0.46 2.15+0.1 0.05+0.01

SupConpy  78.81+1.62 1.51+0.06 0.19+0.01 88.95+0.47 1.83+0.31  0.08+£0.08 95.67+0.55 1.11+0.06 0.36+0.02

Augrr  78.65+1.21 1.91+0.08 0.12+0.01 90.20+0.30 2.26+0.03 0.09+0.01 96.23+0.59 1.61+£0.05 0.22+0.01

Augpr — Augrr  80.16+1.93 1.70+£0.08 0.14+0.01 | 90.26+0.26 1.75+0.03 0.19+0.01 96.57+049 | 1.18+£0.04 0.35+0.01
SimConpr — Auger =~ 77.47+248  2.13+0.1 0.07+002 90.01+042 3.17+0.09 -0.05+0.01 9531054 2.54+0.13 —0.00+0.02

SupConpy — Auger = 80.46+1.16 1.47+0.06 0.20+£0.01 90.08 +0.36 1.79+0.08 0.12+0.04 96.22+041 | 1.01+0.06 0.39+0.02

ing Aug only during FT (Augg;) provides results comparable to those ob-
tained when combining SupCon with Aug (SupConpr — Augpr). Although
these improvements may appear limited, it is important to note that
the baseline already performs well under clean conditions (i.e., >89%),
leaving little room for further improvements.

A different trend is observed on VPN-16, where the baseline perfor-
mance is substantially lower (i.e., 77.9%). Here, the adoption of Aug and
SupCon leads to more pronounced improvements (i.e., up to +2.6%). The
best results are achieved when such strategies are applied consistently
across both training phases (Augpy — Auggpr and SupConpy — Auggr), con-
firming the importance of combining these techniques in more challeng-
ing scenarios.

On the other hand, analysis of the latent space geometry shows that
employing SupCon during PT enhances both the DBI and SIL, indicat-
ing better intra-class compactness and inter-class separation. These im-
provements are further amplified when Aug is applied during FT, sug-
gesting that SupCon effectively structures the latent space while Aug
helps refine class decision boundaries. Conversely, applying Aug in PT
leads to only minor improvements, while using it in FT alone substan-
tially worsens the representations learned during PT.

Interestingly, using during PT  (SimConpy and
SimConpy — Augpy) often results in marginal improvements or
even performance drops on all datasets. This is likely due to its
unsupervised nature, which promotes invariance across samples rather
than class-discriminative features. These limitations are also reflected
in the latent space geometry, underscoring its reduced effectiveness.

r 2

Q Takeaway:

SimCon

Training strategies based on Aug and SupCon lead to
consistent improvements in terms of both classification
performance and latent space structure under clean (i.e.,
unperturbed) conditions. These gains are largest when
the techniques are applied across both training phases—
especially when combining SupCon in PT with Aug in FT.
In contrast, SimCon consistently performs worse across all
metrics.

5.4. Improving robustness with augmentation and contrastive learning

Herein, we investigate whether incorporating perturbation-based
transformations into the training process—i.e., leveraging Aug and
CL—can improve robustness to perturbed traffic conditions. Accord-
ingly, we compare the performance of the best models identi-
fied in Section 5.3 (i.e., Augpy, SupConpy, Augpr, Augpr — Augpr, and
SupConpr — Augpr) in terms of Fl-score across the PHiding (Fig. 11),
DHidings (Fig. 12), and RTOs (Fig. 13) conditions. We omit TJitter as
it has a negligible impact on performance, and VPC for brevity, since its
results are comparable to those of RTObef. We report results across all
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datasets and parameter settings, with the baseline (Base) performance
under the same perturbations included for comparison. A solid black
line shows the Base model’s accuracy on unperturbed samples, serving
as an upper bound.

Overall, we observe that the models trained leveraging Aug and
SupCon exhibit significantly higher robustness—i.e., a lower gap against
the upper-bound—compared to Base across all considered scenarios,
with SupConpr — Augpr and Augpr — Augpr consistently showing the
highest robustness to perturbations.

Focusing on PktHid (Fig. 11), we observe that on MIRAGE-19 and
VPN-16, Base shows a drastic drop when the first two packets of the
biflow are lost (e.g., up to —81% of Fi-score on MIRAGE-19). Con-
versely, both SupConpr — Augpr and Augpr — Augpr undergo a much
smaller degradation (i.e., < 15% compared to the unperturbed case). Al-
though the degradation increases as more initial packets are lost, these
models consistently outperform Base under such perturbation. Notably,
on MIRAGE-24, the performance drop remains relatively small (i.e.,
<6%) even when the first four packets are lost.

Examining the DHidings cases (Fig. 12), we observe that the Aug-
and SupCon-based approaches exhibit much lower sensitivity to both
the observed directional flow (i.e., C—»S or C<S) and the packet-loss
probability p, compared to Base. For instance, Base experiences a sub-
stantial performance drop of up to —84% of F1-score when the VP ob-
served only the C « § traffic with p=30% on the MIRAGE-19. In con-
trast, with Augpr — Augpr and SupConpy — Auggr, this drop is limited to
at most —20% and is further reduced to —9% on MIRAGE-24.

Finally, looking at RTOs (Fig. 13), we observe that while Base shows
distinct behaviors between the RTOaft and RTObef scenarios, this does
not hold across the new variants. Specifically, under RTOaft, Base ex-
hibits very limited performance degradation as the retransmission rate
r increases (e.g., <1% on both MIRAGE-19 and MIRAGE-24). Con-
versely, the Aug- and CL-based variants, in particular Augpr — Augpr
and SupConpr — Auggr, not only show negligible degradation but even
achieve slight improvements of up to +2% on VPN-16 in some cases.
Lastly, in the case of RTObef, Base shows a performance drop of up
to —22% on MIRAGE-24 when r=30%. In contrast, Augpr — Augpr and
SupConpr — Augpr show a significantly lower drop of only —1% on the
same dataset.

's ~

Q Takeaway:

While Base suffers substantial performance degrada-
tion under perturbations and limited visibility, integrat-
ing perturbation-based transformations during the train-
ing process greatly improves model robustness across all
the considered scenarios. Notably, the Augy; — Augy; and
SupConyr — Auger variants consistently exhibit the highest
robustness across diverse scenarios and datasets.
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Fig. 11. Comparison of Base, Augpr, SupConpy, Augpr, Augyr — Auggr, and SupConpy — Augg; under PHiding as the number of lost initial packets in the biflow varies
in {1,2,3,4,5,9}. The black line reports the performance on the unperturbed test samples. Values are reported as mean + std.dev. over 10 folds.
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Fig. 12. Comparison of Base, Augpr, SupConpy, Augpr, Augpr — Auggr, and SupConpp — Augpr under DHiding (p=0%) and DHiding, ... (p>0%) with packet-loss rate
p € {0,5,10,20,30}. Results are reported separately for scenarios where only the Client-to-Server (C — S) or Server-to-Client (C < ) direction of the biflow is visible
at the VP. The black line reports the performance on the unperturbed test samples. Values are reported as mean + std.dev. over 10 folds.
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Fig. 13. Comparison of Base, Augpr, SupConpr, Auggpr, Augpr — Auggr, and SupConpr — Auggp; under RTO scenarios with retransmission rate r € {1,5, 10,20,30} and

timeout T,
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5.5. Assessing model reliability

In this section, we analyze the calibration of the models using the
ECE metric. To this end, Table 7 reports the results obtained for Base,
Augpr, SupConpr, Augpr, Augpr — Augpr, and SupConpr — Auggpr across all
datasets.

Overall, we note that calibration varies significantly across datasets
and models. Specifically, on MIRAGE-19 and MIRAGE-24, all models
achieve good calibration, with ECE values typically below 3%. In par-
ticular, on MIRAGE-24, the ECE consistently remains below 1%, indi-
cating well-calibrated models in this scenario, including the baseline.
Conversely, calibration on VPN-16 is generally worse, with ECE values
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=1s. The black line reports the performance on the unperturbed test samples. Values are reported as mean + std.dev. over 10 folds.

around 6%-7% for all models. This is consistent with the lower F1-score
of Base on VPN-16 compared to the other datasets, even in the clean
setting, as previously discussed. Comparing the different strategies, we
note that incorporating perturbations solely in PT consistently improves
calibration (i.e., Augpr or SupConpr). For instance, SupConpy achieves the
lowest ECE on MIRAGE-19 and MIRAGE-24, outperforming Base and all
other variants. Conversely, using transformations only in the FT phase
(i.e., Augpr) consistently worsens calibration across all datasets com-
pared to Base. This is likely due to applying perturbations only during
FT, which introduces input noise without significantly altering the fea-
ture space, as only the final layers—operating on fixed features from the
frozen branch layers—are updated. Interestingly, for SupConpr — Auggr,
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Fig. 14. Reliability diagrams of Base (a), SupCon,y (b), and SupConp; — Auggr (¢) on MIRAGE-19. Confidence is divided into 10 bins, and it is > \é_l (vertical dashed
line), with |C| being the number of classes. Over and under gaps represent an over-confident (optimistic) and under-confident (pessimistic) miscalibration pattern,
respectively. The number at the bottom of each bar reports the share of samples within the corresponding bin.

Table 7

Calibration (ECE) of Augpr, Augpr, SupCon, Augpr — Auggr, and SupConpr — Auggy
compared with Base on VPN-16, MIRAGE-19, and MIRAGE-24. Results are re-
ported as mean + std.dev. over 10 folds.ECE is reported as a percentage (lower
is better). Baseline (Base) performance is shown in blue. For the new variants,
green (resp. red) highlights improvements (resp. degradations) w.r.t. Base, with
darker shades indicating larger changes.

VPN-16 MIRAGE-19 MIRAGE-24

Augpr 5.78 +£1.46 2.53 £0.38
SupConpr
Augrr < 7.05 £1.09 4.06 +0.23 0.93 +0.16
Augpr — Augrr  6.53 +1.00 3.29 +0.34 0.82 +0.17
SupConpy — Augrr  6.47 +£1.95 3.20 +£0.23 0.81 +0.15

the benefits of SupCon in PT are partially offset by the use of augmenta-
tion in FT. As a result, SupConpr — Augpr shows worse calibration than
SupConpy alone, although it still outperforms Augpy — Auggr.

In Fig. 14, we report the reliability diagrams for Base, SupConpr,
and SupConpr — Augpr on MIRAGE-19. For Base, the sample distribution
across bins is highly skewed, with the majority of predictions falling
in the last bin (i.e., p > 90%). In this range, the model exhibits slight
under-confidence. For lower-confidence bins, containing < 20% of sam-
ples, overconfidence increases with p.

For SupConpr, the distribution is nearly identical compared to Base,
but over-confidence is reduced, especially in the range [0,30]%. For
SupConpr — Augpr, predicted confidence increases overall, with samples
shifting toward high-confidence bins. Specifically, overconfidence in-
creases in bins with confidence < 90%, but its impact is reduced as more
samples shift into the last bin. Since the behavior in this bin remains
similar to Base, the share of samples with reliable predictions increases,
leading to improved F1-score (see Section 5.3).

-

Q Takeaway:

Calibration varies with the training strategy but shows
consistent patterns across datasets. PT with SupCon con-
sistently improves model calibration. Conversely, FT with
Aug increases overconfidence in low-confidence predic-
tions. For SupCony; — Augg;, this effect is mitigated by
a shift toward higher-confidence predictions, improving
both reliability and classification performance.

5.6. Benefits in OOD setups

Herein, we evaluate the ability of models to detect OOD traffic
samples—i.e., samples from classes not seen during training.

Accordingly, Table 8 compares the AUROC of Base with the best vari-
ants from Section 5.3 on the MIRAGE-19 and MIRAGE-24 datasets. To
test generalization to truly unseen classes, we discarded overlapping
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Table 8

OOD detection in terms of AUROC (%). When training on MIRAGE-19 (resp.
MIRAGE-24), test samples from MIRAGE-19 (resp. MIRAGE-24) are considered
ID, whereas those from MIRAGE-24 (resp. MIRAGE-19) are treated as OOD.
AUROC (higher is better) is reported as mean + std.dev. over 10 folds. Baseline
(Base) performance is shown in blue, while the best-performing approach in
each configuration (i.e., column) is highlighted in green.

MIRAGE-19 (ID) MIRAGE-24 (ID)

Augpr 94.40 +0.53

SupConpy 86.82 +1.76 93.46 +2.07

Augrr 90.42 +1.32 92.78 +0.83

Augpr — Auggr 91.25 +0.78 94.99 +0.44
SupConpr — Augsr 91.03 +092 9527 x061

MIRAGE-24 (OOD) MIRAGE-19 (OOD)

classes between the training and test sets (i.e., Messenger, Skype, and
Telegram). We focused on MIRAGE-19 and MIRAGE-24, which share the
same collection setup, ensuring that observed performance differences
are due to intrinsic traffic characteristics rather than artifacts from dif-
fering acquisition conditions. Specifically, when training on MIRAGE-19
(resp. MIRAGE-24), test samples from MIRAGE-19 (resp. MIRAGE-24)
are treated as ID, while those from the other dataset are considered OOD.

The results show that models trained with Aug or CL consistently
achieve higher AUROC values compared to the baseline, indicating better
OOD detection capabilities.

When MIRAGE-24 is considered as OOD, the greatest improvement
(i.e., +6% of AUROC) is obtained by using only augmentation during PT
(i.e., Augpr). In the reverse scenario, using augmentation or SupCon in
PT (i.e., Augpy or SupConpr) already provides benefits (e.g., +2.74% with
Augpr), which are further enhanced by incorporating augmentation also
in FT (e.g., +3.3% with SupConpy — Augpr).

Notably, although MIRAGE-24 contains only 20 classes compared to
the 40 in MIRAGE-19, the baseline model already exhibits significantly
higher OOD detection capabilities when trained on MIRAGE-24. This
suggests that OOD detection performance is influenced not only by the
number of classes but also by the intrinsic characteristics of the dataset.

Q Takeaway:

Incorporating perturbation-based transformations into
the learning process, especially during both the pre-
training and fine-tuning phases, substantially improves
also OOD detection capabilities of the models.

5.7. Advantages in data-constrained training

In this section, we analyze the ability of models to generalize when
trained with a limited amount of data. This scenario is particularly useful
in real-world contexts where data scarcity often occurs due to privacy
issues, collection costs, or other limitations. Hence, we systematically
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Performance of Base, Augp; — Auggr, and SupConpr — Auggr on MIRAGE-19, VPN-16, and MIRAGE-24 when reducing the training set size. § represents the percentage
of the training set used for training. Results are reported as mean + std.dev. over 10 folds. F1-score is reported as a percentage. | (resp. 1): lower (resp. higher) is

better.
VPN-16 MIRAGE-19 MIRAGE-24
6 [%] Config.
Fl-score [T] DBI []] SIL[T] Fl-score [T] DBI []] SIL[T] Fl-score [T] DBI []] SIL [T]
100 Base 7791 +225 1.84 +0.09 0.13 £0.01 89.06 +0.44 192 +0.03 0.14 £0.00 9542 +048 1.36 +0.04 0.27 £0.01
Base 69.30 +2.18 231 +0.12  0.09 £0.01 82.89 +0.69 229 +0.03 0.10 £0.01 91.54 £1.11  1.53 +0.06 0.21 £0.01
30 Augpr — Augpr  70.10 £2.25  2.14 £0.11  0.09 +0.01 84.60 +0.51 2.04 £0.03 0.14 £0.00 93.73 £0.80 1.34 +0.06 0.29 +0.02
SupConpr — Augpr  72.34 +2.17 1.97 £0.10 0.12 +£0.01 84.03 +0.51 1.72 £0.02 0.20 £0.01 93.28 +1.12  1.11 £0.06 0.37 £0.01
Base 57.73 £3.18 294 +0.13  0.02 +0.01 73.34 £091  2.69 £0.05 0.07 £0.01 83.89 +1.60 1.77 £0.06 0.16 +0.01
10 Augpr — Auger  57.46 £234  2.80 £0.10  0.03 £0.01  76.00 £+0.50 2.47 £0.04 0.10 £0.00 88.07 +1.43  1.58 £0.05 0.22 +0.01
SupConpr — Augpr  58.73 £2.90 293 £0.19 0.01 £0.02  75.84 +040 225 £005 0.12 001 87.66 +1.80 136 £0.07 0.30 +0.01
Base 50.09 +185 3.52 +034 -0.02 +0.01 64.87 +1.84 3.15 £0.06 0.04 +0.01  77.97 +229 1.99 +0.05 0.13 +0.01
5 Augpr — Augrr 49.26 +3.01 342 £026 —-0.02 £0.01 68.45 £0.99 2.88 +0.06 0.07 +£0.01 81.05 +1.83 1.82 £0.03 0.17 £0.02
SupConpr — Augpr 4597 +6.98 3.82 +047 -0.06 £0.02 67.96 £1.99 2.70 +0.10 0.06 +0.02  82.72 +2.06 1.62 £0.07 0.24 +£0.01
reduce the training set and evaluate the impact on models performance. Table 10
The primary focus is to assess whether Aug and CL can still yield benefits Peformance (Fi-score) of single-modal—1D-CNN (PAY) and HYBRID

under these challenging conditions.

To this end, Table 9 reports the performance of Base, Augpr — Auggr,
and SupConpr — Auggr in terms of Fl-score, DBI, and SIL across all
datasets when reducing (viz. downsampling) the original training set to
5 € {5,10,30}%. The downsampling was performed in a stratified man-
ner to maintain the relative class proportions within each dataset. For
comparison, we also report the performance of Base using the full train-
ing set (6 = 100%).

As expected, reducing the training set leads to a significant per-
formance degradation across all datasets, especially in terms of F1-
score (e.g., —24% for Base at § = 5% on MIRAGE-19). Nevertheless,
Augpr — Augpr and SupConpp — Augpr variants consistently outperform
Base, especially as § decreases on MIRAGE-19 and MIRAGE-24. For in-
stance, SupConpr — Auggpr outperforms Base of up to +4.8% of F1-score
when using only 5% of MIRAGE-24, along with lower DBI (i.e., 1.6 vs.
2) and higher SIL (i.e., 0.24 vs. 0.13) values. Notably, as § increases
to 30%, both Augpr — Augpr and SupConpr — Augpr nearly recover the
performance gap with Base with the entire training set (e.g., ~—2% of
Fi-score on MIRAGE-24), with SupConp; — Augpr constantly achieving
lower DBI and higher SIL values.

These results confirm that Augpy — Augpr and SupConpy — Augpr per-
form better under limited data conditions, showing improved per-
formance on MIRAGE-19 and MIRAGE-24, along with better gen-
eralization despite fewer training samples. Conversely, on VPN-16,
these trends are less marked, and in some cases, Base slightly out-
performs both approaches in terms of Fi-score—e.g., 50% for Base
vs. 49% for Augpr — Augpr when 6 = 5%. However, Augpr — Augpr and
SupConpy — Augyr still achieve better DBI and SIL values.

s D

Q Takeaway:

Our findings reveal that while downsampling in-
evitably reduces performance, particularly in terms of F1-
score, the use of Aug and SupCon strategies can partially
mitigate these effects on MIRAGE-19 and MIRAGE-24.
However, this does not hold for VPN-16, where, in some
cases, the baseline outperforms the other approaches in
F1-score, despite a worse latent space regularization in
terms of both DBI and SIL.

5.8. Assessing framework’s generalizability

In this section, we investigate whether the proposed perturbation-
aware learning approach can serve as a general, “model-agnostic” mech-
anism to robustify existing traffic classifiers, regardless of their under-
lying DL architecture.
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(PsQ)—and multi-modal—APPNET, MIMETIC, and MIMETIC-ENHANCED
(PAY and PsQ)—architectures on MIRAGE-24. The results compare the stan-
dard training procedure (Base) with the proposed Aug strategies under both
clean traffic and critical perturbation scenarios. The results for MIMETIC and
MIMETIC-ENHANCED refer to the Augy; — Augg; strategy, while other (single-
modal) models to the Augy; one. Green highlighted the best configuration for
each architecture. Results are reported as mean + std.dev. over 10 folds.

(@® Test Perturbation @

Arch. Var. Clean PHiding  DHidingioss RTObef

(LP =5) (CeS.p=30%) (r =30%)
ID-CNN Base 85.78+1.10 12.16+1.36 8.39+0.60 59.88 +0.89
Augpr 87.30+1.29 32.62+121 6439+1.01 80.32+0.77

Hysrip Base 88.09+£0.80 21.32+1.25 8.82+1.11 8.74 +0.80
Augpr 92.08+£0.77 48.86+3.83  56.91+558  63.35+4.34
AppNET Base 92.30+0.69 14.50+1.95 8.16+1.13 66.92 +1.02
Augpr 92.67+£0.76 41.13+£327 71.90+236  87.00+0.86
MivETIC Base 93.28+0.38 18.53+1.30 8.86+0.64 57.45+0.80
Augpr — Augpr | 9528044 5847 £1.50 81.49+1.10 88.80+0.62
MiMETIC-ENHANCED Base 95424048 33.76+1.82 22.99.+149 72.94+1.04
Augpr — Augrr | 96.57£049 78.49+171  88.87+142  94.76+0.57
Clean: unperturbed traffic samples. LP: number of lost initial packets in the biflow. p: packet-loss rate.
C «S: only Server-to-Client direction of the biflow is visible at the VP. r: retransmission rate (%) with Ty, = 1's.

To this end, we extended our analysis to a diverse set of state-of-the-
art baselines, applying the proposed training framework to both single-
modal and external multimodal architectures. Specifically, we selected
1D-CNN [11] and HYBRID [13] as representative single-modal baselines
operating on PAY and PSQ inputs, respectively. To validate the frame-
work’s transferability to different multimodal architectures, we also in-
cluded MIMETIC [15] and APPNET [18], leveraging both traffic inputs. &

Table 10 details the comparative results on the MIRAGE-24 dataset.
For each model, we report the Fi-score obtained without integrat-
ing perturbations (viz. Base) against that achieved using the proposed
perturbation-aware strategies. Specifically, we applied Augp; for 1D-
CNN, HYBRID, and APPNET, whereas we employed Augpr — Augpr for
MIMETIC and MIMETIC-ENHANCED. The evaluation considers both clean
traffic—monitoring potential degradation on nominal data—and critical
perturbation scenarios, corresponding to specific parameter settings that
induce critical degradations.

The results highlight that integrating perturbations into the learn-
ing process yields consistent and substantial improvements in both sce-
narios. On the one hand, the proposed approach enhances the models’
capability to discern classes in nominal (viz. clean) scenarios, partic-
ularly for architectures leveraging only PSQ input (i.e., +4% in F1-
score). On the other hand, it improves model robustness when clas-
sifying perturbed traffic characterized by packet retransmission (i.e.,
RTObef) or partial visibility (i.e., PktHid and DirHidLoss). Finally,

8 APPNET considers only PL as PSQ input.
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Performance (F1-score) of MIMETIC-ENHANCED (Augp; — Auggr) trained with individual perturbation types on MIRAGE-24 on both clean traffic and under critical
perturbation scenarios. The Baseline (7 = §) and the Complete Model (T = ALL) are included as lower and upper bounds, respectively. For each column, the top two
performing configurations are highlighted in green, with darker shades indicating higher values. Entries on the main diagonal represent the performance when the
model is evaluated against the same perturbation “seen” during training. Results are reported as mean + std.dev. over 10 folds.

® Test Perturbation ®
7 Clean TJitter PHiding DHidingioss RTObef VPCioss
(C S a.0a = 30%) (LP =5) (C—S.p=30%) (r = 30%) (@=0.8,p =30%)

0O 9542 +048 96.07 £0.53 3376 £1.82 2299 +1.49 7294 +1.04 71.98 +0.50
-g' TJitter 95.31 +0.50 96.32 +0.60 3330 +146 2341 +1.45  73.51 +£0.91 72.30 +1.56
é PHidings 96.26 +0.55 96.62 +0.72 73.96 +0.82 69.66 +1.25 88.20 +1.47 91.02 +1.08
& DHidings | 96.81 £0.41 97.32 +0.52 75.14 £1.10 = 9241 £0.73 92.28 +0.66 92.97 +1.05
= RTOs 96.02 +0.65 96.69 +0.63 57.59 £1.79  63.71 £332 94.36 +0.66 90.35 +1.55
;:3 VPCs 95.63 +0.55 96.03 +£0.65 5391 £2.11 43.86 +1.90 80.91 +0.82 84.87 +1.68
® ALL  96.57 +0.49 97.39 +0.49 7849 +1.71 88.87 +1.42 | 9476 +0.57 94.38 +0.92

while multi-modal architectures consistently outperform single-modal
ones, our perturbation-based strategy significantly bridges this gap on
clean traffic. Notably, HYBRID performs almost on par with APPNET
(with a difference of < 0.5% in Fi-score), despite relying solely on
the PSQ modality. Overall, among the multi-modal architectures con-
sidered, MIMETIC-ENHANCED proves to be the best performing model.

s 2

Q Takeaway:

Integrating perturbations into the training loop yields
consistent improvements on both clean and perturbed
scenarios across diverse architectures without requir
ing structural modifications. This confirms the model-
agnostic nature of our approach. Moreover, while
multi-modal architectures consistently outperform single-
modal ones, our perturbation-based strategy significantly
bridges this gap on clean traffic.

5.9. Assessing the contribution of specific perturbations

In this section, we disentangle the specific contribution of each
perturbation type (defined in Section 3.2) to the model’s overall
performance. In contrast to the comprehensive perturbation-aware
strategy—which aggregates all transformations into a unified pipeline—
we adopted a targeted ablation approach. Specifically, we trained dis-
tinct model variants, each exposed to only one specific class of pertur-
bation during the learning phase (e.g., leveraging only DHiding-based
augmentation).

Table 11 reports the results of the Augpy — Augpr variant on MIRAGE-
24. For each perturbation type considered during training (see col-
umn 7'), we report the F1-score on both clean traffic and under crit-
ical perturbation scenarios, corresponding to the parameter settings
that induced the maximum degradation. For comparison, we also re-
port the performance of the Base model—trained without perturba-
tions (7 = #)—and the model obtained by considering all perturbations
(T = ALL).

As expected, across all scenarios, integrating a specific perturbation
into the training loop confers robustness against that specific pertur-
bation (see main diagonal). Remarkably, none of the perturbations in-
troduced during training compromises the model’s ability to classify
unperturbed samples. In fact, except for perturbations that mainly al-
ter packet timing (i.e., TJitter and VPC), those modifying the biflow
structure yield a slight improvement on unperturbed traffic compared
to Base (up to +1.4% Fi-score). Notably, DHidings lead to consistent
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improvements in both nominal and perturbed scenarios. This suggests
that integrating these perturbation types enhances robustness against
other categories as well, effectively reducing the model’s dependence
on complete packet sequences.

Consequently, by exposing the network to structural degradations
such as DHidings, the model is compelled to reconstruct its classifica-
tion logic from partial information. This indicates that the learned pat-
terns are not merely a template match of the input stream, but rather
represent a deeper abstraction of the communication flow. Lastly, the
combined integration of all perturbations (viz. ALL) into the learning
process yields the best performance across nearly all scenarios.

It is worth noting that, although this study adopts thresholds com-
monly used in the literature to limit PAY and PSQ inputs—i.e., N, = 10
packets and N, = 576 bytes, respectively—, such limits may vary in real-
world scenarios based on operational needs. A robust classifier should
not solely depend on the exact presence of specific initial units. Our
evaluation of the PHiding perturbation serves as a proxy for assessing
this sensitivity. By hiding the first L P packets, we effectively simulate
a scenario where the “optimal” early window is either unavailable or
shifted. Our results show that while the Base model experiences a sig-
nificant drop when the initial handshake is missed (e.g., a drop of up
to 81% in Fl-score on MIRAGE-19), the proposed perturbation-aware
strategies (e.g., Augpr — Augpr) maintain stability. This confirms that our
framework decreases the model’s sensitivity to the specific thresholds
adopted. Additionally, the multimodal approach ensures that if a stricter
byte threshold truncates the PAY modality, the PSQ modality effectively
compensates for the missing data.

Q Takeaway:

Our analysis highlights a hierarchy in the effectiveness
of domain-specific augmentations: while timing-based
perturbations mainly enhance local robustness, structural
changes, such as DHidings, enable the model to learn
deeper and more invariant representations of traffic flow.
This suggests that encouraging the model to reconstruct
missing information is a more powerful learning signal
than simply exposing it to variations in packet timing.

5.10. Computational complexity and real-world feasibility

In this section, we evaluate the practical deployability of our frame-
work through a comprehensive analysis of the computational overhead
during the learning phase (viz. training) and the computational costs, in
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Table 12

Training time [H H : mm] of Augpy, SimConpr, SupConpr, Augpr, Augpr — Augpr,
SimConpy — Auger, and SupConpy — Auggpr compared with Base on MIRAGE-19,
VPN-16, and MIRAGE-24. Results are reported as mean + std.dev. over 10 folds.

VPN-16 MIRAGE-19 MIRAGE-24

Base 00:03 £00:00 00:21 £00:01 00:17 £00:02

Augpr 00:30 +00:04 06:42 +00:53 05:40 +00:50

SimConpr 02:12 +00:16 28:08 £01:51 21:17 +01:12
SupConpy 01:40 £00:10 24:18 +£00:44 14:21 +01:18

Augpr 00:14 +00:02 05:27 +£00:50 04:30 +00:59

Augpr — Augrr 00:39 +£00:03 08:23 £01:11  06:59 +00:59
SimConpyr — Augpr 02:24 +00:16  34:55 +02:52  25:11 +01:37
SupConpy — Augpr 01:51 +00:10 27:35 +00:56 16:17 +01:22

terms of memory and inference time, during the operational phase (viz.
inference).

Training Overhead Analysis. We analyze the training overhead intro-
duced by the strategies defined in Section 4.2. While these strategies
enable the parallel training of individual branches during PT, we report
sequential training times as the worst-case training time—i.e., measured
by individually training the branches one after another during PT, fol-
lowed by the subsequent FT phase.

Table 12 reports the training time of all evaluated methods across the
three datasets. As expected, variants incorporating transformations in
PT (Augpr, SimConpr, SupConpr), in FT (Auggr), or in both (Augpr — Auger,
SimConpr — Augpr, SupConpr — Augpr) exhibit significantly longer train-
ing times than Base, which completes in under 30 minutes overall.

Among variants leveraging transformations solely during PT,
SimConpy shows the highest time (e.g., ~80x on MIRAGE-19), followed
by SupConpr. This overhead is partially due to the contrastive loss com-
putation, which requires evaluating the similarity for all B - (B — 1) pairs
in each training batch—introducing a quadratic computational cost with
respect to batch size B. Notably, despite involving the same number
of comparisons, SupConpy exhibits shorter training times compared to
SimConpr, likely because its supervised loss benefits from a more struc-
tured optimization objective guided by class labels. Conversely, apply-
ing Supervised Data Augmentation (Aug) either during PT (Augpr) or FT
(Auggpr) remains relatively efficient (e.g., up to 19x on MIRAGE-19), and
is consistently faster than the former variants.

Lastly, leveraging transformations in both training phases inevitably
leads to a further increase in the total training time. However, the re-
sults suggest that starting from richer pre-trained branches—via Aug or
SupCon—can facilitate optimization during FT, resulting in only a mod-
erate additional overhead when employing Aug during the subsequent
FT (e.g., an additional 10x for SupConpr — Augpr on MIRAGE-19). This
is further supported by the fact that, when starting from pre-trained
branches with SimCon, the FT based on Aug requires a significantly
higher additional training time (e.g., an additional 19x on MIRAGE-19).

Since FT with Aug is consistent across all variants, this overhead does
not stem from the FT setup itself. Instead, as earlier results show, it re-
flects the lower quality of the representation learned during PT with
SimCon—Ileading to poorer classification, worse calibration, and less ef-
ficient FT.

~

Q Takeaway:

Training models with transformations adds a substan-
tial time overhead compared to the Base model. While
contrastive loss—especially SimCon—results in longer
training times, a simpler Aug strategy offers a more effi-
cient alternative. Higher-quality pre-trained models also
improve FT efficiency, whereas weaker ones slow down
the optimization process.
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Inference Feasibility and Edge Deployment. Unlike the training
phase, the operational phase must satisfy strict latency and mem-
ory constraints, typically imposed by resource-limited edge devices. In
this regard, it is worth noting that the additional overhead induced
by the proposed training strategies occurs only during the “offline”
learning phase (one-time cost). Since these strategies act solely on
the model weights, leaving the architectural backbone invariant, the
inference complexity remains unchanged compared to that of the Base
model.

To validate real-world deployability, Table 13 summarizes the com-
putational performance of MIMETIC-ENHANCED across all datasets.
Specifically, we report:

. the number of trainable parameters (TP),
. the number of FLOPs ° (FP),

. the memory size on disk (DS), and

. the inference time (iTime).

A WN =

Furthermore, we analyze the impact of post-training quantization on
these metrics. We compare the reference full-precision model (FP32) on
both CPU and GPU against reduced-precision configurations, namely
Half-Precision '° (FP16) on both architectures and Dynamic Quantiza-
tion 1! (INT8) on CPU.

Overall, our findings highlight that the full-precision model is com-
putationally lightweight (~#10.8 MFLOPs) and has an inference latency
on CPU that is comparable to—and in some cases lower than—that of
the GPU (i.e., 1.20 vs. 1.25 ms). This indicates that the model is latency-
bound rather than compute-bound, making expensive GPU accelerators
unnecessary for single-flow processing. In terms of memory optimiza-
tion, dynamic quantization (INT8) proves to be a suitable strategy for
CPU-based edge devices, reducing the memory footprint by ~ 3.5x com-
pared to the highest precision model (FP32), albeit with a slight latency
overhead. As expected, FP16 emulation on standard CPUs results in a
significant latency increase (~ +5 ms) due to the lack of native hardware
support for half-precision arithmetic.

Finally, we assessed whether the efficiency gains provided by quan-
tization come at the expense of classification effectiveness and ro-
bustness. Focusing on the MIMETIC-ENHANCED architecture trained
with Augpr — Auggr, Table 14 compares the full-precision (FP32) model
against its quantized (INT8) counterpart on MIRAGE-24. The evalua-
tion covers both nominal conditions and specific critical perturbation
scenarios.

As reported, the performance gap between the two models is
negligible across all tested conditions. This confirms that the robust
feature representations learned via our perturbation-aware strategy
are resilient to aggressive numerical compression, validating the vi-
ability of INT8 deployment on edge devices without compromising
reliability.

-

Q Takeaway:

Mimetic-Enhanced s computationally lightweight
(~1.20 ms/flow on standard CPUs), rendering dedicated
GPU accelerators unnecessary. Furthermore, Dynamic
Quantization (INT8) effectively reduces memory usage
by ~70% while preserving classification effectiveness,
even under severe network perturbations, confirming
suitability for resource-constrained edge devices.

9 We used the thop Python library https://pypi.org/project/thop/

10 We leveraged the native implementation provided by PyTorch.

11 Leveraging the native PyTorch implementation, we selectively quantized the
Dense and BiGRU layers, as they account for the vast majority of the model
parameters.
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Computational performance of MIMETIC-ENHANCED on VPN-16, MIRAGE-19, and MIRAGE-24. The results compare the full-precision model (FP32) against reduced-
precision configurations on both CPU and GPU—i.e., Half-Precision (FP16) and Dynamic Quantization (INT8). Inference time (iTime) is reported as mean + std.dev.

over 1,000 runs.

D P VPN-16 MIRAGE-19 MIRAGE-24

ev. rec.

v TP[K] FP[M] DS[MB] iTime[ms] TP[K] FP[M] DS[MB] iTime[ms] TP[K] FP[M] DS[MB] iTime[ms]

GPU FP32 877 10.79 5.90 1.24+0.01 880 10.80 3.52 1.25+0.01 878 10.8 3.47 1.25+0.01
FP16 877 10.79 2.96 1.27 £0.01 880 10.80 1.77 1.27+£0.01 878 10.8 1.74 1.27+£0.01
FP32 877 10.79 5.90 1.20+£0.03 880 10.80 3.52 1.20+£0.02 878 10.8 3.47 1.20+£0.03

CPU FPl6 877 10.79 2.96 6.26 £0.04 880 10.80 1.77 6.25+0.07 878 10.8 1.74 6.25+0.05
INT8 16.9 8.51 3.44 1.25+0.03 16.9 8.51 1.01 1.24 +£0.02 16.9 8.51 0.99 1.27 £0.03

TP: Trainable Parameters, FP: FLOPs, DS: Memory Size (on Disk), iTime: inference time.

Table 14

Performance (F1-score) of MIMETIC-ENHANCED (Augp; — Auggr) under post-
training quantization on MIRAGE-24. The full-precision model (FP32) is com-
pared against the quantized model (INT8) across clean traffic and critical per-
turbation scenarios. Results are reported as mean + std.dev. over 10 folds.

(© Test Perturbation @
Prec. Clean PHiding DHidingjess RTObef
(LP=5) (C—S,p =30%) (r=30%)
FP32 96.57+049 78.49+1.71 88.87+1.32 94.76 £0.57
INT8 96.58+048 78.44+1.72 88.86+1.40 94.77+0.53

Clean: unperturbed traffic samples. LP: number of lost initial packets in the biflow.
p: packet-loss rate (%). r: retransmission rate (%) with Ty, = 1 s.
C « S only Server-to-Client direction of the biflow is visible at the VP.

6. Conclusion

Ensuring robustness in TC is essential for maintaining accurate and
resilient network management in the face of evolving traffic patterns
and the inherent uncertainty of real-world deployments.

In this work, we analyzed the impact of temporal and structural
perturbations on TC performance. Through an extensive evaluation on
three public datasets—i.e., VPN-16, MIRAGE-19, and MIRAGE-24—we
showed that MIMETIC-ENHANCED, a state-of-the-art multimodal archi-
tecture, offers improved classification performance on both clean (i.e.,
effectiveness) and perturbed (i.e., robustness) traffic when compared to
single-modal approaches. However, while resilient to time-based per-
turbations, MIMETIC-ENHANCED is not robust to structural perturbations
involving packet reordering, delayed monitoring, and asymmetric paths,
especially when its view on traffic is limited (e.g., up to —81% F1-score
when just the first two packets of the biflow are missed on MIRAGE-19).
This suggests a strong dependence on the visibility and completeness of the
biflow observed at the VP.

To mitigate these vulnerabilities, we integrated perturbation-aware
training into the MIMETIC-ENHANCED pipeline by leveraging Super-
vised Data Augmentation (Aug) and Contrastive Learning (CL) (SimCon
and SupCon) during its Pre-Training (PT) and Fine-Tuning (FT) phases.
Our analysis revealed that Aug and SupCon consistently enhance TC
performance and robustness when applied across both phases (i.e.,
Augpr — Augpr and SupConpp — Augpr), while SimCon-based strategies
fail to yield similar gains.

Beyond gains in effectiveness and robustness, our analysis highlights
further benefits. In particular, using Aug during PT (or FT) enhances OOD
detection—e.g., yielding an improvement of up to +6% AUROC when train-
ing on MIRAGE-19 and testing on MIRAGE-24. Similarly, employing
SupCon in PT improves model calibration, with reductions of up to —0.2
ECE on MIRAGE-19. However, these benefits come at the cost of a slight
degradation in calibration performance when applying Aug during FT, as
it tends to increase model overconfidence. This effect is well-mitigated
by SupConpr — Augpr and Augpr — Auggr strategies, which offer the best
trade-off between classification performance and reliability.
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We further investigated the impact of these strategies under con-
strained training data conditions. Our finding reveals that, while data
scarcity inevitably reduces effectiveness, the adoption of Aug and SupCon
can partially mitigate its effects in almost all cases.

Although perturbation-aware strategies significantly increase train-
ing time, Aug-based methods offer the best trade-off between effective-
ness, robustness improvement, and computational overhead. In partic-
ular, while CL-based approaches (e.g., SupConp) introduce a training
overhead of over 80x, the simpler Aug strategies (e.g., Augpr) achieve
comparable or even better performance with less than 30x additional
training time. Crucially, this computational burden represents a one-time
offline cost. It does not affect the operational phase—as the model archi-
tecture and inference latency remain unchanged—but significantly en-
hances generalizability and robustness against real-world network fluc-
tuations.

Finally, we demonstrate that the proposed learning framework is ef-
fectively model-agnostic. By explicitly validating its broad generalizabil-
ity on representative classifiers—spanning both single-modal and mul-
timodal paradigms—we prove that it enhances robustness regardless of
the specific model design or training scheme.

In summary, our findings support the adoption of multimodal archi-
tectures combined with perturbation-aware training strategies as a practical,
general-purpose solution to build robust, calibrated, and generalizable
traffic classifiers, prioritizing deployment efficiency over architectural
complexity.

Future directions will account for

1. adopting eXplainable Artificial Intelligence (XAI) for analyzing and
improving model robustness;

2. extending robustness analysis to few-shot class-incremental learning
scenarios;

3. evaluating model robustness in real-perturbed scenarios; and

4. comparing our traditional perturbation-aware training with Genera-
tive Al-based data augmentation
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Algorithm 1 DHiding/DHiding, .

Algorithm 2 Packets Hiding (PHiding).

Input: Biflow BF of N packets; number of output packets N,; num-
ber of output bytes N,; maximum drop probability p,,,.; magnitude
a
Output: PAY: N, payload bytes; PSQ: headers of up to N, packets
Note: EXTRPAY and EXTRPSQ return the PAY and PSQ modalities
from the selected packets, applying padding if needed;

1: Identify unique directions D in BF

: if |D| =1 then

: return (EXTRPAY(BF, N,), EXTRPSQ(BF, N,)) © Skip: one-way

flow

4: end if

5: Sample direction: d,, ~ U'{0, 1}

6: Sample p ~ U'(0, pay); P a-p

7

8

9

w N

> Direction to transmit

: I < {i€[0,N)|DIR, =d,}
: For each i € I, sample z; ~ U°(0, 1)
I~ {iel]|z >p)} > Keep only non-dropped packets

10: if |I’| = 0 then

11: return (EXTRPAY(BF, N,), EXTRPSQ(BF, N,)) > Skip: no drop
all

12: end if

13: PAY « EXTRPAY(BF, N, I')

14: PSQ < EXTRPSQ(BF,N,, 1)

15: return (PAY, PSQ)
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Appendix A. Pseudo-code

The present Appendix provides the pseudo-code of the transforma-
tions described in Section 3.2, including their input parameters, internal
logic, and returned modalities.

Direction Hiding with Packet Loss (DHiding, ) (Algorithm 1) simu-
lates asymmetric paths where only one directional flow (i.e., upstream
or downstream) crosses the VP, and packets may be dropped with prob-
ability p ~ a - U'(0, pax)- Setting p.... = 0 disables packet dropping and
corresponds to the basic Direction Hiding (DHiding).

Packets Hiding (PHiding) (Algorithm 2) simulates the scenario in
which the VP starts observing the biflow with delay. The first visible
packet is randomly selected from the initial portion of the flow, with
the starting index f ~ U'(1, |r - T]), where r ~ a - U'(0, rpyoy)-

Retransmission Timeout (RT0) (Algorithm 3) simulates packet retrans-
mission within a biflow, where the packets to be retransmitted and
the number of retransmissions are chosen randomly. Packets may be
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Input: Biflow BF of N packets; number of output packets N,; num-
ber of output bytes N,; maximum drop ratio r,,,; magnitude param-
eter a

Output: PAY: N, payload bytes; PSQ: headers of up to N, packets
Note: EXTRPAY and EXTRPSQ return the PAY and PSQ modalities
from the selected packets, applying padding if needed; EXTRPSQ also
recomputes IATSs.

max>

1: T < min(N, N,)

2: if T =1 then > Single packet

3: return (EXTRPAY(BF, N,), EXTRPSQ(BF,N,)) > Skip: single
packet

4: end if

5: Sample r ~ U'(0,r,); rea-r

6: Sample f ~ U {1, |r-T]} > Index of first visible packet

72 I < {f,f+1 ... mn(f+N,— LN -1)} > Up to N, packets,

within bounds
8: PAY « EXTRPAY(BF, N, I)
9: PSQ « EXTRPSQ(BF,NP,I)
10: return (PAY, PSQ)

Algorithm 3 RTOaft/ RTObef.

Input: Biflow BF of N packets; number of output packets N,; num-
ber of output bytes N,; max retransmission probability 4,,,,; magni-
tude parameter a; timeout 7,,,; min and max retransmissions L
L,..«; RTOaft flag drop,

Output: PAY: N, payload bytes; PSQ: headers of up to N, packets
Note: EXTRPAY and EXTRPSQ return the PAY and PSQ modalities
from the selected packets, applying padding if needed; EXTRPSQ also
recomputes IATSs.

min>

1: Sample A ~ a - U (0, Apay) > Retransmission rate
2: T < min(N, N,) > Maximum packets to consider
3: Sample r; ~ U°(0,1) for each i € [0,T — 1]
4: P <] > List of selected packets and retransmissions
5 fori=0to7T —1do
6: 1~ Z;{;‘O IAT, > Elapsed time from start
7: if r; < 4 then > Retransmission condition
8: if drop, then > Add original packet (RTOaft)
9: Add (i,) to P

10: end if

11: Sample L ~ U'(Lyin> Linax) > # retransmissions

12: forr=1to L do

13: Add (i, +T,, -r)to P

14: end for

15: else > No retransmission

16: Add (i,7)) to P

17: end if

18: end for

19: P « sort(P) > Sort packets by elapsed time

20: PAY « EXTRPAY(BF, N, P)

N
—_

: PSQ « EXTRPSQ(BF,N,, P)
. return (PAY, PSQ)

N
N

retransmitted with probability A ~ a - U(0, A,,,,)- Each selected packet
may be retransmitted L ~ V(L. Linax) times. Each selected packet is
retransmitted after a preset timeout 7,,,. Two scenarios are considered:
(i) RTOaft, where the original packet and all retransmissions are ob-
served (loss after VP), and (ii) RTObef, where only retransmissions are
observed (original packet lost before VP).

Vantage Point Centralization (VPC)(Algorithm 4) simulates a scenario
where both forward and backward paths cross the VP, but the VP is not
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Algorithm 4 Vantage Point Centralization (VPC)/Vantage Point Central-
ization with Packet Loss (VPC, ).
Input: Biflow BF of N packets; number of output packets N,; num-
ber of output bytes N,; a,,,; maximum drop probability p,..; mag-
nitude parameter a
Output: PAY: N, payload bytes; PSQ: headers of up to N, packets
Note: EXTRPAY and EXTRPSQ return the PAY and PSQ modalities
from the selected packets, applying padding if needed;

> RTT estimation
> Packet drop rate
> RTT lag

: RTT < ESTIMATERTT(BF)

: Sample p~ V0, ppax); P < a-p

: Sample a ~ U'(0, ay,y);

: T « min(N,Np)

: if T =1 then
return (EXTRPAY(BF, N,), EXTRPSQ(BF, N ,,))

packet

7: end if

: Sample p; ~ U'(0,1) for each i € [0,T — 1]

9: I < {i|ie[0,T—1]and p; > p} > Indices of visible packets

10: if |I| = 0 then

11: return (EXTRPAY(BF, N,), EXTRPSQ(BF, N p))
visible packets

12: end if

13: for i € I\{max(I)} do > Iterate across the selected packets of BF

14:  if DIR, # DIR,,, then

15: TAT, « I AT, + RTT xa x (1 =2 - I(DIR; = dw))
IAT of ith packet of BF

16: end if

17: end for

18: PAY « EXTRPAY(BF, Ny, I)

19: PSQ <« EXTRPSQ(BF,N,, I)

20: return (PAY, PSQ)

o U A WwN R

> Skip: single

(o]

> Skip: no

> Adjust

Table A.1
IATs and jitter contributions observed at the VP.

Interval  Direction(s) IAT; (no jitter)  Jitter term
-1t C—-S - C-S (cv) Ay + 67" = o A=Ay
-1 C—S - S—C(vs,sv) Ay +65 +0)° A+ 0
t3—1 S—C — S—C (sv) A3 + 6;” -6y /lgv =5
ty—13 S—=C—>C-S(ve,cv)  Ag+07 +0)° g+ A

located near the endpoints. Under the assumption that traffic is captured
close to the client, the transformation adjusts the IATs of packets sent in
opposite directions to emulate the timing distortions observed by a VP
placed farther away from the client (viz. centralized).

The IAT of each packet is adjusted according to the estimated RTT
and a lag factor a € [0, 1], which is sampled from U"(0, a,)-

The RTT is estimated as the time between the SYN and SYN + ACK
packets for TCP biflows or the delay between the pair of packets with
minimum cumulative size in opposite directions for UDP biflows. The
Vantage Point Centralization with Packet Loss (VPC,,.;) variant addi-
tionally introduces packet loss with probability p ~ a - U(0, p.¢)- Set-
ting p.,.« = 0 disables packet dropping and corresponds to the basic VPC.

Directional Time Jittering (TJitter) (Algorithm 5) introduces delay
jitter by modifying the IAT of packet data based on traffic direction
(i.e., 0 = Client-to-VP and 1 = Server-to-VP). For each specified direc-
tion d € D, jitter values are sampled from the positive half of a normal
distribution—N'*(u, 6;), where o, is the standard deviation for that di-
rection. For the ith packet of a biflow, jitter is applied according to its
direction, DIR;, and influences its IAT, IAT;, depending on whether the
previous packet had the same direction or a different one.

To obtain this transformation, we provide a packet timing model at a
vantage point. In particular, we model a sequence of packets exchanged

Algorithm 5 Directional Time Jittering (TJitter).

Input: Biflow BF of N packets; number of output packets N,; num-
ber of output bytes N,; list of traffic directions to jitter D; mean jitter
u; per-direction standard deviation A = {6, | d € D}.

Output: PAY: N, payload bytes; PSQ: headers of up to N, packets
Output: PAY: N, payload bytes; PSQ: headers of up to N, packets
Note: EXTRPAY and EXTRPSQ return the PAY and PSQ modalities
from the selected packets, applying padding if needed;

1: for d in D do
2: forie[1,N »— 1 do > Iterate from the 2nd to the N[’J" packet of
BF

3: if DIR; = d then
4: Sample &/, 6, ~ N'*(u,0,) > Per-direction jitter values
5: if DIR,_, = DIR; then > Adjust IAT of i packet of BF
6: IAT; < min(IAT; + |8] — &) |, TAT )
7: else > Adjust IAT of i'" packet of BF
8: IAT; < min(IAT; + |8] + 6] |, TAT )
9: end if

10: end if

11: end for

12: end for

13: PAY < EXTRPAY(BF, N,)
14: PSQ < EXTRPSQ(BF, N,)
15: return (PAY, PSQ)

between a Client (C) and a Server (S), as observed from a Vantage Point
(V) located between them. Each packet is associated with:

¢ A;: host-side thinking time before sending the ith packet,

« 5 base propagation delay from x to y, where xy € {cv, vs, sv, vc},
e 4;¥: network-induced jitter on path xy for the ith packet,

e t;: arrival time at the VP of the ith packet,

e IAT; =1, —t,_;: inter-arrival time between packets i — 1 and i at VP.

The following equations define the arrival times of five example
packets, sent in this order: C—S, C—S, S—»C, S—C, and C—S. This se-
quence encompasses all relevant client/server interleaving, assuming a
request/response communication pattern, as appropriate for a model
restricted to application-level packets.

Accordingly, the arrival time r; of each packet is composed as follows.

1o =385" + Ay°

1 =40 +67" + A7)

L=t +8 + A7 + A + 8"+ 4
t3=1+6 + A" + Ay + Ay + 63" + A

=13+ 8 + A0+ 60 + A0 + Ay

Following these equations, the jittered IATs of packets results in Ta-
ble A.1. Let DIR, denote the direction of the ith packet in the biflow. The
perturbed IAT, IAT;, is computed as follows:

e If the preceding packet had the same direction as the current one
(DIR, = DIR,_,):

DIR,

AT, = A, +6, 6 DR, —

i-1 T

DIR,

PR ,
i i—1

IAT, + 27 — 4

o If the preceding packet had the opposite direction as the current
one (DIR; # DIR,_,, direction switch):

IAT, = A+ 80 4600 4 a7 4 A0 = TAT, 4 A0 4 20
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