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Abstract: The main goal of this paper is to survey the influential research of distributed learning
technologies playing a key role in the 6G world. Upcoming 6G technology is expected to create
an intelligent, highly scalable, dynamic, and programable wireless communication network able to
serve many heterogeneous wireless devices. Various machine learning (ML) techniques are expected
to be deployed over the intelligent 6G wireless network that provide solutions to highly complex
networking problems. In order to do this, various 6G nodes and devices are expected to generate
tons of data through external sensors, and data analysis will be needed. With such massive and
distributed data, and various innovations in computing hardware, distributed ML techniques are
expected to play an important role in 6G. Though they have several advantages over the centralized
ML techniques, implementing the distributed ML algorithms over resource-constrained wireless
environments can be challenging. Therefore, it is important to select a proper ML algorithm based
upon the characteristics of the wireless environment and the resource requirements of the learning
process. In this work, we survey the recently introduced distributed ML techniques with their
characteristics and possible benefits by focusing our attention on the most influential papers in the
area. We finally give our perspective on the main challenges and advantages for telecommunication
networks, along with the main scenarios that could eventuate.

Keywords: machine learning; distributed learning; telecommunications; 6G

1. Introduction

The rapid growth of data and information availability in recent years produced a
paradigm change in wireless networks: “big data” cannot be anymore managed as a whole.
New parceled "small data" should be envisaged where large amounts of data are distributed
among several nodes for their processing [1]. The 6G standard will provide worldwide
connection, reduced latency, and allow the growth of applications based on extremely dense
and diverse wireless networks, such as Internet of Things (IoT) systems [1,2]. Intelligent
interactions between devices across the network, which is the goal of developing distributed
machine learning (ML) methods, will be essential to manage and exploit this continuously
increasing amount of data and communications (often from machine to machine) within
networks that are not in optimal conditions. In these kinds of applications, there is no
need to send large amounts of data to a central system that produces the learning model;
instead, data processing and local observations are handled by the devices themselves at
the network’s edge. There are various advantages to such solutions: a significant reduction
in transmission load and the possibility to optimize how resources are utilized, in addition
to cost saving [3].

In contrast to older generations, the 5G wireless network brings in a truly digital
society by achieving substantial advancements in latency, data rates, mobility, and the
number of connected devices. The 5G network with integrated technologies, such as IoT,
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mobile edge computing (MEC), fog computing, and ML, spans different domains of society,
including robotics [4], vehicular networks [5], healthcare [6], etc. 5G is predicted to reach its
limit in a decade; hence, the academia and the standardization bodies are already working
toward a new generation of wireless communications, named 6G [7]. The key technical
objectives for 6G networks will be:

e  Ultra-high data rate (up to 1 terabit per second (Tbps)) and ultra-low latency commu-
nications.

e  High energy efficiency for resource-constrained devices.

¢ Ubiquitous global network coverage.

¢  Trusted and intelligent connectivity across the whole network.

The space of needs for 6G applications will encompass a wide range of throughput,
latency, dependability, scalability, service availability, service continuity, and security
dimensions [8]. Simultaneously, obtaining a significantly higher resource efficiency than
in 5G is a critical step, not only toward expanded spectrum capacity, but also toward
meeting the ambitious energy reduction goals for future networks. As a result, the design
of 6G radio access must be flexible and resource efficient, having the ability to be adjusted
in real-time. As an example, multi-antenna communication is a crucial component of
tomorrow’s wireless networks. Cellular multiple-input multiple-output (MIMO) and
decentralized extensions conform to the old cellular paradigm, which is inefficient in
dense networks due to overly frequent handovers and pilot sequence re-assignments. This
encourages a new user-centric cell-free MIMO strategy, in which the mobile device fluidly
navigates through a sea of access points that are dynamically associated. Another aspect to be
considered in 6G is to achieve communications that use terahertz-scale frequencies (THz).
THz communication allows one to cover the spectrum well beyond 100 GHz and has been
the focus of significant research for the past two decades [8]. While propagation studies
and channel characterization were important at the start of this research, in recent years,
various new approaches have been developed, and the feasibility of THz communications
has been demonstrated. IEEE in 2017 published the world’s first wireless standard (IEEE
Std. 802.15.3d-2017 [9]), which operates at a frequency of roughly 300 GHz and has a
bandwidth of up to 69 GHz [10]. This big block of the spectrum has the potential to support
1 Tbps data rates in the future without requiring overly sophisticated baseband processing.
Nonetheless, there are significant obstacles to overcome. To offset the high-path loss in this
frequency band, high-gain antennas are required. This complicates THz communications
for mobile applications, as device detection, beam steering, and beam tracking are more
difficult in THz systems than in millimeter wave systems.

Supporting the requirements of the large range of 6G applications and use cases is a
major challenge. In addition, in order to support such new technological advancements,
much higher intelligence levels and processing efforts should be encompassed. This is the
reason why artificial intelligence (AI) and ML are considered as fundamental elements
of the forthcoming 6G, and not just an optimization tool for the performance evaluation.
However, the majority of today’s AI/ML solutions use centralized learning, in which data
are collected throughout the system but training is performed in a single spot. Centralized
learning is not ideal and often too expensive on a distributed platform, such as in carrier
networks. At the centralized data center, there are significant energy supply requirements
to be covered by the responsible tenant/owner, and privacy concerns.

As a result, as we move closer to 6G, it will be critical to design new procedures
that will allow the system to function and perform well, and coordinate learning and
execution across a pool of—possibly—computation, networking, storage, and energy
resources. Engineering-wise, the ability to manage exceedingly varied resources, system
dynamism, and efficient real-time learning are the primary obstacles to achieving this kind
of technological development. In the algorithmic field, on the other hand, future objective
solutions will include the ability to perform training using highly fragmented data, increase
efficiency in dynamic environments, and manage collaborative learning transfer agents in
order to optimize anomaly handling.
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The goal of this paper is to survey on the most influential papers on distributed
learning approaches for 6G and wireless communications. We have surveyed the articles
related to machine learning, wireless communication, applications of machine learning
in wireless communication, upcoming 6G technology vision, distributed learning for 6G,
privacy and security related issues in distributed learning, distributed learning over joint
terrestrial and non-terrestrial networks, etc. Most of the articles are from well-known IEEE
journals and magazine papers. We have considered the most recent papers that are from
the last few years to avoid outdated information.

In Section 2, we have described the various generations of wireless communication
technology and presented the upcoming 6G network challenges. After recalling the fun-
damentals of ML in Section 3, we describe the main distributed learning approaches
introduced so far (Section 4). In Section 5, we survey the most influential papers consider-
ing the applications of DL algorithms for 6G. In Section 6 we drive future directions for the
usage of DL in 6G systems. In Section 7, we discuss the main points of the paper. Finally,
in Section 8, we conclude the paper.

2. Wireless Communication Technology

Wireless communication technology has evolved through several generations. In the
beginning, the original mobile network, also known as a 1G, supported voice transmis-
sion based on the frequency modulation technique in the 1980s. The next generation
of wireless communication, known as 2G, supported digital signal communication over
analog. It was supported by Global System Mobile Communications (GSM) and was able
to send text and picture messages, along with voice-related services. Later in 1995, a 2.5
G standard supporting voice and data communication was introduced. In 2001, a 3G
standard was introduced with increased data transmission capabilities and various new
video-related services, including video streaming, video conferences, and live video chat.
In 2009, a 4G revolution occurred, supporting the high-quality video communication, HD
video streaming, and online gaming-related services. 4G technology was succeeded by 5G
in the last decade, supporting a plethora of new services and applications. 5G services can
be classified into three groups, known as eMBB (enhanced mobile broadband services),
URLLC (ultra-reliable low latency communications), and mMTC (massive machine type
communication services) [11]. This service often has a stringent data rate, latency, reliability,
and connection requirements. 5G technology has advanced with various new technology
revolutions, such as the Internet of Things (IoT), MEC, mmWave, and MIMO technique.
Additionally, various ML new ML-related services have also emerged for supporting more
intelligent networking platforms. With evolving wireless technologies, various new trans-
mission technologies have emerged and are used effectively. For example, code-division
multiple access (CDMA) in 3G, MIMO, and orthogonal frequency-division multiplexing
(OFDM) in 4G; the mmWave technique; and massive MIMO in 5G have improved data
rates by several fold in every generation. The upcoming 6G network is expected to have
a more flexible approach while utilizing the time-frequency and space resources to fulfill
more goals.

The upcoming 6G technology is expected to serve the 2030s” data-driven society with
instant unlimited connectivity requirements [12]. The current version of 5G is insufficient
to satisfy the requirements of newly developed forthcoming applications and services, and
thus requires a major revolution. Therefore, 6G research already begun at the end of the last
decade with the goal of providing improved data rates, trillion-bit-level connection capacity,
and undetectable or nonexistent latency [2]. However, new challenges are emerging in the
domain of 6G research and need to be handled carefully. Here we present the main 6G
challenges, as shown in Figure 1:

*  Device energy consumption: With the emerging trends of IoT technology, it is ex-
pected that the 6G network will provide communication services for a large set of
IoT devices with limited energy supply. Therefore, the 6G network will be required
to support various energy-saving mechanisms for higher energy efficiency. Various



Algorithms 2022, 15,210

4 of 28

energy harvesting techniques with energy-efficient communication and computation
paradigms can help 6G to overcome the devices’ energy scarceness.

*  MlL-related challenges: Several new artificial intelligence applications will be inte-
grated into the 6G network for creating an intelligent networking platform. However,
this can also present several challenges, including higher resource requirements, addi-
tional energy costs, security, privacy aspects, etc. The edge-based distributed learning
and the split learning technologies are expected to play key roles.

¢  Terahertz (THz) communication and corresponding challenges: The upcoming 6G
technology is expected to use the THz frequency band to fulfill the users” data require-
ments. However, higher propagation loss and limited communication ranges are some
of the main challenges that need to be addressed.

*  Joint Terrestrial and Non-terrestrial network and possible challenges: Various new
non-terrestrial networking platforms are expected to be integrated into the traditional
terrestrial communication network for creating a more reliable 6G communication
network. However, proper channel models, mobility management, savior channel
loss due to natural causes such as rain fading, and proper resource allocation are some
of the main challenges that need to be handled.

*  Mobile edge computing (MEC) and corresponding challenges: MEC has emerged
as a promising technology that brings cloud computing resources to the proximity of
end-users. However, size and coverage restrictions often limit the MEC servers’ com-
putation and communication capabilities. With upcoming 6G technology, various new
latency-critical and data-intensive applications are expected to be enabled. Allocating
the proper networking services to the edge servers, proper user-server assignments,
proper resource allocation, and user mobility issues are some of the main challenges
that require proper attention.

Device Energy
Consumption

Mobile Edge
Computingand
Corresponding |
Challenges

ML Related
Challenges

Main 6G
Technology
Challenges

Terahertz
communication
challenges

Joint Terrestrial
and Non-terrestrial
network and
possible challenges

Figure 1. Main applications of distributed learning.

3. Machine Learning in Wireless Communication

Wireless communication and ML are two major revolutionary technologies shaping the
world to serve human needs. In the last decade, two technologies were merged and have
shown lots of promising results. The complex wireless communication problems are being
solved through innovative ML techniques. On the other hand, wireless communication
with technologies such as edge intelligence [13] is helping ML algorithms to optimize
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their performances. In this section, we introduce two of the main ML techniques used in
the recent past for solving the various challenging problems in wireless communication
research. We highlight their fundamental concepts, properties, and main applications in
the field of wireless communications.

3.1. Deep Learning with Artificial Neural Networks (DL-ANN)

Deep learning is a sub-branch of the vast ML field containing several tools for extract-
ing useful information from various types of datasets. With the recent big data revolution
and innovations in hardware technologies, the deep learning field reemerged with the
availability of two main ingredients: a large amount of data and greater processing power.
Deep learning techniques can be used to achieve various ML tasks, including predic-
tions [14], classifications [15], sequential decision making in uncertain environments [16],
etc. The traditional ML methods heavily depend on the feature definitions. The deep learn-
ing algorithms can extract the important features from the raw data through the heretical
processing of the sequence of layers constituted by the nonlinear processing units called
neurons [17]. This extracted information can be used to achieve some predefined objective,
i.e., prediction, classification, etc.

Deep learning, in association with neural network implementations, has its origins in
the previous century [18]. Based on the number of hidden layers present between input and
output layers, neural network models can be classified into two groups. One group consists
of a shallow neural network with limited hidden layers (mostly one or two). On the other
hand, deep neural network models can have more number of hidden layers, which can
also determine their complexity and performance. An artificial neural network, used for
tasks such as logistic regression, can have an input layer where the inputs are stored, and
output can be a single point towards which the inputs are directed. A neuron in an artificial
neural network is a connected processing element that takes one or more weighted inputs
and creates real-valued activations by passing them through the activation function [19].
The logistic regression can be modeled as a one-neuron neural network [18]. In general,
simple neural networks can have several neurons, forming layers. Each neuron in a layer
is connected to all neurons in the following layer, and their outputs get multiplied by
a weight associated with particular connection. In general, weight specifies how much
information from the previous layer needs to be passed on to the next. The weight is
determined by the neuron-target pair, not by the neuron itself. This is to say that the weight
w;,j between neuron i and j can be different from w; ;, indicating the weight between neuron
j and i—obviously from different layers. These weights almost always have distinct values.
The information flows through the neural network from the first input layer to the output
layer, passing through the hidden layer(s).

As an example, we refer to a simple three-layered artificial neural (ANN) network [18].
The input layer consists of three neurons, each of which can accept an input value. The three
variables used to represent them are x1, xp, and x3. The first layer performs only one
operation: accepting input values. A single output is available for each of the first layer
neurons. The neural network may have fewer input values than the first layer’s neurons,
but not the other way around. As stated previously, each neuron in the input layer is
connected to all neurons in the hidden layer; however, neurons in the same layer are
not interconnected.

Each connection between neuron j in layer k and neuron m in layer n has a weight that
we will denote as wj,,. The weight determines how much of the starting value is sent to
each neuron. The weight’s value is not fixed; it can both decrease and enhance the input’s
value. When a neuron in the second layer receives many inputs, it receives the sum of each
of them multiplied by the associated weight as a quantity.

In the second layer’s third neuron, the inputs are x3, x3, and x3; and the weights are
w13, Wo3, and wsz. Each neuron contains a modifiable value called bias, which is denoted as
b3 in this case and is applied to the prior sum. The end result is known as logit, and it is
commonly represented by the letter z. Some basic models simply return the logit value as
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an output, and most of them apply a non-linear function to it. The output is traditionally
indicated by the letter y. The most common non-linear function is the logistic function,
which receives logit z and returns as an output (z) = 1+17 This function "narrows" the
field and returns a value between 0 and 1, and it can be given the intuitive probability
calculation interpretation of the output given a certain input.

Different layers may have different non-linearities, but all neurons in the same layer
apply the same non-linearity to their logits. Weights and biases are essential components:
the goal of a neural network is to discover the best set of weights and biases possible.
This is accomplished through training, which is done with backpropagation. Its idea is to
calculate the network error and then adjust the weight to minimize it as much as possible.
Intuitively, the error backpropagation is nothing more than a method of descending the
gradient; that is, mathematically speaking:

Wypdated = Wold — nVE

where w denotes the weight, # is the learning rate, and E denotes the cost function measur-
ing the performance of a prediction operation in terms of a mean square error between the
perdition results and the target values [18].

In the hidden layer, the weights and biases are initialized at random, multiplied by
the relevant inputs, summed together, and then reduced to values between 0 and 1 using
logistic regression; and in the end these steps are repeated.

3.2. Reinforcement Learning

Reinforcement learning (RL) seeks the correlations between situations and actions in
order to maximize a numerical result [20,21]. The three characteristics mentioned below are
the three most significant characteristics of RL implementations. It is essentially a kind of
closed loop, as the actions of the learning system influence its future inputs. Furthermore,
unlike many ML domains, the learning system is not taught about the action to be taken,
but is instead asked to figure out which action is the most convenient for it to execute.
In the most interesting circumstances, the actions have an impact on not only the immediate
but also all subsequent consequences. The trade-off between exploration and exploitation
(see [20]) is a key difficulty in RL that does not exist in most other types of learning
frameworks. To optimize earnings, a learning agent must prioritize behaviors that have
been tested and proven to be productive in the past. To uncover and recognize these
activities, though, it will have to try with ones that have never been done before.

A learning agent must therefore exploit what it knows in order to gain rewards, while
also exploring in order to find any margins for optimization. Neither option can be carried
out effectively on its own. In addition to the agent and the environment in which it is
located, there are four fundamental elements that make up a RL system: a policy, a reward
signal, a value function, and optionally, a model of the surrounding environment.

A policy specifies how an agent should act at a specific point in time. A policy,
in general, is the mapping of perceptions of environmental conditions into actions to be
carried out when you are in them. It corresponds to what is known as the collection of
rules or stimulus-response associations in psychology.

Within RL, the goal is defined by a reward signal. The environment provides the agent
a number and a reward, at regular intervals. In the long run, the agent’s ultimate goal
is to maximize total rewards. As a result, the reward signal tells the agent which events
are positive and which are negative. They are the immediate characteristics that define
the problem faced by the agent. The reward received by the agent always depends on the
current action and state of the environment. Given that, the reward signal indicates the
goodness of an action in the immediate future; the value function specifies which is the best
choice in the long run. Using the appropriate simplifications, the value of a state can be
understood as the total amount of reward that an agent expects to accumulate in the future,
starting from that state. The rewards determine the immediate intrinsic desirability of the
state in which the agent operates, whereas the values determine the long-term desirability
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of the state in which the agent operates, taking into account the most likely sequence
of states.

Rewards are in a sense a primary magnitude, whereas values, as reward predictions,
are a secondary magnitude. However, it is the values that should be taken into account
most when evaluating a decision. The choice of an action is made based on values, as what
you want is a choice that leads to a high value of rewards in the long run. The values are
much more complicated to estimate, whereas the rewards are provided by the environment
itself. It is no coincidence that the most important component of almost all RL algorithms
is the value estimation method.

The model of the environment is the fourth and last element. It is something that tries
to mimic the behavior of the environment, or more accurately, something that helps to
predict how the environment will behave. Models are used in programming as decision-
making tools for a set of activities that take into account potential future events before
they occur.

The fact that RL uses training information to evaluate the actions taken, rather than
instructing by offering the proper actions to take, is the most fundamental element that
distinguishes it from other methods of learning. The purely evaluative input tells us how
good the action recently taken is, but it does not suggest whether it is the best or worst
option available. Figure 2 shows the RL framework, highlighting the important elements.

[ RLAgent )
State, Reward h e .
- Action
Sl, Tl
ay
e ~ - ™
Environment

Figure 2. Reinforcement learning framework.

4. Distributed Machine Learning Algorithms

With the advances of the 5G wireless communication standard, a large set of hetero-
geneous devices with sensors, storage, and processing capabilities are being integrated
into the networking infrastructures. These devices can collect tons of data that can be
utilized to analyze and solve various networking challenges. Various ML algorithms can
be useful for these operations [22]. In the traditional centralized ML approaches, the data
collected by the devices are required to be transmitted towards a centralized node equipped
with more powerful processing capabilities. However, wireless devices can have limited
resources, and such an approach can be challenging, especially in the case of latency-critical
applications and services. Additionally, network users are becoming more aware of privacy
and are reluctant to share their sensitive data with the outside world to avoid potential data
theft. With recent progress in hardware and software technologies, devices can process a
limited set of data onboard, allowing them to create the local ML models based on their data.
However, such models can have limited accuracies, since most wireless environment users
can impact each other’s decisions. By integrating the device’s local computing capabilities
and centralized processor coverage capabilities, various distributed and federated learning
(FL) techniques can be implemented. Additionally, the cloud computing-based network
settings are increasingly being replaced by processing at the network’s edge, i.e., edge
computing, which allows for the implementation of ML algorithms to make the best use of
the data these devices produce. The concept of centralized ML is no longer dominant [23].
This trend reversal has as its cornerstone the introduction of distributed learning algo-
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rithms [3]. In the following we will focus on the most important DL paradigms, i.e., FL and
multi-agent RL (MARL).

4.1. Federated Learning

Google proposed the concept of FL in 2016 [24,25]. Given the vast amount of data
now available on the network, the goal is to construct ML models based on datasets
dispersed across a large number of devices while avoiding dispersion of data. The goal
of this strategy is to provide users with the benefits of having a huge volume of data
available without having to store it centrally [26]. While defining a number N of data
owners as Fi, F, ..., Fy and having the goal of training a ML algorithm on their respective
data Dy, D», ..., Dy, a conventional method is to group all the data together and use a set
D = D1 UDyU...U Dy in order to train a Mgy model. In a FL system, data owners
collaborate to train an Mpgp model, in which each owner of F; data does not need to
expose their D; data to other users [27]. The main characteristics of ideal scenarios for FL
applications are:

* Real-world data training on mobile devices has an advantage over training data
obtained via proxy and storage in data centers.

*  Asthese data are massive and sensitive to privacy, it is better to avoid storing them in
a data center for the sole purpose of training on a certain model.

* Insupervised tasks, data labeling can be done directly by the user.

Many applications involving intelligent implementations in the mobile environment,
such as picture classification, language models, and speech recognition, reflect the charac-
teristics described above. In fact, even when communicating anonymized information to
the data center, the user is still at risk, whereas in FL, the information communicated is
strictly necessary to enhance a particular model. The goal of FL is typically to minimize an
objective function such as:

min F(w) where f(w) = ipklfi(w)

weR4

where m is the number of devices w is the model parameter vector, py > 0,and )" ; pFi(w) = 1.
F. is the objective function of the k-th device. The objective function is often defined as the
empirical risk to local data; e.g.,

1 M
. Y fik(w; xj yje)

jk=1

Flw) =

where 7y, is the number of examples locally available. Instead, py specifies the relative
impact that each device has, and is defined as

Ny

Pk = Pk—n

n
where n = ) ny. is the total amount of examples [28]. FL optimization approaches must
deal with the following issues: since the data in use for training are typically dependent
on the user’s use of the mobile device, the variables usually are not independent and
identically distributed (non-IID). As a result, any given information set of a user will not be
representative of the population distribution.

Some users will use services or applications much more than others, so there will
be extremely variable amounts of data available per user. The number of devices (client)
involved in the optimization process will far exceed the number of examples available
for each of them, and as mobile devices typically result in slow or expensive connections,
communication is limited. Communication costs are modest in data center optimization,
whereas computing costs are the most significant. In federate optimization, on the other
hand, the key expenses to consider are those related to communication. In fact, since each
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dataset on a device is relatively small in comparison to the overall dataset, and because of
the high-performance processors found in today’s smartphones, computing becomes almost
irrelevant. As a result, the goal is to increase computational capacity while decreasing
the number of communication steps required to train the model. There are two basic
approaches to accomplishing this: the first is to improve parallelism, which requires one to
use more devices that operate independently, and the second is to boost the computation
of each device, or to have each perform more complex operations.

The heterogeneity of the network is another significant challenge in FL. Due to the vari-
ability of the hardware, connectivity, and available power in a federated system, the com-
puting, communication, and data storage capabilities may change. Furthermore, the limits
imposed by the network’s and system’s scale often result in just a small percentage of all
available devices being active at any given moment. As a result, the proposed FL systems
must account for low participation, be able to accept high heterogeneity, and be sufficiently
robust in the case that active devices are turned off during an iteration owing to energy or
connectivity constraints.

Federated Averaging (Fed Avg) Algorithm

In terms of optimization, a large number of recent successful deep learning applica-
tions rely almost entirely on multiple variants of the stochastic gradient descent (SGD)
method. As a result, the SGD method is considered as the starting point for federate
optimization as well. At first, in might be used intuitively by calculating the gradient for
the amount of samples to be processed and then updating the model in a single step for
each communication cycle. This method is fast in terms of computing, but it requires a lot
of training cycles to have a good model.

In a federate environment, the cost of involving multiple devices is not particularly
high; therefore, it is convenient to use a synchronous SGD method as the basis for optimiza-
tion of a large set of samples (batch) before going to update the model.

For each cycle, a section C of devices is chosen, and the gradient is calculated using
all of the data available to them. As a result, C governs the amount of data that are
processed, and C =1 denotes the total amount of data handled. This basic algorithm is
called FederatedSDG [26]. With C =1 and a fixed learning rate 1, a common implementation
of this algorithm has each device compute g = VF(w;) and save the average gradient in
the local data for the current model w;; and the central server aggregates these gradients
and applies the update:

K K
ny . ny

W1 & Wy —1 Z — &8k Since Z —8k = Vf(wi)
=1 " =1 "

Each device, using its own local data, conducts a gradient descent step in the current
model, and the server takes the average value of the resulting models. Increasing each
device’s computational load can be done by iterating its local update before doing the
averaging calculation, having implemented the algorithm this way.

This approach is called Federated Averaging, or FedAvg [26,28]. Three parameters
determine the amount of computing: C, the fraction of devices that conduct the computation
in each cycle; E, the number of times the training is completed locally every cycle; and B,
the size of the data partition to be processed (batch) locally before executing the update.
Figure 3 shows the FL framework with Fed Avg process. The main FL process elements,
i.e., local FL device processing, FL communication, and the Fed Avg process at a centralized
FL server, are shown.
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Figure 3. Federated learning framework.

4.2. Multi-Agent Reinforcement Learning (MARL)

Various wireless communication problems can be modeled as sequential decision-
making problems and can be effectively solved through the RL-based approaches. Most
wireless environments require multiple agent settings where agents can interact with each
other and can impact each other’s decision-making processes. Therefore, naturally, the
multi-agent reinforcement earning (MARL) is a potential candidate for solving various
sequential decision-making problems in diverse wireless environments. In particular,
mainly due to the developments in the deep learning-based techniques for functional
approximations, operations research, and multi-agent systems, MARL has gained lots of
attention in the last decade [16,29]. The MARL settings can be classified into three major
groups based on the agents’ interactions with each other [29]. In the first case of fully
cooperative settings, all agents can work together toward optimizing the common goal or
reward signals. In the case of such collaborative settings, usually agents can have similar
rewards. In another case of fully competitive MARL settings, agents can compete with each
other; each agent selfishly tries to maximize its reward. Therefore, the total sum of reward
values for all the agents involved in the training process can be zero. There are also hybrid
MARL systems where both cooperative and competitive agents can be present.

In Figure 4, we show an example of a MARL system involving the N agents. Ata given
time step, from a given state s € S, with S being a possible state space of the environment,
each nth agent with n € N can take action a € A,,. Here A, is the available action space of
the nth agent. Effectively, the total set of actions A = A; U Ay - - - U A, can grow exponen-
tially and become a bottleneck for the implementation of the MARL process. Based upon
the combined action from all agents @ = a; Uay - - - U ay,, each agent can receive the new
observation set including the possible new state and rewards. Implementing such a cen-
tralized training process can be challenging, especially in dynamic wireless environments
where each agent can have limited observability, making the problem non-stationary.

MARL Agents
D

So, T4

Figure 4. Multi-agent reinforcement learning framework.
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4.3. Main Applications

The main applications of distributed learning methods related to 6G scenarios can be

individuated in the following main categories (Figure 5):

Mobile Wireless |

Non-terrestrial Networks: Recently, various new non-terrestrial networking plat-
forms have been integrated into the terrestrial networking systems to increase the
available resource pool, limit the security-related challenges, and add flexibility and
more sustainability to plans for natural disasters. Various distributed learning tech-
niques have found their applications in the newly added non-terrestrial networks.
The main applications include the cooperative spectrum sharing [30], trajectory de-
sign [31], traffic optimization [32], security [33], and task and resource allocation [34].
Vehicular Networks: Distributed learning methods are widely used to solve the chal-
lenging problems in vehicular networks. The main applications include intelligent
object detection [35], network resource allocation, vehicular data sharing [36], com-
putation offloading to edge-computing-enabled systems [37], traffic light control [38],
spectrum sharing [39], and intrusion detection [40].

Power System: Recently, various distributed learning methods hav been used to solve
power system-related problems [41]. Voltage control [42], energy management [43],
demand predictions [44], transient stability enhancement, and resilience enhance-
ment [45] are some of the main areas of power systems where distributed learning is
succinctly used.

E-health: E-health systems are getting packed with various new applications with
high computational complexities and resource requirements [46]. Various distributed
learning techniques have found applications in e-health systems. Given the sensitive
nature of medical data, privacy-preserving FL approaches have gained a lot of interest.
The recent advances in FL technology, the motivations, and the requirements of using
FL in smart healthcare, especially for the Internet of Medical Things, are presented
in [47]. In [48], main security challenges and the mitigation techniques for using an FL
for healthcare systems are discussed. Additionally, a multilayered privacy-protective
FL platform is proposed for healthcare-related applications.

Non-terrestrial
Networks

Vehicular
Networks

Distributed
Learning
Applications

Systems

Power System

Figure 5. Main applications of distributed learning.
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5. Distributed Machine Learning for 6G

Artificial intelligence has taken the central role of defining the vision for upcoming 6G
technologies [49]. ML techniques, particularly, distributed ML, can play important roles
in achieving the goals set by the 6G technology for society in the 2030s. In this section,
we introduce and analyze some of the emerging distributed ML techniques in the field of
telecommunications by surveying the most influential papers available in the literature.

5.1. Communication-Efficient Federated Learning

The traditional Fed Avg technique, which was previously described, gives a global
ML model that is suitable for all devices. Such a technique can be suitable if all devices
have independent and identically distributed (IID) datasets. However, in practice, such IID
assumptions are rarely true, especially for wireless scenarios with heterogeneous nodes.
Therefore, traditional FedAvg-based FL systems can have limited performance in the
wireless networking domain. By taking this into account, in [3], researchers proposed two
distinct FL algorithms. In particular, they proposed federated multi-task learning (FMTL)
and FL based on model agnostic meta-learning (MAML) methods. In the case of FMTL, it
is possible to define the minimization problem as:

u
min ) Y £ (mi, i yif) + R(M, ) )
7" i=1kek
where M = [mq,my, ..., my|, Q) models the relationship between the different device

learning operations and R is a regulation function. The problem can be divided into
sub-problems in order to offer the devices the ability to operate in a distributed manner
in order to achieve the given goal. It is worth noting that the devices in FedAvg all
use the same convergence model. In the case of FMTL, however, the devices may have
different convergences, as one model may have less training losses than another due to the
non-IID distribution.

The FL technique based on MAML tries to develop a ML model that allows each
device to reach its own model after a few gradient descent iterations. In this situation,
the goal is stated as follows:

u
. P;
min) = ) f(m—AVfi, xik, Yik) )
m 5 ki,

where Vf; is the gradient descent of the local ML model of the i-th device, and A denotes
the learning speed. The main characteristics of the FMTL and MAML approaches are
given as:

¢  The FMTL algorithm directly optimizes the customized model of each device, while
the federated MAML optimizes the initial model of all devices.

¢  When working with IID data, the Fed Avg algorithm is essential, although FMTL and
MAML are more practical for non-IID data.

®  The parameter server (PS) must be aware of the data distributions in the devices to
choose between FMTL and MAML.

e Al FL algorithms must be trained by a distributed iterative process.

The qualities used to evaluate the performance of FL implementations for wireless
networks are training loss, convergence time, energy consumption, and reliability.

Training loss is the loss experienced by the function f described in (1) and (2). The ML
models of the devices are communicated across imperfect connections in wireless networks;
therefore, transmission problems that severely effect training losses are possible. Further-
more, due to limited energy and processing power, only a small subset of devices can
actively engage in the learning process, resulting in only a portion of the ML models being
used to construct the global model, resulting in negative consequences once again. The
convergence time T for FL implementations in wireless networks is expressed as:
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T:(Tc+TT)XNT

where T¢ is the time it takes each device to update its local model at each learning step,
Tt represents the maximum transmission time per ML model step, and N represents the
number of steps required for FL to converge. Both the N1 and T factors are dependent. In
particular, increasing the number of SGD steps to update the local model at each learning
step (for example by increasing T¢) can decrease the number of steps required for the FL
to converge. The energy consumption E of each device participating in the FL training is
expressed as:

E= (Ec+E7) X Nr

where E¢ denotes the energy consumed by each device during the training of its model,
and E7 is the energy required to communicate the parameters to the parameter server
during each step.

The reliability of FL is defined as the probability that it will be able to reach a certain
value of loss in training. Since the devices that actually participate in each training phase
are a subset of the total number of devices, the devices that communicate the parameters
may change each step. This has the power to impact convergence time and loss.

These performance metrics are strongly influenced by the wireless communication
factors: in particular, the spectral resources allocated in each device determine the signal to
interference-plus-noise ratio (SINR), the data rate, and the probability that the parameter
transmits includes errors. As a result, they have an impact on training Tr, E1, and reliability.

The number of updates to the gradient descent method that may be made for each
learning step is determined by the computational capacity. As a result, it has impacts
on the amount of time and energy spent on local training. In the meantime, decreasing
the number of SGD updates will increase the loss in training and the number of steps
required for convergence. SINR, data rate, and the chance to include mistakes in parameter
transfer are all determined by transmit power and wireless channel. As a result, increasing
the transmission power of each device reduces losses, Tr, N1, and dependability while
increasing ET. In FL, learning losses and Nt decrease as the number of participants
increases, whereas Tt and reliability improve. Training losses, reliability, and the overall
number of training steps may decrease as the amount of the FL parameters trained by each
device grows. However, the amount of energy and time spent training the model will rise.

5.1.1. Compression and Sparsification

The "bottleneck” in the field of communication that is formed owing to the high
size of the trained models is one of the most significant issues in the field of distributed
learning, especially with regard to wireless channels. Transmission of all these locally
trained parameters to the parameter server and repeating this for each iteration of the
learning algorithm across a shared wireless channel is a difficult operation for emerging
deep neural networks (DNNSs), which have millions of training parameters.

The traditional approach to the problem involves first separating the compression
of the DNN parameters from their transmission over the channel. This so-called "digital"
approach turns all local changes into bits, which are then successfully transferred over
the channel, and all decoded reconstructions are then mediated by the parameter server.
In the field of ML, the efficient communication strategies proposed to reduce the amount of
information (i.e., the number of bits exchanged by the device with the parameter server
for each global iteration) have been many. They can be classified into two main groups:
sparsification and quantization [50].

Sparsification aims to convert the updating of the device’s d-dimensional model m
into its m* representation by setting some of its elements to zero. Sparsification can also
be thought of as applying a mask vector M €[0, 1]? to m in such a way that m* = M ® m,
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where the mathematical operator ® represents element-by-element multiplication. We can
define the sparsification level of this vector mask as:

¢ = (M|/d,

that is, the quantity of its non-zero elements compared to its size. It is important to note
that when the "approximate” (sparse) model is sent to the parameter server, not all the
update values are sent; each device only sends non-null values and its location. Therefore,
the lower the sparsification level, the higher the compression level and the lower the
communication load. In the distributed learning world, the Top-K sparsification approach
is arguably the most popular. At each iteration of this technique, each device creates its own
sparsification mask M; ; by finding the K values in its local update that have the largest
absolute values. The rand-K is a simpler variant that picks a sparsification mask at random
from the collection of masks available with sparsification level K. The Top-K technique has
been demonstrated to be significantly more effective in terms of precision and convergence
speed; nevertheless, its additional complexity can cause the learning process to slow down.

5.1.2. Federated Learning Training Method Design

In addition to using wireless transmission techniques, new training methods can be
used to increase the learning parameters, allowing FL to be applied to wireless networks
more effectively.

As wireless devices have limited processing capabilities and energy, the number of
the model parameters that can be trained and sent by them is often limited, as is the
time frame in which they can be employed for training. When creating a FL training
method, all of these factors must clearly be taken into account. Furthermore, the FL training
methods determine the topologies of the networks produced by the devices, which has an
impact on both the training complexity and the convergence time. As a result, not only the
characteristics of the wireless channel, but also the location and mobility of the devices,
must be taken into account while designing FL training techniques.

The authors of [51] used decentralized averaging approaches to update each device’s
local ML model in order to include more devices in FL participation and lessen their reliance
on PS. In particular, with these methods, each device needs to transmit its parameters
only to the devices close to it to make an estimate of the global model. In this way,
the communication load is considerably reduced, and provides the possibility to connect
and give one’s contribution to the FL even to devices limited by scarcity of resources or
low connectivity.

The performance of FL with centralized averaging can be seen in the example consid-
ered in [51], where six devices interacting with a BS were involved. In a first implementation
of the original FL, only 4 of the 6 devices would be able to contribute, due to insufficient
requirements in terms of latency. On the other hand, with this decentralized architecture,
even devices that would have been excluded in the prior situation are allowed to con-
tribute by just connecting with the device closest to them. This type of architecture gives a
significant improvement in terms of accuracy.

As already highlighted, centralized algorithms will not be able to meet the latency
and privacy requirements needed for cellular network applications in post-5G technolo-
gies. For this reason, approaches that allow data to remain at the edge of the network
(smartphones or IoT devices) and implement a learning algorithm without having to be
transferred are rousing increasing interest, both in telecommunications and in the IoT in-
dustry.

5.2. Privacy and Security Related Studies in FL Framework

The main advantage of a distributed FL framework is improved user data security,
which traditional ML training approaches are unable to provide. Instead of sending the
raw user data to the centralized servers, the FL devices are only required to send the locally
trained ML model updates and hence enhancing the data security. However, recently it
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has been noticed that user information can still be leaked over an FL framework through
new security attacks. Proper measures can be taken to boost the client and server-side
privacy preservation while implementing more secure FL models [52]. The FL framework
security and privacy issues can be classified as FL-device-side and FL-server-side. From the
FL device point of view, adequate measures can be taken to elevate the device data-
privacy-based perturbation techniques that are employed to protect the valuable user
data’s parameters by making them more elusive [53]. Otherwise, FL-devices can send the
dummy model parameters to the server along with the true parameters to conceal the true
parameters [54]. Similarly, various techniques can be added on the server-side for elevating
the FL privacy. A proper aggregation technique for limiting the server’s access to the
individual device parameters, and using encryption techniques such as secure multi-party
computation, are some of the common approaches. Techniques such as homomorphic
encryption [55] and back-door defenders [56] can be used to discourage the malicious
devices from stealing the FL models or from adding any backdoors in the global model.
In addition to this various poisoning, attackers can elevate the security threats in the FL
models [57,58]. Poison attacks can occur when a malicious user introduces fake training
data leading to improper training performances. In the case of FL, devices being in charge
of the learning process can easily attack the training process. They can also insert the
backdoors in the intermediate training states, leading to the theft of sensitive data from the
other devices.

Application of Blockchain Technology for Creating a Secure FL Platform

Recently, blockchain-based methods have been increasingly used to develop more
secure and privacy-protective FL architectures. In [59], authors designed a blockchain-
based collaborative data sharing architecture with enhanced security for the distributed
entities. This differential privacy is then incorporated into the FL process for creating a
privacy-protective FL framework. In [60], a fully decentralized, blockchain-based feder-
ated learning framework was proposed for a vehicular networking system that ensures
end-to-end trustworthiness. The FLchain paradigm, which integrates FL and blockchain
technologies to create decentralized, secure, and privacy-enhancing distributed systems, is
being increasingly investigated. In [61], authors studied the FLchain by analyzing the fun-
damental technologies, main challenges, and possible future directions. The applications of
blockchain-enabled FL for the Internet of Vehicles (IoVs) are surveyed in [62]. Given the
importance of non-terrestrial considerations, in [63], authors studied the integration of FL,
blockchain, UAVs, and beyond 5G technologies together.

5.3. Collaborative Machine Learning for Energy-Efficient Edge Networks in 6G

The authors of [64]suggested a decentralized and collaborative ML architecture for 6G
edge networks, which allows agents to interact and collaborate in order to improve user
request adaption tactics. Furthermore, a multi-agent DRL (Deep RL) algorithm is described
that is based on the allocation of computational resources in such a way that overall
energy consumption is minimized but latency requirements are always fulfilled. Finally,
a federated approach based on DRL was created to reduce computational complexity and
training excesses by requiring agents to communicate only the parameters of their models,
rather than their full training data.

A typical hierarchical architecture of a 6G network has been proposed in [64], a three-layer
architecture: cloud intelligence, edge intelligence, and user intelligence.

The user layer is made up of a large number of terminals that require computation
from the edge intelligence layer or the deployment of numerous applications from the
cloud intelligence layer. Smartphones, for example, rely on real-time computing services to
handle more complicated tasks, such as language recognition, high-definition video, and 3D
rendering. Automated robots rely on computing services in IoT industry (IloT) networks
to analyze production lines, and if necessary, change production strategy. For autonomous
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driving applications, a huge set of sensing data must be processed within very tight
latency limits.

Both cloud and the edge intelligence layers have computing and caching capabilities,
allowing them to meet the needs of the user layer terminals. In general, the edge intelligence
layer is used for services that require a modest amount of computing power, whereas the
cloud intelligence layer is used for applications that demand a lot of processing power.
Various network infrastructures, such as macro-base stations (MBSs), small cell base stations
(SBSs), roadside units (RSUs), unmanned aerial vehicles (UAVs), and access points (APs),
will be introduced in the edge network to give unlimited connectivity to a large number
of terminals.

These geographically distributed infrastructures, with computational skills, providing
data storage and learning functions, will be fundamental for applications that require the
use of artificial intelligence. The edge intelligence layer can be thought of as a collection
of smart agents. Since the edge layer is so heterogeneous, each agent will be able to
evolve independently and adapt its functions to the environment and users’ requests.
The proposed decentralized ML architecture integrates multiagent RL and FL into the edge
network. In particular, autonomous agents can make local decisions on their own in the
execution phase, based on their own observations of the surrounding environment, yet in
the training phase, two collaborative schemes can be exploited, local information sharing
and model parameter sharing. In the first, the agents investigate the environment by
cooperating, allowing each individual agent to perfect their local strategies while learning
more about the others. Model parameter sharing, on the other hand, involves agents
training their own models independently, each based on their own observations, and then
aggregating the data. This procedure can be performed locally by any agent or within the
parameter server. The agents in the first scenario load their models into the PS and then
receive the global model, whereas in the second situation, the model characteristics are
transferred directly amongst the agents.

5.3.1. Energy Efficient Computational Offloading Empowered By Multiagent DRL

Consider an edge network with M small cells, N user equipment, and K orthogonal
channels, where each small cell is covered by an SBS and all small cells reuse the system’s
whole spectrum. The SBS are equipped with MEC servers and are capable of making
decisions. Each EU contains a computationally intensive operation that can be partially
downloaded to the MEC server and performed remotely.

Offloading performance is connected with each other due to the interference between
the cells. The problem of efficiently delegating computation activities and distributing
resources can be stated as a problem of minimizing total energy usage while also optimizing
resource control decisions. This problem can be solved by exploiting a multi-agent DRL
model, in which each SBS behaves like an agent that interacts with the environment to
improve its performance. Three fundamental elements in the multi-agent DRL process are
the status, the action, and the reward:

¢  Status: each SBS in a real network is unable to acquire the global state of the entire
surrounding environment; instead, each SBS has its own limited knowledge. The chan-
nel gains of each agent’s signals for each channel, the interference power received,
and information on the actions requested by the user within its coverage area are all
part of the state observed by each agent for the characterization of the environment.

*  Action: Each instant, each of the agents carries out an action based on its decisions.
In this case, the action consists of the computational download decisions, channel and
resource allocation for each user served, and uplink power control.

*  Reward: Through a reward-based learning process, each SBS agent refines its rules.
To increase performance and meet the goal of lowering global energy consumption,
an incentives system can be devised to encourage collaboration among SBS agents.

The multi-agent DRL process for offloading computation and resource allocation was
proposed in [64]. An SBS agent m gets a local observation s, [t] on the status of the local
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environment each instant of time, and executes an action a,, [t] to decide on the offloading of
the computation and resource allocation for the customers it serves. Following that, the SBS
agent receives a reward r,,[t] based on all agents combined actions, and the environment
advances to the next state. As a result, the SBS agent receives the new observation s,, [t + 1].

5.3.2. Energy Efficient Computational Offloading Empowered By Federated DRL

To train each agent to use past global information, distributed agents need to be
able to exchange local information with each other, which could lead to significant signal
overheads. Different cells in small cell networks are very closely linked to each other due to
interference. After receiving the interference, each cell can decide on its own computational
offloading and resource allocation policy. As a result, the energy consumption reduction
problem can be divided into M subproblems, each of which corresponds to a cell whose
consumption should be minimized. In this situation, each SBS agent develops its own
strategy based on its observations, and the other agents are treated as components of
the environment.

However, training a performing DRL model for each agent might be difficult due to
strict latency constraints. To solve this issue, a federated learning strategy can be used
to increase training performance without requiring data to be shared centrally. The main
features of each local model can be defined in the same way as the previously stated DRL
algorithm, with the exception that the reward for each cell is local in this case, consisting of
energy consumption and the usefulness of ensuring necessary delay in the required tasks.

The offloading system proposed in [64] is based on the presence of multiple SBS agents
executing a DDPG model, in which the actor network takes its own local observations
of the environment as inputs and returns the selected action; and the critic network has
local observation and action as inputs the local action, and outputs its Q value. The FL
process consists of a multiple number of coordinated rounds. In each round, each SBS agent
independently trains its local model based on its data, without having information on the
surrounding environment. Each agent loads the weights of its model to the coordinator,
who aggregates them only after these several training rounds. Finally, the coordinator
delivers the averaged global model to all agents, who update their local models using it.

5.3.3. Performance Evaluation

The previously discussed approaches have been evaluated in [51], considering a
network of small cells with 6 SBSs, 10 UEs in each cell and 16 orthogonal channels. The sizes
of computational operations were randomly distributed between 200 and 300 kB. The
energy consumption coefficient for each UE was 1 J/GCycle, and for each SBS it was
100 mJ/GCycle. For the DDPG model adopted, the learning rate and the discount factor
were set, respectively, at 0.001 and 0.9. To evaluate the performance of the algorithms,
the independent learning algorithm (IL-DRL), the full offloading method, and the local
computing one were taken as benchmarks.

In the IL-DRL algorithm, each SBS agent learns a policy based on its observations
and interactions with the environment, there is no exchange or sharing of models between
agents. The performances of the algorithms in terms of convergence were compared.
As depicted in [64], the MA-DRL algorithm performed best, thanks to using the infor-
mation regarding observations and actions of the other SBS agents, which allows a clear
improvement in terms of stability.

A comparison of the energy consumption of the various algorithms was also per-
formed in [64]. The MA-DRL and F-DRL algorithms consume less energy than the IL-DRL
and full offloading methods, but they still consume more energy than local computing.

5.4. Federated Learning with Over-the-Air Computation

One of the most difficult aspects of FL in wireless networks, known as federated edge
learning (FEEL), is overcoming the communication bottleneck caused by the need for mul-
tiple devices to upload high-dimension model updates to the parameter server [3]. Various
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approaches were used to reduce the resulting latency, including removing slower devices,
picking only those whose updates would greatly accelerate learning, and compressing the
update data.

Designing new, targeted multiple access systems for FEEL is another option. The main
disadvantage of traditional orthogonal access techniques is that they do not adjust to the
number of devices as well as they should. The radio resources required, in particular,
expand linearly with the number of transmitters; otherwise, delay would increase linearly.
The scalability required for multi-access in FEEL is provided by a developing approach
known as over-the-air computation, also known as AirComp [3]. In fact, the aggregate of
the models is achieved by utilizing the waveform’s superposition property. As a result
of the simultaneous access, the latency is unaffected by the number of devices. Given
the devices’ simultaneous and synchronized transmission, their signals are superimposed
"over-the-air," and the PS receives their weighted sum, which is described as an aggregate
signal; the weights correspond to the channel coefficients.

It is preferable to have uniform weights in the case of AirComp FEEL, so that the
aggregate signal is not oriented towards one device over another. Each device must
modulate its own signal using analog linear modulation and invert the channel fading by
regulating the transmission power in order for this to be achievable. The first procedure is
required to exploit the analog waveforms’ superposition property, and the second aligns
the values that make up the distinct signals. The basic principle of AirComp is proposed
in [3].

The use of seemingly basic analog modulations may raise questions about its utility;
yet, it has been demonstrated that AirComp can be a great solution for minimizing the
mean squared error (MSE) of the distortion when all channels and sources are Gaussian
and independent. The time synchronization of device transmission is a critical need for the
deployment of AirComp. Uplink transmissions (TDMA and SC-FDMA) for systems such
as LTE and 5G also have this requirement.

A fundamental synchronization process in these systems is known as "timing advance,"
and it can also be used to synchronize AirComp. This process requires involving each
device in the estimation of the relevant propagation delay, and then transmitting this
estimate ahead of time in order to eliminate the delay. When it comes to estimating the
propagation delay, the precision of a synchronization channel is related to its bandwidth.
With a bandwidth of 1 MHz, for example, the estimation error is less than 0.1 microseconds.
When AirComp is used in an OFDM broadband system, the error causes just a phase shift
in a symbol received on a sub-channel if the error is less than the cyclic prefix. This phase
shift can then be adjusted. The cyclic prefix in an LTE system is several microseconds
long, which is more than enough time to correct synchronization issues. Quantization and
decoding mistakes cause distortion in digital modulations. The main sources of distortion
in AirComp, on the other hand, are channel noise and interference, which directly disrupt
the analogically modulated signals.

In a broadband system, the spectrum is divided into sub-carriers, using OFDM modu-
lation. The implementation of AirComp-FEEL in systems of this type involves the simulta-
neous and over-the-air aggregation of the model update coefficients, transmitted through
the sub-carriers. AirComp FEEL was proposed in [3].

For each OFDM symbol, ideally each sub-carrier is linearly and analogically modu-
lated, with a single element, whose power is determined by the channel inversion. However,
due to power limits, reversing the sub-carriers is not feasible, so they are not transmitted.
This is known as channel truncation. As all devices must have the same mapping be-
tween update coefficients and sub-carriers, channel truncation will remove the coefficients
mapped to sub-carriers in deep fade because they cannot be remapped. Near-far problems
can arise as a result of channel truncation, in which the fraction of deleted coefficients is
substantially higher in devices close to the parameter server (PS) than in devices further
away. This phenomenon causes biases and has a negative influence on learning. One option
is to use channel truncation solely in circumstances of small-scale fading, which has two
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major benefits: equalization of the truncation ratio between devices and the ability for the
PS to use data from extremely far away devices.

SignSGD in a Broadband AirComp-FEEL System

Let us look at a real-world example of how wireless channels effect AirComp-FEEL
convergence. Consider the implementation of signSGD in an AirComp-FEEL broadband
system. It requires the replacement of the linear analog modulation with a binary/BPSK
modulation. Let us look at a real-world example of how wireless channels affect AirComp-
FEEL convergence.

Consider the application of signSGD in an AirComp-FEEL broadband system; it
necessitates the substitution of a binary/BPSK modulation for the linear analog mod-
ulation. The PS choice is based on the received signal’s sign, and corresponds to an
over-the-air majority vote approach that turns the received aggregate gradient into a binary
vector. The averaged/aggregated gradient norm reaching during the cycles, represented
with the notation G, is a standard yardstick for the model’s convergence level, given a
generic attenuation function.

The expected value of G for the considered system can be analyzed as a function of
the given numbers of rounds and devices, which quantifies the speed of convergence. We
have that: p 1

E[G] < \/N(fl + \/Efz +b)
in which the factors f; and f,/K correspond to the descent of the gradient. The two
parameters a and b concern the effects of the wireless channel. In the ideal case with
perfect channels, the values a =1 and b = 0 are taken. If the channels are AWGN, they are
expressed as:
1 f2

AAWGN = ——1 —bawen = ——5—

KV SNR KV SNR

where SNR refers to the SNR of the device. They tend to the ideal channel when the factor
K+v/SNR increases, because K removes noise through aggregation and raises SNR by in-
creasing signal power. The convergence speed analysis can be used to estimate the number
of communication rounds required to train the model. In the instance of FEEL, learning
delay, measured in seconds, is a more practical option in terms of performance measures.

AirComp achieves lower model accuracy than OFDMA, but it considerably reduces
latency when there is a large number of devices. The experiment considered an AirComp-
FEEL system with over 100 devices running on broadband channels. The purpose was to
train a convolutional neural network for handwriting recognition using MNIST data. This
has been also discussed in [65].

5.5. Federated Distillation

Despite the fact that FL is intrinsically efficient in terms of communications, it never-
theless necessitates the sharing of huge models. A significant number of parameters are
frequently used in modern DNN architectures (e.g., the GPT-3 model [66,67] is the latest
architecture for language processing operations, and has 175 billion parameters, which
corresponds to about 350 GB) [68,69]. The complete exchange of parameters is a costly
operation that obstructs real-world communications, especially when primary resources
are limited. Federated distillation was developed in order to address this issue.

Federated distillation only swaps the outputs which are significantly smaller than
the model. In a classification procedure, for example, each device executes its own local
iterations for each class while saving the average value of the model output. These local
average outputs are then loaded into the parameter server at regular intervals, and the
local outputs for each class are then aggregated and averaged. The global result of the
average of the outputs is then downloaded from each device, which then executes its own
local iterations with its own loss function, and a regulator that measures the difference
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between its output prediction and the global average, to pass it to its local model. Knowledge
distillation (KD) is the name given to this approach of regulation [3].

5.6. Multi-Agent Reinforcement Learning for UAV Trajectory

In [70], a collection of drones must work together to manage blocks of land users
who make uplink requests in a dynamic and unpredictable manner in this paradigm.
The UAVs must move in a coordinated and cooperative manner in order to provide the
maximum coverage demanded by consumers. The purpose of this trajectory’s design is to
maximize the number of people served by each individual drone, which is expressed as
an optimization problem (successful service rate). However, the volatility of user requests
makes the optimization goal for drones random. Due to this, the traditional optimization
strategies, such as branch and bound, are ineffective for this task. As a result, VD-MARL,
anew MARL that combines the concepts of the value decomposition network, the agnostic
meta-learning model, and the gradient method to optimize the trajectories of all UAVs, has
been developed. This technique allows each UAV to assess the expected values of all the
other UAVs’ successful service rates in order to choose the best possible route. By using
the VD-MARL algorithm, each UAV is required to share its rewards with other UAVs,
considerably lowering the amount of data exchanged.

5.7. Adaptive FL for the Resource-Constrained Networking Scenarios with Stringent
Task Requirements

The FL process is an iterative process wherein the FL devices at each iteration perform
the training operation with their own data, transmit the parameter update to centralized
servers for averaging purposes, and receive back the global updated model from the FL
server. Since each iteration involves both communication and computation processes, it
adds an extra burden to the resource-constrained nodes, especially wireless devices with
limited energy, time, computation, and networking resources, i.e., vehicles. Additionally,
various new services with stringent requirements in terms of latency, data rates, reliability,
etc., can pose many new challenges for enabling the FL-based applications in resource-
constrained wireless networks. With this in mind, the work done in [71] has proposed a
resource-efficient adaptive FL process for the vehicular scenario.

An edge-computing-enabled vehicular network is considered where individual vehicu-
lar users (VUs) m = 1, - - - , M are requesting the services with limited latency requirements.
The VUs are employing the nearby edge servers for performing the partial-offloading-
based task processing by offloading a certain portion of their tasks, i.e., a,. The FL-based
distributed learning approach is used to find the optimal offloading amount. The FL
process is implemented over the joint air-ground network, where air-network-based high
altitude platforms (HAPs) are employed as an FL server. Vehicles with their datasets with
certain mobility patterns are training the local ML models for solving the computation
offloading problem, i.e., finding the optimal amount of vehicular data to be offloaded
at the edge computing servers. Given that the FL process is an iterative process where
each FL iteration creates a more reliable FL. model for optimizing the offloading process,
each vehicle is tentative to participate in a maximum number of FL iterations. However,
since each FL iteration adds cost and vehicles are bound to perform both FL and task
processing operations within a limited time, it is important to select the optimal number of
FL iterations performed by each vehicle. Performing less of a number of FL iterations can
add additional costs in terms of energy and latency and can make the system unreliable.
By taking this into account, a joint latency and energy minimization problem for both FL
and the vehicular task processing phases can be formed in terms of a constrained nonlinear
optimization problem and solved through various clustered and distributed approaches.
Figure 6, provides the overview of the proposed adaptive FL process.

The simulation results show that the proposed FL-based platform over the joint
air-ground network can outperform the traditional FL. methods in terms of latency, en-
ergy, service failures, etc. Given that the upcoming 6G network is expected to be highly
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automated, resource-constrained, densified with heterogeneous users and networking
platforms, and a complex ecosystem of new services and applications, such adaptive FL
strategies would be very useful.
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Figure 6. Proposed scheme for the joint FL and task-offloading processes optimization.
Reprinted /adapted with permission from Ref. [71]. ©2022, IEEE.

5.8. Distributed Learning Over the Joint Terrestrial and Non-Terrestrial Network

The non-terrestrial networks have gained lots of attention in both 5G and 6G tech-
nologies in recent times [72-75]. Various joint terrestrial and non-terrestrial networking
solutions are considered for solving challenging problems in different wireless scenar-
ios [76,77]. Given that the ground-based fixed networking infrastructure is saturating in
terms of resources, it is expected that the non-terrestrial networks, being easy to deploy,
flexible, and highly secure entities, will be used more and more in the next generation of
wireless technologies. Various air and space networking platforms, such as unmanned
aerial vehicles (UAVs); high altitude platforms such as balloons; and very low earth orbit-
based sidelights (VLEO), have already shown great promise and are expected to play
important roles. With this in mind, the authors of [78] proposed the novel air-ground
distributed-computing-enabled intelligent platform for the vehicular scenario. This work
also highlighted the important problem to be solved for the traditional centralized FL
process and proposed different FL-based distributed networking solutions for solving
vehicular problems.

A hierarchical FL process for the joint air-ground network with multiple edge com-
puting layers was proposed for solving the FL communication problem (see Figure 7).
By allowing the FL devices, i.e., vehicles, to transmit their local model updates towards
the intermediate edge computing layers, the FL communication latency can be reduced.
Additionally, link failures and resource requirements can be limited, which can improve
the FL. model’s training performance compared with the traditional centralized FL training
process. Another solution includes the computation offloading enabled by the FL process,
where FL devices, i.e., vehicles, can employ the nearby edge servers for improving the
performance of the FL process (see Figure 8). With vehicular mobility and resource limita-
tions, vehicles alone can perform the local training operations with limited success only.
By allowing vehicular nodes to use the nearby reliable edge servers and their computing
capabilities through the split learning-based approaches, FL process performance can be
successfully improved. Such solutions will be important to achieve the main goals of 6G
technology in upcoming decade.
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Figure 7. The hierarchical FL platform in a Multi-EC VN architecture. Reprinted/adapted with
permission from Ref. [78]. 2021, Attribution 4.0 International (CC BY 4.0) .
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Figure 8. Computation offloading for FL. Reprinted /adapted with permission from Ref. [78]. 2021,
Attribution 4.0 International (CC BY 4.0).

6. Future Directions

In this section, we will give our views of possible future directions regarding the
application of distributed learning in 6G and wireless system scenarios.

6.1. Collaborative MARL with Wireless Information Sharing

In the past, various MARL techniques have been proposed for implementation in dif-
ferent wireless networking environments. They are mainly based upon the different natures
of the training processes. In general, MARL-based solutions involve multiple agents with a
common environment trying to optimize a common reward signal. The training policies
adapted by the individual agents can impact the other agents” surrounding environments,
and as result can dictate their policies. In most wireless environments, agents can have
a limited knowledge of the surrounding environments (i.e., partial observability), which
makes the MARL problem non-stationary. Additionally, in the case of fully centralized train-
ing methods, exponential growths of action and observation spaces can become unbearable
in most resource-constrained wireless networking scenarios, i.e., vehicular networks. There-
fore, fully centralized training-based MARL solutions have shown limited performances,
and other training policies are required. In recent times, other training approaches have
been proposed wherein agents can learn effectively. One such approach can be found
in [79], where the authors proposed a value-decomposition network-based cooperative
MARL architecture. A deep neural network-based backpropagation approach is used to
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decompose a common value function into a set of agent-based value functions. However,
the complexity of the considered decomposition network, limited uses of state information
during training, and applicability towards a reduced class of centralized value functions
are bottlenecks. Additionally, in [80], another value-function-based approach, is considered
by estimating a joint action-value function from a set of local observation-based action
individual agents values through neural networks. The issues of complexity, scalability,
etc., can limit the uses of this MARL-based method for solving the given problem.

In the following Figure 9, we propose a collaborative MARL-based solution based
upon the data-sharing capabilities of wireless nodes. A dynamic vehicular scenario is
considered where a set of moving vehicles, i.e.,, m = 1,2, - - M, are employing the MARL
for performing the task T. Task T can be a generic task, such as computation offloading,
path planning, and collision avoidance. By employing the V2V and V2I communication
technologies, vehicles can share the important environmental parameters, which can be
used to reduce issues such as partial observability. MARL agents can have proper command
over the nearby environment through such data sharing approaches and can be able to
perform the training process with proper knowledge. This way, a centralized training
method can be employed by avoiding the challenges introduced by the partial observability
and unintended complexity of action and/or observation spaces.

=

AN Base Station
| >=2\.(Central Server)

Collaborative Vehicular
Communication Enabled
MARL Environment

W RSU based Ed
Commun|cat|on / 1 1 / ase ge
/ WARL Agent = Computing

Communication

Figure 9. Vehicular-communication-based collaborative MARL process.

6.2. Distributing FL over Multi-EC Enabled Wireless Networks

Though FL has several advantages in terms of privacy, security, and resource require-
ments, implementing the FL over resource-constrained, dynamic wireless communication
nodes can be challenging, especially in cases of latency-critical applications. Compared to
the previous generations, the 6G technology has set high goals, and fulfilling them will be
challenging, especially with the traditional centralized FL process. Many researchers in
recent times have proposed different FL algorithms by optimizing the various aspects of
the FL process. Most of the work done so far is closely related to the FL device selection,
finding a suitable averaging process for FL servers, resource allocation, analyzing the
tradeoff between FL process performance and resource requirements, and analyzing the
tradeoff between global and local FL iterations. Given the availability of various edge
computing platforms, a distributed FL process can be useful for implementing the FL
over resource-constrained wireless nodes. In particular, the overall FL process can be
distributed among several edge computing nodes for limiting the FL. communication costs.
Figure 10 shows one such case for vehicular networks where the FL process is distributed
among terrestrial and non-terrestrial networking platforms. In this scenario, the traditional
centralized process can require FL devices, i.e., vehicles, to send their model updates to
the centralized nodes, i.e., satellites. This can add larger communication delay and noise
during each iteration. Due to this, many devices may not be able to participate in the
process due to various reasons, such as insufficient resources, unbearable communication
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delay, and noise. By distributing the FL averaging process over various intermediate layers,
these problems can be tackled. However, this could add additional computation delay over
the intermediate layers, and proper node selection is required for having better results.
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Figure 10. Distributed FL process.

6.3. Privacy and Security-Related Challenges

As discussed in Section 4.2, in recent times various studies have highlighted data secu-
rity and privacy-related issues in the distributed learning frameworks. Many distributed
frameworks allow wireless users to participate in the training process, which can also invite
the various adversarial attacks and malicious entities. Distributed frameworks such as FL
can limit the data privacy leakage by allowing the individual nodes to perform the training
operations and limiting the device-server communication for model parameters. However,
sensitive data still can be compromised through various data poisoning attacks. Such secu-
rity and privacy-related issues pose several challenges to the upcoming 6G networks with
heterogeneous users, devices, services, and applications. Technologies such as blockchain
can be explored more to tackle these issues.

6.4. FL Hybridization with Heuristic and Meta-heuristic Techniques

Traditionally, various heuristic and meta-heuristic approaches are used to solve com-
plex optimization problems in various fields. The FL-based distributed learning methods
are susceptible to various security and privacy-related attacks and can also be modeled
as optimization problems. Additionally, the training performance can also be impacted
by various factors, such as the number of users, types of datasets, and types of learning
algorithms. Recently, the trend of using the heuristic or meta-heuristic approaches to
solve the ML issues has been growing. Hybridization-based solutions are being proposed
that consider the heuristic/meta-heuristic approaches, along with FL-inspired distributed
learning paradigms [81,82]. In [81], authors proposed a hybridization of meta-heuristic
and FL frameworks for increasing detection accuracy and minimizing the vulnerability
to poisoning attacks. A meta-heuristic technique to manage the FL process that includes
the model aggregation, separation, and evaluation. The results from the image database
showed higher accuracy and poisoning attack detection. In [82], authors modified this
framework for creating a new framework for selecting image classifiers. They proposed the
hybridization approach for FL-inspired distributed policy and augmentation method based
upon the heuristic approach. The results show that the augmentation technique proposed
can provide reliable data, which can increase the classifier’s accuracy level.
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Such an approach of using heuristic and meta-heuristic techniques to manage and
solve the distributed learning-based approaches could be useful in upcoming 6G networks
by providing better training accuracy, higher security, etc.

7. Discussion

As most of the current research points out, the upcoming 6G technology is anticipated
to create a highly connected society with diverse applications and services. The distributed
ML technology has acquired a central place in the 6G research and is expected to play
an important role in shaping the 6G world. However, it is important to analyze the
various distributed learning solutions available in the literature for using them for various
6G applications. Through surveying the current distributed learning solutions, we have
individuated how they can be effectively used in the 6G technology. As analyzed, DL
and RL are two of the main ML approaches, and have gained lots of attention in the last
decade. However, distributed learning approaches are becoming increasingly considered;
in particular, FL and MARL are two of the main distributed learning techniques used to
solve the different challenging problems in wireless communication research currently.
In particular, FL and MARL are very important for solving various 6G technology scenarios.
As highlighted, there could be various innovative solutions associated with distributed
learning-based research. These solutions are expected to play key roles in the upcoming
days in 6G related solutions.

8. Conclusions

In this paper, we introduced the main challenges that today’s telecommunications
technology faces, examining the possible future wireless systems and the reasons why the
integration of the latter with artificial intelligence will be of fundamental importance. We
then provided a general overview of some of the main ML techniques, and then examined
in more detail examples of some emerging applications, evaluating their fundamental
concepts and major challenges, in terms of implementation and optimization. We also
presented various future directions for distributed learning research in the field of 6G.
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