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Abstract

Digital Twin (DT) technologies are increasingly adopted in the automotive domain to
support real-time monitoring, predictive analytics, and connected decision-making across
vehicles, drivers, and road infrastructure. However, research on Vehicle, Driver, and
Road Digital Twins (VDTs, DrDTs, and RDTs) remains fragmented, with heterogeneous
definitions, architectural assumptions, and integration strategies. This paper presents a
critical review of seventy-six studies published between 2008 and 2025, examining how
these three DT domains are modeled, evaluated, and connected within intelligent mobility
scenarios. The review synthesizes recurring architectural patterns, communication and
computing choices, and the role of interoperability and standardization in multi-twin
systems. It also highlights open challenges involving distributed coordination, semantic
alignment, real-time operation, and driver-aware adaptation. Based on this analysis, the
paper presents a unified conceptual framework for connected automotive digital twins and
discusses key directions for building scalable and safety-aware mobility services.

Keywords: Vehicle Digital Twin; Driver Digital Twin; Road Digital Twin; connected
mobility; interoperability; distributed automotive systems

1. Introduction
The automotive domain is being reshaped by the convergence of digitalization, con-

nectivity, and artificial intelligence. In this context, Digital Twin (DT) technologies are
increasingly used to support real-time monitoring, simulation, and optimization across ve-
hicles, drivers, and road infrastructure [1–4]. A DT can be understood as a dynamic virtual
representation of a physical entity, continuously updated through data collected from the
physical world and used to support analysis, prediction, and decision-making [5–7]. In the
automotive field, this paradigm is gaining relevance not only for lifecycle management and
predictive maintenance but also for connected and adaptive mobility services.

Within this context, Vehicle Digital Twins (VDTs) have been widely explored for moni-
toring vehicle health, optimizing performance, and supporting validation and maintenance
processes [5,6]. As vehicles become increasingly connected, however, VDTs should not
be viewed solely as isolated replicas of onboard systems. Rather, they are increasingly
part of distributed mobility environments in which data exchange, communication latency,
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and coordination with external services influence the quality and timeliness of digital-twin-
enabled decisions [7–10]. This makes communication and computing choices—including
edge–cloud orchestration and vehicular connectivity—central to the design of effective
automotive DT solutions.

The human dimension introduces an additional layer of complexity. The Driver Digital
Twin (DrDT), as a domain-specific instance of the Human Digital Twin (HDT), aims to repre-
sent relevant cognitive, behavioral, and physiological aspects of the driver [11]. By combin-
ing human-state estimation with vehicle context, DrDTs can support more adaptive driver
assistance, personalized intervention strategies, and more informed control transitions in
advanced driving scenarios. At the same time, the literature still shows heterogeneous
definitions, modeling assumptions, and implementation strategies for DrDTs, which makes
cross-study comparison difficult and limits methodological convergence [12,13].

A complementary perspective is provided by the Road Digital Twin (RDT), which
extends the DT paradigm to road infrastructure and its operational context. Beyond physi-
cal road conditions, RDTs may include traffic flow, roadside units, traffic regulation and
control elements, and broader environmental information relevant to connected mobil-
ity [14]. In urban and mixed traffic scenarios, this context may also include interactions
with pedestrians and other vulnerable road users [15]. When considered together, VDTs,
DrDTs, and RDTs point toward a connected automotive ecosystem in which vehicle state,
driver state, and infrastructure context are jointly modeled and exchanged to support
coordinated decision-making [16,17]. Achieving this integration, however, requires in-
teroperable and distributed architectures that can cope with heterogeneous data sources,
real-time constraints, and cross-domain semantic alignment [18].

Against this background, this paper presents a critical review of Automotive Digital
Twins (ADTs), focusing on Vehicle, Driver, and Road Digital Twins and on their role within
connected mobility scenarios. By examining seventy-six studies published between 2008
and 2025, the paper analyzes how these DT domains are defined, modeled, evaluated,
and connected in the literature. The review identifies recurring architectural patterns,
communication and computing choices, and open issues related to interoperability, stan-
dardization, real-time coordination, and driver-aware adaptation. Building on this analysis,
the paper outlines a unified conceptual framework for connected automotive DTs and
discusses key directions for building scalable and safety-aware mobility services.

While recent broad surveys have examined DT technologies across the wider in-
telligent vehicle and transportation domain [19], this paper focuses specifically on the
VDT–DrDT–RDT triad and on their coordinated integration within connected mobility
architectures, a perspective that remains underrepresented in the existing review literature.
The main contributions of this paper are as follows:

• A structured review of 76 studies on Vehicle, Driver, and Road Digital Twins;
• A comparative synthesis of their architectural, communication, computing, interoper-

ability, and safety-related dimensions;
• The identification of three recurrent integration patterns among automotive DTs;
• A unified conceptual framework translating the review gaps into design principles for

connected and safety-aware ADT ecosystems.

The remainder is organized as follows. In Section 2, we introduce the foundational
concepts of VDTs, DrDTs, and RDTs, together with the enabling technologies that support
them. In Section 3, we describe the review methodology and the research questions guiding
the analysis. In Section 4, we discuss the main findings of the review. In Section 5, we
present the proposed unified conceptual framework for connected automotive digital
twins. In Section 6, we discuss the main threats to validity and limitations of the review.
In Section 7, we conclude the paper.
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2. Background
The automotive domain involves multiple DTs, each capturing a different facet of the

mobility ecosystem, namely the vehicle, the driver, and the road infrastructure. Under-
standing their respective roles, architectural foundations, and interaction requirements is
essential for framing ADTs as interconnected rather than isolated systems. This section
introduces the main characteristics of Vehicle, Driver, and Road Digital Twins, and then
discusses the enabling technologies that support their real-time, distributed, and adap-
tive operation.

2.1. Vehicle Digital Twin

A VDT is a dynamic virtual representation of a physical vehicle, or of some of its com-
ponents, continuously updated through data collected from onboard sensors, telematics,
and connected services [5,20]. As emphasized in [12], a VDT is not a static model, but an
evolving digital counterpart that remains aligned with the physical vehicle through contin-
uous data exchange. This property enables simulation, condition monitoring, predictive
maintenance, and performance optimization across different operating conditions [8].

From an architectural perspective, a VDT typically combines sensing, communication,
data management, modeling, and application layers. The physical layer includes the vehicle
sensing and control stack, such as Electronic Control Units (ECUs), onboard diagnostics,
inertial sensors, cameras, radar, LiDAR, and component-specific monitoring sensors [21].
These data are processed through a data management layer that may involve in-vehicle
edge nodes for low-latency filtering and aggregation, as well as cloud resources for storage,
historical analysis, and large-scale model execution [8]. The modeling layer hosts the
virtual representation itself, which may rely on simulation models, data-driven estimators,
or hybrid approaches to estimate component degradation, predict failures, or evaluate
system behavior under alternative conditions [22].

In connected mobility scenarios, however, a VDT should not be interpreted solely as a
replica of isolated onboard assets. As vehicles increasingly operate within communication-
rich environments, VDTs also depend on interaction with external services and infras-
tructure, including roadside units, remote platforms, and vehicle-to-everything (V2X)
communication substrates. Under these conditions, communication latency, synchroniza-
tion quality, and distributed orchestration directly affect how useful the twin is for timely
decision-making and coordinated adaptation. Therefore, VDTs are not only modeling
artifacts but also distributed digital entities whose effectiveness depends on the quality
and timeliness of communication with the surrounding ecosystem including, e.g., V2X
connectivity, remote service platforms, and edge-cloud orchestration mechanisms [17,23].

2.2. Driver Digital Twin

The DrDT extends the DT paradigm to the human dimension of automotive systems,
focusing on the driver as a dynamic and partially observable entity [24]. More specifically,
a DrDT can be described as a continuously updated virtual representation of relevant cogni-
tive, behavioral, and physiological aspects of the driver [24–26]. Compared with traditional
driver monitoring systems, a DrDT aims to provide a richer, more persistent representation
of the driver, potentially supporting not only instantaneous detection but also prediction,
personalization, and driver-aware adaptation [27].

A typical DrDT architecture relies on multimodal sensing and fusion. Its sensing and
acquisition layer may include in-cabin cameras, wearable or seat-integrated physiological
sensors, and vehicle-control signals such as steering inputs, pedal activity, or lane-keeping
behavior [25]. These data streams are usually processed close to the vehicle, where low-
latency fusion and feature extraction support the estimation of driver-related variables
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such as fatigue, distraction, workload, stress, or intention. The resulting information is
then used by a modeling layer that may combine machine learning methods, probabilistic
reasoning, and behavioral abstractions to infer the driver’s state and support downstream
applications [28].

An important aspect of DrDTs is that they may capture both relatively stable and
dynamic aspects of the driver. Stable aspects include preferences, driving style tendencies,
or capability-related traits, whereas dynamic aspects include attention, arousal, workload,
and short-term intention. This distinction matters because driver-aware assistance requires
not only detecting the driver’s current condition but also adapting vehicle behavior and
support strategies to the specific driver and context. In this sense, DrDTs are particularly rel-
evant for personalized assistance, adaptive warnings, and supervision of control transitions
in advanced driving scenarios [13,25,26]. Recent work further reinforces this perspective
by showing how distributed sensing and driver-adaptive HMIs can support situation
awareness and personalized safety strategies in vulnerable-road-user and safety-critical
urban scenarios [29]. Complementary evidence also comes from research on intelligent
driver state monitoring and adaptive HMI strategies, where multimodal interfaces are
designed and assessed to support safer driving behavior under distraction and altered
emotional states [30]. At a more architectural level, recent work has also demonstrated
how a cognitive digital twin framework can be used to improve driver compliance with
road rules and proactively prevent accidents, by coupling cognitive state estimation with
behavioral intervention logic [31].

At the same time, the literature still exhibits heterogeneous definitions and design
choices for DrDTs, with differences in sensing assumptions, state representation, and levels
of personalization. The broader driver monitoring field reflects a similar fragmentation:
the states to be monitored, the indicators used to characterize them, and the sensors
employed vary substantially across studies, with no shared taxonomy or standardized
representation [32]. This heterogeneity makes comparison across DrDT studies difficult
and limits methodological convergence, especially when DrDTs are expected to interact
with vehicle and infrastructure twins in real time [33].

This heterogeneity suggests that future DrDT research should move beyond generic
labels such as “driver state” or “driver model” and make the internal structure of the driver
twin more explicit. This issue is revisited in Section 5.1, where the semantic-interoperability
principle is used to outline a possible way forward based on a minimal, interface-oriented
set of dimensions for more consistent DrDT representations.

2.3. Road Digital Twin

An RDT is a dynamic virtual representation of road infrastructure and its operational
context, continuously updated through data collected from roadside sensors, connected
vehicles, infrastructure services, and environmental sources [34]. Unlike static road models,
an RDT is expected to evolve continuously and support analysis, prediction, and decision-
making through bidirectional interaction with the physical domain [5]. In this sense,
the RDT extends the DT paradigm from the vehicle and its subsystems to the broader
driving environment.

The scope of an RDT should not be limited to pavement status or structural integrity.
In connected mobility scenarios, the road twin may also include traffic flow conditions,
roadside units, traffic signals, control policies [35], weather conditions, work zones, in-
cidents, and other contextual elements relevant to vehicular operation [36–38]. In urban
settings, this context may also involve intersections, pedestrian activity, vulnerable road
users, and interactions with traffic management systems [15,39]. Accordingly, the RDT
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acts not only as an infrastructure model but also as a context model for coordinated mobil-
ity services.

From an architectural perspective, RDTs commonly adopt a layered organization com-
prising physical sensing, data management, modeling, and application layers. The physical
layer may include IoT sensors, cameras, localization devices, and V2I communication
systems that collect information about the road and surrounding environment [14,40].
The data management layer performs fusion, filtering, and storage, often combining edge
resources for local responsiveness with cloud infrastructures for large-scale analytics [41].
The modeling layer may include traffic simulation, predictive analytics, geometric or seman-
tic environment representations, and AI-based estimators of degradation or congestion [42].
On top of this, the application layer supports use cases such as predictive maintenance,
traffic optimization, infrastructure management, and scenario analysis [43].

Recent research underscores the growing relevance of RDTs within smart and con-
nected mobility ecosystems. Current trends include AI-enhanced predictive maintenance,
integration with urban traffic management, and distributed architectures for large-scale
sensing and forecasting [44,45]. Together, these developments suggest that the RDT is
progressively becoming a key element for integrating infrastructure awareness into broader
automotive DT ecosystems. This trend extends beyond urban settings: recent work has
explored RDT-based frameworks for interurban highway scenarios, including variable
speed limit management and dynamic re-routing under live traffic conditions [46].

2.4. Enabling Technologies and Approaches

A range of enabling technologies supports the implementation of VDTs, DrDTs,
and RDTs. Rather than acting as isolated components, these technologies jointly determine
how twins are sensed, updated, connected, and used within distributed mobility systems.
In this review, the most recurrent enabling dimensions are sensing and IoT integration, com-
munication and distributed orchestration, AI/ML, data management and interoperability,
hierarchical computing, and cybersecurity and safety assurance.

Sensing and IoT integration provide the data foundation of automotive DTs. Vehicle-
embedded sensors, roadside infrastructure, in-cabin devices, and wearable systems con-
tinuously generate information about vehicle dynamics, driver state, and environmental
conditions. These streams are conveyed through connectivity mechanisms and application
protocols such as MQTT and WebSockets, enabling continuous synchronization between
physical and digital entities [47,48]. In this sense, IoT is not only a source of data but also
the substrate that makes real-time DT updating possible.

Communication and distributed orchestration are central in connected automotive
scenarios, where twins interact across vehicles, infrastructure, and remote services. V2X
and V2I communication mechanisms, roadside units, and service orchestration platforms
enable data exchange among distributed DT components and support coordinated decision-
making beyond the boundaries of a single vehicle [9,16,17]. This capability is particularly
important when the usefulness of a twin depends not only on local sensing but also on
timely access to contextual and cooperative information.

AI/ML techniques provide the analytical capabilities required to infer states, predict
future conditions, and support adaptation. In the literature, they are used for tasks such
as predictive maintenance, traffic forecasting, driver-state estimation, behavior prediction,
and anomaly detection [13,49,50]. Federated and distributed learning approaches have also
been proposed to train models collaboratively while mitigating privacy and data-sharing
constraints in connected vehicular settings [51]. Despite these advantages, the growing
use of AI/ML raises challenges related to interpretability, robustness, and trustworthy
deployment in safety-relevant scenarios [52].
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Data management and interoperability are equally important because automotive
DTs rely on heterogeneous, high-volume, and high-velocity data generated by different sys-
tems and stakeholders. Scalable storage and analytics infrastructures are needed to support
historical analysis, online processing, and lifecycle-oriented decision support [53]. At the
same time, semantic interoperability is necessary to ensure that information exchanged
among VDTs, DrDTs, and RDTs remains consistent and usable across heterogeneous plat-
forms and domains [18]. This becomes particularly relevant in multi-twin systems, where
coordinated operation depends on shared meanings in addition to shared data.

Cloud/fog/edge computing provides the hierarchical execution environment required
to balance low-latency operation with large-scale analytical capabilities [54]. Edge resources,
including in-vehicle devices and roadside units, are typically used for time-sensitive pro-
cessing and local control support, while fog and cloud layers are used for large-scale model
execution, historical analytics, and fleet-level or infrastructure-level optimization [55–57].
This hierarchical organization is recurrent across the literature because automotive DTs
often need both local responsiveness and broader system-level intelligence.

Cybersecurity and safety assurance are cross-cutting concerns in automotive DT
systems. Since DTs rely on sensitive and operationally relevant data, they are exposed to
risks such as spoofing, tampering, unauthorized access, and privacy leakage. The literature
has therefore explored secure communication mechanisms, anomaly detection, intrusion
prevention, and privacy-aware architectures for DT-enabled systems [58,59]. In paral-
lel, the use of DTs in safety-relevant applications requires mechanisms for dependable
monitoring, safe adaptation, and support for validation and testing under critical scenarios.

2.5. Digital Twin Applications in Automotive

Automotive DTs have been explored across a broad range of applications, reflecting
the different roles of vehicle, driver, and infrastructure twins within connected mobility
systems. Representative application areas include vehicle lifecycle management and predic-
tive maintenance [21,60], driver monitoring and personalized assistance [13,17,61], traffic
optimization and smart infrastructure coordination [14,16,62], and the development and
validation of autonomous driving functions in simulated or hybrid environments [28,56,63].
These applications show that automotive DTs are already used not only to mirror physical
assets but also to support prediction, adaptation, coordination, and testing across multiple
layers of the mobility ecosystem.

At the same time, these applications are often developed in a domain-specific manner,
with limited integration across VDT, DrDT, and RDT perspectives. This fragmentation
motivates the need for a more systematic understanding of how different DTs are defined,
connected, and used in the literature, which is the focus of the following sections.

3. Methodology
We adopt a structured review methodology to examine the literature on automotive

Digital Twins (DTs), with a specific focus on Vehicle, Driver, and Road Digital Twins (VDTs,
DrDTs, and RDTs). The goal is to provide a rigorous and critical synthesis of the most
relevant studies addressing the definitions, architectures, enabling technologies, and inte-
gration of these DT domains. The review process was organized into three main phases:

• Planning and scope definition: we defined the objectives of the review, identified its
thematic boundaries, and formulated the research questions guiding the analysis.

• Literature search and screening: we searched for relevant studies on DTs in the auto-
motive domain, with particular attention to VDTs, DrDTs, RDTs, and their enabling
technologies, architectures, and integration mechanisms.
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• Synthesis and interpretation: we analyzed the selected studies to synthesize recurrent
patterns, open challenges, and directions for unified automotive DT ecosystems.

3.1. Search Strategy

The search process was designed to identify technically relevant studies on DT con-
cepts, architectures, and applications in the automotive domain. Particular attention was
given to studies addressing VDTs, DrDTs, and RDTs, as well as to the communication,
computing, and interoperability aspects required to support their coordinated operation in
connected mobility scenarios. The search covered the period from 2008 to 2025, in order to
capture both early conceptual work on DTs and more recent developments in connected, in-
telligent, and automotive-specific DT systems. The literature search relied on combinations
of domain-specific terms, direct expressions, acronym-based variants, and Boolean queries.
To improve coverage, the query set was expanded to include both core DT terms and
adjacent expressions frequently used in connected mobility and driver modeling studies.
The main search terms included:

• Digital Twin; DT;
• Automotive Digital Twin;
• Vehicle Digital Twin; VDT;
• Human Digital Twin;
• Driver Digital Twin; DrDT;
• Road Digital Twin; RDT;
• Road Infrastructure Digital Twin; Traffic Digital Twin;
• Digital Twin Architecture; Digital Twin Standards;
• Real-time Data Management; Connected Mobility;
• Cyber-Physical Systems; V2X; Vehicle-to-Everything;
• ADAS; Autonomous Driving; Self-Driving Cars;
• Driver State Estimation; Human Digital Twin Automotive.

To capture relevant combinations of concepts, we also used Boolean expressions:

• “Human Digital Twin” OR “Driver Digital Twin”;
• “Driver Digital Twin” OR “Driver State Estimation”;
• “Road Digital Twin” OR “Road Infrastructure Digital Twin” OR “Traffic Digital Twin”;
• “ADAS” OR “Autonomous Driving” OR “Self-Driving Cars”;
• “Cyber-Physical Systems” OR “Connected Mobility”;
• “V2X” OR “Vehicle-to-Everything”;
• “Vehicle Digital Twin” AND “Driver Digital Twin” AND “Road Digital Twin”;
• “Digital Twin” AND “Automotive”;
• “Digital Twin” AND “IoT”;
• “Digital Twin” AND “Standards”;
• “Digital Twin” AND “V2X”;
• “Digital Twin” AND “Connected Mobility”;
• “Vehicle Digital Twin” AND “Driver Digital Twin”;
• “Vehicle Digital Twin” AND “Road Digital Twin”.

The search was conducted across the following digital libraries and platforms:

1. ACM Digital Library;
2. Elsevier;
3. Frontiers;
4. IARIA;
5. IEEE Xplore;
6. IFAC-PapersOnLine;
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7. IET/Wiley;
8. MDPI;
9. NIST;
10. Springer.

The review considered journal articles, conference papers, and a limited number of
preprints when they addressed emerging topics relevant to the scope of the paper. Grey
literature was excluded from the review corpus.

3.2. Selection Criteria and Study Coding

The primary inclusion criterion was the relevance of the study to DTs in the automotive
domain. More specifically, selected studies had to address at least one of the following
dimensions: (i) VDTs, DrDTs, or RDTs; (ii) enabling technologies or architectural solutions
for automotive DTs; or (iii) applications involving connected, adaptive, or safety-relevant
automotive scenarios. The selection process considered the following criteria:

• Domain relevance: the study addresses DTs in the automotive or closely related
mobility domain.

• Technical relevance: the study presents architectural, computational, sensing, com-
munication, or application-related aspects that are useful for the review.

• Methodological transparency: the paper provides sufficient detail to understand the
proposed system, model, or experimental setup.

• Analytical usefulness: the study can support comparative analysis across DT types,
enabling technologies, integration strategies, or evaluation settings.

We excluded documents that were out of scope, inaccessible in full text, duplicated
across platforms, or provided insufficient technical detail to support comparative analysis.
Figure 1 summarizes the resulting selection process.

Records identified
across 10 sources

Unique records
after deduplication

Records screened
for scope, access, and technical detail

Studies included
in the review

207

126

126

76

Records excluded
out of scope, inaccessible,

or insufficient detail
50

81 duplicates removed

Figure 1. Study selection process. Records were identified, deduplicated, and screened. Studies were
excluded when they were out of scope, inaccessible, or provided insufficient technical detail.

After selection, each retained study was examined and coded using a common set of
analytical dimensions, including:

• DT type (VDT, DrDT, RDT, or integrated);
• Main application focus;
• Enabling technologies;
• Communication and coordination mechanisms;
• Computing paradigm (e.g., edge, cloud, hybrid);
• Evaluation setting (e.g., conceptual, simulation-based, prototype-based, real-world);
• Safety-related role or capability.
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These dimensions inform the comparative synthesis in Section 4 and are made explicit
through the interaction-oriented comparison of Table 3.

As shown in Table 1, the search yielded 207 records, of which 126 were retained as
unique records after duplicate removal. After screening for scope, accessibility, and analyti-
cal relevance, 76 studies were selected for the review. These 76 studies constitute the core
review corpus used for the comparative analyses presented in Sections 4 and 5. Additional
references are used to support background definitions, enabling technologies, standards,
and broader contextual discussion but are not counted as part of the review corpus.

Table 1. Number of records obtained from the consulted sources.

Source Records

ACM Digital Library 25
Elsevier 50
Frontiers 11

IARIA 1
IEEE Xplore 38

IFAC-PapersOnLine 20
IET/Wiley 1

MDPI 18
NIST 6

Springer 37
Total collected 207
Total unique 126
Total selected 76

3.3. Research Questions

Existing studies have explored DT concepts, architectures, and applications in the
automotive domain, often focusing on specific technical implementations or isolated use
cases of VDTs, DrDTs, or RDTs [22,64–66]. However, less attention has been paid to how
these DT domains are comparatively characterized, how they are integrated in connected
mobility settings, and which safety-related capabilities emerge from their interaction.

Based on these gaps, this review is guided by the following research questions:

• RQ1: What are the main structural components, functional roles, and enabling tech-
nologies of Vehicle, Driver, and Road Digital Twins?

• RQ2: How are Vehicle, Driver, and Road Digital Twins integrated in the literature,
and which communication, computing, and interoperability mechanisms support
such integration?

• RQ3: Which safety-related capabilities are enabled, strengthened, or limited by the
integration of Vehicle, Driver, and Road Digital Twins in connected mobility scenarios?

4. Research Findings and Implications
This section presents the main findings of the review in relation to the research ques-

tions introduced in Section 3. The analysis synthesizes recurrent architectural patterns,
integration mechanisms, and safety-related implications that emerge across studies on
VDTs, DrDTs, and RDTs. Unless otherwise stated, the comparative findings discussed
here are grounded in the 76 studies included in the review corpus, while some additional
references are used only to provide methodological, conceptual, or contextual support.
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4.1. RQ1: What Are the Main Structural Components, Functional Roles, and Enabling
Technologies of Vehicle, Driver, and Road Digital Twins?

Across the reviewed literature, VDTs, DrDTs, and RDTs not only show clear domain-
specific differences but also share a recurring structure. Most contributions can be inter-
preted through a layered organization comprising: (i) a physical and sensing layer, where
data are acquired from vehicles, drivers, or infrastructure; (ii) a data management and com-
munication layer, where heterogeneous streams are filtered, fused, and exchanged; (iii) a
modeling layer, where the digital representation is maintained and updated; and (iv) an
application layer, where analytics, prediction, control, and decision support are delivered to
upper-level services or users [5,8,16,17,20,21,36,67].

Although this layered logic is common across the three DT domains, the functional
role of each twin differs. VDTs are mainly used to represent vehicle state, support predictive
maintenance, monitor component health, and assist performance-aware or control-related
functions [22,23,60,61]. DrDTs focus on driver-related variables such as attention, fatigue,
cognitive workload, behavioral tendencies, or physiological state, and are mainly associ-
ated with personalization and driver-aware adaptation [25,27]. RDTs capture the broader
operational context, including infrastructure conditions, traffic flow, roadside systems,
and environmental factors, thereby providing contextual information for coordination,
planning, and infrastructure-aware adaptation [34,37–39].

A first relevant observation is that the literature rarely treats DTs as fully indepen-
dent entities: the underlying architecture often presupposes information exchange with
adjacent domains. For example, VDTs depend on environmental and communication
context, DrDTs benefit from vehicle and traffic state, and RDTs increasingly rely on data
originating from connected vehicles and distributed sensing systems. Together, these obser-
vations suggest that the distinction between VDT, DrDT, and RDT is analytically useful,
but operationally porous.

A second recurring finding concerns the enabling technologies underpinning these
twins. Across the reviewed studies, six technological dimensions appear repeatedly: sens-
ing and IoT integration, communication and distributed orchestration, AI/ML, data man-
agement and interoperability, hierarchical cloud–fog–edge computing, and cybersecurity
and safety assurance. Their importance, however, is not uniform across DT types. VDT stud-
ies more frequently emphasize predictive analytics, lifecycle management, and edge/cloud
execution; DrDT studies emphasize multimodal sensing, ML-based inference, and per-
sonalization; and RDT studies place stronger emphasis on infrastructure sensing, traffic
modeling, large-scale coordination, and context integration.

The literature also shows that the modeling layer itself is heterogeneous, and this
heterogeneity reflects genuinely different design choices across DT domains. In some
studies, the twin is primarily simulation-driven, relying on engineering or traffic models; in
others, it is mainly data-driven, using machine learning to estimate or predict system state;
and in a growing number of cases, hybrid approaches combine physics-based, behavioral,
and data-driven elements [17,68,69]. These three paradigms appear with different preva-
lences depending on the domain. In VDTs, physics-based and hybrid models are common
for vehicle dynamics and component degradation. In RDTs, simulation-driven models
coexist with data-driven calibration and real-time prediction approaches [44,70]. In DrDTs,
the picture is especially fragmented: some studies rely on physiological signal processing,
others use end-to-end machine learning for behavioral recognition [31,32,71], and a smaller
group attempts to integrate cognitive priors with data-driven inference [13,24]. This hetero-
geneity is particularly consequential for DrDTs, where the choice of modeling paradigm
has direct implications for interpretability [52], generalization, and real-time deployability,
and where no shared standard has yet emerged. Efforts to ground automotive DT archi-
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tectures on standardized foundations, such as ISO 23247, are beginning to emerge [72],
but their adoption remains limited and fragmented across the three DT domains.

Taken together, these findings indicate that automotive DTs should not be under-
stood only in terms of what they represent but also in terms of how they are updated,
connected, and operationalized. The reviewed literature points to a shared architectural
backbone and also to substantial variation in modeling assumptions, functional priorities,
and enabling technology choices across VDTs, DrDTs, and RDTs.

4.2. RQ2: How Are Vehicle, Driver, and Road Digital Twins Integrated in the Literature, and Which
Communication, Computing, and Interoperability Mechanisms Support Such Integration?

The literature has not yet converged on a single model to integrate VDTs, DrDTs,
and RDTs. Instead, three recurrent integration patterns can be identified.

The first recurrent model is a federated or explicitly interaction-oriented architecture, where
multiple twins exchange state information through defined interfaces, coordination logic,
or shared control loops [16,17,68]. In this model, integration is an explicit architectural goal,
and the DTs are treated as cooperating rather than isolated entities. Recent contributions
reinforce this model: a surveillance-video-assisted federated DT framework for pedestrians
and vehicles in-the-loop demonstrates real-time large-area traffic optimization through
cooperative multi-agent DT exchange [73], while a simulation-based V2X-enabled DT
architecture for urban environments shows how cross-domain state sharing can support
coordinated intersection management and conflict detection [74]. This interaction-oriented
architecture is particularly important because it moves beyond single-domain optimization
and begins to address the problem of coordinated operation.

The second emerging pattern achieves integration primarily through communication-
mediated state exchange, even when a full DT-of-DTs architecture is not explicitly de-
fined [56,75–79]. Here, the main contribution lies in coupling traffic, communication, or in-
frastructure models with vehicle-related information to enable shared situational awareness,
simulation, or coordination. Notably, this pattern includes both field-implemented solu-
tions, e.g., cloud-mediated cooperative maneuvers [77], and laboratory-scale testbeds that
couple physical and virtual spaces through a shared cloud unit [78]. Studies implement-
ing this pattern show that useful integration can emerge even without a fully formalized
multi-twin framework, but it also reveals the fragility of solutions that depend heavily on
middleware or simulator-specific coupling mechanisms.

Finally, many studies continue to follow a domain-centered integration logic, where one
twin type is dominant and the others are only partially represented or implicitly assumed.
This is particularly common in VDT- and DrDT-oriented work, where environmental and in-
frastructural context is often treated as external input rather than as a first-class twin, as well
as in RDT-oriented work where vehicle and driver state are similarly absent [14,24,71,80].
While these approaches can still be technically effective for specific use cases, they offer
weaker support for system-wide coordination and more limited cross-domain adaptability.

Figure 2 provides a visual synthesis derived from the literature of these recurrent
interaction patterns, highlighting the common structural logic: vertical updating between
physical entities and their digital counterparts, and horizontal exchange among DTs to
support coordination, driver-aware adaptation, and safety-related functions.
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Figure 2. Recurring interaction patterns among DrDT, VDT, and RDT.

To provide a broader empirical grounding for these findings, Table 2 offers a compar-
ative overview of representative studies, organized around seven analytical dimensions:
DT type, main focus, integration pattern, communication substrate, computing model,
evaluation setting, safety-related role and interoperability support. This overview makes
the structural diversity of existing approaches visible, while systematically highlighting
the gaps that emerge from the full corpus.

Table 2. Comparative overview of representative studies on automotive DT integration. Integration
patterns: P1 = federated/interaction-oriented; P2 = communication-mediated exchange; P3 = domain-
centered. Interoperability support: Partial = APIs or defined interfaces present; None = not addressed.

Ref. DT Type Main Focus Integr.
Pattern

Comm.
Substrate Computing Eval. Safety Role Interop.

[16] VDT + DrDT +
RDT Federated automotive DTs P1

REST/gRPC
APIs, IoT
protocols

Edge + Cloud Prototype

Situational
awareness;
collision
avoidance

Partial

[17] VDT + DrDT +
RDT

Mobility DT coupling
human, vehicle, and traffic
models

P1 V2I/V2C
cellular Edge + Cloud Simulation + case

study

Adaptive control;
traffic safety
optimization

Partial

[79] VDT
network-level

Cloud-native DT
architecture with
distributed VDT modules
across vehicles, edge,
and cloud

P2
V2X;
cloud-native
microservices

Edge + Cloud Simulation

Task offloading
optimization;
low-latency
cooperative
driving support

Partial

[62] Integrated VDT +
DrDT + RDT

AR-based ADAS via
cooperative DT planning at
intersections

P1 V2V/V2I/V2C Cloud Prototype/
simulation

Intersection safety;
driver AR
guidance

None

[56] VDT + RDT Cooperative perception via
automotive edge cloud P2 V2I-like edge

cloud Edge + Cloud Prototype/
simulation

Shared situational
awareness None

[77] VDT + RDT Cooperative ramp merging
via vehicle-to-cloud DT P2 V2C cellular Cloud Real-world field

test

Merging
coordination;
speed
harmonization

None

[78] Integrated VDT +
RDT

Mixed cloud control testbed
for vehicle-road-cloud
integration

P2 Cloud
middleware Cloud Prototype testbed

Multi-vehicle
coordination and
safety validation

None

[75] RDT
SUMO-based
traffic-communication
simulation, V2X style

P2 Simulation
middleware Local/edge Simulation Traffic safety

scenario testing None

[76] RDT iTETRIS V2X application
simulation platform P2

V2X
application
simulation

Local Simulation Shared V2X state
dissemination None

[21] VDT
Edge-based DT framework
for connected and
autonomous vehicles

P3 5G-V2X Edge Prototype +
evaluation

Predictive
maintenance;
anomaly detection

None
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Table 2. Cont.

Ref. DT Type Main Focus Integr.
Pattern

Comm.
Substrate Computing Eval. Safety Role Interop.

[9] VDT
DT-enabled collaborative
and distributed
autonomous driving

P3 V2X implicit Edge + Cloud
MEC Simulation Cooperative

driving safety None

[14] RDT Real-time motorway traffic
DT with live data streams P3 IoT traffic

sensors
Local
SUMO-based

Real-world
Geneva

Traffic control
optimization None

[80] RDT
Urban traffic DT, CTwin,
for city-scale mobility
management

P3 IoT/REST
APIs Cloud Real-world

deployment

Traffic incident
detection; signal
control

Partial

[13] DrDT
Driver DT for online
personalized lane-change
prediction

P3 V2C IoT Cloud Simulation +
naturalistic data

Personalized
driver assistance None

[71] DrDT
Driver DT for online
distracted driving
recognition

P3 In-vehicle In-vehicle/
local

Dataset-based
simulation

Distraction
detection; safety
monitoring

None

[24] DrDT
Review and conceptual
framework for DrDT
enabling technologies

P3 N/A Conceptual Conceptual Driver monitoring;
takeover support None

Table 3 complements this overview by zooming in on a subset of contributions from
the perspective of DT-to-DT interaction specifically, detailing how architectural coupling,
communication support, and coordination mechanisms are combined across connected
mobility scenarios. To situate these automotive findings within a broader architectural
context, the table also includes a set of studies from industrial and IIoT domains [68,81],
which serve as reference patterns for DT-to-DT interaction mechanisms independently of
the mobility domain.

Table 3. Interaction-oriented comparison of representative studies on connected mobility digital
twins. Symbols indicate whether a given capability is explicitly supported in a DT-to-DT interaction
context: YES = fully supported; PARTIALLY = partially or indirectly supported; NO = not supported
or not interaction-driven. Studies marked with ∗ originate from industrial or IIoT contexts rather
than connected mobility; they are included for comparison of DT-to-DT interaction architectures, not
as automotive case studies.

Ref. DT Architecture DT-to-DT Interactions Traffic Optimization V2X Integration Driving Customization

[62] YES (cyber-physical shared DT) YES (cooperative slot
reservation)

YES (intersection
coordination, no full stops) YES (V2V/V2I/V2C)

YES (AR HMI adapts
guidance from cooperative
planning)

[17]
YES (cloud–edge mobility DT
integrating human, vehicle,
and traffic models)

YES (triadic coupling with
reciprocal feedback)

YES (traffic optimization via
variable speed limits and
predictive ACC)

YES (V2I/V2C for state
exchange and coordination)

YES (personalized P-ACC
tuning from fused DT
insights)

[81] ∗ YES (holistic closed-loop IIoT
DTN architecture)

YES (explicit feedback
coupling among twin
components for network
control)

YES (communication
network scheduling
optimization via DT
feedback)

NO NO

[68] ∗

YES (modular reference DT
software platform with explicit
interaction mechanisms among
twin components)

YES (defined interaction
mechanisms/data-model-
algorithm coupling
enabling reciprocal updates)

NO NO NO

[56]

YES (logically centralized
real-time DT over distributed
edge cloud enabling cooperative
perception)

YES (explicit fusion of
vehicle and infrastructure
twin data for shared
situational awareness)

NO YES (V2V/V2I-like data
sharing for state fusion) NO

[75]

PARTIALLY (enabler for
traffic–communication coupling,
not a full DT interaction
architecture)

YES (explicit bidirectional
coupling via
TraCI/V2X-style
middleware)

NO
YES (V2X data exchange
supporting shared
situational awareness)

NO

[76]

PARTIALLY (integration
middleware coupling traffic and
communication simulators, not
full DT-of-DTs)

YES (bidirectional coupling
enabling state exchange via
middleware)

NO
YES (V2X application
simulation enabling shared
state dissemination)

NO
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The tables jointly reveal several structural findings. First, the majority of contributions
in Table 2 fall within the domain-centered pattern (P3), confirming that isolated DT designs
remain the norm rather than the exception. Second, fully integrated configurations (P1) are
concentrated in a small yet technically rich subset of studies, and typically rely on hierarchi-
cal edge–cloud computing combined with V2X or cellular communication, though excep-
tions exist (e.g., ref. [62] operates at the cloud layer only). Third, the interaction-oriented
comparison in Table 3 reveals that even within the P1 and P2 groups, the simultaneous
presence of: (i) explicit multi-twin interaction, (ii) traffic optimization through cross-twin
coordination, (iii) V2X-enabled information exchange, and (iv) driver-aware customization
remains uncommon, with only [17,62] satisfying all four conditions.

Communication mechanisms play a central role in all three integration patterns.
The literature shows two partially overlapping paradigms. In one paradigm, V2X is
treated explicitly as the operational substrate that enables state dissemination, coordination,
and shared situational awareness across vehicles and infrastructure [16,17,62,68]. In the
other paradigm, higher-layer middleware or distributed service frameworks abstract the
communication substrate and expose interaction through APIs, brokers, or coupling inter-
faces and simulation-level connectors [16,75,76,78]. The first paradigm provides clearer
visibility into how vehicular and infrastructural information propagates across the system,
while the second offers greater modularity and portability at the software architecture
level. Architecture-first approaches are gaining traction in this space: recent work on
automotive DTs built on standardized software architectures emphasizes the importance
of component decomposition, interface contracts, and deployment flexibility for scalable
multi-twin systems [72].

A similar distinction can be observed in computing choices. Many studies adopt
hierarchical edge–cloud solutions, where low-latency processing is performed close to
the vehicle or roadside infrastructure, while heavier analytics and coordination tasks are
delegated to remote or cloud resources [16,17,21,54,55,57]. This pattern is especially rele-
vant for multi-twin integration because different twins operate under different temporal
constraints: some driver- and vehicle-related adaptations require immediate reaction,
whereas traffic-level optimization and large-scale coordination can tolerate longer process-
ing times [9,13,14,23,24,71,80].

Interoperability remains a weaker point. Although several studies mention APIs, data
exchange interfaces, semantic layers, or federation mechanisms, only a limited portion
of the literature addresses semantic interoperability in a sufficiently explicit manner [18].
This suggests that communication among twins is often technically possible but not yet
supported by mature shared data models or interaction semantics. As a result, many
current solutions appear integrable at the software level but not fully interoperable at the
system-of-systems level [33].

Overall, the review indicates that integration among VDTs, DrDTs, and RDTs is
technically feasible and increasingly explored, but still fragmented. Existing work provides
important building blocks for multi-twin coordination, yet the field lacks widely adopted
patterns for semantic alignment, reusable interaction interfaces, and consistent distribution
of roles across edge, vehicle, and infrastructure resources.

4.3. RQ3: Which Safety-Related Capabilities Are Enabled, Strengthened, or Limited by the
Integration of Vehicle, Driver, and Road Digital Twins in Connected Mobility Scenarios?

The reviewed literature suggests that integrating VDTs, DrDTs, and RDTs can strengthen
several safety-related capabilities, even though current evidence remains uneven and often
application-specific. These capabilities can be grouped into five recurrent categories.

Cross-domain situational awareness is the most immediate benefit of integration.
When vehicle state, driver state, and infrastructure context are jointly represented, the sys-
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tem can reason on a more complete and operationally relevant view of the driving situa-
tion [16,17,35]. Compared with isolated DTs, integrated configurations are better positioned
to capture interactions among human, vehicular, and environmental factors, which is par-
ticularly important in dynamic and safety-relevant mobility scenarios.

Earlier and more context-aware intervention is a second recurring capability. By com-
bining driver-related indicators (e.g., fatigue, distraction, workload), vehicle behavior,
and road context, integrated DT systems can support more timely warnings, adaptive
assistance, or preventive control actions [17,29,30,68]. In this sense, the safety contribution
of integration is not only greater observability, but also the possibility of tailoring responses
to a richer operational context.

Driver-aware adaptation is another capability that emerges from the literature, es-
pecially when DrDTs are coupled with VDT-supported control or assistance mechanisms.
Personalized warnings, adaptive assistance policies, and context-sensitive interface be-
havior can all benefit from combining driver modeling with vehicle and environmental
information [13,17,25,27,32]. However, the evidence here is still limited, and the field lacks
common methods for quantifying the safety benefit of such personalization.

Safer validation and scenario exploration also appears as a significant contribution
of integrated DT environments. Studies based on simulation, driver-in-the-loop platforms,
or hybrid digital environments show that coordinated representations of vehicle dynamics,
driver behavior, and road conditions can support safer testing of critical scenarios before
real-world deployment [28,63,68]. This is particularly relevant for advanced assistance
functions and connected mobility services, where unsafe behaviors often emerge only from
interactions across domains.

Distributed and scalable safety support is enabled when integration is combined with
federated architectures or hierarchical computing. Edge–cloud coordination, distributed
monitoring, and cross-domain data exchange can support safety-relevant functions at
multiple scales, from in-vehicle reaction to infrastructure-level coordination [16,21]. This is
further supported by recent work demonstrating a virtual-road DT framework specifically
designed for mixed autonomous traffic safety analysis, which shows how joint vehicle and
infrastructure digital representations enable scenario-level safety evaluation beyond what
isolated models can achieve [82]. This indicates that integration is not only a modeling issue
but also an architectural condition for deploying safety-aware mobility services beyond
isolated prototypes.

At the same time, the review highlights important limitations. First, most studies do
not evaluate safety through common metrics or standardized assurance criteria. Safety is
often discussed as a likely benefit or design objective, but is only rarely operationalized as
a directly measured comparative dimension. This observation is consistent with broader
findings in the autonomous driving literature, where proving safety against well-defined
criteria remains an open problem even outside the DT context [83–86]. Second, the inte-
gration of the three DT domains remains partial in much of the literature, which makes it
difficult to assess how much of the claimed safety value truly depends on cross-twin cooper-
ation rather than on improvements within a single DT. Third, the weakest points of current
solutions often concern real-time synchronization, interoperability, privacy-sensitive driver
modeling, and the maturity of DrDT representations. These limitations directly affect the
reliability and deployability of safety-relevant adaptation.

From a broader perspective, the literature therefore supports a cautious conclusion:
the integration of VDTs, DrDTs, and RDTs does not yet provide validated evidence of uni-
versally improved safety, but it does enable a set of safety-related capabilities that isolated
twins struggle to achieve alone. The most promising direction is not simply to connect more
twins but to do so through architectures that make communication, timing, semantic consis-
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tency, and adaptation logic explicit and dependable. The implications of these findings are
twofold. From a research perspective, there is a clear need for more consistent comparative
evaluations, more explicit interoperability mechanisms, and more rigorous methods to
assess the safety contribution of driver-aware and infrastructure-aware integration. From a
system design perspective, the literature indicates that future automotive DT ecosystems
should be conceived as distributed, interaction-oriented, and semantically coordinated
systems, rather than as a loose aggregation of independent twins.

5. Toward a Unified Conceptual Framework for Connected and
Safety-Aware Automotive Digital Twins

The findings discussed in Section 4 suggest that research on Vehicle, Driver, and Road
Digital Twins is progressing, but remains fragmented across definitions, architectural
assumptions, interaction mechanisms, and evaluation practices. In particular, the literature
reveals recurring difficulties in cross-domain interoperability, semantic alignment, real-time
coordination, and explicit treatment of safety-related requirements in distributed settings.
Similar observations have also been reported in broader reviews of digital twins for future
networks and cyber-physical systems, where scalable, trustworthy, and heterogeneous DT
integration remains an open challenge [87].

Table 4 summarizes how the main gaps emerging from the review translate into
architectural implications and motivate the principles of the unified conceptual framework
presented in the following subsection.

Table 4. Main review gaps and their implications for the unified conceptual framework.

Gap from the Review Design Implication Framework Principle(s)

Fragmented integration across VDTs,
DrDTs, and RDTs

A unified ecosystem should support
explicit cross-twin coordination rather
than isolated domain-specific twins

Federated autonomy with
system-level coordination

Limited semantic interoperability
across heterogeneous twins and data
sources

Cross-domain interaction requires
shared models, semantic alignment,
and consistent state exchange

Semantic interoperability
through shared models

Different temporal requirements across
driver-, vehicle-,
and infrastructure-related functions

Computation and communication
should be distributed according to
latency and scale constraints

Hierarchical
edge–cloud orchestration

Safety-related benefits are discussed
more often than they are evaluated,
while privacy and trust remain critical
concerns

The framework should make
adaptation, runtime supervision,
and secure collaboration explicit

Adaptive control with runtime
supervision; privacy-aware and
zero-trust collaboration

Building on these findings, this section outlines a unified conceptual framework for
connected and safety-aware Automotive Digital Twins (ADTs). The aim is not to claim
a definitive or validated architecture, but to synthesize the main design principles that
emerge from the literature and that appear necessary for coordinated operation across
VDTs, DrDTs, and RDTs.

5.1. Foundational Principles

As illustrated in Figure 3, the proposed framework can be understood as a federated
and interaction-oriented ecosystem in which VDTs, DrDTs, and RDTs remain locally spe-
cialized, yet exchange information and coordinate actions through shared architectural
principles. Based on the patterns identified in Section 4 and on the enabling dimensions
discussed in Section 2, five foundational principles emerge.
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Figure 3. Conceptual synthesis of the foundational principles for a unified framework for connected
and safety-aware automotive digital twins.

• Federated autonomy with system-level coordination. The literature suggests that
VDTs, DrDTs, and RDTs should preserve local autonomy to remain responsive to
domain-specific constraints, while also participating in a broader coordination struc-
ture. In practice, this means that each twin should be able to operate and adapt lo-
cally, but without ignoring system-level conditions that may affect safety, consistency,
or cooperative behavior. Rather than assuming a monolithic architecture, the frame-
work therefore adopts a federated view, where coordinated operation emerges from
explicit interaction mechanisms, shared policies, and cross-twin synchronization
logic [10,16,68]. In safety-relevant contexts, such coordination should be guided by
domain standards and assurance-oriented design practices, including functional safety
and SOTIF-inspired reasoning [88,89].

• Hierarchical edge–cloud orchestration. A recurring pattern in the reviewed literature
is the need to distribute computation according to temporal criticality. Low-latency
functions, such as driver-state monitoring, immediate warnings, or local control
adaptation, are better placed at the vehicle or roadside edge. In contrast, large-scale
analytics, long-term learning, and fleet- or infrastructure-level optimization are more
naturally delegated to fog or cloud layers [16,17,21]. A unified ADT framework should
therefore support hierarchical orchestration across edge, fog, and cloud resources,
allowing different twins and services to execute where their latency, scalability, and co-
ordination requirements can be most effectively balanced.

• Semantic interoperability through shared models and ontologies. One of the clear-
est gaps identified in the literature concerns interoperability beyond simple data
exchange. A connected ADT ecosystem requires not only interfaces for communica-
tion but also sufficiently aligned representations of driver state, vehicle state, road
context, events, and adaptation logic. For this reason, semantic interoperability should
be treated as a foundational principle rather than as a secondary implementation
detail. The framework therefore assumes the use of shared vocabularies, ontological
mappings, or common data models to reduce ambiguity and improve cross-domain
consistency [90]. For DrDTs in particular, this implies that driver-related states should
be exposed through explicit semantic state descriptors, including the estimated value,
confidence, freshness, provenance, sensing modality, and validity conditions. This
allows driver-state information to be interpreted by vehicle and road twins without
assuming that all systems share the same sensing pipeline or inference model. Ex-
isting efforts in vehicular data modeling, intelligent transport standards, and sensor
ontologies provide useful reference points, even though no single standard currently
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covers the full VDT–DrDT–RDT integration space. A recent case study on engineering
automotive digital twins over standardized architectures, explicitly referencing ISO
23247, provides a useful reference point for how shared structural conventions can
reduce integration friction across heterogeneous DT components [91].

• Hierarchical adaptive control through MAPE-K-inspired loops. The review sug-
gests that adaptive behavior in automotive DT ecosystems requires both local and
cross-domain feedback loops. For this reason, a useful conceptual abstraction is pro-
vided by MAPE-K-like control loops, which can be instantiated at the twin level and
coordinated at a higher level when multiple twins need to react jointly to changing con-
ditions [92,93]. In this framework, local adaptation may involve updating driver-state
estimates, vehicle control parameters, or infrastructure responses, while higher-level
coordination may evaluate whether local decisions remain coherent with broader
operational goals. Importantly, the purpose of this principle is not to prescribe a
specific autonomic architecture, but to emphasize that adaptive DT ecosystems require
explicit monitoring, reasoning, planning, and execution mechanisms, supported by a
structured knowledge base.

• Privacy-aware and zero-trust collaborative intelligence. Because ADTs rely on sen-
sitive and operationally relevant data, especially in the case of DrDTs, privacy and
security should be integrated into the framework as intrinsic design requirements. This
includes secure identity and access management, constrained data sharing, and ar-
chitectural assumptions that do not treat any interacting component as implicitly
trusted. In this sense, zero-trust principles offer a useful reference model for struc-
turing interactions among distributed twins and services [58,59,94–96]. At the same
time, collaborative intelligence should be supported in a privacy-aware manner, for ex-
ample through federated learning or related techniques that allow collective model
improvement without centralizing all raw driver-related data [47,51,97]. The goal is
not only security in the narrow sense but also sustainable trustworthiness in multi-
actor automotive ecosystems.

The semantic-interoperability principle has specific implications for DrDTs, since
driver-related states are often produced by heterogeneous sensing pipelines and inference
models. A possible way forward is to make the internal structure of the driver twin more
explicit, rather than relying on generic labels such as “driver state” or “driver model”.
Based on the reviewed literature and on the integration needs identified in this paper,
a minimal set of DrDT representation dimensions can be identified, as summarized in
Table 5. These dimensions do not prescribe a single implementation model, but provide
an interface-oriented structure that can support comparison across studies and interaction
with VDTs and RDTs.

Such a representation would allow DrDTs to expose driver-related information as
structured semantic state descriptors rather than as isolated classification outputs. For ex-
ample, an estimated fatigue or attentiveness state should be associated not only with a
categorical or numerical value but also with confidence, freshness, provenance, sensing
modality, and validity conditions. This is particularly important when DrDT outputs are
used by VDTs, RDTs, or coordination layers to support safety-relevant adaptation. In this
sense, the path toward more consistent DrDTs is not only a matter of improving driver-state
estimation algorithms but also of defining interoperable state representations that can be
exchanged, interpreted, and audited across connected automotive DT ecosystems.
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Table 5. Minimal representation dimensions toward more consistent Driver Digital Twin representations.

Dimension Content Purpose for DrDT Consistency

Stable driver profile

Relatively persistent driver-related information,
such as preferences, driving-style tendencies,
capability-related traits, and relevant personal
constraints.

Separates long-term personalization
factors from transient driver-state
estimates.

Dynamic driver state
Time-varying variables such as attention, fatigue,
workload, arousal, distraction, stress, readiness,
and short-term intention.

Makes explicit which human-state
variables are modeled, inferred,
and updated at runtime.

Contextual coupling
Vehicle state, automation mode, traffic situation,
road context, environmental conditions, and task
demands.

Prevents driver state from being
interpreted independently of the
operational driving situation.

Interaction and
adaptation interface

Warnings, HMI adaptation, takeover support,
assistance policies, and other driver-facing or
vehicle-facing adaptation mechanisms.

Clarifies how DrDT outputs are used
by downstream assistance, control,
or coordination services.

State metadata and
validity conditions

Confidence, freshness, provenance, sensing
modality, update rate, and operational validity
conditions associated with each DrDT state
variable.

Supports traceability, uncertainty
handling, semantic interoperability,
and safe cross-twin coordination.

Taken together, these principles do not define a single implementation blueprint; rather,
they provide a conceptual structure for reasoning about how VDTs, DrDTs, and RDTs can
be coordinated in connected mobility systems while preserving responsiveness, interoper-
ability, and safety awareness.

5.2. Conceptual Architectural View

While Figure 3 summarizes the guiding principles of a unified ADT ecosystem,
Figure 4 provides a complementary architectural interpretation of how these principles
may be embodied in a layered and interaction-oriented design. The figure should not be
read as a definitive reference architecture, but rather as a conceptual synthesis of recurrent
structural elements emerging from the reviewed literature.

At the base of the architecture lies the physical world, where data originate from drivers,
vehicles, road infrastructure, and broader environmental or traffic-related sources. This layer
includes in-cabin and wearable sensing, onboard vehicle sensing and control signals, roadside
infrastructure, smart traffic devices, and external contextual data such as weather or map-
based information. Its role is to provide the raw and contextual observations required to keep
the digital counterparts aligned with the evolving physical environment.

Above it, the communication and execution infrastructure captures the distributed
processing and communication substrate that repeatedly emerges in the literature. In the
figure, this layer is represented through edge or onboard processing resources, V2X commu-
nication fabric, and cloud or back-end services. Its role is twofold: to support low-latency
local processing where required, and to enable state exchange and distributed execution
across vehicles, infrastructure, and remote services. This layer is particularly important
because the review has shown that integration among VDTs, DrDTs, and RDTs depends
not only on modeling quality but also on the timeliness, continuity, and structure of cross-
domain communication and computation.
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Figure 4. Conceptual layered synthesis of a unified automotive digital twin ecosystem, highlighting
coordinated Driver, Vehicle, and Road Digital Twins, supporting communication and execution
infrastructure, higher-level adaptation mechanisms, and application services. Security, privacy,
and trust are treated as cross-cutting concerns.

The digital twin layer constitutes the conceptual center of the architecture. Here,
Driver, Vehicle, and Road Digital Twins are maintained as distinct yet interacting entities.
This separation remains useful because each twin preserves its own modeling assump-
tions, state representations, update mechanisms, and domain-specific objectives. At the
same time, the horizontal links among these twins emphasize one of the main findings
of the review, namely that the value of automotive DTs increases when driver, vehicle,
and infrastructure-related information are coordinated rather than treated in isolation.
In this view, the DrDT contributes driver state, behavioral interpretation, and adaptation
cues; the VDT contributes vehicle state, health, and dynamics; and the RDT contributes
traffic, infrastructure, and contextual awareness.

Above the twins, the coordination and adaptation layer represents the higher-level
mechanisms required to transform multi-twin information into coherent system behavior.
In the figure, this layer includes semantic and context integration, federation and service
coordination, and adaptive control with runtime supervision. Together, these functions
reflect a central conclusion of the review: a unified automotive DT ecosystem requires
more than simple data exchange. It also requires explicit mechanisms for contextual
interpretation, cross-domain coordination, and adaptation logic. The adaptive control
block is represented as MAPE-K-inspired to indicate that monitoring, reasoning, planning,
and execution may be organized through structured feedback loops, without implying a
single mandatory implementation strategy.

At the top, the application layer represents the operational services that consume
coordinated twin outputs. These include driver assistance and human–machine interaction,
traffic and infrastructure management, and analytics, simulation, and validation services.
This layer highlights that the purpose of a unified ADT ecosystem is not the twins them-
selves, but the connected and adaptive services that can be built on top of them when
cross-domain information becomes available in a coordinated manner.

Finally, Figure 4 makes explicit that security, privacy, and trust should be treated
as cross-cutting concerns rather than isolated add-ons. This choice is consistent with the
broader framework proposed in this paper, where trustworthy data exchange, privacy-
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aware collaboration, and secure coordination are considered necessary conditions for
scalable and safety-aware multi-twin ecosystems.

Overall, Figure 4 helps bridge the gap between the abstract principles of Figure 3
and a more operational architectural view. Its main contribution is to show that a unified
ADT ecosystem requires not only multiple digital twins but also communication and
execution infrastructure, explicit cross-twin interaction, higher-level coordination and
adaptation mechanisms, and mobility services supported by cross-cutting trust, privacy,
and security requirements.

5.3. Safety Assurance Considerations

If the framework is to support safety-relevant automotive services, safety assurance
cannot be treated as an implicit consequence of integration. Instead, the literature suggests
that assurance-related mechanisms should be embedded explicitly in the architecture, at
both design time and runtime. In this perspective, three complementary directions appear
particularly important.

The first direction is contract-based and specification-driven coordination. Inter-
actions among VDTs, DrDTs, and RDTs should be constrained by explicit assumptions,
guarantees, and validity conditions describing what kind of information can be exchanged,
with which confidence, and under which operational limits. In practice, this means that
cross-twin adaptation should rely not only on the availability of information but also
on explicit conditions regarding its trustworthiness, timeliness, and safe use. Contract-
based reasoning, inspired by safety engineering practices and increasingly discussed in
DT-related contexts, offers a promising basis for making these dependencies traceable and
analyzable [98].

The second direction is runtime monitoring and anomaly-aware supervision. Be-
cause connected automotive DTs operate in dynamic and partially unpredictable environ-
ments, design-time reasoning alone is insufficient. A unified framework should therefore
include runtime mechanisms able to detect deviations from expected behavior, inconsisten-
cies among twin states, or communication failures that may compromise safe adaptation.
These mechanisms may combine rule-based checks with data-driven anomaly detection,
depending on the application context [99]. Their role is not only to detect faults but also to
identify early conditions under which local or cross-domain decisions should be revised,
delayed, or blocked.

The third direction is graceful degradation under partial failure or degraded coor-
dination. The reviewed literature repeatedly shows that multi-twin integration depends
on synchronization, communication quality, and availability of contextual data. A realistic
architecture should therefore assume that some of these dependencies may temporarily fail.
Under such conditions, the system should preserve essential safety-related functions while
disabling or simplifying more advanced adaptation or optimization services. For instance,
a vehicle-level controller may revert to conservative assistance policies when driver-state
updates are stale, or infrastructure-level services may continue broadcasting alerts even
when deeper personalization logic is unavailable. This principle is important because it
shifts the framework from an idealized, integrated system to a more deployable, resilient
one. Complementary to these runtime directions, recent work on scenario-based acceler-
ated testing for SOTIF in autonomous driving highlights how systematically structured test
scenarios—generated and executed within DT environments—can close the gap between
design-time assumptions and real-world operational coverage [100]. Similarly, virtual-
road DT frameworks for mixed traffic safety analysis demonstrate that integrating vehicle
and infrastructure twins within simulation-based safety pipelines can expose hazardous
interaction patterns before physical deployment [74].
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Together, these directions suggest that safety assurance in unified automotive DT
ecosystems should be approached as a continuum: from explicit design constraints to
runtime supervision to fault-tolerant behavior under degraded operating conditions. This
does not yet amount to validated evidence of safe deployment, but it provides a more
concrete basis for structuring future research on dependable, connected, and driver-aware
automotive DT systems.

5.4. Unified ADT in Action: Interaction Scenario

To make the coordinated operation of the three DTs more concrete, consider the follow-
ing scenario grounded in the architectural principles of Figures 3 and 4: an instrumented
vehicle approaches a signalized urban intersection under conditions that trigger cross-
domain DT interaction. This type of scenario, combining vehicle, driver, and infrastructure
state in a safety-critical urban context, is representative of the integration challenges identi-
fied throughout the review and reflects the interaction topology captured in Figure 4.

The purpose of this scenario is not to introduce new sensing, driver-monitoring,
or ADAS components in isolation. Rather, it is to instantiate the proposed framework
by showing how components that are typically studied separately can be coordinated
through cross-twin state exchange, semantic alignment, contract-based reasoning, and run-
time adaptation. The added value therefore lies in the system-level composition and in
the explicit flow from physical observations to twin updates, coordinated interpretation,
and safety-relevant action.

The same scenario can be interpreted in two complementary modes. In an online
mode, the twins act as synchronized runtime representations supporting monitoring,
warning, and conservative adaptation. In a simulation-in-the-loop mode, the same cross-
twin state configuration can be replayed, perturbed, and evaluated before deployment
to assess whether the coordination logic behaves safely under variations in driver state,
vehicle speed, signal timing, pedestrian behavior, and communication quality. This dual
interpretation is consistent with the use of DT environments for scenario-based safety
testing and with virtual-road DT pipelines for identifying hazardous interaction patterns
before physical deployment.

Physical layer inputs. At the physical layer, the driver’s in-cabin camera and physio-
logical sensors detect elevated eye-blink frequency and reduced gaze stability, consistent
with early-stage fatigue. Multimodal in-cabin sensing of this kind—combining cameras,
physiological signals, and vehicle control inputs—constitutes the standard acquisition
architecture for DrDTs described in the literature [24,25,32]. Simultaneously, the vehicle’s
onboard CAN/OBD and GNSS signals report a speed slightly above the posted limit and
compute a projected stopping distance based on current vehicle dynamics [21,23]. Roadside
infrastructure provides information indicating that the traffic signal ahead will turn red
within a few seconds, while a pedestrian crossing event has been detected at the target
intersection through roadside sensing and V2I communication [15,35,39]. This combina-
tion of in-vehicle, V2X, and infrastructure sensing reflects the physical-layer configuration
consistently described in RDT-oriented work [14,34].

Digital Twin layer. These inputs are independently maintained by the three twins
at the Digital Twin layer. The DrDT updates its driver state estimate to reflect moderate
fatigue and reduced attentiveness, following the persistent and continuously updated
representation model discussed in [24,27,71]. The VDT flags the mild speed overshoot
and updates its dynamic state, consistent with the real-time monitoring and edge-based
synchronization described in [21,23]. The RDT updates its intersection state model with
the imminent red phase and pedestrian presence, extending the contextual infrastructure
representation discussed in [35,39]. Crucially, none of these updates in isolation is sufficient
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to trigger a safety-relevant response; it is their combination that constitutes the hazard. For
this scenario to support runtime adaptation, the coordination layer should not treat all twin
states as equally valid. Each state update should be associated with freshness, confidence,
and provenance metadata, and the safety contract should specify the maximum acceptable
age of driver-, vehicle-, and infrastructure-related information. Time-critical processing,
such as driver-state estimation, vehicle-state updates, and initial warning generation, is
assumed to run at the in-vehicle or roadside edge, while cloud services are used only for
non-time-critical analytics, logging, or offline refinement. If one of the required inputs
is stale, unavailable, or inconsistent, the coordination layer should inhibit personalized
adaptation and fall back to conservative local assistance or warning policies.

Coordination and Adaptation layer. At the Coordination and Adaptation layer,
the Semantic and Context Integration module aligns the three state representations onto
a shared situational model. Semantic alignment of heterogeneous twin states of this
kind requires shared vocabularies and ontological mappings to avoid ambiguity across
domains [18,90]. The Federation and Service Coordination module evaluates the composite
state—fatigued driver, slightly fast vehicle, imminent red phase, pedestrian present—
against a predefined safety contract: the combined condition exceeds the intervention
threshold defined at design time. Contract-based reasoning of this kind, where cross-twin
interactions are governed by explicit assumptions and validity conditions, is discussed as
a key safety assurance mechanism in [98] and is motivated by SOTIF-aligned reasoning
about uncertain operational conditions [89,100].

The MAPE-K-inspired Adaptive Control block [92,93] then issues two coordinated
outputs. First, the DrDT activates a graduated HMI intervention—an auditory cue fol-
lowed by a visual deceleration prompt—whose intensity is scaled to the estimated driver
attentiveness level. Fatigue-scaled and context-adaptive HMI strategies of this kind have
been shown to improve driver response and situation awareness in safety-critical scenar-
ios [29,30]. Second, the VDT adjusts the ADAS target speed to initiate a smooth deceleration
profile compatible with safe stopping before the intersection line. The joint use of driver
state and road context to parameterize such vehicle-level responses is a defining character-
istic of the P1 integration pattern identified in the previous section, and is operationally
demonstrated in [17,62]. The coupling of a cognitive driver state model with behavioral
compliance logic in this kind of intervention loop has also been investigated in recent work
on cognitive DrDTs for accident prevention [31].

If the driver responds and decelerates appropriately within a defined time window,
the intervention is logged and the twins revert to normal monitoring. If no response is
detected, the Adaptive Control block escalates to a cooperative braking request, consistent
with the graceful degradation principle described in the previous section. Throughout,
the Privacy-Aware and Zero-Trust Collaboration layer ensures that the driver physiological
data used by the DrDT are processed locally and are not transmitted to external ser-
vices in raw form, following the federated and privacy-preserving architectures discussed
in [47,51,97] and the zero-trust interaction model advocated in [94–96].

What cross-twin coordination adds. This scenario illustrates three safety-relevant
outputs that would be difficult to support with the same contextual completeness through
isolated DTs. First, the fatigue-scaled HMI intervention requires DrDT and VDT coupling:
the vehicle’s speed state is needed to determine the urgency of the warning, while the
driver’s attentiveness state is needed to calibrate its modality and intensity [17,29]. Second,
the pedestrian-aware deceleration profile requires VDT and RDT coupling: the stopping
distance computation depends on infrastructure-derived signal timing and pedestrian
crossing data that are not locally available to the vehicle [35,39]. Third, the composite
safety assessment that triggers escalation only when all three domains jointly exceed the
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threshold requires the full three-way coordination and the contract layer [98], since the
individual conditions—mild fatigue, minor speed excess, imminent red phase—would not
individually reach the escalation criterion.

This composite reasoning structure is structurally consistent with the federated,
pedestrians-and-vehicles-in-the-loop DT framework proposed in [73], which provides
a cooperative multi-agent DT exchange model for large-area real-time traffic optimization.
The V2X-enabled urban intersection simulation of [74] provides a comparable interac-
tion model, showing how cross-domain coordination can reduce conflict rates relative to
vehicle-only or infrastructure-only baselines. The resulting safety coverage also aligns
with the mixed-traffic safety analysis framework of [82], which indicates that joint vehicle–
infrastructure virtual representations can expose hazardous interaction patterns that neither
domain can detect alone.

6. Threats to Validity
As with any structured literature review, this study is subject to several threats to

validity that should be considered when interpreting its findings. We addressed these
threats through explicit search, screening, and synthesis choices, but they cannot be elimi-
nated entirely.

A first threat concerns the validity of the search and coverage. Although the review
spans ten major digital libraries and publisher platforms and covers the 2008–2025 pe-
riod, relevant studies may still have been missed. This risk is particularly relevant in a
fragmented field such as automotive digital twins, where similar concepts are sometimes de-
scribed using different terms, adjacent labels, or domain-specific expressions rather than the
exact categories of Vehicle, Driver, or Road Digital Twins. To mitigate this threat, the search
strategy combined direct DT terminology with related expressions from connected mobility,
driver modeling, V2X, and autonomous driving, and also included Boolean combinations
intended to capture cross-domain studies. It should also be noted that broader surveys on
DT for intelligent vehicles and transportation systems have recently appeared [19], covering
a wider scope that includes communication networks and ITS infrastructure beyond the
VDT–DrDT–RDT focus of this paper. These serve as useful complementary references for
readers seeking a more expansive view of the field.

Even so, the final corpus should be interpreted as a rigorously constructed but not
necessarily exhaustive representation of the field.

A second threat relates to selection validity. The inclusion and exclusion of studies
inevitably involve researcher judgment, especially when papers differ in technical depth,
conceptual clarity, or relevance to related automotive DTs. This is particularly important in
a literature base where some studies are highly architectural, others are application-driven,
and others remain partially conceptual. To reduce arbitrariness, we applied explicit inclu-
sion criteria based on domain relevance, technical relevance, methodological transparency,
and analytical usefulness. We also excluded duplicates, inaccessible papers, and studies
lacking sufficient technical detail to support comparative synthesis. Nevertheless, border-
line cases remained possible, especially for papers that addressed only one DT domain
while implicitly assuming the others.

A third threat concerns the validity of classification and coding. Several analytical
dimensions used in the review—such as DT type, integration pattern, safety-related role,
communication substrate, or interoperability support—required interpretive coding. In het-
erogeneous literature, these categories are not always explicitly stated by the original
authors, and in some cases, they had to be inferred from the described architecture or
evaluation setting. This may introduce classification bias, especially for studies that do not
adopt a consistent DT vocabulary. We mitigated this risk by using a common coding scheme
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across the corpus and by grounding categories in recurrent structural features rather than
in terminology alone. Even so, some categorizations remain interpretive abstractions rather
than objectively fixed labels.

A fourth threat involves construct validity, particularly regarding the notion of safety.
In the reviewed literature, safety is often treated as an expected benefit, design objective,
or application motivation rather than as a directly measured outcome supported by stan-
dardized metrics. As a result, our synthesis of safety-related capabilities should not be
interpreted as proof that integrated VDT–DrDT–RDT systems are universally safer than
isolated approaches. Rather, the review identifies how the literature positions integration
as enabling or strengthening capabilities such as situational awareness, driver-aware adap-
tation, and safer scenario exploration. To remain methodologically cautious, we explicitly
distinguish between validated evidence and claimed or inferred safety contributions.

A fifth threat concerns external validity and generalizability. The reviewed studies
differ substantially in scope, maturity, and evaluation setting, ranging from conceptual pro-
posals and simulations to prototypes and limited real-world deployments. Consequently,
the patterns identified in this paper should be interpreted as literature-level tendencies
rather than universally established properties of all automotive digital twin systems. This
limitation is especially relevant for Driver Digital Twins and integrated multi-twin systems,
where empirical evidence remains comparatively limited, and definitions are still evolving.

A sixth threat relates to publication and reporting bias. Peer-reviewed studies are more
likely to report successful architectures, promising applications, or positive performance
indications than negative results, failed integrations, or safety limitations. Moreover, grey
literature was excluded to preserve technical traceability and methodological transparency,
but this choice may also omit industrial experiences or deployment lessons that are not rep-
resented in academic publications. The review therefore reflects the state of the documented
scholarly literature rather than the full range of industrial practice.

Finally, a threat concerns the researcher’s interpretation during synthesis. Because this
paper does not merely enumerate studies but develops a critical comparison and proposes
a unified conceptual framework, the synthesis necessarily reflects interpretive decisions
about which patterns are recurrent, which gaps are most significant, and which architectural
principles deserve emphasis. We sought to make these decisions as transparent as possible
by linking them to explicit research questions, common analytical dimensions, and cross-
study comparisons. In addition, where the literature remained fragmented or inconclusive,
we intentionally adopted cautious language and avoided claiming validated consensus
where none clearly exists.

Overall, while these threats limit the review’s conclusiveness, the study was designed
to support a careful, analytically transparent synthesis. The use of an explicit search
strategy, defined screening criteria, structured coding dimensions, and a cautious distinc-
tion between demonstrated evidence and conceptual extrapolation helps strengthen the
credibility of the findings, while also clarifying the boundaries within which they should
be interpreted.

7. Conclusions
This paper presents a critical review of Digital Twin technologies in the automotive

domain, with particular attention to Vehicle, Driver, and Road Digital Twins and to their
role in connected mobility scenarios. By examining seventy-six studies published between
2008 and 2025, the review has highlighted both the progress made in the three DT domains
and the persistent fragmentation that still characterizes their definitions, architectures,
interaction mechanisms, and evaluation practices.
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The analysis shows that, although VDTs, DrDTs, and RDTs are increasingly relevant to
predictive maintenance, driver-aware assistance, traffic coordination, and scenario-based
validation, their integration remains uneven and is only partially supported by mature
interoperability mechanisms. In particular, the literature suggests that communication sup-
port, distributed orchestration, semantic alignment, and hierarchical edge-cloud execution
are central enablers of multi-twin coordination, yet they are not consistently addressed
across existing studies. Similarly, safety is widely recognized as a major motivation for
integration but is still only rarely assessed through explicit metrics, common assurance
criteria, or comparable evaluation methodologies.

On this basis, the paper has outlined a unified conceptual framework for connected
and safety-aware automotive digital twins. Rather than defining a fixed implementation
blueprint, the framework synthesizes the main architectural directions emerging from
the literature, namely federated coordination, hierarchical orchestration, semantic inter-
operability, adaptive control, and privacy-aware collaboration. These design dimensions
provide a conceptual basis for moving from isolated DT instances toward more coherent
automotive DT ecosystems in which vehicle, driver, and infrastructure perspectives can be
combined more systematically.

The review also points to several priorities for future research. These include the
need for more explicit interoperability mechanisms across DT domains, more rigorous and
comparable evaluation protocols for safety-related capabilities, more mature and standard-
ized representations of driver-related states, and more dependable approaches to real-time
coordination in distributed automotive environments. Addressing these issues will be
essential if integrated DT ecosystems are to evolve from promising research prototypes
into trustworthy and scalable mobility infrastructures.

In conclusion, the literature supports a cautious but clear perspective: the integration
of VDTs, DrDTs, and RDTs is a promising direction for connected automotive systems,
but its benefits should not be assumed a priori. Their effective contribution depends on how
communication, computation, semantics, adaptation, and assurance are made explicit in the
architecture. In this sense, the present review contributes both a critical synthesis of the field
and a conceptual foundation for future work on connected, driver-aware, and safety-aware
automotive digital twins.
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