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Highlights

• A platform for ensuring the integrity of textual news, combining text watermarking with blockchain technology to track provenance.
• Fine-grained watermarking to enable the identification of sources, even from small text excerpts.
• Blockchain-based storage of verification information in a decentralised manner, guaranteeing the authenticity of textual news.
• A browser extension for real-time verification of textual news, flagging any detected manipulations.
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Abstract

The rapid proliferation of online information disorder poses a significant soci-

etal challenge. This phenomenon has been further exacerbated by the perva-

sive influence of social media, affecting a broad range of domains. Addressing

the spread of information disorder through manual approaches (e.g., human

fact-checking) is impractical due to the vast volume of textual content daily

generated, often facilitated by disruptive generative technologies. Similarly,

the implementation of automated tools presents considerable obstacles, pri-

marily due to the inherent ambiguity and complexity of natural language.

This paper introduces the CERVANTES platform: an innovative application

of blockchain technology integrated with text watermarking techniques. It is

conceived to support news producers and enhance awareness among readers

engaging with content across various social media platforms. CERVANTES

is a multiplatform and language-independent solution that addresses online
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information disorder from an innovative perspective. It allows news pro-

ducers to automatically embed a unique watermark within the content they

create, ensuring the integrity and authenticity of the text, and safeguarding

it against manipulation and misattribution. Furthermore, the association be-

tween the watermark and the corresponding news item is securely recorded

on the blockchain, mitigating the risk of manipulation that might result from

centralised management. We conduct an extended evaluation on twelve dif-

ferent social media platforms with a cohort of twenty users, observing ease

of use and a high degree of satisfaction.

Keywords: Text watermarking, Text news sealing, Text provenance

checking, Blockchain application, Online information disorder

1. Introduction1

Over the past two decades, the proliferation of user-generated content2

on websites and social media platforms has significantly enhanced informa-3

tion exchange across ethnic, political, and geographical boundaries. This4

development has fostered the emergence of communities built around shared5

interests, perspectives, and narratives. However, in this landscape of dis-6

intermediation, it has become increasingly evident that information disor-7

ders frequently undermine human rights and the foundational principles of8

democracy [1]. A report by the Council of Europe identified the proliferation9

of information disorders, marked by the emergence of three distinct forms10

of misleading or false content: mis-, dis-, and mal-information [2]. These11

phenomena have had a significant impact across a wide range of domains,12

including democratic elections, public health communication, climate change13
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discourse, and geopolitical conflicts. Digital platforms and social media no-14

tably amplify this trend. Such false, inaccurate, or misleading content has15

the potential to manipulate public opinion, erode trust in institutions, and16

fuel scepticism about critical issues such as vaccination [3, 4].17

Online information disorder represents a multifaceted research challenge,18

as its accurate classification necessitates addressing both malicious activities19

and entirely lawful behaviours. Tandoc Jr. et al. have identified a range of20

online behaviours that can be categorised within the framework of informa-21

tion disorders [5]. Information disorder manifests in various forms, including22

news satire, characterised by mock news with an explicitly humorous intent;23

news parody, which employs non-factual information for comedic purposes24

but, unlike news satire, fails to clearly indicate its non-journalistic nature;25

news fabrication and photo manipulation, where articles and images devoid26

of factual accuracy are intentionally altered to construct false narratives; and27

propaganda, referring to news content created by political actors to influence28

public opinion. Importantly, not all of these forms necessarily constitute29

malicious behaviour.30

The global expansion of online information disorder across websites and31

social media platforms underscores the urgent need for effective counter-32

measures. This issue is particularly complex, as it spans various forms of33

online content, with text-based content posing distinct challenges due to its34

nuanced nature [6]. The literature identifies various methodologies for ad-35

dressing information disorder, broadly classified into language-based, topic-36

agnostic, machine learning, knowledge-based, and hybrid approaches [7]. De-37

spite their potential, automated methods exhibit significant limitations. In38
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particular, the inherent ambiguity of natural language poses substantial chal-39

lenges to the development and application of content-based approaches, often40

rendering them impractical. This issue has been further exacerbated by the41

widespread adoption of Large Language Models (LLMs), which are capable42

of generating human-like text often embedded with unverified or inaccurate43

information [8]. Conversely, manual fact-checking approaches are equally44

unfeasible due to the sheer volume of text disseminated daily, which makes45

human intervention at scale impractical.46

Moreover, one of the most common activities among online users is sharing47

excerpts from original news, a practice in which both automatic and manual48

methods fail, as this copy-and-paste behaviour removes the full context and49

obscures the source information. Reader deception becomes even more evi-50

dent when text content is presented as legitimate news and is accompanied51

by seemingly authoritative markers of the user profile’s integrity, such as the52

blue checkmark on X (formerly Twitter). Although this verification badge53

signifies that an account has undergone a verification process, it does not54

guarantee the accuracy or authenticity of the content disseminated by that55

account.56

This paper addresses the challenge of online information disorder in tex-57

tual news by introducing the CERVANTES platform designed to secure text58

content and trace its source provenance. The proposed platform integrates59

text watermarking techniques with blockchain technology to ensure the in-60

tegrity of text news, even when partially re-shared, and to enable the iden-61

tification of its source. Specifically, the watermarking is embedded in a fine-62

grained manner, enabling even small excerpts of news content to be copy-and-63
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pasted and shared while maintaining traceability. The embedded watermark,64

based on a previous text watermarking technique [9], is generated from both65

the data and metadata of the original textual content, seamlessly integrated66

into the text and securely stored on a blockchain for verification purposes.67

In particular, the blockchain records critical information in a decentralised68

and distributed manner, providing a consensus-driven framework for authen-69

ticating textual news and enabling content traceability across diverse social70

media platforms. A browser extension further enhances usability by allowing71

readers to verify in real-time whether the content they are accessing corre-72

sponds to the original one. Even when only a fragment of the original text73

is displayed, the extension retrieves supplementary information from the dis-74

tributed ledger. Additionally, any detected manipulations are immediately75

flagged and highlighted to ensure transparency for the reader.76

The CERVANTES platform is designed to empower readers to make77

more informed decisions about the content they encounter, thereby reduc-78

ing reliance on third-party fact-checking organisations. It is designed to be79

both multiplatform and language-independent, capable of scaling to meet the80

needs of diverse users. It operates independently of the social media plat-81

forms utilised, supports the watermarking of texts written in the Latin al-82

phabet irrespective of the language, and accommodates high-volume textual83

content production without requiring human intervention. These features84

enable news organizations of all sizes, as well as independent journalists,85

to effectively track and disseminate text content across multiple platforms.86

Moreover, the platform’s capacity to manage the provenance, trustworthi-87

ness, and verification of online news lies in its ability to strike a balance88
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between protecting freedom of expression and maintaining information qual-89

ity. The proposed CERVANTES platform overcomes the content-based lim-90

itations of traditional automated methods and addresses the deficiencies of91

manual approaches, which are often influenced by censorship dynamics and92

are impractical or prone to inaccuracies. To assess the effectiveness of the93

CERVANTES platform, we performed an extensive evaluation across twelve94

social media platforms. Additionally, a preliminary A/B testing experiment95

was conducted involving twenty participants, who were asked to evaluate the96

veracity of both original and manipulated news items on various topics, with97

and without the assistance of the CERVANTES platform. Despite the small98

size of the testing cohort, the experiment enabled the collection of qualita-99

tive insights into users’ responses to the introduction of a new interaction100

element.101

The paper is structured as follows. Section 2 offers a comprehensive102

review of the literature relevant to this study. Section 3 presents a brief103

overview of text watermarking attacks, to clarify the rationale behind their104

integration with blockchain technology. Section 4 provides a detailed overview105

of the CERVANTES architecture. Section 5 discusses the implementation106

choices and presents the evaluation results. Section 6 discusses the limi-107

tations of our work. Finally, Section 7 concludes the manuscript with key108

insights and outlines potential directions for future research.109

2. Related Work110

In this section, we review relevant literature spanning multiple domains111

that converge in the scope of our research. Specifically, we examine studies on112
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online information disorder, text watermarking techniques, and blockchain113

technologies, highlighting their potential to verify the provenance of textual114

content and ensure its integrity.115

In recent years, the phenomenon of information disorder has witnessed116

a significant escalation. While the internet has enabled the amplification of117

diverse voices and democratised access to information, it has also introduced118

a series of technological vulnerabilities that exacerbate the spread of informa-119

tion disorder. Notably, a study conducted by MIT demonstrated that false in-120

formation spreads more rapidly, extensively, and deeply compared to truthful121

content, with falsehoods being 70% more likely to be retweeted than accurate122

information [10]. Wardle et al. [2] proposed a tripartite classification of in-123

formation disorder, distinguishing between misinformation, disinformation,124

and malinformation. However, their framework does not encompass other125

forms of expression, such as satire and parody, which introduce additional126

complexities in efforts to address the dissemination of fake news [5]. Var-127

ious methodologies address information disorder, including language-based,128

topic-agnostic, machine learning, knowledge-based, and hybrid approaches129

[7]. Language-based methods detect textual inconsistencies. Topic-agnostic130

strategies rely on meta-information, such as advertisement density or sensa-131

tionalist language. Machine learning uses annotated datasets to identify fake132

news patterns. Knowledge-based methods combine machine learning with133

knowledge engineering but struggle to keep pace with fabricated content.134

Hybrid approaches merge human analysis and machine learning, focusing on135

text, audience engagement, and source credibility. The multi-dimensional na-136

ture of this issue, compounded by the inherent ambiguity of natural language137
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and the sheer volume of information shared online daily, renders both man-138

ual and automated approaches to combating information disorder frequently139

impractical and often imprecise [7]. Many existing EU projects require exten-140

sive end-user involvement to evaluate individual posts and assess their trust-141

worthiness [11], incorporate overly complex content evaluation procedures142

[12], or lack the capability to address fine-grained textual content [13]. More143

recently, a collaborative effort by Microsoft Research, BBC, CBC/Radio-144

Canada, The New York Times, and Truepic introduced a platform aimed at145

curbing the dissemination of fraudulent images and videos online [14].146

The CERVANTES platform offers a fully automated solution for tracking and147

verifying textual content. By integrating text watermarking techniques with148

blockchain technology, the platform ensures both the integrity and traceabil-149

ity of information, while simultaneously fostering greater awareness among150

online readers regarding content authenticity.151

Watermarking embeds a mark in digital content to prove ownership, au-152

thorship, and verify content [15]. Text watermarking, due to its low embed-153

ding capacity and limited syntactic and semantic variations, presents signif-154

icant challenges. These have led to the development of various approaches,155

broadly categorised as follows.156

Zero-watermarking - In these methods, no direct watermark is embedded157

in the text itself; instead, defining characteristics of the text are stored on158

a third-party server [16]. A key limitation of zero-watermarking lies in its159

centralised nature and the associated lack of transparency.160

Image-based approaches - These methods necessitate the conversion of the161

text into an image to apply the watermark [17, 18]. This approach alters162
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the original nature of the document and it is often impractical in contexts163

such as online social media, where image-based methods are incongruent and164

significantly constrain sharing practices.165

Syntactic methods - These techniques operate on the syntactic structure of166

natural language text by modifying the syntactic tree of a sentence to embed167

a watermark. Examples of such syntactic operations include clefting, pas-168

sivization, or activization [19, 20, 21]. A notable limitation of these methods169

is their language dependency and low embedding capacity. Additionally, the170

assumption that different syntactic forms convey identical meanings is not171

always accurate, further constraining their applicability.172

Semantic methods - These approaches leverage the semantic similarity be-173

tween words by replacing them with their synonyms [22]. Other techniques174

operate at the sentence level, capitalizing on the implicit presuppositions em-175

bedded in each sentence [23, 24]. However, even when combined with syn-176

tactic approaches to enhance the embedding capacity [25], semantic methods177

share the same limitations as syntactic methods, particularly their low em-178

bedding capacity and heavy dependence on language.179

Structural methods - These methods do not modify the textual content di-180

rectly; instead, they alter its structure, such as by inserting empty lines [26]181

or utilising different Unicode whitespace characters [27, 28]. In recent work,182

the authors employed an alphabet comprising five visually indistinguishable183

Unicode whitespace characters to encode and embed a secret message within184

a cover text [29]. Because the watermark is embedded within the underlying185

representation of the text, these techniques offer the notable advantage of186

preserving the original content without the need for an external database.187
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CERVANTES integrates a structural text watermarking technique for sealing188

text, ensuring the preservation of content and length [9].189

Blockchain technology enables the storage of transactional data in an190

open, decentralised ledger, ensuring both verifiability and immutability. To191

enhance efficiency, transactional data (i.e., tokens) are organized into time-192

stamped blocks, each linked to its predecessor [30]. The decision to add a193

new block is made collectively by peers using a consensus protocol. Once194

added, a block becomes immutable and cannot be removed. Transaction va-195

lidity can be publicly verified by any client connecting to a peer that holds196

the full blockchain. Originally designed for decentralized digital currencies,197

this technology has since found applications in contexts where ensuring the198

authenticity and verification of data is critical, without the reliance on a cen-199

tralized, trusted authority [31, 32].200

Several pioneering works have proposed blockchain-based solutions to address201

the issue of online misinformation [33, 34, 35]. In [36], Arquam et al. intro-202

duced a blockchain-based framework for verifying information propagation.203

A blockchain-based model incorporating a secure voting system is proposed204

in [37]. News reviewers provide feedback on news items, and a probabilistic205

mathematical model is then used to estimate the truthfulness of each item206

based on the feedback received. Alexandrescu et al. propose a decentralised207

blockchain-based architecture for news retrieval and aggregation, separat-208

ing crawling and scraping phases and ensuring information reliability via a209

majority-based mechanism [38]. A conceptual framework for fake news de-210

tection based on machine learning and blockchain is proposed in [39], where211

both experts and users rate content to assess its authenticity. To counter the212
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spread of fake news on social media, [40] proposes a multilevel model based on213

blockchain and deep learning techniques, designed to detect and prevent the214

propagation of rumours. More recently, several approaches combining wa-215

termarking and blockchain have been developed specifically for multimedia216

content to combat fake news. In [41], the authors combine basic blockchain217

and watermarking techniques to trace the origin of fake news and limit its218

spread on social media. A theoretical framework combining blockchain and219

watermarking is proposed in [42]. The authors claim that the framework220

ensures the integrity of posted content and enables accountability of the221

post’s owner or user. In [43], the authors present a blockchain-based system222

for tracking photographs, which accommodates image transformations while223

ensuring provenance and integrity, and demonstrates advantages over tra-224

ditional watermarking approaches. A recent study proposes a semi-fragile,225

blind watermarking system within a blockchain-based framework, designed226

to detect fake images on social media, limit their spread, and support trace-227

ability, manipulation tracking, and blacklisting [44]. The authors in [45] also228

propose a blockchain-enabled watermarking technique to address deepfake-229

related challenges, integrating content tracking, decentralised identity, and230

cryptographic verification.231

These solutions are primarily aimed at audio and video content, and the reli-232

ability depends on social network parameters, whereas our approach does not233

require any network structure to validate textual content. Moreover, in con-234

trast to these systems, our solution leverages blockchain technology to track235

textual content directly at the paragraph level, without relying on content236

evaluation methods. These features enhance the versatility of CERVANTES,237
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making it readily applicable across multiple platforms and websites and fa-238

cilitating its integration into various online information production systems.239

3. Background on Text Watermarking Attacks240

As this paper brings together expertise from distinct disciplines, we deemed241

it necessary to include a section outlining some fundamental concepts related242

to text watermarking attacks. This should later help clarify the rationale be-243

hind the integration of blockchain technology within the proposed platform.244

Focusing on structural text watermarking techniques - considered more245

flexible and promising, as discussed in the Section 2 - several attacks can be246

identified that aim to remove or compromise the watermark embedded in the247

text. Based on a careful analysis of the literature [46, 47, 48], we identified248

the following types of attack:249

• Deletion - this type of attack consists in the removal of segments of text250

to compromise the integrity of the watermark. This strategy can be251

employed to reshape the message, aligning it with a specific narrative or252

obscuring particular information, while preserving the overall coherence253

of the text.254

• Insertion - this attack is complementary to the previous one, as it255

involves adding new words or characters to alter its meaning. A simple256

example would be the insertion of the word “not” before a statement,257

thereby reversing its intended message.258

• Replacement - this attack involves replacing certain words or characters259

in the text with different ones. It may be viewed as a combination of260

12



deletion and insertion at the same location. A typical example is the261

modification of a pronoun to alter its gender expression.262

• Copy&Paste - this type of attack involves copying and reusing portions263

of text, and is particularly insidious as it often relies on extracting264

only small segments from a watermarked source. Such attacks can be265

employed, for instance, to misrepresent the statements of a political266

opponent by selectively quoting only those fragments that support the267

attacker’s narrative.268

• Retyping - this attack occurs when a malicious user manually rewrites269

the text in a different file or platform. As all structural methods are270

inherently vulnerable to such attacks, this case is excluded and instead271

informs the design of the three evaluation states of the CERVANTES272

browser extension (see Section 4.2 for details).273

• Reformatting - this attack involves altering the formatting character-274

istics of a text. However, within the context of our work and the275

intended application of the CERVANTES platform, such attacks can276

be excluded without loss of generality. This is because social plat-277

forms typically do not allow stylistic modifications that would affect278

the watermarking method employed, unlike several earlier approaches279

(for further details, see [49]).280

Section 5.1 will illustrate how these attacks were adapted to reflect realistic281

user behaviour, thereby emulating practical usage scenarios of the CER-282

VANTES platform.283
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Figure 1: Overview of the architecture of the CERVANTES platform, illustrating its key

components and functionalities.

4. The CERVANTES Architecture284

This section outlines the architecture of the proposed platform, high-285

lighting its two key components. First, we examine the sealing of text news286

through text watermarking, as shown above the dotted line in Figure 1. Sec-287

ond, we provide a detailed explanation of the verification process, depicted288

below the dotted line in Figure 1.289

4.1. Text Content Sealing290

The content sealing process through structural text watermarking em-291

ploys homoglyph-based character substitution. The technique has already292

been evaluated in a previous publication [9]. In the present work, it is sub-293

ject only to minor modifications, with negligible impact on its performance294

and robustness, in order to meet the requirements of the proposed platform.295
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Figure 2: Generation of the watermark: given the document information and a secret user

password, the hash function generates a bit sequence representing the watermark to be

embedded.

Homoglyphs1 are Unicode characters that visually resemble each other but296

differ in their underlying representations. This visual similarity is leveraged297

to embed a bit sequence watermark, which is generated using a hash function298

that combines the document’s information with the user’s password, thereby299

enhancing both security and resilience. Figure 2 shows the use of the SHA-300

256 hash function; however, the function is parametric, and a more secure301

variant can be selected. This would simply require a greater number of char-302

acters to embed the resulting, longer bit sequence.303

Continuous and fine-grained watermarking, applied at the level of a few dozen304

words, is accomplished by concatenating the watermark throughout the doc-305

ument. This approach enables the validation of any sufficiently long copied306

portion that contains a complete watermark sequence. This requirement does307

not pose a limitation, even when considering character restrictions imposed308

1https://www.unicode.org/reports/tr36
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by certain social media platforms, as the watermarking technique operates309

effectively with between 46 and 101 characters [49]. To maintain content in-310

tegrity, the CERVANTES platform stores hashes for each sub-portion, which311

are explicitly identified to contain the full payload (i.e., the watermark). An312

invisible separator character is introduced before and after each sub-portion313

during the watermark embedding process to ensure consistent separation be-314

tween the sealing and validation phases. The embedded payload to generate315

the watermark comprises the author ID, document ID, and a seal (i.e., the316

hash digest), thereby safeguarding the integrity of the text and confirming317

that it has not been altered.318

The lists of characters and whitespace symbols, along with their respec-319

tive homoglyphs - which ensure that the final watermarked text remains320

visually indistinguishable across all evaluated social media platforms [49] -321

are shown in Table 1 and Table 2, respectively (further details are provided322

in Section 5.3). The embedding process will employ the homoglyphs listed in323

Tables 1 and 2 in order to enhance embedding capacity. Furthermore, Table324

3 illustrates the frequency distribution of the original symbols and letters325

across six Latin-based languages (i.e., English, Spanish, French, Portuguese,326

German, and Italian). For the English language, the frequencies were derived327

from the New York Times corpus, comprising approximately 14 million words328

[50]. For other languages, frequency calculations were based on the Full-text329

Corpus Data website for Spanish and Portuguese2, the 88milSMS corpus for330

French [51], the DeReWo corpus for German [52], and the Il Post corpus331

2https://www.corpusdata.org
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Table 1: The set of Latin letters and punctuation homoglyphs utilised during the water-

marking process.

Character Homoglyph Original Code Homoglyph Code

- ‐ U+002D U+2010
C Ⅽ U+0043 U+216D
D Ⅾ U+0044 U+216E
L Ⅼ U+004C U+216C
M Ⅿ U+004D U+216F
V Ⅴ U+0056 U+2164
X Ⅹ U+0058 U+2169
c ⅽ U+0063 U+217D
d ⅾ U+0064 U+217E
i ⅰ U+0069 U+2170
j ј U+006A U+0458
l ⅼ U+006C U+217C
v ⅴ U+0076 U+2174
x ⅹ U+0078 U+2179

for Italian [53]. In addition to the homoglyphs listed in Table 1, the invis-332

ible character U+200B, commonly referred to as the Zero Width Space, is333

employed as a separator during the multiple stages of watermark embedding.334

As shown in Figure 3, the embedding algorithm operates through the335

following sequence of steps:336

1. the invisible character U+200B (i.e., Zero Width Space) character is337

inserted to delineate the start of the embedding process (highlighted338

in red in Figure 3);339
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Table 2: Name and Unicode code of the eight whitespace characters, including the encod-

able bit sequences.

Whitespace Unicode Code Sequence Encodable

Space U+0020 000
En quad U+2000 001
Three-per-em space U+2004 010
Four-per-em space U+2005 011
Punctuation space U+2008 100
Thin space U+2009 101
Narrow no-break space U+202f 110
Medium mathematical space U+205f 111

2. the text is scanned sequentially until a character or whitespace listed340

in Table 1 and Table 2 is identified (all highlighted in green in Figure341

3);342

3. if the subsequent bit in the watermark sequence is ‘1’, the identified343

character is substituted with its equivalent homoglyph; otherwise, the344

original character is retained. If the identified character in the previ-345

ous step is a whitespace, this step remains unchanged. However, the346

availability of eight distinct homoglyphs for whitespace enables the con-347

sumption of three bits of the watermark per character (as illustrated348

in Table 2 third column, and in Figure 3);349

4. steps 2 and 3 are iterated until the entire sequence of watermark bits350

has been embedded. Upon reaching the final bit of the watermark, an-351

other Zero Width Space character is introduced, and the watermark bit352

sequence is reset to its initial state to restart a new round of embedding.353
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Table 3: Frequency distribution of original symbols and letters across major Latin-based

languages.

Character English Spanish French Portuguese German Italian

- 4.34% 0.11% 0.18% 0.79% < 0.00% 0.04%
C 0.35% 0.23% 0.26% 0.34% 0.06% 0.24%
D 0.20% 0.14% 0.22% 0.21% 0.20% 0.12%
L 0.16% 0.20% 0.16% 0.20% 0.24% 0.25%
M 0.40% 0.16% 0.33% 0.28% 0.35% 0.19%
V 0.05% 0.05% 0.05% 0.08% 0.25% 0.06%
X 0.01% 0.01% 0.02% 0.01% < 0.00% 0.01%
c 3.01% 4.35% 2.95% 3.44% 2.79% 4.13%
d 3.63% 4.86% 2.95% 5.22% 2.12% 3.80%
i 6.94% 6.32% 7.55% 6.39% 6.78% 11.33%
j 0.10% 0.38% 1.28% 0.28% 0.09% 0.01%
l 3.92% 5.21% 4.20% 2.75% 4.64% 6.11%
v 1.00% 0.95% 1.77% 1.28% 0.64% 1.44%
x 0.19% 0.18% 0.36% 0.24% 0.10% 0.03%

The four steps are iterated continuously until the entire document has been354

processed. The extraction procedure mirrors these steps: it begins by lo-355

cating the Zero Width Space character, subsequently identifies homoglyph-356

compatible characters listed in Table 1 and Table 2, and reconstructs the357

binary watermark sequence based on the presence or absence of homoglyph.358

It is worth noting that the use of the invisible character U+200B as a wa-359

termark delimiter can be further secured. Currently, malicious users familiar360

with the watermarking scheme and the role of this special character could361
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Figure 3: Embedding watermark bits by replacing confusable symbols. Only those char-

acters with a corresponding duplicate in Tables 1 and 2 (highlighted in green) are used

to embed the watermark bits according to the bit sequence. One bit can be embedded

using Latin letters, and three bits using space characters. The U+200B character is used

to delimit successive rounds of embedding. For the sake of simplicity, a shortened bit

sequence is shown.

easily remove it, potentially resulting in a false negative (i.e., the news item362

is reliable but cannot be verified). This aspect could be strengthened by363

obfuscating the generation of the character or sequence of characters used as364

delimiters, for example by incorporating the Innamark method proposed in365

[29].366

The proposed watermarking approach enables content creators to secure367

their textual content, as described in phases a and b of Figure 1, and of-368

fers two key advantages. Firstly, by repeatedly applying the watermark and369

distributing uniquely signed versions across multiple social media platforms370
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(as illustrated in phase d of Figure 1), authors can enhance traceability and371

pinpoint the origins of specific quotes. Secondly, the system enables the372

immediate detection of alterations, even in brief excerpts of the original doc-373

ument, while leveraging the pointer to the blockchain to provide readers with374

supplementary metadata - such as the author’s identity, timestamps, and the375

original source URL - thereby enhancing transparency and fostering trust in376

the authenticity of the content.377

4.2. Provenance Checking378

Relying exclusively on embedded information for text validation presents379

several limitations. First, it is relatively straightforward to create a document380

containing a valid watermark without utilizing the designated sealing tool.381

Additionally, embedding extensive metadata directly into the text via water-382

marking is inefficient, as minimizing the payload size is essential to reduce383

the required embedding length. Larger payloads necessitate more text for384

successful embedding, which becomes impractical when it is necessary to val-385

idate excerpts of the original document. To address this, the CERVANTES386

platform employs a minimal payload design, ensuring efficient and scalable387

verification. Furthermore, the platform incorporates a provenance-checking388

protocol that tracks watermarks via a blockchain, enabling the validation of389

text fragments without requiring duplication of the entire document on the390

ledger.391

The CERVANTES platform integrates blockchain technology as a second392

key component (depicted as phase c in Figure 1). This integration ensures a393

consensus-driven approach for recording supplementary metadata and pro-394

vides a decentralized framework for verifying the integrity of text content395
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(illustrated as phase f in Figure 1). The distributed ledger functions as the396

authoritative source of truth within the system and is designed to meet three397

critical criteria: reliability, ensuring that all recorded data is accurate and398

trustworthy; independence, guaranteeing that no single entity has control399

over the stored information; and immutability, ensuring that once data is400

entered into the ledger, it remains permanently unalterable.401

An integral feature of the platform is its ability to automatically en-402

able real-time content validation for readers. This functionality is facilitated403

through a browser extension that actively scans the content of the displayed404

web page for embedded watermarks. Upon detecting a watermark, the ex-405

tension initiates a blockchain-based verification process to authenticate the406

content. The results of this process are then presented to the user in the407

form of a reliability indicator and any additional metadata retrieved (refer408

to phases e and f in Figure 1). Notably, the validation mechanism remains409

effective regardless of the length of the text excerpt being evaluated. Further-410

more, any detected discrepancies between the watermark and the blockchain411

record are flagged, promptly alerting the reader to potential issues with the412

content’s integrity.413

Figure 4 illustrates the result of the validation process for the displayed text414

content, as observed both on the original news website (i.e., The Guardian,415

Figure 4a) and on the social media platform where the news was shared (i.e.,416

Facebook, Figure 4b). Upon completion of the validation, the extension pro-417

vides the user with a detailed report, including supplementary information418

alongside the identified watermarked content. Specifically, each paragraph419

is assigned one of three status labels: valid, unknown, or invalid. A valid420
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(a)

(b)

Figure 4: The browser extension for provenance verification: enhancing reader awareness

on websites (i.e., The Guardian) (a) and social media platforms (i.e., Facebook) (b).
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status indicates that the paragraph has been copied from a known source421

without modification, as the extracted watermark matches an entry in the422

blockchain (the green shields in Figure 4b). The unknown status signifies423

an incomplete or corrupted watermark, which may occur when the copied424

portion fails to capture the full watermark or when part of the seal is miss-425

ing (the yellow shield in Figure 4b). In contrast, an invalid status denotes426

that the watermark is absent or does not correspond to any entry in the427

blockchain, suggesting that the original seal has been deliberately altered or428

replaced (the red shield in Figure 4b).429

4.3. Content Sharing and Verification Protocol430

This section provides an overview of the processes involved in content431

sealing, dissemination, and verification, building upon the foundational com-432

ponents outlined in the preceding sections.433

Figure 5: The procedural flow of text content sharing and verification.

The protocol for content sharing and verification consists of four primary434

steps, as illustrated in Figure 5:435

1. The initial stage, referred to as document writing & watermarking,436

involves the creation of textual content by the news producer. During437

this process, the system automatically applies a unique watermark to438

the content through the functionalities provided by the text content439

sealing module.440
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2. In the subsequent stage, referred to as manifest creation & transac-441

tion storing, the manifest associated with the newly created document442

is constructed and securely stored on a blockchain. The correspond-443

ing address is then registered on a distributed ledger. This manifest444

encapsulates key metadata, including details about the author, the445

document, and the hash digest of the original text, thereby enabling a446

robust framework for validation and provenance verification of all the447

excerpts of the original document.448

3. In document/short excerpts sharing stage, the text - either in its en-449

tirety or as selected portions - can be distributed across websites and450

social media platforms.451

4. In the final stage, referred to as the visualisation & validation phase,452

any sufficiently lengthy segment of the original document that encom-453

passes a complete watermark sequence can undergo validation through454

the use of the provenance checking components.455

The subsequent section will discuss the various implementation decisions456

involved in the development of the platform prototype, as well as its evalua-457

tion across twelve social media platforms with a cohort of twenty users.458

5. Prototyping and Evaluation459

The following section outlines the rationale behind key technical choices460

to ensure the replicability of the platform. We begin by presenting results461

on the robustness of the text watermarking technique against the attacks462

outlined in Section 3, in order to complement the prior evaluation in [9].463

Additionally, we conducted an evaluation of CERVANTES on twelve of the464
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most widely utilised social media platforms. Lastly, we report the results of465

the user assessment.466

5.1. Text Watermarking Robustness467

Section 3 outlined several types of attacks; however, an important aspect468

to consider is the proportion of text that must be affected to simulate a469

realistic and credible scenario. In [54], the authors suggest that altering 10%470

of a text constitutes a significant attack size for any watermarking technique.471

In the case of copy & paste attack, this percentage should be interpreted in472

reverse: as the proportion of copied text increases, watermark reconstruction473

becomes easier. In our tests, we consider portions of text copied from the474

original up to a minimum of 5% of its length. A set of 1,000 articles from475

the New York Times Corpus was used to carry out the tests, and the results476

are presented in Table 4.477

Table 4: Success rate of watermark reconstruction following each specific attack involving

10% of the original text (i.e., 5% in the case of the copy&paste attack).

Deletion Insertion Replacement Copy&Paste

98.20% 96.40% 98.30% 99.92%

The retyping and reformatting attacks have been excluded from the eval-478

uation. The former renders structural watermarking methods ineffective by479

definition, while the latter is not applicable in the context of social media480

platforms, which do not support formatting changes. The results obtained481

indicate that the watermarking technique integrated into the CERVANTES482

platform demonstrates strong robustness, largely attributable to its ability483

to watermark the original text repeatedly.484
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5.2. Platform Prototyping485

CERVANTES platform comprises two primary components: watermark-486

ing & sealing and storing & validation. The watermarking process embeds a487

unique identifier into the text document with minimal computational over-488

head, generating a specific file, referred to as the manifest. The manifest489

contains critical metadata designed for secure storage on the blockchain,490

facilitating subsequent validation and provenance verification. The Google491

Apps Script environment was selected as the scripting language for imple-492

menting the watermarking process within Google Docs. As illustrated in493

Figure 6a, the script seamlessly and automatically embeds a watermark into494

the text document and generates a JSON file, i.e., the manifest. The mani-495

fest includes essential metadata such as the author ID, document ID, sealing496

timestamp, source URL, and a list of hash digests corresponding to each sub-497

section of the text. These hash digests are crucial for verifying the provenance498

of each of the short excerpts from the original document.499

The second component consists of a web application designed to upload500

the generated JSON file (i.e., the manifest) to the InterPlanetary File Sys-501

tem (IPFS) and record its corresponding address on a smart contract. This502

process is facilitated through the user-friendly interface shown in Figure 6b.503

Future developments aim to streamline the workflow by automating both the504

watermarking and upload operations through an integrated interface. The505

IPFS functions as a decentralized and distributed storage network, leverag-506

ing a peer-to-peer architecture to improve content availability and fault toler-507

ance. By generating addresses derived from the content’s hash, IPFS ensures508

document immutability while providing an efficient mechanism for identify-509
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(a)

(b)

Figure 6: The Google Apps Script interface facilitates the watermarking of text documents

within Google Docs (a) and enables the subsequent upload of the generated manifest (b).
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ing duplicates. The smart contract, deployed on Ethereum-based testnets for510

testing purposes, securely stores the IPFS address, facilitating the identifi-511

cation and retrieval of the associated manifest. A Chromium-based browser512

extension has been developed to validate text documents accessed by users.513

When activated, the extension analyses the webpage, detects paragraphs514

containing watermarked text, and cross-references them with data stored on515

IPFS and entries recorded in the smart contract, ensuring authenticity and516

provenance.517

5.3. Platform Evaluation Across Social Media518

The prototype of CERVANTES was tested in a controlled environment519

using basic HTML pages to conduct a preliminary evaluation. Subsequently,520

we assessed the platform’s performance in real-world web environments through521

the following protocol: i) posting a text containing all the special characters522

listed in Tables 1 and 2 on a social media platform to verify their compatibil-523

ity, and ii) posting multiple encrypted contents to examine the effectiveness524

of the watermark extraction and validation process.525

The proposed platform was evaluated across the following twelve social526

media platforms: Bluesky, Discord, Facebook, LinkedIn, Mastodon, Quora,527

Reddit, Telegram web, Whatsapp web, Wordpress, X (formerly Twitter), and528

Youtube.529

All the evaluated platforms demonstrated full compatibility with the special530

characters outlined in Table 1, enabling the successful extraction and valida-531

tion of the watermarked text. Minor adjustments were required for certain532

platforms; for instance, Reddit required the implementation of dedicated533

code to remove predictable formatting characters (i.e., additional lines and534
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spaces at the start and end of HTML section containing text) that would535

otherwise interfere with the watermark extraction process. Similarly, on536

Facebook, the watermark could only be fully detected if the entire text was537

displayed (i.e., the “show more” is clicked).538

Whitespace support varies significantly across platforms. Discord, LinkedIn,539

WordPress, and X do not support the “En quad” whitespace (code U+2000).540

In contrast, Facebook, Quora, and Telegram Web do not support any of the541

whitespace characters listed in Table 2. For the first group of social media,542

the remaining whitespace still allows for the embedding of two bits of the wa-543

termark. While this limitation increases the length of the text required for544

watermark embedding, it does not significantly impact overall performance545

and the verification process.546

It is worth noting the following characteristics of Quora and Mastodon.547

Quora imposes a 250-character limit on question text, although no such548

restriction applies to answers. Mastodon, on the other hand, features a549

multi-server architecture in which each server is highly customizable, which550

may require tailored solutions, as was the case with Reddit.551

5.4. Users Evaluation552

To preliminarily assess the effectiveness of the CERVANTES platform in553

enhancing user awareness, we conducted an A/B test involving 20 partic-554

ipants. The cohort was structured to ensure a balanced representation in555

terms of age (ranging from 18 to 65 years), education level (including both556

secondary school and university graduates), and gender. It is worth noting557

that the sample size is limited: achieving statistical significance in theoretical558

terms would require several thousand participants. Nevertheless, the cohort559
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enabled us to gather qualitative insights into users’ responses to the intro-560

duction of a new interaction element (i.e., the browser plug-in) within the561

content evaluation process.562

Participants were then divided into two groups, with only one granted access563

to CERVANTES. Both groups were asked to evaluate ten news articles cover-564

ing five different topics (i.e., politics, economy, culture, science, and sports).565

For each topic, one article was slightly altered to reverse its original meaning.566

Participants were instructed to assess the reliability of the entire article and,567

if deemed unreliable, identify the specific paragraphs that had been modi-568

fied. The CERVANTES group had the option to use the platform at their569

discretion, ensuring a realistic scenario without imposing any constraints.570

To assess and compare the performance of the two groups, we employed a set571

of well-established metrics commonly used for classifier evaluation, namely572

sensitivity, specificity, F1-score, and accuracy. The results are presented in573

Table 5.574

Table 5: A/B test results for the two participant groups.

Group Sensitivity Specificity F1-score Accuracy

Without
CERVANTES 0.778 0.311 0.631 0.544

Using
CERVANTES 0.818 0.655 0.756 0.736

In our context, sensitivity represents the ability to correctly identify reli-575

able news, while specificity denotes the ability to detect manipulated articles.576

These metrics assess the participants’ ability to distinguish reliable news and577
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evaluate the effectiveness of the CERVANTES platform in supporting this578

process. In particular, the participants who had access to CERVANTES579

chose to use it in 68.2% of cases. The improvement of the group that au-580

tonomously chose to use CERVANTES is clearly reflected in the summary581

metrics, with F1-score and accuracy increasing by 19.81% and 35.29%, re-582

spectively. These results highlight the platform’s effectiveness in enhancing583

users’ ability to assess news reliability. Also, a significant improvement was584

observed in the ability to identify altered paragraphs, with the group that did585

not have access to CERVANTES achieving only 20.0%, compared to 61.8%586

for the group that used the platform.587

6. Discussion588

In this section, we critically analyse the crucial aspects of the CER-589

VANTES platform, assessing the potential limitations and outlining possible590

strategies for enhancement.591

The text watermarking technique is designed for languages that use the592

Latin script, which may limit its applicability in non-Western contexts. How-593

ever, according to Britannica3, the Latin alphabet is the most widely adopted594

writing system globally, used by nearly 70% of the world’s population. Fur-595

thermore, many Western democracies, which are frequent targets of online596

information disorder campaigns [55, 56], predominantly employ the Latin597

alphabet. Therefore, this constraint does not represent a significant limita-598

tion. Currently, the Latin alphabet serves as the primary writing system for599

3“The World’s 5 Most Commonly Used Writing Systems”, https://www.britannica.

com/list/the-worlds-5-most-commonly-used-writing-systems.
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numerous widely spoken languages, including English, Spanish, French, Por-600

tuguese, German, and Italian, with approximately 1.5 billion, 595 million,601

321 million, 300 million, 200 million, and 81 million speakers worldwide, re-602

spectively. As such, it encompasses a substantial proportion of global online603

users.604

It is worth noting that the proposed watermarking method, which relies605

on the use of specific Unicode characters with well-defined visual properties,606

is font-dependent and therefore susceptible to reformatting attacks. It con-607

stitutes only a partial limitation of the CERVANTES platform. Firstly, the608

platform is designed to interface with twelve social media services, offering609

broad coverage in terms of user reach. The list of homoglyphs presented in610

Tables 1 and 2 has been verified to be supported by all twelve platforms. It611

is important to emphasise that, on these platforms, users are not given the612

option to select or modify the font used for publishing content. Furthermore,613

in the event of a reformatting attack involving a change of font, the water-614

mark is not removed; rather, some characters may appear slightly different.615

As a result, the provenance verification process would remain feasible. Only616

the complete removal of the watermark would compromise the verification617

process, a situation that, by design, would prompt the browser extension618

to report the content as unverifiable, even if the content itself remains un-619

changed.620

Another critical aspect concerns the time required to register the man-621

ifest, the costs associated with maintaining the blockchain, and scalability.622

According to the protocol, news content can only be circulated after es-623

tablishing the necessary groundwork for validation (i.e., manifest storage).624
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While this process may introduce a slight delay, it represents a reasonable625

trade-off, as CERVANTES is not intended for real-time applications, such626

as stock trading, where immediate execution is critical. Regarding mainte-627

nance costs, these primarily consist of a one-time expense for uploading a628

manifest to the smart contract and recurring costs associated with maintain-629

ing storage on IPFS. The initial cost is determined by the gas fees required630

to execute an operation on an Ethereum smart contract. For ongoing stor-631

age, several platforms provide “pinning” services to ensure the persistence of632

IPFS documents, typically at an average rate of $0.1 per GB. For instance,633

assuming an average JSON manifest containing 20 paragraphs with a size of634

2KB, the monthly storage cost would approximate $0.1 for 20,000 manifests.635

Moreover, the modular architecture of the CERVANTES platform enables636

the substitution of this component with alternative blockchain technologies637

that may offer enhanced performance or cost-efficiency. Finally, with the638

increasing volume of news content sealing and provenance checking requests,639

the CERVANTES platform - with minimal adjustments - could also address640

the scalability challenge. Specifically, in the event of a substantial influx of641

data (i.e., new texts to be sealed) and transactions (i.e., provenance ver-642

ification requests), the platform could adopt modular and complementary643

strategies to maintain efficiency and cost-effectiveness. These might include644

the use of multiple blockchains to distribute certification requests, as well as a645

multi-tiered verification process designed to optimise provenance verification646

requests, which are computationally less intensive but expected to be more647

numerous. For example, the sealing phase could be managed through differ-648

ent blockchain technologies offering diverse service characteristics, while the649
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browser extension may interface with multiple blockchains operating at vary-650

ing levels of granularity, such as national systems, journalist associations, or651

individual newspapers, in a coordinated manner. This architecture would en-652

hance both performance and operational efficiency. Therefore, high volumes653

of content and frequent transactions do not pose a scalability constraint.654

Although this lies outside the scope of the present work, as it concerns655

a purely blockchain-related security issue, we note that the platform is not656

entirely immune to poisoning attacks on the blockchain. In such attacks, a657

malicious actor introduces manipulated data with the aim of compromising658

the integrity of the ledger. In its current configuration, the platform would659

produce false positives in the presence of such attacks. Nevertheless, the660

adoption of multiple blockchains with cross-verification mechanisms, com-661

bined with a decentralised consensus-based system for verifying the identity662

and trustworthiness of authors prior to publication, may prove effective in663

mitigating these risks.664

CERVANTES addresses the challenge of online information disorder from665

an orthogonal perspective, offering a user-friendly solution tailored to the666

behaviour of online readers who often skim headlines, exhibit a limited in-667

clination to delve deeper into topics or face difficulties in distinguishing fake668

news [57]. The platform aims to maintain independence from social media669

platforms, which have limited incentives to curb the spread of partially true670

information that enhances user engagement [58]. To this end, while the se-671

lection of platforms analysed may initially appear restrictive, it encompasses672

333 widely used platforms, including Facebook, X, Reddit, and Threads,673

which collectively account for approximately 2.9 billion, 611 million, 267.5674
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million, and 275 million monthly active users, respectively. Furthermore,675

given the orthogonal nature of our approach to online information disorder,676

a quantitative and qualitative comparison with machine learning methods677

focused on direct content evaluation is scarcely feasible. Nonetheless, we do678

not consider the CERVANTES platform a definitive solution to the problem,679

but rather an additional tool that can be made available to users. We be-680

lieve that future developments may well integrate multiple approaches, both681

provenance verification and content evaluation, for instance, by triggering a682

semantic content analysis only when the provenance verification platform is683

unable to resolve the pointer to the blockchain. This would have the dual684

advantage of reducing the computational workload and relying on a set of685

previously certified reference news items for any given topic.686

Finally, we briefly clarify the role of LLMs in online information disorder687

and the potential contribution of CERVANTES in this context. Previous688

research has explored the idea of embedding watermarks into textual content689

generated by service providers, such as LLMs. Major industry players are690

actively seeking solutions along these lines4,5. The main reason is that text691

generation services based on LLMs are widely used by malicious actors to692

produce information disorder and create information pollution on a global693

scale [59]. CERVANTES would enable the use of such generative tools by694

4“Google Is Paying Publishers to Test an Unreleased Gen AI Platform” https://www.

adweek.com/media/google-paying-publishers-unreleased-gen-ai.
5“Meta has created a way to watermark AI-generated

speech” https://www.technologyreview.com/2024/06/18/1094009/

meta-has-created-a-way-to-watermark-ai-generated-speech.
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legitimate news producers while enhancing reader awareness in situations695

where content verification is not feasible.696

In the future, the platform may be enhanced with truth and consensus-697

based mechanisms to mitigate the reliance on centralised evaluations of the698

reputation of news creators, an aspect that lies beyond the scope of this pa-699

per. An alternative approach could involve collaboration with established700

organizations, such as professional journalist associations or international701

fact-checking networks. This proposed platform aligns with the perspective702

outlined by historian Y. N. Harari, who emphasizes that the fundamental703

distinction between dictatorships and democracies lies in their approach to704

information management [60]. While dictatorships prioritize control and re-705

striction, democracies focus on the sharing, consensus-driven evaluation, and706

dissemination of accurate information.707

7. Conclusion708

The widespread dissemination of online information disorder has emerged709

as a critical societal challenge, exerting a profound influence on public dis-710

course. This phenomenon increasingly undermines societal values and demo-711

cratic processes, fostering opinion polarisation on critical issues and reshaping712

perceptions of facts, truths, and beliefs without substantiated foundations.713

While notable progress has been made in the development of automated714

systems for detecting fake news, research on the human factors driving indi-715

viduals to believe and share such information disorder remains in its infancy.716

Instead of tackling the inherently complex task of reliably detecting on-717

line information disorder based solely on content, this study introduces the718
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CERVANTES platform, designed to assist end users in identifying trustwor-719

thy news sources. The platform employs an innovative integration of text720

watermarking techniques with blockchain technology to achieve fine-grained721

marking of textual news. This approach ensures that any sufficiently long722

excerpt of the original news, shared across web pages or social media plat-723

forms and containing a complete watermark sequence, can be authenticated724

for its provenance.725

The primary objective of the CERVANTES platform is to empower online726

readers to form informed opinions about textual news independently, with-727

out reliance on third-party fact-checking organisations. It effectively secures728

even short excerpts of text, addressing the prevalent trend of users engag-729

ing only with news headlines. Its robustness in managing the provenance,730

trustworthiness, and verification of online news lies in its capacity to strike a731

balance between freedom of expression and the assurance of information qual-732

ity. As future work, CERVANTES can be further enhanced with mechanisms733

grounded in truth and consensus, mitigating potential biases associated with734

centralised assessments of the reputation of news creators.735
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