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Abstract—Communication between assets and systems
is one of the foundational principles of the Industry 4.0
paradigm, enabling increased automation, data exchange,
and real-time decision-making across industrial environ-
ments. However, the growing integration between Oper-
ational Technology (OT) networks and core Information
Technology (IT) infrastructures — and their progressive
exposure to the Internet — introduces a broad spec-
trum of cybersecurity vulnerabilities. These threats range
from unauthorized access and data exfiltration to lateral
movement attacks and system-level disruptions, which
can significantly impact safety, production continuity, and
system integrity.

Traditional security models often fall short in this con-
text due to the many OT components’ unique constraints
and legacy nature. This paper explores how Software-
Defined Networking (SDN), with its centralized control
and programmable architecture, offers a flexible and
robust solution to improve the security posture of OT
networks. By decoupling the control and data planes, SDN
enables fine-grained traffic monitoring, dynamic policy
enforcement, and rapid threat mitigation — essential in
protecting heterogeneous industrial systems. The paper
highlights the key advantages of SDN for OT-IT conver-
gence. It discusses concrete use cases where SDN principles
help detect, isolate, and respond to cybersecurity incidents
in modern industrial environments.

Index Terms—Industrial Security, Modbus, P4, In-
Network, SDN, Asset Administration Shell.

I. INTRODUCTION

In modern manufacturing plants, the Operational
Technology (OT) network connects OT devices, while
the Information Technology (IT) network links standard
IT equipment, including servers, computers, and mobile
devices. OT is defined as hardware and software that
detects or causes changes by directly monitoring and/or
controlling physical devices, processes, and events in
asset-centric industries, particularly in production and
operations’ [1]]. In traditional setups, OT and IT net-
works are generally kept separate due to the limited
need for data exchange, ensuring greater security for

OT. However, in an Industry 4.0 context, it is essential
to integrate OT and IT to enable seamless communi-
cation between production and management processes.
Howeyver, this interconnection introduces new risks that
could severely disrupt the OT environment and produc-
tion capabilities. This paper proposes a solution to fully
integrate a programmable network environment with
OT systems, based on the Asset Administration Shell.
The final goal is to manage in synergy both the OT
components and the OT network, ensuring the necessary
security levels for continuous operations and adhering to
international standards and guidelines, such as ISA/IEC
62443.

The paper is organized as follows: in section [[I, we will
review the state-of-the-art of the current technologies.
In section we will introduce the challenges and
the motivation behind this. In section we will
show the use case we developed and deployed to
test the effectiveness of our proposed solutions. The
experimental results and discussion are then presented

in sections [V] and [V-Al

II. STATE OF THE ART

In the context of Industry 4.0, the concept of the Asset
Administration Shell (AAS) has emerged as a corner-
stone of interoperability and standardization for cyber-
physical systems (CPS). The Platform Industrie 4.0
initiative defines the AAS as a digital representation of
a physical asset, providing structured and semantically
rich interfaces for data access and control [2]]. The AAS
is designed to enable modular, decentralized, and flexi-
ble automation systems essential in highly dynamic in-
dustrial environments. The AAS consists of sub-models,
which are collections of specific data and functions
related to the asset. These sub-models can be either
static, containing fixed data (such as lists of available
services, how to access them, the physical properties



of the asset, manuals, etc.), or dynamic, containing
real-time data feeds (e.g., retrieved from an OPC-UA
server), enabling the execution of active actions [3]. Se-
curity, however, remains a critical challenge in industrial
systems, especially as the number of connected assets
grows. Traditional IT security models often fall short
in addressing the specific requirements of Operational
Technology (OT), such as real-time constraints, legacy
systems, and limited computational resources [4]]. As
industrial infrastructures become more software-defined
and data-driven, incorporating security-by-design mech-
anisms becomes increasingly essential. Recent studies
have explored the role of AAS in enhancing security
and trust within industrial OT networks. One promising
direction involves integrating security descriptors within
the AAS sub-models, enabling assets to declare their
security capabilities, configurations, and compliance
levels [5]]. This allows for automated validation, audit-
ing, and orchestration of security policies at runtime.
Another significant advancement is the integration of
AAS with Identity and Access Management (IAM)
systems. For instance, assets represented via AAS can
be assigned digital identities and access rights, enabling
fine-grained authorization and dynamic policy enforce-
ment [6]]. This is particularly useful in collaborative
manufacturing environments where assets from different
vendors and domains must interact securely.

Furthermore, the combination of AAS with crypto-
graphic mechanisms and trusted execution environments
(TEEs) has been proposed to enable secure bootstrap-
ping, data integrity verification, and secure firmware up-
dates [7]. The research community has also focused on
runtime monitoring and anomaly detection by leverag-
ing data exposed through AAS interfaces. By enabling
structured access to real-time operational data, AAS
can facilitate machine learning-based intrusion detection
systems (IDS) tailored to specific asset behaviors [§].

Despite the growing interest, challenges remain re-
garding the scalability, standardization, and interoper-
ability of security-related AAS submodels. The lack
of universally accepted taxonomies and ontologies for
security properties hampers seamless integration and
reuse. Moreover, ensuring compliance with international
security standards such as IEC 62443 within the AAS
framework is an ongoing research goal [9].

This is particularly true when considering network-
ing, as the network is often the primary vector ini-
tially exploited to attack a manufacturing system. A
tighter integration of the networking properties with the
operational requirements and goals is key to making
the OT environment more secure. Nonetheless, to date,
network devices behave according to principles usually
set once and for all by network managers, without

considering specific operational conditions and with
minimal capabilities to adapt in real-time to react to
particular challenges and/or threats. We first attempted
to overcome this limitation in [[10], where we proposed
a solution based on integrating Software Defined Net-
working (SDN) with the AAS paradigm.

In its various forms (centralized control plane, pro-
grammable data plane, etc.), which will be further
discussed later in this manuscript, SDN enables the
real-time programming of network behavior according
to application requirements. Moreover, it unifies the
interaction with network components, thus opening up
the possibility of integrating the network control into
sub-models of the AAS.

III. EMPOWERING OT WITH SOFTWARE-DEFINED
NETWORKING

From a Cybersecurity point of view, the convergence
of IT and OT systems introduces significant cybersecu-
rity challenges due to the heterogeneous nature of IT
and OT environments [4]], [11]. While IT systems are
typically governed by established security frameworks
and frequently updated, OT systems are often legacy-
driven, with limited support for modern cryptographic
protocols, patching, or access control mechanisms [12].

One of the critical challenges in securing OT-IT
interaction is the lack of unified visibility into OT assets
[13]. Unlike IT environments, where endpoint discovery
and management are standardized, OT networks are
often opaque, with undocumented devices, proprietary
protocols, and minimal telemetry. This hinders compre-
hensive threat detection and makes real-time inference
on system-wide security states difficult [[14].

Moreover, the absence of centralized identity and
policy management across OT components limits the
ability to enforce consistent access controls, making
them vulnerable to lateral movement and privilege es-
calation attacks in the event of a breach. As cyber-
physical systems become increasingly complex, the
need for holistic, asset-aware cybersecurity inference
becomes increasingly urgent. Solutions must be capable
of mapping asset topologies, analyzing interactions, and
identifying anomalies across IT and OT layers in real
time [15]].

Addressing these challenges requires developing in-
teroperable, scalable, context-aware security models
that bridge the IT and OT visibility gap. Such models
should incorporate asset profiling, behavioral analysis,
and dynamic policy enforcement to enable proactive
defense across the converged environment.

A. Proposal Motivations

Our proposal involves implementing and extending
the OT Network’s capabilities with SDN programmable



switches and AASs elements for each factory asset,
logical or physical. In our specific case, we refer to
logical assets, such as Network Infrastructure or Net-
work Control Plane. These, respectively, included the
physical switches and the controller.

These assets will interconnect Level 2 and 3 of
the proposed architecture with factory machines and
sensors. Each switch, Factory Machine, and Network
Controller will have its own Asset Administration Shell
integrated into the factory’s overall management control
system, reachable through a high-level and more user-
friendly Web User Interface.

The Operational Network will no longer be a static
system; instead, it will dynamically adjust its behav-
iors and programmed network routing rules based on
current working conditions or requests. Starting from
the System Admin or real-time data analysis incoming
from each AAS, network controllers will set up specific
network rules to achieve the requirements at each time.
Thanks to all factory-connected AAS, these operations
are executed rapidly, user-controlled, or automatically
to prevent or stop incoming network attacks.

B. Hardware-In-The-Loop

To achieve further improvements, explicability and
feasibility of the proposed solution, it’s also possible
to consider some Hardware in the Loop (HITL) com-
ponents inside the proposed architecture, as shown in
Figure [T} These hardware components are connected
to the virtual network infrastructure and are thus fully
integrated with the test bed. In the work here reported,
we exploited components based on the Raspberry Pi
platform, in particular Revolution Pi (RevPi) moduleﬂ

The RevPi enhances the capabilities and usage pos-
sibilities of a standard Raspberry Pi by offering various
expansion modules. These modules enable the attach-
ment of multiple sensors, allowing for the collection of
a wide range of data, which is then accessible through
the Web UI via its Asset Administration Shell. In this
case, it is attached to temperature and pressure sensors
for dynamic readings. Moreover, in Levels 2-3, we also
exploited two Raspberry Pi5 to run the P4 Controllers
(one for each Switch). All these components interact
with the rest of the test bed exactly in the same way,
regardless of whether they are implemented with virtual
or real components. They interface with the rest of
the world via their respective AASs, which are not
concerned about the specific implementation of the
asset.

Uhttps://revolutionpi.com/en
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Fig. 1. Hardware in the loop customization and improvements, to the
proposed solution.

IV. TESTBED SET-UP

The testbed used for this work aims to show the
feasibility of the proposed approach.

The AAS Infrastructure is developed using Eclipse
BaSyxE] as a library and framework. In particular, we
utilized BaSyx Registry and Server to establish the IT
infrastructure and the AAS Web UI to provide the final
user with an easy-to-use web interface. The BaSyx Java
Library was then used to implement and deploy the
various AASs. Each AAS is deployed using an Apache
HTTP Server on the leading network and registered
on the BaSyx Registry and BaSyx Server. The Web
UI displays and allows interactions with information
about submodels, names, and addresses of each AAS
registered on the Server and Registry, directly from the
user interface. This method enhances the possibility of
abstracting the detailed low-level complexity, providing
the user with a unified and intuitive interface.

Each Asset Administration Shell is composed of:

e one or more Submodels;

e a Submodel provides one or multiple Operations
or Properties

e Operations allow the user to make changes to the
system or the single factory component,

e Properties allow the user only to be made aware
of some specific data of the component.

Finally, the AASs can communicate with one another
using the provided network configuration, contributing

Zhttps://github.com/eclipse-basyx
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Fig. 2. Scheme showing testbed implementation

to the entire factory’s coordination and security.

The Network Configuration to implement the provided
Scenarios is composed as shown at a high level in
Figure 2] Two P4 Switches act as a conduit between
IT and OT infrastructures, configured using two exter-
nal controllers written in Go. Each Network Asset is
represented by an Asset Administration Shell, reachable
from the Web UI in the IT Environment.

In detail, the P4 Switches are interconnected and each of
them is coupled to its own Network Controller; Network
controllers can collect traffic and statistics from the
switches and may modify the forwarding rules installed;
the Machines are connected as follows: One and Two
to Switch 1, Machine Three to Switch 2, as visible in
figure3; Each AAS takes information about his physical
or logical asset thanks to IT-OT Interaction through each
Switch; The Web UI acts as an independent Apache
HTTP Server, reachable from a main workstation, and
takes info from each AAS, including those devoted to
the Switches and Network Controllers.

In technical terms, this network infrastructure was
implemented in virtualized form, exploiting Katharzﬂ
which is an open-source container-based network em-
ulation system designed for demonstrating, developing,
and testing production networks in a controlled sand-
box. Kathard employs Collision Domains as fundamen-
tal network nodes to exchange and interconnect network
assets.

A. Use case scenario

The use case presented here is designed to demon-
strate the effectiveness of the proposed approach. We
refer to the architecture detailed in Figure [3] The main
components are:

o three manufacturing machines;

3https://www.kathara.org
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Fig. 3. The architecture considered shows some insights about the
exploited use case scenario.

o two SDN Switches supporting P4 based program-

minéﬂ, implemented with the reference P4 software
switch, the behavioral model v2 (meZE

o two custom-made switch controllers implemented

with the Go Languageﬂ can load on demand a

4https://www.p4.org
Shttps://github.com/p4lang/behavioral-model
Shttps://www.go.dev
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specific p4 program or subset of instructions into
the switches, thus changing the network forward-
ing behavior on demand.

When approaching the AAS architecture, we focused
on the functional network representation; therefore,
we designed an AAS for the network control plane
(specifically, the two switch controllers) and an AAS for
the network data plane (specifically, the two switches).
This is shown in Figure [3] With this architecture, the
network control plane AAS will be responsible for the
network’s logical behavior; therefore, it will monitor
the switches and traffic flows and take any action that
requires a network modification via reprogramming.
On the other hand, the network data plane AAS will
be responsible for monitoring the various switches in
real-time, collecting statistics, and identifying potential
anomalies.

Figure [3] also clearly shows the logical separation
between the IT and the OT networks. The AASs remain
within the IT network, interacting to ensure the cor-
rect implementation and monitoring of plant behavior.
Nonetheless, the interactions between the fundamental
plant components happen in the OT network. The
interaction between IT and OT happens through well-
known and protected traffic flows that connect the assets
with the AASs, minimizing the system’s potential attack
surface.

To demonstrate the effectiveness of this architecture,
we utilized a P4-implemented SDN switch equipped
with packet and byte counters, which are accessible
directly to users via a provided web Ul This enables
the network manager, or the autonomous system, to
monitor real-time traffic between switches and specific
ports, correlating with each machine’s CPU usage and
adjusting the network routing rules and the factory
behavior based on this data. By collecting this data,
it’s possible, as shown in the provided use cases, to
detect any OT network attacks on specific machines.
To demonstrate the usefulness and effectiveness of these
analyses, the workflow is as follows:

1) At system startup, everything works as it should,
and all traffic is routed between machines, con-
trollers, and SDN switches;

2) The SDN Switches could be equipped with cus-
tom forwarding rules or entirely new controllers
to change network and factory behaviors;

3) At some stage, the Network Manager, using the
provided submodel ”Get Counters” inside Net-
work Infrastructure AAS, notices a strange quan-
tity of packets and bytes exchanged between two
factory machines;

4) At the same time, the CPU usage of those ma-
chines is too high compared to standard usage;

5) Here, we have the main difference between the
provided use cases, as shown below in Figure ]
and Figure [5

V. RESULTS

To test the architecture proposed, we experimented
with two scenarios: An anomaly in the working con-
ditions of a machine that produces a traffic spike that
resolves independently in a short period; An attack on
a machine that results in a persistent abnormal traffic
pattern, and in an increased CPU workload indicative
of a potential attack(Figure {)) and (Figure [3).

In the former scenario, the system detects a tem-
porary increase in network throughput and CPU load,
which later normalizes without intervention. This is
plotted in Figure |4, where the CPU load (green line)
and the machine traffic pattern (purple line) are plotted.
The CPU and traffic loads spike higher than usual but
then tend to re-normalize (see the traffic decrease at
second 80).

In the latter scenario, high network activity and CPU
usage go on for a much longer time, as plotted in
Figure [5] We assume this may be an indication of an
attack.

In both cases, the working statistics of the network and
machine are collected by the corresponding AASs. The
network control plane detects a higher traffic volume
and assumes a possible problem, and checks CPU usage
on the corresponding machine AAS.

In the former case, when CPU usage and traffic
tend to decrease after some time, no action is taken,
assuming this was a spike of work due to some working
anomaly that has been solved. On the other hand, in the
latter case, when both traffic and CPU stay at higher
values than expected, it is assumed that something
anomalous, possibly a cybersecurity issue, is ongoing.
Therefore, the network control plane deploys a coun-
termeasure by re-programming the switch to block the
suspicious communication using the firewall capabilities
of the implemented SDN network, successfully mitigat-
ing the potential harm to the manufacturing process.

These results confirm that combining SDN and AAS
enhances the network’s visibility and control, enabling
proactive detection and response to threats. The findings
underscore the effectiveness of this approach in securing
OT networks against cyber threats while maintaining
operational efficiency.

A. Conclusion

In this paper, we demonstrate the feasibility of em-
powering network managers at a manufacturing plant to
supervise and manage the network’s forwarding behav-
ior in a centralized and highly flexible manner, lever-
aging the Asset Administration Shell (AAS). The AAS
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Fig. 4. Example of the OT system control, achievable using factory
machines’ AAS and CPU usage. Throughput and CPU are higher than
normal. Soon after, the data falls quickly, so the network manager
takes no action.
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Fig. 5. Example of the OT system control, achievable using factory
machines’ AAS and CPU usage. Throughput and CPU it’s higher than
normal. Network managers take action to block possible attacks.

integration facilitates a more streamlined and dynamic
network traffic control, enabling swift adjustments to
meet the demands of an ever-evolving industrial land-
scape.

This is particularly valuable in Industry 4.0, where
networking is growing more complex. The proposed
solution provides the tools necessary to safeguard the
integrity of OT networks, reduce vulnerabilities, and
enhance the overall reliability of network operations.
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