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 A B S T R A C T

Industrial Control Systems (ICS) are increasingly interconnected with enterprise IT and cloud services, yet their 
communications remain largely unprotected due to the limited adoption of Transport Layer Security (TLS) 
and other cryptographic standards. Legacy devices often lack the resources to support TLS, and operators 
face performance constraints and complex certificate management. To address this gap, we present P4ICS, a 
framework that provides confidentiality, integrity, and replay protection for industrial protocols by shifting 
security functions from endpoints into P4-programmable switches. P4ICS transparently parses and protects 
Modbus, DNP3, EtherNet/IP, and MQTT traffic, establishing switch-to-switch encrypted tunnels that secure 
untrusted network segments while preserving interoperability with legacy equipment. Our evaluation on 
an ad hoc physical testbed shows that P4ICS introduces only a modest overhead compared to plaintext 
communication, while consistently outperforming TLS, reducing delays by about 12% for Modbus and DNP3, 
43% for EtherNet/IP, and 47% for MQTT.

By leveraging in-network computing, P4ICS delivers a practical and deployable security layer for Indus-
try 4.0 communications, narrowing the gap between available secure protocol profiles and their limited use 
in operational ICS.
. Introduction

Industrial Control Systems (ICS) underpin critical manufacturing 
nd utility processes by connecting field devices (sensors/actuators), 
rogrammable Logic Controllers (PLCs), and supervisory systems
HMI/SCADA) over purpose-built communication stacks. Despite their 
entrality to modern Industry 4.0, many ICS deployments still rely 
n legacy protocols designed for isolated, trusted networks, leav-
ng communications exposed when connectivity expands across plant 
egments, enterprise IT, and cloud services [1]. To secure these chan-
els, the networking community has traditionally relied on end-to-end 
ryptographic standards. Transport Layer Security (TLS) [2], with its 
atagram variant DTLS [3], is the de facto standard for end-to-end 
hannel protection on IP networks, providing confidentiality, integrity, 
nd peer authentication. While TLS-secured variants exist for several 
ndustrial protocols (e.g., Modbus/TCP Security [4], CIP Security [5], 
EC 62351 profiles [6]), empirical studies show that TLS remains 
parsely deployed in operational ICS due to performance overheads, 
evice limitations, and the operational burden of key and certificate 
anagement [1,7–9]. Legacy PLCs/RTUs often lack the computational 
eadroom or firmware support for modern cryptographic stacks, and 

I This article is part of a Special issue entitled: ‘Reconfigurable Networks’ published in Computer Networks.
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operators are understandably reluctant to introduce changes that might 
affect deterministic timing.

This motivates alternative approaches that move beyond endpoints. 
In this context, in-network computing has emerged as a complementary 
trend: by relocating selected application and security functions into the 
data plane, it becomes possible to enforce protection directly within the 
network fabric, reducing latency, improving efficiency, and simplifying 
endpoint requirements. Recent standardization work has consolidated 
its motivations and concrete scenarios across telemetry, transport, and 
security services [10]. In parallel, the now well-established technolo-
gies for programmable data planes (e.g., P4 [11]) enable fine-grained 
parsing and transformation of packets at line rate, creating an opportu-
nity to enforce confidentiality and integrity within the network fabric 
rather than at resource-constrained endpoints [12].

This paper explores an alternative, pragmatic design point: P4ICS, 
an in-network security framework that offloads confidentiality and 
integrity from endpoints to P4-programmable switches. Instead of re-
quiring every ICS device to implement TLS, P4ICS establishes switch-to-
switch protection domains that (i) parse common industrial protocols 
in the data plane, (ii) apply AES-based encryption and HMAC-based 
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integrity to payloads as they traverse untrusted segments, and (iii) 
preserve plaintext only on short, trusted links to first-hop switches. In 
doing so, P4ICS aims to close the gap between the availability of secure 
protocol profiles and their limited adoption in practice, maintaining in-
teroperability with legacy devices while delivering TLS-like protection 
where it matters most.

Contributions. This work:

• Designs and implements a P4-based pipeline that parses Modbus, 
DNP3, EtherNet/IP, and MQTT, and applies in-network encryp-
tion and integrity verification at line rate using P4 externs. The 
source code of P4ICS is publicly available.1

• Presents a deployment and keying model consistent with the 
Purdue architecture, with selective tunnel activation and replay 
protection bound to transport-layer sequencing.

• Provides an extensive evaluation on a physical testbed (Hybrid 
Industrial Digital Twin), comparing P4ICS against plaintext and 
TLS modes across RTT, resource usage, and power, and against 
state-of-the-art P4 AES designs.

• Demonstrates a monitoring case study over the Tennessee East-
man Chemical Process that reconciles confidentiality with process 
visibility needed for anomaly detection.

Paper organization. The remainder of the paper is structured 
as follows. Section 2 reviews the industrial protocols considered and 
surveys related work. Section 3 states the problem and deployment 
realities that limit TLS adoption in ICS. Section 4 details our design 
goals and challenges. Section 5 defines the system and threat model. 
Section 6 describes the P4ICS architecture and data-plane implemen-
tation. Section 7 evaluates performance and resource overheads, and 
compares with prior P4 cryptography. Section 8 presents the Modbus 
monitoring case study. Section 9 discusses key management, security 
properties, and limitations. Section 10 concludes.

2. Background & related work

2.1. Background on ICS protocols

In this section, we describe the industrial protocols considered in 
our study. For each protocol, we summarize its origin, network-level 
characteristics, and security-enhanced versions where available. We 
then conclude with a synthesis of their adoption trends, highlighting 
the persistence of insecure deployments.

2.1.1. Modbus
Modbus, developed by Modicon in 1979, is one of the earliest and 

most widely adopted industrial protocols [13]. It follows a client–
server model (historically called master–slave) where the client issues 
requests and the server responds. The original implementation operated 
over serial lines (RS-232/RS-485), while Modbus/TCP encapsulates 
Modbus messages into TCP/IP packets, typically using port 502. The 
protocol is lightweight: each message contains a function code, address, 
and data field. It provides no inherent session management, error 
correction beyond simple checksums, or security features. Due to its 
simplicity, Modbus is widely used to connect PLCs, RTUs, and sensors 
to SCADA systems. In 2008, the Modbus Organization introduced the 
Modbus/TCP Security specification [4], which incorporates TLS to 
provide confidentiality, integrity, and authentication. However, the 
secure version is rarely used in practice, mainly because of performance 
concerns and the large installed base of legacy devices.

1 https://github.com/UniboSecurityResearch/P4ICS.
2 
2.1.2. DNP3
The Distributed Network Protocol version 3 (DNP3), introduced 

in the early 1990s and later standardized as IEEE 1815 [14], was 
designed for utilities and SCADA networks. Unlike Modbus, DNP3 
adopts a layered structure with physical, data link, pseudo-transport, 
and application layers. It typically uses TCP port 20000 when op-
erating over IP, but it can also run over serial lines. Key features 
include unsolicited reporting (where devices can send data without 
being polled), time synchronization, and support for file transfer. The 
data link layer provides reliable delivery with Cyclical Redundancy 
Check (CRC) calculation, while the pseudo-transport layer segments 
large messages. In 2020, the IEEE published DNP3-Secure Authenti-
cation [15], introducing challenge-response authentication, integrity 
codes, and AES-256 encryption. Over time, several versions of Secure 
Authentication have been proposed, with different degrees of adoption. 
For instance, DNP3 SAv5 (and the earlier v2) suffered from a number 
of design flaws [16,17] and were never widely deployed. In particular, 
the multi-user support introduced in SAv5 was later deprecated [18] 
as it did not achieve its intended goals. The most recent version, SAv6, 
aims to reduce the complexity of SAv5, but it has not yet been fully 
standardized and currently lacks complete implementations.

2.1.3. Ethernet/IP
Ethernet/IP, maintained by ODVA, adapts the Common Industrial 

Protocol (CIP) to standard Ethernet and TCP/IP [19]. It is widely de-
ployed in manufacturing systems because it leverages existing Ethernet 
infrastructures while supporting real-time communication. Ethernet/IP 
distinguishes between explicit messages (typically carried over TCP 
port 44818) for configuration and diagnostics, and implicit messages 
(carried over UDP port 2222) for time-critical process data. CIP Secu-
rity, introduced in 2015 [5], adds TLS for explicit messages and DTLS 
for implicit messages. It defines authentication via X.509 certificates or 
pre-shared keys.

2.1.4. MQTT
MQTT, first released by IBM in 1999 [20], is a lightweight publish–

subscribe protocol optimized for low-bandwidth and high-latency net-
works. It runs on TCP, using port 1883 by default, with communications 
mediated by a broker that manages topics and subscriptions. Its sim-
plicity and minimal overhead have made it popular in IoT and IIoT 
scenarios. MQTT supports three Quality of Service (QoS) levels, ranging 
from ‘‘at most once’’ delivery to ‘‘exactly once’’. The secure vari-
ant, MQTT over TLS, operates on port 8883 and is formalized in 
the OASIS MQTT 5.0 specification [21]. Recent studies highlight that 
MQTT is among the most widely adopted protocols in the Industrial 
Internet-of-Things (IIoT), but also one of the most vulnerable: default 
authentication is weak (username/password in cleartext), TLS adoption 
is limited due to performance concerns, and brokers often lack scala-
bility and fine-grained access control [22]. These characteristics make 
MQTT a key enabler for Industry 4.0 while simultaneously representing 
a major security challenge.

2.1.5. Overall adoption
Recent surveys and large-scale traffic analyses highlight a clear 

trend: in research datasets and testbeds, Modbus dominates (approx-
imately 39.5%), followed by DNP3 (12.9%), Ethernet/IP (10.5%), 
and smaller shares of IEC 104 [23] (4.8%), IEC 61850 [24] (4%), 
Profinet [25] (3.2%), and BACnet [26] (about 2%–3%) [1]. Internet-
wide measurements confirm this picture: Modbus, MQTT, and BACnet 
are among the most frequently exposed protocols, while DNP3 and 
Profinet appear less often [27]. Table  1 summarizes these findings, 
comparing adoption levels, transport characteristics, and the avail-
ability of secure extensions. Crucially, in almost all cases, the secure 
variants of these protocols exist but are rarely adopted in practice, 
as detailed in the next section. The persistence of insecure legacy 
protocols, combined with their widespread exposure, highlights a clear 

https://github.com/UniboSecurityResearch/P4ICS
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Table 1
Comparison of industrial communication protocols in terms of transport support, well-known ports, security properties, and 
adoption. Adoption values are taken from large-scale traffic studies [1,27]. ✓ indicates that a feature is supported, while ×
denotes its absence.
 Protocol Serial TCP/IP Ports Native security Adoption (%) Secure extension  
 Modbus [13] ✓ ✓ 502 × 39.5% TLS [4]  
 DNP3 [14] ✓ ✓ 20000 CRC 12.9% DNP3–SA [15]  
 Ethernet/IP [19] × ✓ 44818/2222 × 10.5% TLS/DTLS [5]  
 IEC 104 [23] × ✓ 2404 × 4.8% IEC 62351 [6]  
 IEC 61850 [24] × ✓ 102 × 4.0% IEC 62351 [6]  
 Profinet [25] × ✓ 34962–34964 × 3.2% Security Classes 1–3 [28] 
 BACnet [26] ✓ ✓ 47808 × 2%–3% BACnet/SC [29]  
 MQTT [20] × ✓ 1883 × – TLS [21]  
misalignment between available standards and real-world implemen-
tations. This gap provides the foundation for our problem statement, 
which stresses that TLS and other cryptographic protections are still 
largely absent from industrial communications.

2.2. Related work on P4-based security for ICS

Programmable data planes have been increasingly explored to im-
plement cryptographic security mechanisms directly in the network. 
Hauser et al. proposed P4-MACsec, demonstrating how IEEE 802.1AE 
link-layer encryption can be realized within a P4-based SDN environ-
ment, combining frame protection with dynamic topology monitoring 
and key management [30]. The same authors extended this approach 
to the network layer with P4-IPsec, which enabled site-to-site and host-
to-site VPN tunnels by implementing IPsec endpoints directly on P4 
switches [31]. More recently, they integrated these efforts in P4sec, a 
framework that automates the deployment of 802.1X access control, 
MACsec link protection, and IPsec tunneling, under the orchestration 
of a central controller [32]. Beyond standardized protocols, researchers 
have also explored the feasibility of executing heavy cryptographic 
algorithms in the data plane itself. Chen [33] demonstrated an AES 
implementation on Tofino ASICs by exploiting scrambled lookup ta-
bles across multiple pipeline stages, while Oliveira et al. proposed 
dh-aes-p4, combining in-band Diffie–Hellman key exchange with AES 
encryption directly between P4-programmable nodes [34]. These works 
highlight the growing maturity of P4 for in-network cryptography.

Additionally, recent research has expanded the scope of P4 in-
network security to advanced detection and inspection tasks.
Kecskeméti et al. [35,36] introduced P4RROT, an automated P4 code 
generator designed to simplify the deployment of hybrid security appli-
cations, validated across three distinct use cases: port knocking for au-
thentication, a firewall component for the Network Time Protocol, and 
passive OS fingerprinting. Similarly, AlSabeh et al. demonstrated the 
feasibility of performing Deep Packet Inspection on DNS traffic directly 
in the data plane [37], as well as implementing Machine Learning-
based detection for Domain Generation Algorithms on programmable 
switches [38]. In contrast to these approaches, which primarily focus 
on in-network security through traffic analysis, P4ICS enforces security 
by performing in-line encryption and integrity protection for legacy ICS 
protocols directly in the data plane.

Parallel to these developments, the use of P4 for securing industrial 
networks has received increasing attention. In the industrial domain, 
recent research has applied P4 to enhance the protection of ICS com-
munications through in-network cryptography. Hu et al. proposed a 
framework for industrial network protocol security enhancement us-
ing programmable switches, introducing payload parsing and cryp-
tographic mechanisms tailored to protocols such as DNP3 and Mod-
bus [39]. Pittalà et al. investigated how data plane programmability 
can be leveraged at the edge of industrial networks, combining service 
orchestration with P4-based cryptographic enforcement for protocol 
traffic [12]. These contributions demonstrate the feasibility of adopting 
P4 to provide confidentiality and integrity for ICS protocols, paving the 
3 
way for secure channel establishment without relying exclusively on 
end hosts.

Lastly, Raj et al. proposed a dynamic data-driven security frame-
work tailored for ICS, specifically demonstrating the detection and mit-
igation of Modbus DoS attacks using P4 programmable switches [40]. 
P4ICS complements these detection and mitigation strategies by pro-
viding a transparent encryption layer that proactively secures the com-
munication channel itself against eavesdropping and replay attacks, 
ensuring that legacy protocols are protected by default.

Table  2 compares P4ICS with the P4-based security solutions dis-
cussed above. Existing proposals span two main directions. On the 
one hand, frameworks such as P4-MACsec [30], P4-IPsec [31], and 
P4sec [32] provide general-purpose protection at Layers 2 and 3, 
securing the communication channel without operating on industrial 
protocol semantics. On the other hand, the approaches by Hu et al. [39] 
and Pittalà et al. [12] move closer to ICS-specific processing by target-
ing industrial traffic directly in the data plane. Within this space, P4ICS 
occupies a distinct design point: it combines protocol-aware protection 
for industrial communications with confidentiality, integrity, and re-
play protection, while also retaining explicit support for monitoring 
functions through the selective extraction of relevant features before 
encryption.

3. Problem statement

Traditionally, industrial networks were designed as isolated envi-
ronments, but digital transformation and Industry 4.0 initiatives have 
led to increased interconnection with enterprise IT systems and even 
cloud-based services [41]. As a consequence, protocols that were orig-
inally intended to operate only in closed OT networks are now fre-
quently exposed to broader and potentially hostile environments. This 
paradigm shift makes the adoption of strong security mechanisms an 
urgent necessity, since communication channels that once relied on 
physical isolation for security are now accessible to external attack-
ers [42].

Although secure variants of industrial communication protocols ex-
ist, their adoption in practice remains marginal. During the last decade, 
standards bodies and industrial consortia have updated legacy protocols 
such as Modbus, DNP3, IEC 104, and EtherNet/IP to support TLS, while 
newer protocols such as MQTT were designed with TLS as the default 
security option. In theory, this should provide confidentiality, integrity, 
and authentication for Industry 4.0 communications. In practice, how-
ever, multiple large-scale studies demonstrate that these secure variants 
are almost absent in operational deployments.

Dahlmanns et al. [8] conducted an Internet-wide scan of more 
than 3.7 billion IPv4 addresses and found that only 6.5% of 967,551 
identified IIoT deployments used TLS. Even more critically, adoption 
is uneven: while modern publish–subscribe protocols like MQTT and 
AMQP reached 7.2% TLS adoption, retrofitted legacy protocols such 
as Modbus or DNP3 exhibited only 0.4% support. This means that 
the overwhelming majority of Internet-facing industrial services con-
tinue to use unprotected plaintext communication. Furthermore, of the 
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Table 2
Qualitative comparison of P4ICS with existing P4-based security solutions. The column ‘‘Payload visibility’’ indicates whether the 
solution explicitly permits access to ICS payload semantics for monitoring or payload-aware anomaly detection.
 Paper Prot. level ICS- aware Legacy- transparent Confidentiality Integrity Replay protection Payload visibility 
 P4-MACsec [30] L2 × ✓ ✓ ✓ ✓ ×  
 P4-IPsec [31] L3 × × ✓ ✓ ✓ ×  
 P4sec [32] L2/L3 × × ✓ ✓ ✓ ×  
 Hu et al. [39] L4 ✓ ✓ ✓ ✓ × ×  
 Pittalà et al. [12] L4 ✓ ✓ × ✓ × ×  
 P4ICS L4 ✓ ✓ ✓ ✓ ✓ ✓  
limited set of TLS-enabled deployments, 42% suffer from misconfigura-
tions that nullify or weaken security, including reliance on deprecated 
TLS versions, weak cipher suites, expired or self-signed certificates, 
and even the reuse of compromised cryptographic material across 
thousands of hosts. Alarmingly, up to 30% of certificates were found 
publicly available in software repositories or Docker images, making 
impersonation trivial.

In a subsequent study [9], the authors provide a detailed analysis 
of the recurring obstacles that hinder the adoption of TLS in industrial 
environments. A first limitation is the strong dependence on legacy de-
vices: industrial hardware often remains in operation for 10 to 30 years, 
and many Programmable Logic Controllers or Remote Terminal Units 
(RTUs) simply do not have the computational resources or firmware 
capabilities to support TLS. Even when devices are technically able 
to use cryptographic functions, the additional performance overhead 
becomes critical. TLS handshakes and the continuous process of encryp-
tion and decryption introduce latency and increase CPU load, factors 
that are often unacceptable in real-time or safety–critical loops where 
a deterministic response is essential. This problem is even more evident 
in constrained embedded IIoT devices, where limited memory and the 
absence of cryptographic accelerators make the execution of modern 
TLS libraries inefficient or impractical. In particular, the use of public-
key cryptography during TLS handshakes incurs significant bandwidth 
and processing overheads [43].

Beyond hardware constraints, the complexity of key and certificate 
management represents another major obstacle. Industrial operators 
are required to provision, distribute, and periodically renew certificates 
for thousands of devices. In practice, this often leads to expired cer-
tificates, the persistence of default credentials, or, in some cases, the 
complete deactivation of authentication to avoid operational disrup-
tions. Compatibility issues further exacerbate the situation: to maintain 
interoperability with legacy clients, some vendors and operators de-
liberately configure systems to allow outdated TLS versions or weak 
cipher suites, effectively reducing the security guarantees of the con-
nection. Finally, there is a broader organizational challenge: the high 
cost of downtime makes operators reluctant to apply updates or en-
able stricter authentication, leading to operational inertia. Security 
measures are therefore postponed or disabled in order to avoid any 
potential interference with production processes, even when this leaves 
communications exposed.

As a result, despite the availability of secure protocol variants, 
empirical evidence shows that industrial networks overwhelmingly 
rely on insecure plaintext communications [1,8,9]. When TLS is used, 
deployments are frequently misconfigured, with weak cryptography, 
expired or reused certificates, and missing access controls. This gap be-
tween available protocol security and the actual near absence of secure 
deployments is the key motivation for our work. We aim to design an 
alternative security framework that can be integrated into industrial 
networks with minimal overhead, compatibility issues, and manage-
ment complexity, while still ensuring confidentiality and integrity of 
ICS communications.

4. Design goals & challenges

The central design goal of our framework is to remove the burden 
of confidentiality and integrity mechanisms from end devices. Many 
4 
industrial assets in the field are either legacy (and cannot be updated 
to support TLS) or resource-constrained (lacking the CPU, memory, or 
cryptographic accelerators needed to run modern TLS libraries). Our 
idea is therefore to shift security functions into the network, leveraging 
programmable data planes so that packets are transparently processed 
and protected as they traverse the infrastructure. This approach ensures 
that communications remain secure even if the end hosts themselves 
are unaware of encryption, or entirely incapable of providing it.

By exploiting P4, encryption and integrity checks can be performed 
directly in the forwarding pipeline. This allows industrial traffic to be 
selectively identified and protected, without requiring changes at the 
application endpoints. In this way, secure channels are created within 
the network, while the original devices continue to communicate using 
the legacy protocol stack. The approach maintains interoperability, re-
duces operational complexity for plant operators, and makes it possible 
to extend cryptographic protection also to long-lived equipment that 
cannot be upgraded.

An important consideration is that this solution deliberately sacri-
fices end-to-end protection, as offered by TLS, in favor of switch-to-
switch protection. In practice, the secure tunnel is established between 
programmable P4 switches, meaning that traffic is encrypted while 
traversing the untrusted network segments but remains in clear on 
the local link between device and switch. Our proposal is valid under 
a threat model that considers it highly unlikely for an attacker to 
obtain physical access to the local cabling between end devices and 
switches, or to the switches themselves. This design choice is formally 
grounded in the ISA/IEC 62443 [44] standard, specifically in the Zones 
and Conduits model. In this framework, assets with similar security 
requirements – such as legacy field devices and PLCs – are grouped into 
a Security Zone, which is defined as a physically trusted environment 
protected by access controls. Consequently, the local cabling between 
the endpoint and the switch is treated as an intra-zone connection, 
secured by the physical perimeter itself. By contrast, the network seg-
ments interconnecting these zones constitute Conduits, which traverse 
potentially untrusted environments and require logical protection.

P4ICS is intended to secure the Conduits between zones once traffic 
reaches a trusted first-hop programmable network element. When the 
endpoint-to-switch segment is physically protected within the same 
Security Zone, P4ICS provides confidentiality and integrity over the 
most exposed part of the network path without requiring any mod-
ification to legacy devices. As a result, the trust boundary is shifted 
from the endpoints to the edge of the Security Zone (the first-hop 
network device), ensuring a pragmatic balance between deployability 
and security while adhering to industrial defense-in-depth principles.

Conversely, when sensors or legacy devices are deployed in phys-
ically exposed positions and the device-to-switch segment cannot be 
assumed trusted, that segment falls outside the protection boundary 
of P4ICS. In these cases, P4ICS should be regarded as complementary 
to first-hop protection mechanisms, such as protected analog cabling, 
gateway relocation, link- or network-layer protection, or host-based 
cryptography on capable IIoT nodes.

To exemplify the concept, we refer to a Modbus communication 
scenario, as illustrated in Fig.  1. In the traditional Modbus/TLS set-
ting (Fig.  1(a)), confidentiality is provided end-to-end by means of a 
TLS handshake between client and server, which requires that both 
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(a) Sequence diagram of Modbus TCP security over TLS.

  
(b) Sequence diagram of our P4 in-network approach.

 

Fig. 1. Comparison of the sequence flow of Modbus security and our proposed approach.
end hosts support the secure variant of the protocol. Conversely, our 
in-network approach (Fig.  1(b)) assumes that client and server are 
legacy devices, which communicate in plaintext. P4-enabled switches 
deployed at the network boundary transparently identify Modbus traf-
fic, establish an encrypted tunnel, and carry the Modbus payload 
securely across the untrusted network segment. Decryption is then 
performed before delivering the traffic to the final host, which remains 
oblivious to the security mechanism. This provides transparent in-
network confidentiality and integrity protection for the most exposed 
parts of the communication path, while overcoming the limitations of 
legacy equipment.

Designing such a framework raises several challenges. First, parsing 
and processing industrial protocols in the data plane requires dealing 
with variable-length fields and application-specific headers. For exam-
ple, Modbus/TCP messages include the Modbus Application Protocol 
(MBAP) header, from which payload length must be derived before 
encryption can be applied. Second, cryptographic operations in the 
data plane must respect strict performance requirements. Industrial 
environments impose real-time constraints, meaning that packet pro-
cessing time added by encryption and decryption must remain in the 
order of microseconds to avoid disrupting control loops. Third, key 
management becomes a network-level responsibility: symmetric keys 
must be provisioned or exchanged between P4 switches at the control 
plane, and refreshed periodically, without involving the constrained 
end devices. Finally, the solution must balance security with opera-
tional transparency: operators should be able to deploy secure tunnels 
without modifying PLC firmware, client applications, or field devices.

In summary, our design goals are to provide confidentiality and 
integrity for industrial communications without modifying end hosts, 
to ensure performance compatibility with real-time constraints, and to 
enable flexible, network-level key management. The key challenge is to 
implement these goals within programmable data planes, proving that 
in-network security can deliver practical protection for Industry 4.0 
environments where traditional TLS-based solutions remain largely 
unused.

5. System & threat model

We describe our system and threat model using the Purdue Enter-
prise Reference Architecture [45], which is widely adopted to con-
ceptualize Industrial Control Systems security. As shown in Fig.  2, 
the architecture organizes the industrial network into six hierarchi-
cal levels. Levels 4 and 5 represent the Information Technology (IT) 
5 
domain, which is responsible for business applications and enterprise 
management. Levels 0 to 3 constitute the Operational Technology (OT) 
domain, where physical processes are monitored and controlled.

At level 0, sensors and actuators interact directly with the physical 
process. These field devices are connected to level 1, which is composed 
of Programmable Logic Controllers executing the control logic. PLCs 
read sensor values and update actuators accordingly, implementing the 
fundamental closed control loops of the plant. Level 2 includes Human–
Machine Interfaces (HMIs) and SCADA servers that collect plant data, 
display operational dashboards, and enable supervisory control. At 
level 3, engineering workstations and control servers are used by 
operators to configure PLCs, deploy control logic, and coordinate plant 
operations. Above level 3, a demilitarized zone (DMZ) manages the 
connection between the IT and the OT networks while keeping them 
isolated from each other [46].

In our system model, programmable P4 switches are strategically 
deployed at key boundaries of the Purdue architecture (as illustrated in 
Fig.  2). These devices implement in-network security protection: they 
parse industrial traffic, identify critical flows, and apply encryption and 
integrity mechanisms before forwarding the packets. The P4 controller, 
located at level 3, orchestrates these operations by installing appro-
priate flow rules and managing symmetric keys installed on the P4 
programmable switches.

Regarding the threat model, we assume an adversary with the 
capabilities of a Dolev–Yao intruder [47]. This means that the attacker 
can eavesdrop on all communications, inject new messages, replay 
old ones, or drop and delay packets at will. However, we adopt the 
perfect cryptography assumption: cryptographic primitives cannot be 
broken without access to the relevant keys. In line with recent ICS 
security studies [48–51], we constrain the attacker’s reach to levels 2 
and 3 of the Purdue architecture. In practice, this models an adversary 
who has compromised a workstation, SCADA server, network device, 
or who has gained access to the network interconnecting IT and OT. 
We do not consider an attacker with direct physical access to field 
devices and PLCs (levels 0 and 1), as such an adversary could trivially 
bypass any in-network protection. This limitation is grounded in the 
ISA/IEC 62443 [44] concept of Zones, which mandates that critical 
assets are housed within physically secured perimeters (e.g., locked 
control cabinets), effectively preventing local tampering. Furthermore, 
given that Level 0 interactions between sensors and actuators often 
rely on hardwired analog I/O rather than packet-switched protocols, 
we assume the adversary cannot intercept or inject traffic at this layer 
without invasive physical wire-tapping. We further clarify that these 
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Fig. 2. The threat model of this work is based on the ICS Purdue Reference Architecture. We assume the attacker has Dolev–Yao capabilities above level 1, but 
cannot tamper with the channel between the P4 controller and the P4 programmable switches.
assumptions do not imply universal physical protection for all Level 0 
devices. Rather, whenever P4ICS is applied, we assume that the first-
hop P4 programmable switch belongs to the same trusted cell/area as 
the protected endpoint. If the device-to-switch segment is physically ex-
posed, that last-hop segment is not covered by the guarantees claimed 
for P4ICS.

Finally, we assume that the communication channel between the P4 
controller and the programmable switches is secure [52], and cannot 
be intercepted or manipulated by the adversary.

6. P4ICS

The proposed framework, named P4ICS, is designed to shift the 
responsibility for confidentiality and integrity mechanisms away from 
legacy and resource-constrained end devices and into the network 
itself. By exploiting programmable data planes, P4ICS provides trans-
parent in-network protection for industrial traffic without requiring any 
modification to end applications, PLC firmware, or field devices.

P4ICS builds on the P4 programming language, which allows the 
definition of custom packet processing pipelines in programmable 
switches. Within this environment, P4ICS supports the four industrial 
communication protocols that are most commonly used in practice and 
were analyzed in Section 2, namely Modbus, DNP3, Ethernet/IP, and 
MQTT. To implement cryptographic functions, the framework leverages 
the extern2 mechanism of P4 as provided by the bmv23 software switch, 
which enables the invocation of optimized C++ libraries directly from 

2 https://p4.org/p4-spec/docs/p4-16-working-draft.html#sec-external-
units.

3 https://github.com/p4lang/behavioral-model.
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the data plane. In our design, this capability is exploited to integrate 
symmetric AES encryption and decryption [53] routines for payload 
protection.

In addition to confidentiality, P4ICS ensures integrity and authentic-
ity by computing SHA-256-based HMAC [54] tags over the transmitted 
payloads. These tags are attached to outgoing packets and verified upon 
reception, ensuring that any unauthorized tampering is detected within 
the network. By combining AES-based encryption with SHA256 HMAC 
verification, the framework ensures that industrial communications are 
simultaneously protected against eavesdropping, replay, and modifica-
tion attacks, while maintaining compatibility with legacy devices that 
lack native TLS support.

6.1. Parsing pipeline

To enable in-network encryption and integrity verification, the 
parsing process is divided into two stages: a protocol-agnostic stage 
common to all packets, followed by a protocol-specific stage that 
extracts the application payload to the granularity required by the 
cryptographic routines.

A key constraint of the bmv2 target is that any single header or 
metadata field can be at most 2048bits (256 bytes). Consequently, 
application payloads larger than 256bytes cannot be represented in 
a single header instance and must instead be parsed iteratively into 
multiple fixed-size chunks.

In the common stage, the parser extracts the Ethernet, IPv4, and 
TCP (or UDP) headers. At this point, we define the application payload 
length, denoted as 𝐿app, as the number of bytes following the transport 
header: 
𝐿 = IPv4.TotalLength − (4 ⋅ IPv4.IHL) − (4 ⋅ TCP.DataOffset) (1)
app

https://p4.org/p4-spec/docs/p4-16-working-draft.html#sec-external-units
https://p4.org/p4-spec/docs/p4-16-working-draft.html#sec-external-units
https://github.com/p4lang/behavioral-model
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for TCP, and 
𝐿app = UDP.Length − 8 (2)

for UDP. If 𝐿app ≤ 0, the packet contains no application data and it 
is transmitted to the ingress pipeline for IPv4 forwarding purposes. 
Otherwise, the parser inspects the transport port to identify which 
industrial protocol is being carried.

In the protocol-specific stage, the application payload is extracted 
in compliance with the 256-byte constraint of the bmv2 target. The 
process begins from the application payload length 𝐿app, computed in 
the common stage from IPv4 and transport-layer headers. Protocol-
specific headers are then parsed to refine this value and determine 
the exact number of application bytes to be processed. Whenever the 
resulting payload length does not exceed 256 bytes, the entire data unit 
can be parsed in a single header instance containing a varbit field. 
Conversely, if the payload length is greater than 256 bytes, the parser 
engages an iterative extraction strategy based on header stacks. In this 
design, the payload is segmented into fixed-size slices of 256 bytes, 
each extracted by invoking the packet.extract primitive into a 
dedicated header instance. After each extraction, a counter tracking the 
remaining length is decremented, and the parser transitions either to a 
new extraction state (if at least 256 bytes remain) or to a final state 
that extracts the last incomplete slice. The latter is implemented as a
varbit field whose width is determined at runtime to exactly match 
the remaining number of bytes. This mechanism guarantees that even 
large application data units are reconstructed deterministically in the 
data plane.

The four protocols considered in this work each require a dedicated 
extraction logic. For Modbus/TCP (port 502), the Modbus Application 
Protocol header carries a Length field, which specifies the number of 
bytes following the field itself, including the Unit Identifier and the 
Protocol Data Unit (PDU). The Modbus PDU length is therefore derived 
as MBAP.Length − 1, since the Unit Identifier is not part of the PDU. 
Since this value never exceeds 253 bytes according to the Modbus 
specification [13], the entire PDU fits within the 256-byte constraint 
of bmv2, allowing it to be parsed in a single header instance.

For DNP3 over TCP (port 20000), the encapsulated unit is a frame
consisting of a 10-byte header and a data section. The header specifies 
the total frame size, carries link-layer control information, and iden-
tifies the source and destination device addresses. The data section, 
commonly referred to as the payload, contains sensor and actuator 
values and is protected by CRCs: every 16 data bytes is followed by 
a 2-byte CRC. The maximum number of data bytes in the payload is 
250, not including CRCs, which results in a maximum frame size of 292 
bytes when all overheads are counted. From the parser’s perspective, 
this corresponds to approximately 282 bytes of payload plus the 10-
byte header. Since this can exceed the 256-byte constraint, the payload 
is segmented into two slices: the first fixed 256-byte entry in the stack 
and a final varbit slice carrying the residual bytes.

EtherNet/IP (TCP port 44818 or UDP port 2222) presents a more 
demanding case, as CIP payloads can reach the Ethernet MTU. After 
parsing the encapsulation and CIP headers, the residual length is com-
puted as 𝐿CIP = 𝐿app − 𝐿hdr, where 𝐿hdr denotes the combined header 
size. Because 𝐿CIP may approach 1500 bytes, the payload is segmented 
into 256-byte slices stored in a header stack of depth 5, covering up to 
1280 bytes, with the final slice implemented as a varbit.

Finally, MQTT (port 1883) can theoretically support message pay-
loads up to 268MB, as defined by the four-byte Remaining Length field 
in the fixed header. However, in practical IIoT deployments, cloud 
providers deliberately impose stricter limits to ensure compatibility 
with resource-constrained devices. For instance, Amazon AWS restricts 
the maximum payload size to 128KB [55]. In this work, we adopt this 
bound as representative of realistic IIoT scenarios. Accordingly, the 
payload is parsed iteratively in 256-byte slices stored in a dedicated 
header stack of depth 512, which covers exactly 128KB.
7 
In summary, the parsing pipeline employs a uniform two-stage 
strategy. The common stage computes 𝐿app and identifies the protocol, 
while the protocol-specific stage adapts extraction to each protocol 
under the 256-byte constraint. Modbus fits within a single header in-
stance, DNP3 requires a small header stack of depth 2, and EtherNet/IP 
and MQTT are parsed through larger stacks of depth 6 and 500, re-
spectively. This design guarantees that the complete application data is 
made available to the data plane, enabling subsequent AES encryption 
and SHA256-HMAC integrity verification in the ingress pipeline.

6.2. Ingress pipeline

Once the application payload has been extracted by the parser, the 
ingress pipeline applies the cryptographic transformations required to 
guarantee confidentiality and integrity. These operations are imple-
mented directly in the data plane through externs compiled in C++ 
and invoked inside match–action tables, ensuring that encryption and 
decryption are performed at line rate without involving the end devices.

The extern interface exposes three primitives:

• Encrypt(payload, key) executes AES encryption on the 
payload. Keys are provided as up to eight 32-bit words, from 
which the extern infers whether AES-128, AES-192, or AES-256 
must be applied, and accordingly sets the number of rounds to 
𝑁𝑟 = 𝑁𝑘 + 6.

• Decrypt(payload, key) applies the inverse AES transforma-
tion using the expanded key schedule, reconstructing the original 
plaintext when the correct key is supplied.

• Sha256(payload, key, TCP.seq) computes a SHA256-
based HMAC over the ciphertext concatenated to the TCP se-
quence number of the packet.

The Encrypt and Decrypt externs operate on 16-byte blocks. If 
the payload length is not a multiple of 16, padding is applied so that en-
cryption always proceeds deterministically. Furthermore, because the 
parser delivers data in 256-byte slices, the extern guarantees alignment 
at this boundary: whenever the encrypted payload is shorter than 256 
bytes, null bytes are appended to reach the fixed slice size. This strategy 
produces a constant-width ciphertext representation, which simplifies 
pipeline processing and ensures predictable latency. During decryption, 
both the AES padding and the slice padding are removed by relying on 
the original application length parsed from the industrial protocol header: 
this field is never altered by the pipeline, thereby allowing the exact 
plaintext to be reconstructed.

Additionally, the Sha256 extern expects as input the ciphertext 
slice concatenated with the TCP sequence number of the packet. In 
this way, authenticity is guaranteed and replay attempts are detected: 
reusing a valid ciphertext under a different sequence number leads to 
verification failure, which causes the packet to be dropped. By includ-
ing the TCP sequence number in the HMAC computation, cryptographic 
integrity is directly tied to the expected transport-layer ordering, pro-
viding robustness against both tampering and replay: if a ciphertext is 
reused or delivered out of order, the verification fails and the packet is 
discarded.

While the externs provide the cryptographic primitives, their in-
vocation is governed by the actions defined in the ingress pipeline. 
Each action specifies how the packet is transformed and is triggered 
by match–action table rules installed by the control plane. The logic 
of the encrypt action – which replaces the plaintext payload with 
its ciphertext, generates an HMAC tag with Sha256, attaches the tag 
to the packet as a dedicated header, and updates the length fields 
of the IPv4 and transport headers – is detailed in Algorithm 1. The 
complementary decrypt action recomputes the HMAC and drops the 
packet if verification fails; otherwise, it decrypts the ciphertext slice by 
slice, restores the plaintext payload, removes the HMAC tag from the 
packet, and updates the corresponding length fields, as summarized in 
Algorithm 2.
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Algorithm 1: Encrypt action in the ingress pipeline.
Input : The payload 𝑝 of the input packet.
Output: Ciphertext 𝑐 and HMAC tag ℎ.

1 𝑐 ← Encrypt(𝑝, 𝑘𝑎𝑒𝑠);
2 𝑡 ← Sha256(𝑐, 𝑘ℎ𝑚𝑎𝑐 , 𝑇𝐶𝑃 .𝑠𝑒𝑞);
3 Update IPv4 and transport length fields;
4 𝑝.setInvalid();
5 𝑐.setValid();
6 𝑡.setValid();

Algorithm 2: Decrypt action in the ingress pipeline.
Input : Ciphertext 𝑐 and HMAC tag ℎ.
Output: The decrypted payload 𝑝 of the input packet if 

verification succeeds.
1 𝑡′ ← Sha256(𝑐, 𝑘ℎ𝑚𝑎𝑐 , 𝑇𝐶𝑃 .𝑠𝑒𝑞);
2 if 𝑡 ≠ 𝑡′ then
3  mark_to_drop();
4 else
5 𝑝 ← Decrypt(𝑐, 𝑘𝑎𝑒𝑠);
6  Update IPv4 and transport length fields;
7 𝑝.setValid();
8 𝑐.setInvalid();
9 𝑡.setInvalid();

7. Evaluation

This section evaluates the overall efficacy of P4ICS to determine its 
applicability in real-world Industry 4.0 scenarios for securing industrial 
communications under real-time constraints. In particular, we focus on 
empirically answering the following research questions:

Q1 How does the deployment of P4ICS affect the round-trip time 
(RTT) of Modbus, DNP3, EtherNet/IP, and MQTT when using 
AES keys of 128, 192, and 256 bits, and how do these results 
compare with both plaintext communication and conventional 
TLS-secured communication?

Q2 What is the total resource consumption introduced by deploying 
P4ICS (in terms of CPU, memory, and power), and how does 
this overhead impact the runtime performance of industrial 
communications under realistic operational conditions?

Q3 How does P4ICS perform compared to state-of-the-art in-network
cryptography approaches based on P4 programmable switches?

We begin by outlining the experimental setup used to conduct the tests 
needed to answer these questions.

7.1. Experimental setup

To evaluate P4ICS, we deployed a physical testbed that mirrors the 
Purdue Enterprise Reference Architecture, as depicted in Fig.  3. The 
testbed preserves the canonical separation between the Information 
Technology and Operational Technology domains, while incorporating 
devices and systems that are representative of modern Industry 4.0 en-
vironments. It provides a realistic setting to assess both the applicability 
and the performance of P4ICS under practical deployment conditions.

The IT domain is realized through a high-performance workstation 
located in the Enterprise Zone. The workstation, a Dell PC equipped 
with an Intel i7 processor and 64 GB of RAM, runs client appli-
cations for the industrial protocols under evaluation, namely Mod-
bus/TCP, DNP3, EtherNet/IP, and MQTT, and initiates communication 
sessions towards the OT network. In particular, the Modbus, Eth-
erNet/IP, and MQTT clients are implemented in Python using the
8 
Fig. 3. Experimental setup employed to conduct the evaluation of the P4ICS 
pipeline, which is deployed on the Raspberry Pi at the IT/OT boundary and 
on the RevPi at Level 1 of the Purdue model.

pymodbus,4 cpppo,5 and paho-mqtt6 libraries, respectively, while 
the DNP3 client is implemented in Rust using the commercial DNP3 
library by Step Function I/O.7

The demilitarized zone is implemented through a Raspberry Pi 5 
Model B (4 CPU cores, 8 GB RAM) in combination with an Aruba 
switch. The Raspberry Pi hosts the Suricata intrusion detection system 
and a bmv2 software switch, acting as the programmable enforcement 
point for industrial traffic entering from the IT domain. In this setting, 
the Raspberry Pi plays a dual role: it inspects traffic at the IT/OT 
boundary and enforces the P4ICS cryptographic transformations, trans-
parently encrypting and decrypting industrial flows according to the 
rules pushed by the controller. The Aruba switch mediates the connec-
tion towards the OT domain, which in our testbed is organized into 
three levels, with Level 2 (SCADA) omitted due to the limited scale of 
the deployment. At Level 0, we deployed analog sensors and actuators,8 
together with a digital IoT temperature sensor.9 These devices generate 
real field data that feed into the Revolution Pi (RevPi)10 installed at 
Level 1. The RevPi acts as a soft-PLC, supporting various industrial com-
munication protocols and hosting a bmv2 software switch to interface 
with the programmable data plane. Both the Raspberry Pi and the RevPi 
are used to deploy the P4ICS pipeline described in the previous section, 
enabling in-network parsing, encryption, and integrity verification of 

4 https://www.pymodbus.org/.
5 https://github.com/pjkundert/cpppo.
6 https://pypi.org/project/paho-mqtt/.
7 https://stepfunc.io/products/libraries/dnp3/.
8 https://www.dexterindustries.com/grovepi/.
9 https://sklep.inveo.com.pl/en/monitoring/49-nano-temp.html.
10 https://revolutionpi.com/en/revolution-pi-series.

https://www.pymodbus.org/
https://github.com/pjkundert/cpppo
https://pypi.org/project/paho-mqtt/
https://stepfunc.io/products/libraries/dnp3/
https://www.dexterindustries.com/grovepi/
https://sklep.inveo.com.pl/en/monitoring/49-nano-temp.html
https://revolutionpi.com/en/revolution-pi-series
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(a) Modbus.

  
(b) DNP3.

 

 
(c) EtherNet/IP.

  
(d) MQTT.

 

Fig. 4. Comparison of round-trip time (RTT) across industrial protocols in plaintext, TLS-secured, and P4ICS modes with AES-128, AES-192, and AES-256 keys. 
The reported values are the mean of 100000 samples, and the error bars report the standard deviation of the measure.
industrial traffic directly at the IT/OT boundary and at Level 1 of the 
Purdue model.

Finally, the OT domain includes Level 3, where an NVIDIA Jetson 
Nano is deployed to host the P4 controller. This controller, introduced 
in our previous work [56,57], manages the programmable switches via 
P4Runtime, orchestrates key distribution, and activates secure tunnels 
according to the policies defined at the control plane.

7.2. RTT comparison (Q1)

To address Q1, we measured the RTT of 100,000 read requests from 
the IT workstation to the digital temperature sensor for each of the four 
industrial protocols under evaluation. Fig.  4 reports the average values 
obtained in plaintext, TLS-secured, and P4ICS modes with AES-128, 
AES-192, and AES-256 keys.

For Modbus, P4ICS introduces an overhead of approximately 107%–
113% compared to plaintext communication, but it remains 10%–13% 
faster than TLS. For DNP3, the additional latency introduced by P4ICS 
is between 24% and 33% relative to plaintext, while still achieving a 
10%–15% reduction compared to TLS. For EtherNet/IP, P4ICS increases 
RTT by 35%–62% over plaintext, yet it reduces latency by almost 
half with respect to TLS (38%–48% faster). For MQTT, P4ICS results 
in a 133%–144% overhead relative to plaintext, but still consistently 
outperforms TLS with a 46%–48% improvement.

Overall, P4ICS systematically outperforms TLS across all protocols 
and key sizes, while introducing an expected increase in latency com-
pared to plaintext communication due to the added cryptographic 
operations. These findings confirm that P4ICS can offer a practical 
trade-off between security and performance in real-time industrial 
settings.

It is important to emphasize that these results should not be inter-
preted as a performance comparison across different protocols, but only 
9 
within each protocol. The client implementations are heterogeneous, 
relying on distinct libraries and languages, which strongly influence 
their baseline performance. For instance, the DNP3 client, implemented 
using a commercial industrial-grade library in Rust, exhibits signifi-
cantly lower RTTs than the other protocols, reflecting differences in 
software stacks rather than protocol characteristics.

7.3. Overall resource consumption (Q2)

To answer Q2, we measured the total resource consumption intro-
duced by deploying P4ICS on the two programmable switches of the 
testbed: the Revolution Pi and the Raspberry Pi 5. The measurements 
were carried out during the same experimental campaign of 100,000 
read requests used for RTT evaluation, and cover three dimensions: 
CPU utilization, memory footprint, and power consumption. For each 
protocol and AES key size, Table  3 reports both the mean and maximum 
values observed.

The data show that CPU utilization remains modest across all pro-
tocols and key sizes. On average, P4ICS requires between 25% and 
35% of CPU resources, with occasional peaks slightly above 50%. Such 
figures are well within the capabilities of embedded industrial devices, 
especially considering that both platforms are constrained, low-power 
hardware. The memory footprint is essentially negligible: mean values 
are consistently in the range of 55–127 MB depending on the protocol, 
representing less than 2% of the 8 GB RAM available on both the RevPi 
and the Raspberry Pi 5. Power consumption is practically constant 
across all experiments, with average values around 2.7–2.8 W, showing 
that encryption and integrity verification do not introduce significant 
energy overhead.

Overall, these results indicate that the deployment of P4ICS imposes 
only a limited resource overhead, even when executed on software 
switches running on resource-constrained platforms such as Raspberry 
Pi devices.
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Table 3
Resource usage of P4ICS across protocols, AES key sizes, and programmable switches. Values report the mean and maximum CPU, memory, and power consumption 
measured on the Revolution Pi and Raspberry Pi 5, both running bmv2 as software switches. Results are averaged over 100,000 requests per protocol.
 Protocol Key size CPU (%) Memory (MB) Power (W)
 RevPi Raspberry Pi 5 RevPi Raspberry Pi 5 RevPi Raspberry Pi 5
 Mean Max Mean Max Mean Max Mean Max Mean Max Mean Max  
 
DNP3

128 25.10 36.68 27.10 36.68 115.47 116.37 116.00 116.90 2.73 2.77 2.81 2.81  
 192 32.85 51.68 31.68 54.70 116.63 116.90 110.65 116.72 2.77 2.77 2.81 2.81  
 256 33.01 38.33 33.13 53.13 115.98 116.40 112.50 117.12 2.77 2.77 2.81 2.81  
 
EtherNet/IP

128 22.17 26.68 24.91 30.00 126.19 126.93 127.38 127.60 2.77 2.77 2.65 2.81  
 192 22.80 26.68 24.91 30.00 125.78 126.34 127.44 127.68 2.77 2.77 2.68 2.81  
 256 21.80 28.33 24.77 28.33 126.91 127.40 127.42 127.78 2.77 2.77 2.64 2.81  
 
Modbus

128 29.25 38.33 35.09 53.33 57.28 60.35 116.41 117.58 2.76 2.77 2.81 2.81  
 192 28.40 35.00 38.53 51.68 54.06 54.18 116.28 117.59 2.76 2.77 2.81 2.81  
 256 30.13 38.33 34.03 58.33 57.48 57.89 115.63 117.60 2.77 2.77 2.81 2.81  
 
MQTT

128 36.05 41.68 34.25 53.33 117.49 118.00 115.54 117.22 2.77 2.77 2.81 2.81  
 192 35.09 40.00 34.42 56.25 117.86 118.37 116.07 117.34 2.77 2.77 2.81 2.81  
 256 35.52 41.68 33.96 55.00 116.49 117.35 116.09 117.08 2.77 2.77 2.81 2.81  
Table 4
Performance comparison of P4ICS with respect to [33] on a Revolution Pi running bmv2, in terms of packet processing time, 
packet dequeuing time, CPU utilization, memory usage, and power consumption.
 Method PPT (ms) PDT (ms) CPU (%) Memory (MB) Power (W)
 Mean Max Mean Max Mean Max Mean Max Mean Max 
 Chen et al. [33] 2188.56 438652.86 0.00065 0.627 25.09 35.00 202.74 216.45 2.76 2.76 
 P4ICS 0.90 69.25 0.0025 3.96 6.05 13.35 48.95 48.95 2.76 2.76 
7.4. Comparison with the state-of-the-art (Q3)

The state-of-the-art solution for in-switch AES encryption is the 
Scrambled Lookup Tables (LUTs) approach proposed by Chen et al. 
[33]. This method implements AES encryption entirely in the P4 data 
plane by precomputing and storing parts of the AES transformation 
in lookup tables. The authors demonstrated a working implementation 
on both a hardware Tofino switch and the bmv2 software switch. On 
Tofino, their P4 program achieved up to 10.92 Gbit/s throughput for 
AES-128 encryption, while using less than 15% of switch memory. The 
design is limited to a 128-bit key and operates on a single 128-bit (16-
byte) data block per packet. Due to Tofino’s pipeline stage limitations, 
the switch must recirculate each packet through the pipeline multiple 
times: the prototype completes AES-128 (10 rounds) in five passes for 
a single 16-byte payload (six and seven passes are needed for AES-
192 and AES-256, respectively). This LUT-based approach leverages 
abundant hardware memory to replace expensive arithmetic operations 
with table lookups, making in-network AES feasible on ASICs.

To compare our solution with Chen et al. approach, we deployed 
their LUT-based AES pipeline on a Revolution Pi running bmv2, and 
evaluated both solutions under identical conditions. In order to inte-
grate the comparison within our industrial testbed, we extended their 
implementation to include a Modbus/TCP parser, thereby enabling the 
LUT-based design to process industrial traffic in the same manner as 
our extern-based solution. We transmitted 1000 Modbus packets using 
Scapy,11 each carrying a single 16-byte payload (the official AES-128 
test vector from NIST FIPS-197 [53]) encrypted with a 128-bit key. 
We measured the packet processing time (PPT) inside the P4 pipeline, 
any packet dequeuing time (PDT) before processing, as well as CPU 
utilization, memory usage, and power consumption on the device. The 
results are summarized in Table  4, reporting both mean and maximum 
values for each metric.

The results show that P4ICS dramatically outperforms the
scrambled-LUT design by Chen et al. [33] when executed on bmv2 
software switches. The average packet processing time of the LUT-based 
implementation is 2188.56 ms, compared to only 0.90 ms for P4ICS, 

11 https://scapy.net/.
10 
corresponding to a speedup of more than three orders of magnitude 
(∼2400×). Worst-case latency is also significantly higher in the LUT-
based solution (438 653 ms vs. 69 ms for P4ICS). In terms of resource 
usage, Chen’s approach consumes about four times more CPU (25% 
vs. 6%) and memory (203 MB vs. 49 MB), while power consumption 
remains practically identical at 2.76 W.

Both approaches correctly produced the expected NIST test vector 
output, confirming functional correctness. However, the LUT-based 
method is rigid: it supports only 128-bit keys and single 16-byte pay-
loads per packet. By contrast, P4ICS supports AES-128/192/256 and 
arbitrary payload sizes segmented into 256-byte slices.

In summary, while the scrambled-LUT approach is effective on 
Tofino ASICs, P4ICS is vastly more efficient and flexible on software 
and embedded targets, reducing CPU load by 75%, memory usage by 
76%, and latency by several orders of magnitude. These properties 
make P4ICS more suitable for realistic industrial deployments with 
variable payloads and constrained hardware.

8. Modbus monitoring case study

The limited adoption of TLS in industrial networks is primarily 
motivated by operational requirements rather than technical unavail-
ability. The first obstacle is the necessity of maintaining full visibility 
over process data. Predictive maintenance frameworks and anomaly 
detection systems rely on continuous access to raw sensor values and 
control variables to infer plant conditions and detect incipient fail-
ures [1,39]. If traffic were encrypted end-to-end, these values would 
be hidden, forcing monitoring to either terminate encryption at inter-
mediate nodes – introducing additional attack surfaces – or to move 
all analytics to constrained endpoints, which is rarely feasible in ICS 
deployments. These factors explain why confidentiality is frequently 
sacrificed in favor of visibility and real-time performance. However, 
this choice leaves process communications vulnerable to eavesdropping 
and manipulation. Our approach directly addresses this trade-off by 
exploiting P4 programmability and SDN orchestration to selectively 
extract relevant process variables before encryption, while preserving 
encrypted end-to-end delivery towards workstations. To demonstrate 
its feasibility, we conducted a case study based on the Tennessee 
Eastman Process (TEP), a widely recognized standard benchmark for 

https://scapy.net/
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assessing process monitoring and fault diagnosis methods. It consists 
of five main modules, each a two-stage reactor, a condenser, a vapor–
liquid separator, a stripper, and a reboiler, as well as 11 pneumatic 
valves, two pumps, and a compressor. The process is described by 53 
continuous variables, including 41 measured outputs (e.g., flows, pres-
sures, compositions, and temperatures) and 12 manipulated variables 
corresponding to control inputs.

In our experimental setup, the TEP simulator [58] is connected 
in hardware-in-the-loop to the testbed presented in Section 7.1. The 
RevPi acts as a programmable logic controller and Modbus/TCP master. 
The RevPi collects process variables and transmits them via Modbus to 
the IT workstation. It also applies in-network payload encryption and 
authentication in the data plane, as described in Section 6, employing 
256-bit keys. At the same ingress stage, before encryption, the RevPi 
collects the process variables and, via packet_in message, sends 
them to the P4 controller, which is deployed on the Jetson Nano. 
This P4 controller is responsible for control-plane operations, such as 
policy management and rule installation, and additionally acts as the 
anomaly detection engine by running machine learning models on the 
TEP features.

For anomaly detection, we trained five Long Short-Term Memory 
(LSTM) models on the TEP dataset introduced in [59], with history 
lengths 𝑁 = {1,5,10,25,50}. Each model consists of two stacked LSTM 
layers with 256 hidden units each, followed by a dense output layer. 
Training was performed with a batch size of 512 for up to 100 epochs 
with early stopping based on validation loss. The reconstruction error 
distribution was modeled during training, and anomaly thresholds were 
selected using a chi-square (𝜒2) criterion on the residuals [60].

Since each LSTM model with history length 𝑁 requires 𝑁 consec-
utive samples of the 53 process variables to perform detection, the 
monitoring traffic must be organized accordingly. Each monitoring 
message sent from the RevPi to the P4 controller therefore aggregates 
𝑁 samples (212 bytes per sample) together with a fixed 58-byte Eth-
ernet/IP/TCP header. The resulting control channel utilization (CCU) 
can be expressed as

𝐶𝑈𝑈 =
PacketSize(𝑁)

𝛥𝑡(𝑁)
[B/s],

where PacketSize(𝑁) = 58 + 212 ⋅ 𝑁 and 𝛥𝑡(𝑁) = 1.8 ⋅ 𝑁 s is the 
inter-packet interval imposed by the TEP simulator.

Detection latency reflects the time needed to collect the 𝑁 samples 
and process them along the path. We define it as

𝐿(𝑁) = 1.8𝑁 + PPT ⋅𝑁 + RTT
2 + 𝑡LSTM ⋅𝑁,

where PPT = 0.3 ms denotes per-packet processing time, RTT = 60 ms
the round-trip delay, and 𝑡LSTM the per-sample inference time. In Table 
5 we report latencies excluding inference time in order to isolate 
network and processing overhead.

To evaluate the trade-off between communication overhead and 
detection performance, we computed CCU, latency, and four standard 
metrics – accuracy, precision, recall, and F1-score – across the five 
history lengths. Results are summarized in Table  5.

The results show that as the history length 𝑁 increases, control-
channel utilization (CCU) decreases slightly, from about 150 B/s at 
𝑁 = 1 to 118 B/s at 𝑁 = 50. This effect is due to the amortization of the 
fixed protocol header across a larger number of samples. The gain in 
communication efficiency, however, is offset by a substantial increase 
in detection latency, which grows almost linearly with 𝑁 , ranging from 
approximately 1.8 s at 𝑁 = 1 to about 90 s at 𝑁 = 50. The dominant 
factor in this increase is the time required to accumulate 𝑁 samples, 
while networking and processing delays contribute only marginally.

Detection performance metrics remain stable in terms of overall 
accuracy, which stays around 0.95 regardless of 𝑁 . Recall improves 
significantly with larger histories, reaching very high values at 𝑁 = 10
and above, confirming that longer temporal windows help the model to 
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Table 5
Anomaly detection results for the Modbus monitoring case study on the 
Tennessee Eastman Process (TEP). Each entry corresponds to an LSTM model 
with history length 𝑁 , where monitoring messages aggregate 𝑁 process sam-
ples before encryption. Reported metrics include control channel utilization, 
detection latency, and classification performance (accuracy, precision, recall, 
F1-score).
 History CCU (B/s) Latency (s) Accuracy Precision Recall F1-score 
 1 150.0 1.83 0.953 0.467 0.922 0.620  
 5 124.2 9.03 0.951 0.454 0.868 0.596  
 10 121.0 18.03 0.951 0.458 0.988 0.626  
 25 119.1 45.04 0.951 0.460 0.960 0.622  
 50 118.4 90.05 0.952 0.466 0.988 0.633  

capture a broader range of anomalies and reduce false negatives. Preci-
sion, on the other hand, remains consistently low (around 0.45–0.47), 
indicating that a considerable fraction of alarms are false positives. As 
a result, the F1-score shows only moderate improvements when recall 
increases.

These findings highlight a fundamental trade-off. Short histories 
yield low latency and faster reaction times, which may be preferable 
in scenarios where timely detection is critical. Longer histories re-
duce communication overhead and improve recall, but at the cost of 
substantially higher detection delays. The consistently low precision 
is nevertheless in line with what can be expected from LSTM-based 
reconstruction models when the anomaly threshold is determined in 
a fully unsupervised manner, i.e., without tuning on any portion of the 
attack dataset. As highlighted in [61], this choice favors generality and 
avoids the need for labeled anomalies, but typically leads to higher false 
positive rates compared to supervised or semi-supervised threshold 
calibration.

9. Discussion & limitations

9.1. Key management and tunnel activation

The establishment of secure tunnels between P4-enabled switches 
is governed by the control plane through P4Runtime [62], which 
populates the match–action tables that decide how industrial traffic is 
processed. Two complementary activation strategies are possible:

1. Static activation: an encrypted tunnel is instantiated at startup 
and persistently covers all traffic of a given industrial protocol. 
This minimizes control-plane interactions and guarantees contin-
uous protection, although at the cost of encrypting also traffic 
that may not require confidentiality.

2. On-demand activation: the controller installs flow rules dynam-
ically, triggering the creation of a secure tunnel only when 
traffic between specific endpoints is detected. This approach 
avoids unnecessary cryptographic overhead while still protecting 
sensitive flows as soon as they become active.

In both cases, the controller determines which flows are directed to 
the encrypt and decrypt actions and which instead follow the 
default forwarding path. The selection is entirely transparent to the 
end devices: legacy industrial nodes continue to exchange plaintext 
according to their native protocol specifications, while the switches 
automatically encrypt packets before they leave the trusted domain and 
decrypt them upon re-entry. In this way, confidentiality, integrity, and 
replay protection are enforced selectively in-network without requiring 
any modification of industrial endpoints.

The control plane is not only responsible for activating secure 
tunnels, but also for the distribution of the symmetric keys that protect 
them. Keys may be pre-installed at configuration time for static deploy-
ments, or dynamically negotiated through a Diffie–Hellman (DH) key 
exchange protocol [63]. In the latter case, the control plane coordinates 
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the handshake, derives the session key, and installs it in dedicated 
registers of the P4-enabled switches via the P4Runtime API. The se-
curity of these control-plane operations relies on the integrity of the 
communication channel between the P4 controller and the switches. 
To mitigate the risk of key interception or unauthorized rule injec-
tion, P4ICS leverages the security features of the P4Runtime protocol, 
which mandates the use of gRPC over Mutual TLS (mTLS) [62]. This 
ensures that both the controller and the network devices are mutually 
authenticated and that the symmetric keys exchanged for tunnel es-
tablishment remain encrypted in transit. The registers in which keys 
are installed are subsequently accessed by the ingress pipeline during 
encryption and decryption operations. Keys are bound to the flow-table 
entries that activate the encrypt and decrypt actions, ensuring 
that identical cryptographic material is consistently applied across the 
entire tunnel. To limit the exposure window in case of compromise, the 
controller can also enforce periodic rekeying, transparently refreshing 
the registers with new symmetric keys without interrupting ongoing 
communications.

Finally, to quantify the scalability impact of the on-demand tunnel 
activation in scenarios involving multiple controllers, we conducted a 
targeted test using Modbus as a reference protocol. Specifically, we 
measured the time required to negotiate and install keys between two 
switches managed by two distinct controllers. Fig.  5 reports the average 
latency computed over 10000 connection attempts for each of the 
following three scenarios:

1. Modbus Connection: the baseline time necessary to complete a 
standard TCP three-way handshake.

2. Modbus TLS Connection: the time required to establish a secure 
session using the Modbus/TCP Security protocol, comprising 
both the TCP and TLS handshakes.

3. P4ICS Connection with DH: the total time to establish a P4ICS 
secure tunnel dynamically. This encompasses (1) the Diffie–
Hellman (DH) key exchange between two distinct controllers,
(2) the installation of the derived symmetric keys into the P4 
switch tables via P4Runtime, (3) the installation of the tunnel 
activation rules for the two selected endpoints, and (4) the final 
TCP handshake time between endpoints.

As shown in Fig.  5, the true overhead introduced by the secure 
tunnel activation is represented by the difference between the P4ICS 
Connection with DH and the baseline Modbus Connection. This delta 
averages to 4.549 ms and corresponds exclusively to control-plane op-
erations (key exchange and rule installation). Crucially, this overhead 
is independent of the specific industrial protocol being secured and re-
mains within the same order of magnitude of milliseconds as a standard 
TLS handshake. Consequently, this value can be considered the intrin-
sic computational cost for securing any flow between two endpoints, 
effectively representing the system’s baseline orchestration overhead. 
Net of variations strictly attributable to network propagation delays and 
geographical distances, this result confirms that the proposed P4ICS 
framework scales efficiently even in multi-controller environments, as 
the impact on overall network performance is comparable to standard 
TLS overhead.

9.2. Security analysis

As discussed in Section 5, our threat model assumes a Dolev–Yao 
adversary [47] with full control over the network at Purdue Levels 2 
and 3: the attacker can intercept, replay, drop, and inject arbitrary 
packets, but cannot break standard cryptographic primitives under 
the perfect cryptography assumption. The channel between the P4ICS 
controller and the programmable switches is assumed secure. Within 
this model, we analyze the guarantees provided by P4ICS.

First, confidentiality is enforced by in-network AES encryption, 
which ensures that industrial payloads traversing untrusted network 
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segments cannot be understood by an eavesdropper. Even if the at-
tacker captures complete flows, the payload remains indistinguishable 
from random noise without the symmetric key.

Second, integrity and authenticity are guaranteed through SHA-256-
based HMAC tags, which bind each ciphertext to its TCP sequence 
number. Any modification of the payload or reordering of packets 
results in verification failure at the receiving switch, causing the packet 
to be dropped. Forged traffic is likewise discarded since the adversary 
lacks the secret keys.

Third, replay protection is achieved by incorporating transport-layer 
sequence numbers into the HMAC computation. This design ensures 
freshness of messages: if an attacker records a valid packet and later 
attempts to replay it, the network will recognize the duplicate or out-
of-order sequence and discard the packet. In practice, this thwarts 
replay attacks, wherein an adversary could otherwise resend legiti-
mate commands (e.g., opening a valve or tripping a breaker) to cause 
unauthorized actions at improper times.

By enforcing these measures directly in the data plane, P4ICS sig-
nificantly reduces the adversary’s room for maneuver. An attacker 
operating at Levels 2/3 of the Purdue model can no longer silently 
read or subtly manipulate industrial commands as in legacy plain-
text deployments. Tampering attempts are detected through HMAC 
verification, replayed messages are discarded, and encrypted payloads 
remain unintelligible. As a result, the adversary is largely confined 
to disruptive actions such as Denial-of-Service (DoS), while stealthy 
man-in-the-middle attacks are effectively mitigated.

However, it is important to delineate the scope of P4ICS’s protec-
tion. The security guarantees are provided switch-to-switch, not truly 
end-to-end at the application layer. In other words, P4ICS creates se-
cure tunnels between network devices (P4-programmable switches) in 
the industrial network. Traffic is decrypted once it leaves the final P4-
enabled switch, so a compromise of endpoints or local subnets may still 
expose plaintext communications. This limitation reflects the design 
choice of preserving interoperability with legacy devices that cannot 
support TLS or other secure protocol variants. Compared to full end-to-
end encryption, which would provide stronger guarantees but require 
upgrading all devices [8], P4ICS represents a pragmatic compromise: 
it secures the most exposed network segments against attackers, while 
remaining deployable in legacy ICS environments.

Nevertheless, the proposed architecture is flexible enough to accom-
modate stronger security models for modern industrial assets. Specifi-
cally, for IIoT devices running Linux-based operating systems capable 
of executing Extended Berkeley Packet Filter (eBPF) programs with 
sufficient computational headroom [64], we propose extending the se-
cure boundary directly to the network edge. In this hybrid deployment, 
the P4 switch is configured via control-plane policies to bypass the 
decryption stage for these capable endpoints selectively. Instead, the 
encrypted payload and HMAC tag are forwarded directly to the host, 
where an eBPF program hooked at the eXpress Data Path (XDP) or Traf-
fic Control (TC) layer performs transparent decryption and verification 
in the kernel space [65] before passing the data to the userspace ap-
plication. Crucially, this approach preserves complete interoperability 
with legacy equipment. The architecture supports a mixed environment 
where modern devices utilize end-to-end encryption (terminating at the 
host kernel), while legacy hosts continue to rely on the switch-to-switch 
tunnel. Consequently, traffic is exposed in plaintext only on the specific 
local links connecting legacy assets that strictly lack the resources for 
cryptographic operations, while communication involving modern IIoT 
nodes remains protected across the entire path.

9.3. Portability limitation

While P4ICS demonstrates the feasibility of in-network security for 
industrial protocols, some limitations emerge in terms of portability. 
The most significant challenge lies in the use of P4 externs for AES and 
HMAC operations. These externs are supported by the BMv2 software 
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Fig. 5. Comparison of connection establishment times. The overhead of P4ICS key exchange is the difference between the P4ICS setup time and the baseline 
Modbus TCP connection time.
switch, but not by hardware targets such as Intel/Barefoot Tofino, 
whose pipeline does not allow arbitrary cryptographic primitives [66]. 
As a result, the current design cannot be directly ported to production 
ASICs. However, alternative approaches utilizing Field-Programmable 
Gate Arrays (FPGAs) externs [67] offer a concrete path to overcome 
these hardware constraints. Unlike fixed-function ASICs, FPGA targets 
support the integration of custom externs defined in Hardware De-
scription Languages (HDL). Frameworks such as P4FPGA [68] and the 
P4→NetFPGA workflow [69] allow developers to map P4 programs 
onto FPGA hardware while offloading computationally intensive tasks 
to specialized hardware modules. In the context of P4ICS, the C++ 
cryptographic externs used in our prototype could be replaced by 
optimized HDL implementations. The feasibility of this approach is sup-
ported by recent work demonstrating cryptographic hashing in P4 data 
planes [70] and the effective offloading of complex security protocols 
on FPGA-capable SmartNICs [71]. These solutions indicate that P4ICS 
can be transitioned to hardware targets by leveraging the flexibility of 
FPGAs HDL externs to enforce encryption and integrity directly on the 
data plane itself.

A second limitation concerns the handling of large or variable-
length payloads, particularly in MQTT. Unlike Modbus or DNP3, which 
have small and bounded payloads, MQTT supports messages up to 
256 MB [20]. Even with practical limits such as the 128 KB cap imposed 
by AWS IoT Core [55], processing these payloads in a P4 pipeline 
remains challenging. Current P4 hardware is optimized for fixed-length 
headers and short packets, and struggles with deeply nested or very 
large structures [39]. In our BMv2 prototype, large MQTT payloads 
were managed by slicing them into 256-byte chunks, but this ap-
proach already revealed performance and memory bottlenecks. While 
a software switch can technically handle packets of hundreds of kilo-
bytes, this is not sustainable in constrained environments. On hardware 
ASICs the problem is even more severe: parsing application data on 
the order of 128 KB would require fragmentation, reassembly, and 
stateful processing beyond the capabilities of the data plane. As a 
result, P4ICS can handle MQTT traffic within bounded message sizes 
in controlled settings, but its portability to hardware targets remains 
limited, especially for multi-megabyte or streaming payloads.

10. Conclusion

This paper introduced P4ICS, an in-network security framework 
that shifts confidentiality and integrity enforcement from legacy and 
resource-constrained ICS endpoints into programmable data planes. By 
exploiting P4, our design enables transparent encryption and authen-
tication of Modbus, DNP3, EtherNet/IP, and MQTT traffic, without 
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requiring modifications to end devices or industrial applications. In 
doing so, P4ICS provides transparent in-network confidentiality and 
integrity protection across untrusted network segments, while preserv-
ing interoperability with the heterogeneous and long-lived equipment 
typical of industrial environments.

Our evaluation on a realistic testbed demonstrated that P4ICS can 
be deployed on resource-constrained embedded platforms such as Rasp-
berry Pi and Revolution Pi, achieving practical round-trip latencies 
and modest CPU/memory overheads. Specifically, P4ICS consistently 
outperforms traditional TLS, reducing communication delays by ap-
proximately 12% for Modbus and DNP3, and up to 48% for MQTT 
and EtherNet/IP. Furthermore, our comparative study against state-
of-the-art scrambled-LUT AES designs confirmed that the extern-based 
approach of P4ICS is orders of magnitude more efficient on software 
targets, reducing packet processing time by a factor of ∼2400x and 
memory usage by 76%. Finally, the Modbus case study highlighted how 
P4ICS can reconcile confidentiality with process visibility, enabling 
selective pre-encryption monitoring that supports anomaly detection 
frameworks without sacrificing secure delivery.

Some limitations remain, particularly regarding the portability of 
P4ICS to hardware targets that do not support custom externs and the 
handling of large or variable-length payloads such as those of MQTT. 
Future work will therefore focus on extending the design towards hard-
ware accelerators and FPGA-supported externs, as well as optimizing 
the processing of large payloads to ensure scalability and deployability 
in production environments.

Overall, P4ICS demonstrates that in-network cryptography can offer 
a deployable and efficient alternative to end-to-end TLS in industrial en-
vironments, narrowing the gap between secure protocol specifications 
and their limited adoption in practice. By leveraging P4 programma-
bility, our framework provides a foundation for secure, interoperable, 
and performance-oriented industrial networking in Industry 4.0.
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