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Chapter 7

Keylogging

Ricardo Mufioz Martift,Sanjun Sur,

Zhigiang D4 & Sara Pueriri

! University of Bologna % Beijing Foreign Studies University

Abstract: Keystroke logging, orkeylogging,is a powerful
research method for collecting unobtrusive, finahged data on
text production processes. In cognitive translati@amd
interpreting studies (CTIS), keyloggers like Tramsll and
Inputlog capture the dynamics of translation betiavincluding
pauses, revisions, information searching, and tygatterns,
which enrich language data and timestamp it, downthie
millisecond. Keylogging data enables researchersinter
underlying cognitive processes, compare translapertise
levels, and assess task difficulty. This chaptesvigles an
overview of keylogging research in CTIS, coverints i
conceptual basis, key variables, ethical consiaerstanalytical
methods, and limitations. It emphasizes the neeedological
validity, standardized metrics, and thorough rdpgrtin

keylogging studies. Future applications may expatod



multimodal translation, collaborative workflows,caimtegration

with sensor technologies.

Keystroke logging,or keylogging,is a data-collection method that systematically
monitors and registers single and combined keybpaedses, whether sequenced or
chorded, and often mouse actions (see Figure h Sunimal, self-contained events
are the basic behavioral units in keylogging. Caoesthat there are more than 25,000
meaningful combinations of just three consecutiveysk alphanumeric or not.
Keyloggers also timestamp events and the latent¢ywdam them, oiinterkeystroke
intervals (ikis), with millisecond precision. Features swashthe number of words typed
and edits vary across tasks (Corginal., 2019) and can be hypothesized to hint at
cognitive processes such as problem solving antbrpeance self-monitoring and
assessment (Baaijen et al., 2012; Galbraith & BaaiR019). Qualitative analyses
provide valuable insights (e.g., Sala-Bubaré et28121) but most keylogging research
is quantitative, with time typically playing a ceatrole.

Keyloggers were initially developed in the 1970&l 4980s primarily for system
maintenance and debugging purposes. Yet many aof theeve been and are used as
malware to illegally and surreptitiously registerdatransmit information to malicious
actors, such as hackers. Notorious keyloggers diediliagic Lantern(later, CIPAV),
developed in the early 2000s by the FBI for crirhimaestigations;,Zeus,a banking
trojan with keylogging capabilitie®arkTequilaandPegasusThis malevolent use has
tarnished the reputation of keylogging. Many amtigi programs detect research

keyloggers as spyware, and often refuse to instath.



With the commercialization of keyloggers in the 9@8, their applications
broadened to include gathering user feedback fgitadliproducts, diagnosing IT user
problems, lifelogging, and aiding law enforcememnestigations. They are widely used
in the field of behavioral dynamies-mainly in cybersecurity and user behavior
analysis—where they provide insights into typing ttgq@as, human-computer
interaction, and security vulnerabilities. Oftenpmmercial keyloggers, such as
SpyAgent and Spyrix, do not only register keyboardi mouse evenisThey also
record all kinds of activities such as system andrephone audio, webcam footage,
and screen recordings. The granularity and pretisidheir logging, however, may not
be extremely high for research purposes. Their ayepént for monitoring internet
usage, employee productivity, and even personaleglance is subject of ethical
debates.

Broadly, keyloggers are classified as either lomalremote.Remotekeyloggers
work within web browsers to track users’ navigateord click patterns or are integrated
into particular websites, primarily for profilingsers, rather than to collecting what they
type.Local keyloggers can be hardware or softw&tardware keyloggers are physical
devices (such as dongles, flash drives and plugimserted between the keyboard
connector and its port on the computeoftwarekeyloggers, on the other hand, employ
various techniques for data collection, typicalpping into the data sent from the
keyboard to the CPU. Other types of local softwkeyloggers include wireless
keyboard sniffers—which are capable of capturing tdwdio frequency signals such as
those from Wi-Fi or Bluetooth, transmitted betweanwireless keyboard and its
corresponding receiver—and acoustic keyloggerschviainalyze keyboard sounds to
discern pressed keys.

Researchkeyloggers are typically local software applicaio They generate

logfiles that contain complete records of a sessaiuth provide a detailed chronological

1 See https://www.spytech-web.com/ and https://www.spyrix.com/



framework for reconstructing the sequences of evamttext production and related
activities. The analysis of alternating keystrokesl ikis, their durations, distributions,
rhythms, and interactions with each other and Vinigpuistic and environmental aspects,
along with sources of information and applicatioyiglds a rich dataset. This data is
crucial for formulating and testing hypotheses dhamers’ behaviors and their mental
processes. Researchers often interpret and reelyrsimdescribe sequences of events
and ikis as higher-order actions—for instance, reesef deletions followed by typing
new letters can be redescribed as “replacing a '\wenghich are associated with
specific text production subtasks, such as reviammhonline information search.

In cognitive translation and interpreting studi€g'1S), keylogging has emerged as
a powerful tool for investigating the cognitive pesses underlying translation and
interpreting tasks. The following sections will aelsk its application in CTIS research,
and will discuss key concepts, variables, and othethodological considerations. The
chapter will first provide an overview of the staiethe art in keylogging research
within CTIS, highlighting the insights gained frostudying the differences between
informant groups, the cognitive demands of varitasks, and the impact of emerging
technologies. It will then explore the conceptusphects of keylogging, including the
selection and operationalization of variables, mesment techniques, and the
interpretation of pause and revision data. Nexpeets of implementing a CTIS
research project using keylogging will cover reskadesign choices, data analysis
methods, and the features of popular keyloggindgstbke Translog-Il and Inputlog.
Finally, the chapter will discuss advantages, ktnins, and challenges of keylogging
in CTIS, as well as ethical considerations and rleed for ecological validity in
research. By providing a comprehensive overvieweyflogging in CTIS, this chapter
aims to guide researchers in leveraging this pawerhethod to advance our
understanding of the complex cognitive processedenying multilectal mediated

communication tasks.



1. The method, and key concepts

Keylogging is widely used in writing process stui¢e.g., Allen et al.,, 2016;
Chukharev-Hudilainen, 2014; Leijten & Van Waes, 20Manchén & Roca de Larios,
2023). It was the next logical step in a trend tbaeparted from the study of the
cognitive aspects of writing and moved to compam@nual writing with computer
typing (e.g., Van Waes, 1992). Duin and Bridwef&%) and Bridwell, Sirc and Brooke
(1985) pioneered keylogging in research when thegduthe progranRecording
Wordstar to study revision processes of novice writers. Tdowocated need of
dedicated applications soon led to creating Tratedverinson Eklundh & Kollberg,
1992), this first research keylogger, which run Macintosh computers. Then there
came Scriptlog (Ahlsén & Strdmqgvist, 1999; Stronsgv& Karlsson, 2002) and
Inputlog (Leijten & Van Waes, 2006), to be followbg GGXLog (Usoof et al., 2020).
Scriptlog and GGXLog incorporate a basic text ed#aond only register what happens
within it, whereas Inputlog captures all actionsf@ened on a Windows computer,
with informants using MS Word for text processing.

Research typically focuses on the temporal aspefctext production, such as
pause patterns and typing speed, to infer cognireeesses such as problem-solving,
decision-making, and the mental effort when dealwgh particular language
structures, such as metaphors, or that involvedpecific writing tasks. Researchers
also study the role of language skills and usexgedise in different settings. For
instance, Leijten et al. (2015) compared text pobida dynamics (pausing patterns) in
L1 Dutch and L2 English, and found L2 writing to lessfluent (Chenoweth & Hayes,
2001) in terms of characters and words per minutaterrupted writing stretches, and

final text length.



® numbers & symbols m punctuation & OEM
1 characters I O edit 1 ASCII

m modifier 0 navigation
O system & GUI 0 function & multimedia

Figure 1. Types of keys in standard computer 104-105-ke\bkayd. They typically follow

the ANSI or the ISO standards, with their keys nyostrranged in langue or country
variations of the QWERTY layout. Keyboards oftegline keys to access functions of the
operating system through a graphic user interf&l). The output of a few keys varies
between keyboards and layouts because theyrgeally encoded by the manufacturer

(OEM).

Typing speed, keystroke patterns, and ikis are aigter the spotlight ikeystrokeor
keyboard dynamics research domain within cybersecurity. In thearsh for robust
methods for user authentication that will be lesssive than voice, iris, and fingerprint
recognition, typing peculiarities are approachedome of the biometric parameters
against cyberthreats. In keystroke dynamics, rebees study how people type short
text stretches, like their names or their passwofMdsrking on such small samples, they
apply fine-grained statistical analyses, advancdgbrithms and deep learning

techniques to assess additional indicators suchihgihm, keystroke duration and



physical pressure on the keys. These studies adavelop models that pinpoint unique
characteristics of individuals and their emotiorsthtes, and can also infeoft
biometrics,such as age and gender (Katerina & Nicolaos, 28bh&dman et al., 2023;
Shi et al., 2023; Thomas & Preetha Mathew, 2028nperidis & Arampatzis, 2020).
This research domain is quite disconnected frontingrprocess research and CTIS, but
it is quite developed and sophisticated and thé Qignularity they adopt should be of

great help in the interpretation of data in outmea Let us now focus on CTIS.

1.1.The state of the art in keylogging in CTIS

Keylogging is also a popular data-collection tonl CTIS (Dragsted, 2004, 2005;
Dragsted & Carl, 2013; Immonen, 2011; Mufioz & Mar2018; Puerini, 2023). As in
the case of writing, the study of the mental preesswhile translating started with
think-aloud techniques (Ericsson & Simon, 1993; alse chapter 5, this volume) but
soon their validity raised concerns (e.g., Jakop2@a3). The first translation-oriented
research keylogger was Translog (Jakobsen & Sch®89), whose first Windows
version was released in 1999. Ten years laterad featured in over 70 research
publications (Schou et al., 2009). Inputlog andnstag Il have emerged as the most
prominent research keyloggers in CTIS and we Wilktfocus on them.

In CTIS, researchers have focused on aspects asidine differences between
informant groups in linguistic processing, typinghlavior, etc. Dragsted (2004), for
instance, observed that translators tend to worlsegments comprising two to four
words, with three-word segments being most frequ8ht noted that professionals
usually work with fewer, longer text segments, ofestablishing equivalence at the
clause level, whereas less experienced translatork more at the phrase level.
Dragsted and Carl (2013) compared professionalsstuients translating and found
that—contrary to Jakobsen’s (2003) findings—stusig@nerally engage in more initial

planning than professionals. Professionals, onother hand, were found to allocate



more time to end revisions and to be more locallgrded, possibly due to their
proficiency in swiftly generating target text withto referring much beyond the
immediate co-text, unless they are faced withwacstral challenge.

Beyond translating, keyloggers have been emplagestrutinize other multilectal
mediated communication tasks. As early as 2006, ri@&Bused keylogging to study
post-editing and her data did not yield any sigaifit correlation between the duration
or location of pauses with text edits. She als@aato substantial difference in effort
when post-editing sentences that were either mardess suitable for machine
translation (MT). Nitzke and Gros (2021) investeghthe tendency to edit beyond post-
editing guidelines—referred to aser-editing—in both revising and post-editing tasks,
and discovered that over-editing was much more comduring revision.

Keylogging has also been applied to investigateeqial correlations between
cognitive demand and translation or source-textcdity, as indicated by ikis duration
and frequency. These measurements serve as praxiepgnitive effort: increased
information processing times, more frequent extdniles, and reduced speed in target-
text production suggest heightened cognitive demaddring translation (Kruger,
2016). An emerging area of interest is comparingndove efforts in translating vs.
post-editing machine translations, to shed lighttainterface between translators and
the constantly evolving machine translation (MTghieologies. For instance, Jia and
Sun (2023) comprehensively studied the cognitivealals in both, taking into account
source-text complexity and the quality of MT outguand found both factors to have a
considerable influence in the difficulty associateith post-editing tasks. Specifically,
post-editing was deemed less challenging than latmg in scenarios where high-
qguality MT outputs were paired with complex sourees.

Recent CTIS studies have used keylogging to slggd bnto cognitive processes
involved in tasks like subtitling, audio descriptjoand simultaneous interpreting.

Orrego, Dutka and Szarkowska (2018) applied keyhlaggto assess subtitling



performance differences between professionals emdees, while Jankowska (2021)
found that the cognitive operations and phaseslvedoin audio description are akin to
those in writing and translation. These latter stadies reported on the use of multiple
research methods (discussed below). Keylogging dataction keeps expanding. The
latest addition is remote simultaneous interpre{lR§l). Du (2024) explores the use of
keystroke logging, screen recording, and audio rcBog to investigate information-
seeking behaviors during glossary compilation agrantretrieval before and during
RSI. Using constructs such aar-key span{E2K) andeye-voice spalifl2V), he sheds
some light on cognitive strategies linking RSI s over time and suggests
improvements in computer-assisted interpreting (Gédl design.

Comparative research has also been conducted betwaseslating and other text
production tasks. Immonen and Makisalo (2010) swidbauses before subordinate
clauses and found them to be shorter than thoswebehain clauses in monolingual
typing, whereas when translating all pauses beflangses are almost identical in length.
This suggests that, irrespective of their syntadéipendency, when translating, clauses
are processed independently. Immonen (2011) obdetvat, when translating, the
mean pause lengths between smaller linguistic (wibsds, phrases) are longer than in
monolingual typing, whereas pauses at the sentandeparagraph level are shorter
when translating. This, she argued, points to kkfiees in task goals and planning
needs. Phrases, for instance, seem to play a nromeinent role when translating.
Puerini (2023) compared retyping, monolingual wgti translating, revising, and a
multimodal task involving monolingual text produtibased on an infographic leaflet.
She corroborated Immonen’s findings but also caunteitively discovered that
durations of infographic-based writing were longbean in both free writing and
translation.

Keylogging is often used alongside many other-datkection methods (Wengelin

et al., 2019). In writing process studies, Leijetral. (2013) integrated keylogging and



interviews to analyze the chronological progressibmiasks, search activities, and the
introduction of new content in the professionalting processes of a communication
designer. Their study revealed that the professiemgaged in thorough searches across
various sources, generated both visual and vertalent, and effectively directed
attention and maintained motivation throughout téek. Within CTIS, Schrijver, Van
Vaerenbergh and Van Waes (2012) combined keylogwitty think-aloud techniques
to study transediting, observing variations in th&tribution of transediting operations
across production phases, which appeared to bheemfed by participants' individual
working styles. Alves and Couto Vale (2017) deveb ITTERAE, an application
designed to annotate keylogged translation prodass to analyze the prototypical
characteristics of drafting and revision phasefanslation. Enriquez and Cai (2023)
used a web screen recorder and a keylogger toirszaeuintra-subject and inter-task
level changes in web search behaviors (query thmplexity, language) in translation
trainees over a full semester.

The most typical combination, however, has beelwylogging and screen
eyetracking (see chapter 9, this volume). Schaeffat. (2019) explored when and how
translators deal with errors in self end-revisionting that a significant amount of
concurrent reading and writing with minimal delesoduring the drafting phase, which
seems to lead to more streamlined revision prosggasecognitive effort linked to error
detection and correction decreases in later stageslplund (2011) measured the
duration of attention units and pupil size to dismothat professionals tend to allocate
cognitive resources more flexibly and exhibit higheognitive efficiency than
translation trainees.

In the last decade, engineering and businesseleehrch into behavioral dynamics
has been drifting towards hand-held devices butlasing, we should acknowledge the
pool of untapped knowledge on keyboard and mousehat they did and will provide

to CTIS. Pinet, Dubarry and Alario (2016) show tiygting imposes specific motor



constraints on language production processes apgidle et al. (2023) compiled a
dataset aimed at identifying emotions through tegskoke, mouse, and touchscreen
dynamics. Keystroke dynamics has been successtpplied to detect (mild) cognitive
impairments (Leijten et al., 2015) and in digitadalth diagnostics, e.g., of multiple
sclerosis (Lam et al.,, 2021) and bipolar disordéfslueta et al., 2021). These

applications underscore the importance of ethicsmivacy in keylogging.

1.2.Ethical issues in keylogging studies

Keyloggers that capture and timestamp all actiwiieross programs on a computer—as
opposed to those only logging what is typed withm internal text processor—can
collect extensive user data. The data may inclustesigve details, like passwords,
birthdates, phone numbers, bank account informaaod personal instant messages.
Beyond customary precautions, researchers need pdan and clear when informing
participants regarding what data is collected wtibir keylogger and the potential
privacy risks involved. While commercial keyloggemsay redact or remove such
sensitive data, research keyloggers usually carietertheless, the responsibility of
handling this data falls on the researchers, whatnosommit to removing sensitive
information from the dataset. Additionally, mininmg noise data is essential. This
means deactivating any applications unrelated ® $hudy that could generate
superfluous mouse or keyboard events. This helpgs/ept capturing irrelevant
information that might inadvertently expose persaledails.

Furthermore, keylogging research reports mustesddethical aspects and provide
specifics on how participants were informed aboeylégging and how data were
redacted and kept confidential. Bias also demardsecattention. Most research
keyloggers will ask informants to identify themssdy even request some socio-
demographic information (e.g., gender, age). Ofteninformants are a small number

of translation and interpreting students, and sonet their identities can be figured



out. Researchers’ analyses can also potentiallg findings back to individual
participants, especially during recruitment, so rgmoization is vital. Effective
anonymization techniques—Ilike using pseudonymsetfrgenerated codes based on
participant-provided answers—create unique idemsfi safeguarding anonymity while

enabling accurate analysis (Calatrava et al., 292k et al., 2008).

2. Conceptual aspects

2.1.Variables in keylogging

The independent variables in CTIS research projesitsy keylogging typically pertain
to tasks, stimuli, and informant characteristidse Variables we can manipulate depend
on study conditions or methodological choices, sashthe envisionedesearch
setting—e.g., classroom analysis, laboratory experimenteustandardized conditions,
and naturalistic data collection in workplaces amies—and thedata collection
apparatus,whether single or multi-method, ensuring comphtjbof each source with
the project’s objectives and other tools. Examptetude choosing a keylogger and
deciding on the use of translation memories or Mggestions. Typical independent

variables are:

« Language(s)Monolingual tasks, language pairs, and translaliogctionality

(e.g., L2>L1, L1—-L2).

« Focus:The aspect of interest within the task(s), sucplaisning, information

searching, reformulating, revising, and time-caaisted performance.

« Stimuli: Often texts and speeches, defined by genre, leagthcomplexity.

Text profiling includes factors like lexical densisyntactic complexity, and



conceptual difficulty. Readability formulas sholid avoided, due to their

atheoretical nature and limited parameter focus.

- Informant profiles:Usually, aspects related to language acquisitiersgnal
cognitive features (e.g., working memory), and tagerience and expertise,

impacting their strategies and efficiency.

« Task typeMonolectal, but mostly multilectal mediated comnuation tasks
such as paraphrasing, translating, revising, madnanslation post-editing,
sight interpreting/translation, audiovisual tratisig, accessibility tasks, and
interpreting (simultaneous, consecutive, dialoggopote, etc). Often contrasted

or combined.

CTIS researchers should meticulously select ancagemariables and study conditions
to guarantee accurate measurements and consisseifisr Scientific rigor is crucial for
maintaining credibility of CTIS research. A stardigoractice is to review related
research, understand their rationales and, to @eheomparability, adapt only what is
compatible with the new objectives. At the sameetimesearchers need to make sure
that their project measures what it claims to measthe independent variables need to

accurately represent the phenomena or the aspaidds study.



[KEYSTROKE] [IKI] [KEYSTROKE]

keydown+keypress+keyup keydown+keypress+keyup
press release press release

@ hold ﬁ @ hold ﬁ
1 = M C fMMe
E]i T ‘\_-—/ ;?\B

| dwell time | flight time | dwell time |

| seek time |
| upstroke time |

| digram or bigraph latency or duration |

Figure 2. Main time-based metrics for keystrokes and intisrbatween them.

Dependent variables in keylogging usually involveasurable behavioral aspects of the
task, their hypothesized cognitive correlates (suak cognitive effort) and
communicative, linguistic and quality aspects & thutcomes that researchers seek to
explain or predict. Common metrics include time most (iki length, location and
frequency, typing speed, burst length), text modtions (additions, edits), text and
computer interaction (reading vs. producing), infation search, and product quality—
often in terms of accuracy, fluency, and conforntytranslation norms. In Jia and
Sun’s (2023) study, the dependent variables wepmnitive effort indicators (pause
duration, frequency, iki length), translation speeelvision frequency, and product
quality. In contrast, Enriguez and Cai (2023) exwmadi web search query time,
complexity, language, and search result evaludime as dependent variables.
Confounding variables may skew the results and teaincorrect conclusions. In
CTIS, common confounders include environmentaluigriices, task-related factors not
controlled for (such as source text complexity &0 output quality in Jia and Sun’s
2023 study) and individual differences among pgréicts. Such differences may

include translator expertise, familiarity with tlseibject matter, typing proficiency,



computer-assisted translation (CAT) tool experief@a & Sun 2023), and digital
literacy, prior web searching habits, and languagdiciency (Enriquez & Cai 2023).
Variations in software type and settings can alstvoduce confounders, so all
participants should use uniform tool versions aadfigurations. Other influences are
the physical workspace, noise levels, interruptiomsd ergonomic factors. While
conducting experiments in controlled laboratorytisgs helps manage environmental
confounders, it may come at the expense of ecabgialidity (see chapter 2, this
volume).

Task-related factors, such as the nature of tésks, subtitling, revising), length,
and characteristics of the stimuli (e.g., sourcg t@mplexity), and the use of specific
CAT tool features, can be confounders as well. Adsing these variables involves
standardizing tasks or incorporating task compjeag a covariate in analyses. Using
standardized tasks, instructions, and training ieesshelps participants focus and
enhances control. It also promotes comparabilityoss studies. For this reason,
reporting needs to be as complete and thorouglossiljpe. Time constraints influence
cognitive processes and strategies and they camndmeaged by either allocating
consistent time or incorporating time pressure asindependent variable in study
designs.

Randomization or matching techniques help distebinese confounders evenly
across study conditions. Fatigue-related confoumdequires careful scheduling of
breaks and counterbalancing task order to comtradéquence effects. Yet intentionally
avoiding fatigue may inadvertently distort the babaresearchers aim to scrutinize,
since motivation, freshness, sharpness, attentgeneesponsiveness, and other
attributes of performance typically decline ovee tourse of a work shift. Controlling
variance in resource use, like online dictionasrd ChatGPT and other generative Al

services, involves recording their use as potent@lariates. Researchers should



consider that providing consistent resources to paliticipants may again distort

behavior, as preferences may vary.

2.2.Measurement and operationalization in keylogging

An exhaustive review of indicators and construsteayond our scope, so we will focus
on ikis and some language and text drafting indisaas examples, and refer readers to
the suggested further readings.

Gaps in the task flow (ikis) vary in length andré@austomarily been interpreted as
related to the actions flanking them (Schilpero@@)1). They have been studied from
both linguistic and behavioral perspectives (Coefijral., 2022; Van Waes et al., 2021).
Basically, linguistic approaches study ikis of aleygth between language units of
different sizes—e.g., syllables, roots and prefixesrds, phrases, clauses, sentences,
and paragraphs—or before units of different typeg.( metaphors, Sjgrup, 2013).
Cognitive processes are attributed to pauses aogotd their locations; for example,
pauses before paragraphs or sentences are pastéigd to planning (Immonen, 2006,
2011; Schilperoord, 1996), whereas those betweedsvare possibly related to local
processes like lexical search and syntactic coctstru (Immonen, 2011). Another
linguistic perspective focuses on pauses linkedettain grammatical categories (e.g.,
verbs, noun phrases) and their behavioral impbeatiduring editing or translation into
another language (e.g., Alves et al., 2010; Heim&rNeumann, 2016; Serbina et al.,
2015, 2017).

Behavioral approaches, conversely, establish rarpittimespan thresholds to
determine where pauses are located within the tegtardless of whether they occur
between language units (e.g., Mufioz & Cardona, R0I®ere is consensus that the
shortest ones are (or need to be considered) neiseas the longer ones are
observable evidence that cognitive resources haem Isubtracted from typing and

possibly reallocated to other activities (Roseng815). As in writing process studies,



arbitrary thresholds for extended ikis tend to beduto chunk the translation flow into
production bursts that in translation are oftenvmnastranslation units,defined as
“segments of the source text, independent of spesike or form, to which the
translator’s focus of attention is directed” (Alv&sGoncalves, 2003, pp. 10-11). That
is, longer ikis in the target text are interpreteslboundaries for source-text segments
that are processed simultaneously. This conceptigln is different from, but not
contradictory with, Mufioz and Apfelthaler's (202#&)havioral notion ofask segments
as performance building blocks flanked by longes tkat may or may not contain text,
but keyboard or mouse activities such as adjugtiegmusic volume or scrolling. To
put it simply, not all task segments contain tratish units.

Ikis between one to five seconds (same acrossnnafiots) were often assumed to
hint at higher cognitive efforts and, by extensitmiranslation problems or intrinsic ST
difficulty: “Major disruptions generally stem frofmccups either in ST comprehension
or in target text reformulation” (Jakobsen, 201972). Nonetheless, longer pauses may
flag all kinds of processes and shorter pausesatsayhint at difficulties (Lacruz et al.,
2012; see also Vieira, 2017), suggesting that ‘@s@amay signify both problem-free
and problematic processing” Kumpulainen (2015,8). Mufioz and Apfelthaler (2022)
distinguish willful, longer ikis(pauses)from shorter onestespites,or unintentional
typing disfluencies potentially associated withktaslated aspects that do not interrupt
the text production flow and may become conscitugheir view, chains of respites
and typos may signal a minor struggle with attentad mental resource allocation (see
figure 3). Typing motor strategies may prioritiZz€iaency over the integrity of entire
language units, indicating that both linguistic drehavioral factors are influential (cf.

Heilmann & Neumann, 2016).
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Figure 3. Categorization of interkeystroke intervals in thesk Segment
Framework (Mufioz & Apfelthaler, 2022) inpauses, respites, bumasd
lags. Adapted from table published The International Journal of

Translation & Interpreting Research.

The frequency and nature of revisions during anraflrafting—such as lexical
changes, syntactic adjustments, stylistic improvasie-can shed light on decision-
making, problem-solving, and self-monitoring stgas (Oliveira et al., 2020; Van
Waes & Leijten, 2015), as well as on planning, sssent, and other mental processes
and constructs (e.g., uncertainty). Temporal dkfa, changes in translating speed,
bursts, and fluctuations in production, can thus cbess-referenced with text and
language categories and indicators (e.g., numbenads, characters, sentences, etc.) to
identify factors impacting performance (Conijn ét, 2019; Leijten & Van Waes,
2013). Variations in typing speed across differéagk sections and patterns of
acceleration or deceleration can reveal how cogniprocesses unfold during text

production. Combined with keylogging measures saslpause analysis, typing speed



variations can yield a deeper understanding of t¢bgnitive dimensions of the

translation process (Alves et al., 2007; Drags2€@5; Grabowski, 2008).

3. Implementation

3.1.Research designs in keylogging

As always, the choice of a research design is wgetit on the research question, the
nature of the variables of interest, and the prattconstraints of working with
professional participants. Observational, experiaerjuasi-experimental, and mixed
methods designs are frequent in CTIS rese@biservationaldesigns, like case studies
and ethnographic projects, are particularly commondidactics and training to
investigate task processes in natural settingsldgegrs are often employed to collect
granular data on human-computer interaction withask manipulation, exemplified in
studies by Whyatt (2018) and Olalla (2023).

Experimentaldesigns effectively isolate tool features or taskgact on metrics
like quality, time efficiency, and cognitive effpds in Jiménez and Casillas (2021) and
Rojo et al. (2021)Quasi-experimentadesigns are common when random assignment is
impractical or unethical. These designs often campgroups based on inherent
characteristics (e.g., expertise) to understand hHwoge factors influence translation
processes, as in Schrijver et al. (2016) and Ztarh Torres (2022Mixed-methods
research combines quantitative and qualitative agitres, recognized for yielding a
deeper and wider understanding of translation pimema. By integrating keylogger
data with outputs from interviews, introspectivehreiques (see chapter 5), or textual
analyses, researchers gain a multi-dimensionalppetive on task processes, as in

Ehrensberger-Dow and Massey (2014) and Sun 2G20].



Another important distinction for keylogging resdaris that betweercross—
sectionalandlongitudinal studies. Cross-sectional studies collect data fsamor more
population samples at one specific point in timenditudinal designs track task
behavior or inferred cognitive processes over tiofeen in just one sample. They are
apt for topics such as monitoring skill developmientrainees and technology adoption
by professionals, and they provide insights ingktpractice evolution and long-term
tool impacts, as in Lehka-Paul (2020) and Enricared Cai (2023). Closely related to
the above distinction is another one, based oncgeaht assignment. Research projects
may adopbetween-subjeatr within-subjectdesigns. Between-subjects design involves
comparing groups of participants, where such groames different, as in Dragsted
(2005), or where each group receives a differeatinent or condition, as in Wang and
Sun (2023). Within-subjects designs, in contrastplive a single group of participants
experiencing more than one condition or treatmeng—gerforming more than one
task, as in Jia and Sun (2022)—allowing for diregtmparisons within individuals.
Within-subject designs are gaining popularity beeauhey significantly reduce
confounders and extraneous factors linked to iddiai differences, leading to more
precise and reliable results (e.g., Puerini, 2023).

Given the still relatively modest sample sizeskeylogging studies (see 84.2),
striving for greater comparability is imperative a@hieve more comprehensive and
robust findings. While research methods standardsiraproving, there is room for
optimization. A key step in this direction involvasing consistent metrics for variables
such as typing speed, pause duration, revisioruénecy, and textual output measures.
Meanwhile, reporting keylogging research needsetpdrticularly meticulous and align
with standard empirical reports, usually in the IdMRformat (e.g., Cuschierin et al.,
2018). The methods section needs to be exhausiea;, and detailed, covering both
data collection and analysis to support replicgbienabling other researchers to

conduct similar studies) and reproducibility (allogy scrutiny at each step). All



software versions used in the project need todtedi Researchers also need to explain
the rationales behind their methodological choifesn qualitative analysis techniques
to the choice of statistical tests. Using a presteged report template from the Open

Science Framework as a checklist can be very hHelpfu

3.2.Current popular CTIS research keyloggers

Commercial keyloggers often collect audio and vidata, which can greatly simplify
research data collection and alignment. Open ad¢@dsggers, some also open source,
are available on online platforms like SourceFaagd GitHub. They may offer fewer
features and be less sophisticated than commaeptains, but they generally record
keystrokes effectively and are more easily detdetatwhich is advantageous.
However, these keyloggers typically focuskaydownevents (pressing the key) and do
not registerkeyup (key release) events, potentially compromisingirtheecision,
especially concerning millisecond-level accuracyhe no keyup is registered, events
are computed keydown to keydown, which means that [KI and keypress durations
are lumped together. However, IKIs seem to displayre variation and be more
sensitive to cognitive changes than keypressed-dahermore, in most cases, open
access keyloggers are distributed as source codko(Ww a graphic user interface),
which requires some programming ability from therug\dditionally, they often do not
guarantee long-term support or maintenance, whachatfect their version updates and
overall dependability.

Translog-Il, a substantial advancement from eanienrsions, was introduced by
Carl (2012a). Translog-1l has two componentdJger component records task sessions
within a simple internal text processor, an8upervisorcomponent replays the xml log
files and analyzes them (it also creates projées)fi Translog-II logs all keystrokes and

mouse operations within a rudimentary internal tesdcessor, categorizing them as

2 https://osf.io/



insertions, deletions (including delete and bac&spactions), navigation (cursor
movements), copy/cut-and-paste operations, reteynpkesses, and mouse operations.
It also records spoken language. When integratéu am eye-tracker, it records an even
wider array ofuser activity data(such asgaze-sample points), computes fixations
(clusters of gaze-samples), and maps them to tAeestecharacter on the screen. The
simultaneous recording of gaze and keystroke indbion, which both reference textual
positions, allows researchers to investigate asprath as attention allocation patterns,
information retrieval behaviors, text segmentatipimblem-solving strategies, and tool
interactions. Data is stored in xml format for segpsent analysis within Translog-I1l or
with external tools. Translog-Il supports alphabdtinguages as well as Chinese and
Japanese, although the latter requires additidflale@mapping steps.

Carl (2012b) also established the Translation &®&esearch Database (TPR-DB)
to support empirical research in translation amntl peocessing. TPR-DB initially hosted
Translog datasets and now also includes contribsitimm projects like CASMACAT,
focusing on machine translation post-editirig.recently added conversion of Trados
Studio keylogging data (Qualitivity) into Transldigformat (Yamada et al., 2022).
With over 500 hours of text production data fronD3® sessions and a substantial
corpus of translated words in multiple languages,gublic section of the TPR-DB is a
rich repository that fosters collaboration and khemlge sharing. In a private section,
researchers can securely manage data and uplemgspr analyze, generate tables, and
download Translog-ll-compatible datasets.

Inputlog (Leijten & Van Waes, 2013) is also avhitafor free after registratiohit
comprises five modulestecord, pre-process, analyze, post-processd play (see
Figure 4). Theecord module logs and timestamps keyboard and mousdsireiMS

Word, capturing details such as character positiclocument length, and

3 https://sites.google.com/site/centretranslationinnovation/translog-ii
4 https://www.casmacat.eu/
5 https://www.inputlog.net/



copy/paste/move actions. It also monitors what bappin other Windows-based
programs, and online activities as “focus” evetitalso registers speech data. Te-

processmodule enables data processing from various angleésh as event-based
(keyboard, mouse, and speech), time-based, or asedtive window changes, and
allows integration of log files from other toolgkd Morae, Dragon Naturally Speaking,
and Tobii eyetracking data. Trenalyzemodule—the core of the program—will be
addressed below. Theaost-procesanodule integrates log files for further statistica

analysis, and thplay module replays recorded sessions based on datanmnideo, but

it is prone to malfunction.

53 Inputlog 9.5.0.1 = a X
File Services Tools Help I"n UT'O
Record Preprocess Analyze Postprocess Play p g |
Source File{s) DestinationPath Directory
C:\Users\ [..] \Documents\InputLog
Original Word Document - Optional
© Analyses O User Report
v © add PDF D Add
() General
O Summary
() Pause
[ Process Graph
O Fluency
[ Linear
[ Source
[ Revision
Export Configuration Analyze

Import Configuration Clear

Figure4. Interface of the Analyze tab in Inputlog 9.5 (Debem 2023).

Inputlog’s analysis moduleffers a range of ready-made scrutiniégneral analysis
includes basic log file details, event contentssifoan, time stamp, duration, and prior
iki time. Summary analysibreaks down into five sections: process infornma{ie.g.,
number of words produced), product information .(ecgumber of words in the final

product), product/process information (e.g., rafiggocess time, and writing mode.



Linear analysispresents the evolving text step by step, inclugagses exceeding a
given thresholdPause analysiprovides insights into pausing behavior, catalgdheir
number, duration, location within and between wpmeduction bursts, and variation
per interval or period (see Figure 3). Tprecess graploffers visual representations of
text production, movements, product status, andcsointeractionRevision analysis
identifies and summarizes all instances of delstiamd insertions. Inputlog also
provides flexible, customized reports combiningesalanalyses.

Inputlog also allows researchers to measure thi&rmants’ typing skills through
an Inputlog copy taslavailable in at least twelve languages, which ples several
measures for a fine-grained analysis of low-leypirtg and motor skills (Van Waes et
al., 2019). This brief supplementary task permésearchers to account for typing
proficiency, a significant factor in online digitext production (cf. Dhakal et al., 2018;
Song et al., 2001). The copy task can be initiatedthe record module or directly

through the Inputlog website.

4. Closing remarks

Research keyloggers like Inputlog and Translogl aser-friendly and available at no
cost. Not everything are advantages, of coursekdglogging does come with its own

set of challenges.

4.1.Challenges: How many participants are enough?

Since the mid-2000s, there is a trend towards mparéicipants in CTIS studies for
increased generalizability (Balling & Hvelplund, IB). To identify broader patterns,
quantitative studies often include 20 participaotsmore. Balancing sample size is

essential in experimental design. Over-recruitme@astes resources and sometimes



detects trivial differences, while insufficient peipants can obscure meaningful
individual differences. Qualitative research mayoire a small cohort for an in-depth
exploration of individual translation processesqgtrantitative projects, despite existing
guidelines, calculating an appropriate sample sizelves various considerations, like
the study’s nature, design, the number of condstiamatistical confidence, sensitivity,
measurement variability, and meaningful differen@&srgle & Tan, 2014).

In factorial designs, dividing participants inteogps exacerbates their scarcity.
Structuring participant groups and determining rttsézes must balance the depth of
inquiry with practical feasibility. Choosing betwe@omogeneity and heterogeneity in
participant characteristics is crucial, and homegsrs usually preferred in factors like
language proficiency. A statistical power analysedps ascertain the requisite sample
size for detecting anticipated effects with suffrdi power and significance levels. For
studies targeting strong associations, a smallempkamight be preferable, reducing
data coding efforts and concentrating on robusi@ssons. As suggested, intra-subject
designs mitigate the influence of confounders. g ease, to refine the experimental
design and understand participant responses, congu pilot study is recommended.
This step is vital for finalizing participant couswid group configurations.

For data analysis, researchers using keyloggingt noarry out a thorough
preliminary review to identify any data anomalies inconsistencies. This usually
involvesdata cleaningto refine the dataset for analysis. Researcherd ttebe aware
that keylogging yields a substantial amount of d#tat demands considerable
processing time. Checks for inter-rater reliabiityqualitative analyses or sensitivity
analyses for quantitative methods to assess thegstodss of the findings are a good
idea. Descriptive statistics offer an overview, Mhinferential statistics, using
technigues such as regression analysis, ANOVA, igedreffects modeling, facilitate
hypothesis testing and the examination of relahgss between variables, tailored to

the research questions and data structure (seg, Mdailinger & Hanson, 2016).



Correlating results from diverse methods or toslgh as aligning screen recording data
with keystroke logs, can enhance the validity ofdfngs by providing a multifaceted
view of the translation process. Reusing or poolilaga from previous studies is an

option, but necessitates careful consideratiom&ba integrity.

4.2.Advantages and disadvantages of keylogging

Keylogging stands out in CTIS as a nearly unpdealletool for non-obtrusive

quantitative data collection capabilities. That keyloggers typically cause minimal
interference with task performance, operate dislgre@and often fade away from

participants’ conscious awareness in a matter ofutes. Particularly effective for

grounding and substantiating hypothetical explamatifor complex communicative
behaviors, keyloggers record all computer input @novide copious quantities of
precise information up to millisecond accuracy. yiaso work well for priming and

response time tests, and easily complement otharodédlection tools such as audio and
screen recording.

The ecological validity of lab-based keyloggingaisconcern, as it may not fully
represent real-world translation behaviors (seeptelna2, this volume), particularly
given the increasing reliance on technologies MK translation memories, translation
memory clouds and online collaborative platformgtiwapidly evolving Al systems,
like ChatGPT, researchers must adapt to new imtesfé#o comprehend their impact on
cognitive processes. Controlling task conditioncdmees harder, and necessitates
alternative approaches like ethnographic keylogdiog studying translation in its
natural habitat (Xiao & Mufioz, 2020). Relying sgledbn laboratory studies risks
overlooking insights from professional translati@ontexts (Risku, 2017). Static
datasets also fail to consider how translatorsividdal styles co-evolve with emerging

technologies throughout their careers—underscdhiageed for longitudinal studies.



Keyboard-based interaction has become only parthef story, as translation
incorporates more multimodal elements (Teixeiralet2019) and performance is re-
embedded in its interaction with the environmengelimMger, 2023; Mufioz, 2021; Risku
& Rogl, 2021). While eyetrackers and synchronizikgystroke data with screen
recordings capture aspects of these interactionly tunderstanding multimodal
translation behavior may require new tools. Captuand understanding the situated
dimensions of cognition may also require reimaginihe unit of analysis above and
below the individual translation session. This nmayolve new annotation schemes to
integrate multidimensional data like movementsiwes, glances to real-world objects
and interactions between collaborating translatadsether co-located or distributed
across networks. Sensor technologies may enableuroap aspects of translation
currently opaque. However, thidsg data keylogginglso risks further compromising
participant privacy if not handled judiciously.

Another source of concern is that keyloggers wamngially developed for
alphabetical writing systems, mainly the Latin abpbt. Translog-Il has broadened its
reach to include UTF-8 character encoding, acconatinogl a diverse array of scripts
beyond Latin and Cyrillic, such as Arabic, ChineGegek, Hebrew, Japanese, Korean,
and many others. In order to do so, it records gésarin the display of emerging texts,
rather than tapping the keyboard output, so tedligidt is not a keylogger any longer
(Carl et al., 2016). This may be crucial for soreselarch questions but totally irrelevant
for others (e.g., are non-alphanumeric keystroledsvant in your project?). Inputlog
currently supports the Latin alphabet and Chinesth, plans to extend to Korean, but
other languages remain unsupported. Platform demaydis another significant
limitation, with many keyloggers functioning soletyr specific operating systems like
Windows or macOS.

In conclusion, keylogging has proven to be a powetbdol in CTIS research,

offering valuable insights into the cognitive preses underlying translation and



interpreting tasks. However, researchers must bareawef its limitations and the
challenges it presents, particularly in terms aflegical validity, the need for new tools

to capture multimodal translation behavior, andgbeential risks to participant privacy.
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