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 a b s t r a c t

Crowd management is the problem of dealing with physical crowds of humans, e.g., for safety reasons or to 
improve services through crowd-awareness.  Information and communication technology can be of great help in 
supporting the monitoring and management of crowds. Following the “digital twin concept”, a group or crowd 
of people – as a dynamic physical entity – is amenable to be represented and managed through digital models. 
Accordingly, in this work we present and develop a general notion of a Crowd Digital Twin (CDT), intended 
as the digital twin associated to physical gatherings of humans. We motivate it as a fundamental component of 
crowd management systems, and investigate the functional and non-functional requirements that such a technical 
solution should satisfy. Then, we consider what the fundamental components of CDT systems are, and accordingly 
delineate a reference architecture aimed at flexibly supporting the corresponding physical-digital thread. We 
also discuss methods and tools that might be useful for supporting implementations of such a CDT concept, and 
delineate a set of challenges that may serve as a roadmap for future research on the topic. 

1.  Introduction

Background and motivation. Humans often gather in crowds whose size 
and dynamics pose logistic and safety challenges [1,2]. Crowd manage-
ment applies information and communication technology (ICT) and en-
gineering methods to support safety and operational efficiency through 
monitoring, decision support, and control [3,4].  Moreover, emerging 
visions suggest the opportunity of addressing cyber-physical collectives 
and ecosystems through a global perspective [5].  On a related side, re-
search on digital twins (DTs) is suggesting ways to organise digital mod-
els connected with physical entities and processes. For instance, human 
DTs [6–8] have been proposed to model human individuals to support 
personalised adaptive applications in a wide range of scenarios ranging 
from e-health to smart mobility. However, to the best of our knowledge, 
no proposals exist about DTs for whole groups or crowds of humans, with 
the exception of solutions targetting specific aspects of them (e.g., mo-
tion prediction [9]). 

Contribution. In this paper, we motivate and propose the notion of crowd 
digital twin (CDT), intended as the digital twin associated to a physical 
crowd (group) of human individuals. Such a CDT is meant to provide 
actionable digital models and especially handle the connection between 
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such models and situated physical crowds in an effective way. Specif-
ically, in this work we elaborate on such a CDT notion, its motivation 
and goals,  and accordingly identify functional and non-functional require-
ments of CDT solutions that are relevant for a variety of scenarios. Then, 
we also provide reference architecture views [10,11] describing a family of 
concrete CDT architectures where crucial aspects like real-time support 
and run-time adaptation are promoted. Last but not least, we discuss the 
suitability of the proposal, and suggest implementation ideas and further 
research directions.  We provide the following main contributions:

• we provide a taxonomy of crowd-aware services, namely services that 
should take into account human gatherings for their functionality or 
operation;

• based on a scoping review [12] of the literature, we motivate, pro-
pose, and characterise the notion of crowd digital twin (CDT), with 
its requirements, architecture, enabling methods and technologies;

• based on the analysis of the state of the art, we identify a roadmap, 
i.e., a set of research challenges, associated to the CDT realisa-
tion, suggesting important directions for future research on the topic 
across fields.

This article builds on two preliminary conference papers: [13] explored 
the plausibility of the CDT concept and [14] provided a discussion of 
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requirements and an architectural proposal. This article significantly 
extends and improves over them, specifically by elaborating on the 
methodology (by clarifying a set of research questions and how to ad-
dress them), motivation (by connecting requirements to DT properties), 
requirements (including meta-requirements), design and implementa-
tion, research challenges, and related work on crowd management and 
DTs. 

Paper structure. Section 2 covers the research questions and methodol-
ogy. Section 3 details the motivation for the CDT. Section 4 analyses the 
CDT concept and its requirements. Section 5 provides architectural con-
siderations for CDT solutions. Section 6 discusses the proposal. Section 7 
present the research challenges. Section 8 covers related work on crowd 
simulation and crowd management. Section 9 concludes the paper with 
final considerations.

2.  Methodology

By a methodological perspective, this manuscript is based on a scop-
ing review [12]. The goal is providing an overview of a large body of lit-
erature on topics related to crowd management and digital twins. Such 
a scoping review is leveraged to motivate and inform our technical pro-
posal for the CDT idea. In order to provide a structure for our investiga-
tion, we consider a number of research questions and ways to address 
them.

In this section, we define our research questions (Section 2.1) and 
then delineate our approach, in terms of methods and materials, to an-
swering them (Section 2.2).

2.1.  Research questions

We define the following research questions to guide our investiga-
tion:

• (RQ1) CDT concept and motivation. What motivates the use of digi-
tal twins for crowds? Is the digital twin framework appropriate for 
crowd management?
– (RQ1.1) Crowd applications and gaps. What are the classes of com-
puter science applications that involve crowds (i.e., possibly large 
groups of humans)? What are the kinds of state-of-the-art solu-
tions and the main gaps?

– (RQ1.2) CDT concept. What defines the CDT concept?
– (RQ1.3) CDT requirements. What are the main functional and non-
functional requirements for CDT implementations?

• (RQ2) CDT design and implementation. How could we address the de-
sign and implementation of CDT solutions?
– (RQ2.1) CDT reference architecture. What are the main compo-
nents and relationships among components that provide the in-
tended functionality and non-functional properties of CDTs?

– (RQ2.2) CDT enablers. What are the enabling technologies for 
CDT implementations? What tools can help to address the CDT 
requirements and achieve the desired architectural properties?

• (RQ3) CDT research challenges. What are the research challenges re-
lated to CDTs, namely to the development of designs and implemen-
tations able to fulfil the corresponding requirements?

2.2.  Methods and materials

We plan to address (RQ1) CDT concept and motivation by under-
standing the landscape of crowd-based applications and their challenges 
(RQ1.1), then providing the CDT concept (RQ1.2), and identifying sig-
nificant functional and non-functional requirements (RQ1.3). We aim to 
substantiate the need for a DT-based solution by mapping the elicited 
requirements to the peculiar DT features as pointed out by notable DT 
frameworks.

(RQ1.1) Crowd applications and gaps is addressed through a literature 
survey partially carried out in previous work [13,14], from which we 

Fig. 1. Crowd application domains and their relationships.

propose a taxonomy of applications related to crowds. (RQ1.2) CDT con-
cept is addressed by considering how the DT concept applies to human 
crowds, and fixing a reasonable scope based on the identified appli-
cation types where digital-physical correspondences are mostly useful. 
(RQ1.3) CDT requirements is addressed by extracting requirements from 
the surveyed papers and applications, elaborating on this basis accord-
ing to what the DT technology enables, and filling the gaps using systems 
engineering knowledge [15].

We plan to address (RQ2) CDT design and implementation  by first 
devising a high-level, general reference architecture (RQ2.1) and then 
considering methods and technologies that may help in implementing 
it while promoting the satisfaction of the aforementioned requirements 
(RQ2.2).

(RQ2.1) CDT reference architecture  is addressed by considering best-
practices on architectural designs [11], and especially by identifying ar-
chitectural views that are most relevant to convey the CDT characteristics 
delineated while answering the previous research questions. (RQ2.2) 
CDT enablers  is addressed in terms of a literature review tailored to the 
specific requirements (i.e., by asking, for instance: what are the research 
threads that address adaptation in software?).

The investigation of enabling methods and technologies is also ex-
pected to point out gaps in the state of the art, suggesting directions 
for further research that will provide an answer to (RQ3) CDT research 
challenges. 

3.  Motivation

In this section, we present the “business” (Section 3.1) and technical 
(Section 3.2) motivation for this research work.

3.1.  Social motivation: crowd management

(Physical) Crowds are large groups of spatiotemporally co-located 
people [16]. Crowds can be defined and/or classified based on their scale
(number of people) and density (number of people per unit area) [2]. 
In this work, we do not set specific thresholds for defining a crowd, 
which we generally mean as a plurality of people arbitrarily dispersed 
in some arbitrarily small or large area. The study of crowds is a multi-
disciplinary endeavour known as crowd science [17].

Due to their scale and implications on services and movement of 
people, both from safety and performance perspectives, crowds have to 
be properly taken into consideration and possibly monitored and man-
aged. We define crowd-aware services all the services and applications 
that consider the structure or the dynamics of crowds in their operation. 
Notable examples include smart mobility (cf. distribution of vehicles and 
passengers) and pandemic management [18] (cf. promoting social dis-
tancing). Important sub-classes of crowd-aware applications are those 
where crowds are consumers (subjects) or providers of services.

Crowd management [3,4], a key part of event management [17], is 
the study and application of techniques to monitor and control crowds, 
leveraging sensing [19], actuation [20], and computational [3,21] solu-
tions. The crowd itself plays a passive role in the application. A peculiar 
aspect of crowd management is crowd safety [22], i.e., the application 

Future Generation Computer Systems 182 (2026) 108475 

2 



R. Casadei et al.

Fig. 2. A high-level view of the Crowd Digital Twin concept.
of measures to foster the safety and well-being of people in a crowd, 
including prevention and emergency/crisis management [21].

The case where crowds contribute to the provisioning of services 
is given by physical crowdsourcing [23], which exploits the physical 
distribution of crowds for performing physical tasks. In this case, the 
crowd members play an active role in the application. Physical crowd-
sourcing examples include crowd logistics [24] and mobile crowdsens-
ing [18,25,26].

Of course, crowd management and crowdsourcing may also overlap, 
where the crowd members may take both a passive and active role, or 
switch roles dynamically.  The relationship between these application 
domains is detailed in Fig. 1. In this work, the focus is on crowd man-
agement, i.e., not on crowdsourcing (though parts of the proposal may 
also generally apply to all crowd-aware services). 

Short Answer to (RQ1.1)
 Crowd-aware applications are computer systems that explicitly ac-
count for the presence and dynamics of human gatherings. No-
table sub-classes include crowdsourcing (active crowds, e.g., for 
sensing/logistics) and crowd management (passive crowds). Current 
approaches tend to offer application-specific pipelines with limita-
tions regarding the dynamic integration between physical and dig-
ital layers, motivating the adoption of the digital twin paradigm. 
(cf. Section 3 and 8) 

3.2.  Technical motivation

The challenges related to crowd management can be addressed by 
ICT-based solutions (cf. Section 8 for a review) that support the col-
lection, processing, and communication of data. Since crowd manage-
ment deals with physical crowds situated in physical environments, it is 
paramount to systematically bridge the physical and the digital worlds: 
a real-time accurate digital model of a physical crowd (possibly across 
multiple scales and resolutions) is essential to enable both human and 
computational elements to perform analysis, decision-making, and op-
erative tasks. This is exactly the problem addressed by the DT con-
cept [27]. Also, since the DT concept is often aimed at supporting prod-
uct development across its entire lifecycle, a CDT could also be instru-
mental for event planning—a crucial part of crowd management [17]. In 
the following, we further develop this notion by eliciting requirements 
to be addressed and proposing an abstract architecture for guiding im-
plementations.

4.  Crowd digital twins: concept and requirements

In this section, we describe the CDT concept and delineate (non-
)functional requirements for its implementation.

4.1.  Concept

We define a crowd digital twin (CDT) as a digital representation of a 
physical crowd and its surrounding context and environment, enabled by 

local devices, environmental devices, and heterogeneous ICT infrastructure, 
and supporting the analysis, prediction, and possibly the management of their 
associated spatiotemporal and collective phenomena. Fig. 2 provides a high-
level graphical representation of the concept. The definition is meant 
to comprehensively indicate the main elements of the concept and the 
general goals. A few elements of the given definition deserve attention:

• For a physical crowd, it is meant a group of co-located individuals 
(generally, humans).

• Since the spatio-temporal evolution of the system, rooted in the rela-
tionship between the physical crowd and the physical environment, 
is crucial, we emphasise the role of the latter and accordingly require 
an environment digital twin (EDT) [28] to be conceptually part of the 
CDT.

• Regarding collective phenomena, we consider the ontological charac-
terisation by Wood et al. [29], i.e., (i) collectives as pluralities of indi-
viduals that are concrete and continuant particulars (i.e., not abstract 
or spatiotemporally discontinuous groups), and (ii) collective phenom-
ena as any coherent activity, sharing common purpose or cause, per-
formed by a collective.

We argue that the proposed definition provides a reasonable trade-off 
between specificity and broadness, supporting a relevant set of appli-
cation domains (cf. Section 3.1), while excluding other applications in-
volving humans (e.g., those where humans are not co-located, or where 
collective phenomena are not considered—e.g., general crowdsourcing).

We use term situated crowd to mean the combination of a crowd 
and its embedding physical environment. Then, a CDT is the system 
that supports the digital modelling of a situated crowd, by collecting 
relevant data about human groups and environments, and applying 
mathematical and computational models to estimate its state with an
application-specific degree of fidelity. Applications might leverage var-
ious properties of a situated crowd: e.g., its spatial and density distribu-
tion, its dynamics at various spatiotemporal resolutions, the probabili-
ties of future states, the states of the tasks assigned to its members, their 
capabilities, etc.

Short Answer to (RQ1.2) CDT concept
 A CDT is a digital representation of a situated physical crowd and 
its environment, enabled by ICT infrastructure and used to analyse, 
predict, and manage spatiotemporal and collective crowd phenom-
ena, for safety, organisational, and quality-of-service purposes in 
crowd-aware applications. (cf. Section 4.1) 

4.2.  Detailed characterisation of the CDT concept: methodology

To characterise the CDT concept, it is key to clarify its scope and 
features. Such elements can be formalised as requirements, both func-
tional and non-functional, that the CDT should satisfy. For requirements 
elicitation, we consider related work (cf. Section 8) and the application 
types introduced in Section 3.1.

To the best of our knowledge, there exist no comprehensive and de-
tailed work on requirements for ICT-based crowd management systems. 
According to [30], crowd management tasks include (i) crowd count-
ing, (ii) density estimation, (iii) localisation and tracking of individu-
als/groups within a crowd, and (iv) behaviour monitoring. In [31], (i) 
situational awareness and (ii) crowd control are mentioned as two key 
requirements. Martella et al. [32] also mention the need for (i) increased 
situation awareness and decision-making support, (ii) reliable real-time 
monitoring and communication, (iii) seamless intervention. For event 
management, they emphasise the need of (i) considering the different 
features and phases of the event, (ii) controlling pedestrian flows, bot-
tlenecks, and queues, (iii) predicting and preventing accidents.
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4.3.  Reference scenarios

4.3.1.  Small-scale crowd management in public transport and mobility
A CDT could be implemented to facilitate crowd management within 

the public transportation network, for city residents and visitors. The 
CDT can be fed with data from station surveillance cameras, and sensors 
embedded in vehicles to provide a real-time representation of crowd dy-
namics and transportation infrastructure. Such a CDT could be exploited 
by several actors. Commuters may benefit from services to get clues on 
how to navigate the transit network safely and efficiently (e.g., avoid-
ing overcrowded buses and trains, and considering alternative routes 
or transportation modes to avoid congestion). Authorities can use the 
CDT to monitor crowd flow, identify bottlenecks or disruptions, and op-
timise transit operations. In case of emergency, the CDT can facilitate 
coordinated responses and communication.

4.3.2.  Large-scale crowd management in mass events
Suppose you have a CDT of the crowd attending a mass event, such 

as a concert, an exhibition, a sport event (e.g., a marathon in a city, or 
a football match in a stadium), or a political rally. Pre-configured cam-
eras in the environment, as well as wearables and smartphones of the 
participants, hosting the event application (e.g., installed for accessing 
the facility), may continuously provide data to populate the CDT repre-
sentation, constructed by services implemented and deployed across the 
edge-cloud infrastructure. The organisers of the event as well as public 
authorities may use it to monitor the situation and possibly respond by 
quickly alerting emergency and policy services. The participants them-
selves may use crowd-aware services for navigating across the facility in 
a safe and efficient manner [33]. In the unfortunate case a stampede oc-
curs, CDT-originating actuations on the participants (e.g., sound alerts, 
or pre-configured voice instructions) and the environment (e.g., light 
signals) could support the dispersal of the crowd, e.g. by signalling peo-
ple far from the origin of the stampede and close to the exits to quickly 
move out to create spatial basins. 

4.4.  Stakeholders

We identify the following classes of stakeholders associated to CDTs 
and their applications:

• Crowd members (participants): the individuals that compose the 
crowd(s).

• Affected entities: the services, people, or vehicles affected by the pres-
ence of physical crowds (but are external to them).

• Workers: the situated entities involved in the surveillance and man-
agement of crowds.

• Organisers and managers: the entities responsible for planning, moni-
toring, controlling, and taking decisions regarding the management 
of the crowd.

• Authorities: the entities accountable for the crowd and environment 
safety.

4.5.  Requirements

In general, the requirements of a digital twin are specific to the appli-
cation and use case at hand [27]. Aspects like the definition of a bidirec-
tional link, support for real-time, or extreme fidelity may not be always 
a required (or feasible) goal [27]. By considering potential target use 
cases (cf. Section 3), in the following, we propose some typical or de-
sirable requirements for CDT implementations. We also consider crowd 
safety models as proposed in safety science venues, like the Swiss Cheese 
Model of Crowd Safety [22], a multi-layered paradigm based on differ-
ent levels of protection. We use the MoSCoW (Must have, Should have,
Could have, Won’t have) method for requirements prioritisation [34] to 
indicate how much our proposed requirements are essential for the CDT 
notion. 

4.5.1.  Functional requirements
We identify the following requirements covering the typical func-

tions of CDTs. 
• (F1) Crowd model synchronisation. The CDT system must build and 
maintain digital models of the crowd based on meta-models and 
sensed data.

• (F2) Environment and context model synchronisation. The CDT system 
must build and maintain digital models of the physical environments 
(both embedding and surrounding the crowd) and context (e.g., cur-
rent event phase), based on existing meta-models and sensed data.

• (F3) Situated crowd model synchronisation. The crowd and environ-
ment models must be combined to obtain a model for the situated 
crowd, e.g., for monitoring purposes.

• (F4) Analytic and predictive capabilities. CDT should be able to analyse 
the current models, extract relevant metrics, and predict the evolu-
tion of a situated crowd, to assess risks and anticipate the occurrence 
of accidents.

• (F5) Support for situated crowd control (digital-to-physical synchroni-
sation). The CDT could provide means for influencing or controlling 
the crowd, by analysing, planning, and performing actuations on the 
crowd members or the environment, and fostering participation.

• (F6) Interactive multi-scale analysis, visualisation, and decision-making 
support. The CDT must provide relevant information and effective 
representations to managers, possibly with means to navigate data 
and representations to support analysis and decision-making.

• (F7) Storage of historical data and analytics. The CDT could store data 
for a-posteriori, delay-tolerant analysis, e.g., to support retrospective 
evaluation and model improvement.

• (F8) Lifecycle management. The CDT should support all the phases of 
crowd management, i.e., besides operations, also the crucial phase 
of planning [17].

Notice how these requirements cover the key digital twin features 
throughout the entire lifecycle, as well as features for different stake-
holders. 

4.5.2.  Non-functional requirements
We identify the following main non-functional requirements for 

CDTs. 
• (N1) Dependability. Since crowd management applications tend to be 
safety-critical, and that failure to take crowds into consideration may 
severely impact their quality of service (QoS), it is important that 
CDT solutions are dependable [35], i.e., available, reliable, safe, and 
secure.
– (N1.1) Availability. The CDT functionality should remain readily 
accessible for crowd members and managers.

– (N1.2) Reliability. The CDT functionality should ensure continuity 
of services (possibly with degraded performance).

– (N1.3) Safety. The CDT must operate with a principle of safety, 
i.e., with the goal of preventing and mitigating catastrophic con-
sequences.

– (N1.4) Security. Given the potentially serious consequences of 
attacks, security requirements of confidentiality, integrity, and 
availability must be supported [36].

• (N2) Real-time support. Since accidents may happen abruptly in 
crowds, soft real-time model synchronisation, simulation, and adap-
tation are paramount [37] for responsiveness of both prevention and 
mitigation actions and must be supported.

• (N3) Scalability. The CDT should be able to scale with the size of the 
crowds, environments, and devices involved.

• (N4) Privacy compliance. Since crowds are made of humans, the CDT
must preserve the privacy of crowd members (e.g., using anonymi-
sation and aggregation of data).

• (N5) Integrability. Multiple CDTs could be able to be integrated 
together and with other systems to consider multiple concurrent 
crowds for large-scale (e.g., city-scale) applications.
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Table 1 
Mapping of CDT requirements to core DT characteristics and capabilities.

 Requirement  Digital Twin Characteristic/Property
 (F1) Crowd model synchronisation  Real-time bi-directional synchronisation [38]
 (F2) Environment and context model synchronisation  Context-awareness [39]; Real-time data integration [40]
 (F3) Situated crowd model synchronisation  Hybrid model synch.; Spatiotemporal accuracy [41]; Ontologies [42]
 (F4) Analytic and predictive capabilities  Analytics & simulation; Machine learning integration [43]
 (F5) Support for situated crowd control  Actuation/control loop; Cyber-physical interface [42,44]
 (F6) Interactive multi-scale analysis, visualisation, and decision-making support  Multi-resolution modelling; Human-in-the-loop interface [45]
 (F7) Storage of historical data and analytics  Historical data archiving [42]; Data lake support [46]
 (F8) Lifecycle management  Twin lifecycle support [47]; Versioning & update mechanisms  [48]
 (N1) Dependability  Robust architecture & design principles [49]
 (N1.1) Availability  High availability; Redundancy mechanisms [50]
 N1.2) Reliability  Fault tolerance; Consistent data processing [51]
 (N1.3) Safety  Safety-aware decision frameworks [52]
 (N1.4) Security  Cybersecurity; Access control; Data encryption [53]
 (N2) Real-time support  Low-latency processing & messaging [54]
 (N3) Scalability  Scalable architecture (e.g., cloud-native, microservices) [46]
 (N4) Privacy compliance  Data anonymisation; GDPR alignment [55]
 (N5) Integrability  API support; Modular design (digital twin assets) [56]; Interoperability
 (N6) Flexibility, configurability, (self-)adaptability, and maintainability  Modular design (digital twin assets) [56]; DevOps pipelines [56]
 (N7) Efficiency  Edge-cloud continuum exploitation [46]; Multi-level simulation [57]

• (N6) Flexibility, configurability, (self-)adaptability, and maintainability. 
CDTs should be applicable to different contexts and foster and ac-
commodate changes to the environment, infrastructure, software, 
law, policies, etc.

• (N7) Efficiency. CDTs should adapt and minimise resource usage 
based on needs and priorities (e.g., taking into account the depend-
ability requirements). 

The emphasis is on safety, legal issues, and elements that contribute 
to them—cf. effectiveness of management and resource usage. Achiev-
ing these desired characteristics can also represent relevant challenges 
(cf. Section 7) and may require investigating specialised techniques (cf. 
Section 6.2). Functional and non-functional requirements will be dis-
cussed in Section 6.1. 

Short Answer to (RQ1.3) CDT requirements
 A CDT is required to provide a synchronised model of the situated 
crowd (F1, F2, F3) and to support interactive analysis and decision-
making (F4, F6) across the application/event/crowd lifecycle (F8). 
It could also support analytics of historical data (F7), and, most 
notably, situated crowd control (F5). Such functionalities must be 
provided in a dependable (N1), scalable (N3), privacy-compliant 
(N4), flexible/adaptable way (N6), in real-time (N2), ideally inte-
grating with other systems (N5). (cf. Section 4.3, 4.5 and 5.1) 

4.5.3.  Mapping CDT requirements to digital twin characteristics and 
capabilities

In Table 1, we provide a mapping from the identified requirements 
to the characteristics and capabilities of digital twins in general. This 
mapping serves as a qualitative evaluation about the suitability of the 
digital twin approach to the CDT design and implementation. This pro-
vides additional useful elements for attempting an answer to (RQ1) CDT 
concept and motivation. 

Short Answer to (RQ1) CDT concept and motivation
CDTs are motivated by the need to monitor, analyse, and man-
age physical crowds through real-time digital counterparts that 
enhance safety, efficiency, and service quality in human-centric 
systems. (cf. Section 3 and 4) 

5.  Crowd digital twins: reference architecture

In this section, we provide an abstract architectural description for 
the CDT concept, aimed at satisfying the requirements provided in Sec-
tion 4.

5.1.  Meta-level requirements

We start by providing meta-requirements, dictating general proper-
ties about the architecture itself (internal quality requirements) that we 
would like to promote in a CDT design. We selected the most relevant 
quality characteristics/attributes from [58] as targets.

• (M1) Abstraction. The architecture should not fix too many details to 
avoid excessive constraints on concrete system designs.

• (M2) Generality. The architecture should consider that a CDT may 
support different kinds of applications involving crowds, with pecu-
liar sets of requirements. For instance, not all of them may require 
hard real-time support.

• (M3) Suitability. This aspect refers to the degree to which an archi-
tecture meets the required functional and non-functional features.

• (M4) Portability. The architecture should account for highly hetero-
geneous deployments, and hence be transferred on other hardware, 
software, and operational environments.

These meta-requirements influence the proposal in the next subsection 
and will be subject to qualitative evaluation in Section 6.1. 

5.2.  Reference architecture

Considering the maturity of the CDT concept, we consider two meta-
requirements – abstraction and generality of the architecture – and thus 
propose a reference architecture, i.e., a generic architecture that repre-
sents a family of concrete architectures for a specific context or applica-
tion domain [10,59].

Following best-practices on documenting architectural designs [11], 
it is key to select the relevant views. For this contribution, we focus on 
the logical and deployment views.

5.2.1.  Logical view
Fig. 3 shows the reference logical architecture of CDT systems—the 

relevant layers/components.
• (L0) Physical layer. The physical layer consists of the physical el-
ements of interest, namely the Humans (both crowd members and 
external people) and the Physical Environment Elements (e.g., walls, 
doors, vehicles).
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Fig. 3. Logical reference architecture for CDT solutions. The colours are only 
meant to emphasise related entities.

• (L1) Cyber-physical layer. The cyber-physical layer consists of one 
or more networks of sensors, actuators, and mobile devices (e.g., 
robots). These represent the means for perceiving and acting on the 
physical layer. Sensors and actuators may be environmental (e.g., 
cameras, lights, speakers) or human-attached (cf. wearables).

• (L2) Autonomic layer. The bidirectionality requirement of the CDT 
fosters the adoption of self-* solutions [60], enabling the system to 
autonomously react to changes to a certain extent. Accordingly, this 
layer is structured following the classical MAPE-K (Monitor-Analyze-
Plan-Execute with Knowledge) architecture [60] of the managing sys-
tem. Notice that the managed system consists of the two underlying 
layers (i.e., both the cyber-physical layer and the purely physical 
layer). The Knowledge component includes the relevant representa-
tional and operational models for the CDT. The CDT Core Models are 
those that provide the digital shadows of the crowds and the en-
vironment; these are built by considering the data provided by the 
Monitor component and by using different kinds of models (e.g., Sur-
rogate Models for crowd estimation).

• (L3) Service layer. The service layer provides functionalities con-
necting applications with the managing system. Visualisation pro-
vides support for inspecting crowd and environment state. Analytics
deals with storage and offline data analysis, both for external en-
tities and for improving the CDT itself. Administration provides an 
interface for configuring the CDT and setting the Adaptation Goals
for crowd/environment-directed management actions.

• (L4) Application layer. Applications can connect to the CDT through 
the services provided in the Service layer.

Overall, the layers fill the gap between crowd management and crowd-
aware applications and services and the physical world. The centrality 
of models and adaptation features (which are essential to deal with the 
dynamic nature of human crowds) is well-represented by the autonomic 
layer, which mediates between basic cyber-physical support and system-
level services. 

5.2.2.  Deployment view
By a deployment perspective, the fundamental aspect shown in the 

Fig. 4 is that the CDT spans the entire computing continuum, from the 

Fig. 4. Deployment view.

internet of things (IoT) (mist) to the cloud, passing from edge and fog 
layers. This is important both for real-time and reliability reasons, as 
further detailed in Section 6.

Short Answer to (RQ2.1) CDT reference architecture
 To promote the realisation of the CDT requirements (cf. 1.3), it 
is arguably important to design CDTs with autonomic capabili-
ties, feedback loops, a rich set of complementary and alternative 
models, and interfaces organised in layers to harness the digital-
physical thread in heterogeneous multi-level architectures (com-
puting continua). (cf. Section 5) 

6.  Discussion

In this section, we provide a discussion about the proposed require-
ments and architecture (Section 6.1), and then cover relevant ideas from 
research for detailed design and implementation (Section 6.2). 

6.1.  Qualitative validation

6.1.1.  Validation of requirements
We consider the question:  are the requirements provided in Section 4.5 

relevant and comprehensive w.r.t. the CDT concept and the target applica-
tions? 

The model synchronisation requirements – (F1) Crowd model syn-
chronisation, (F2) Environment and context model synchronisation, (F3) 
Situated crowd model synchronisation – are associated to the DT nature of 
the proposal. Prediction ((F4) Analytic and predictive capabilities)) is fun-
damental for enabling risk assessment, identification of improvement 
opportunities, and decision-making. The two-way communication re-
quirement of (F5) Support for situated crowd control), as per mature DT 
solutions, is key to enable the actual management of the situated crowd
(besides its mere modelling). (F6) Interactive multi-scale analysis, visual-
isation, and decision-making support covers the need of allowing man-
agers to interact with the CDT, hence accounting for human-in-the-
loop scenarios (which are essential given the safety-critical nature of 
crowd-based applications). (F7) Storage of historical data and analytics 
is meant to support historical data management, retrospective analysis, 
and knowledge extraction. (F8) Lifecycle management is meant to make 
the CDT usable also to support event planning and the continuous im-
provement of the environment and the management policies.

Future Generation Computer Systems 182 (2026) 108475 

6 



R. Casadei et al.

Non-functional requirements can also be traced to crowd-aware ap-
plications and DT maturity models [61]. Since crowd management ap-
plications tend to be safety-critical, the CDT should be dependable – 
(N1) Dependability – and avoid people getting harmed (at any level). 
This has important consequences for the actuation part, its timely assess-
ment and validation. Non-functional requirement (N2) Real-time sup-
port, at least at the soft level1 [62], may be needed, since quick pre-
diction, model synchronisation, and reaction are paramount when it 
comes to anticipating or dealing with emergencies (e.g., evacuation or 
stampedes), as seconds can make a difference. (N3) Scalability is also 
key, since the CDT would be most useful for mass gatherings, which 
means: large numbers of people, of devices, of physical elements—
i.e., stress on the infrastructure. (N4) Privacy compliance must also be 
taken into account, since humans are involved. This may affect the 
implementation (and even the possibility) of micro-level data storage 
and analysis. (N5) Integrability matches with the highest level of matu-
rity of DT-based solutions, and is deemed essential since (i) within a 
crowd, multiple human groups exist and may need to be considered; 
(ii) at large building- or city-scale, multiple separate crowds may con-
currently exist and interact; and (iii) it is the interaction with other 
systems and applications that would create the additional value out of 
the CDT. The non-functional requirement (N6) Flexibility, configurabil-
ity, (self-)adaptability, and maintainability is key to account for the evo-
lution of models, environments, regulations, and phases of crowd man-
agement (cf. (F8) Lifecycle management).  Finally, (N7) Efficiency  relates 
the general need of making effective use of resources and promoting
sustainability. 

6.1.2.  Validation of architecture
We consider the question:  is the architecture provided in Section 5 

consistent with the (meta-)requirements identified in Section 4.5? 
The meta-requirement (M1) Abstraction is addressed through a high-

level reference architecture [10,59] not constraining implementations but 
rather specifying layers of functional components. (M2) Generality is 
supported by considering a comprehensive set of functionalities and ser-
vices that may serve different applications (e.g., actuation may not be 
always needed). The meta-requirement (M3) Suitability  is discussed in 
the next paragraph. The meta-requirement (M4) Portability is addressed 
by not requiring specific devices and deployments (cf. Fig. 4).

We argue about the suitability of the architecture with respect to the 
motivations and goals of CDTs (cf. Section 4) as follows.  The differ-
ent layers take into account the main stakeholders considered in Sec-
tion 4.4: crowd members, affected entities, and workers are part of the 
environment in (L0) Physical layer, perceived and influenced through 
sensors and actuators in (L1) Cyber-physical layer, and captured in mod-
els by the Knowledge component in (L2) Autonomic layer. The mod-
elling requirements (F1) Crowd model synchronisation, (F2) Environment 
and context model synchronisation, (F3) Situated crowd model synchroni-
sation are addressed through the data provided by (L1) Cyber-physical 
layer  and the processing and analysis carried out by the Monitor com-
ponent in (L2) Autonomic layer. The bidirectional flow of (F5) Support 
for situated crowd control is supported by the overall activity of the 
MAPE-K components in (L2) Autonomic layer, and the actuation sup-
port provided in (L1) Cyber-physical layer. (F6) Interactive multi-scale 
analysis, visualisation, and decision-making support and (F7) Storage of 
historical data and analytics are provided in (L3) Service layer by ded-
icated components that interface with lower layers for acquiring in-
formation and affecting the system (e.g., its configuration, goals, and
policies). 

In the future, we plan to evaluate the architecture using other rele-
vant metrics for evaluating software architecture as per Silva et al. [58] 
and through prototype implementations.

1 Soft real-time systems aim to provide best-effort reliability, with some de-
gree of tolerance for missed deadlines.

6.2.  Detailed design and implementation ideas: methods and
technologies

The following methods and technologies suggest means for address-
ing the development of concrete architectures (or specific functional lay-
ers and components) based on the proposal of this paper.

“Mature” techniques and technologies: machine (federated) learning and 
edge computing. There is a number of “obvious” methods and tools 
that we briefly mention. Machine learning is clearly fundamental for 
modelling and prediction of crowd state and dynamics; typical uses of 
machine learning (ML) are for supporting tasks like crowd counting and 
density estimation [63–65], crowd dynamics analysis [67], and anomaly 
detection [66]. Edge computing, possibly combined with federated learn-
ing, can be useful for addressing both the real-time (N2) and privacy 
(N4) requirements in crowd management systems [72].  See Table 2 
for a summary of common methods and technologies for typical crowd 
management tasks. 

Sensor fusion and complex event processing. To achieve a fast and accu-
rate estimation of the situated crowd state (cf. the modelling require-
ments F1, F2, F3), it is essential to integrate the information coming 
from all the available sensors (e.g., cameras, wearables) [73]. The survey 
from Li et al. [73] provide a comprehensive overview of sensor fusion in 
the context of crowd management, discussing how multi-source, multi-
modal data could help to improve accuracy and timeliness of context 
acquisition. Sensor fusion is also an enabler for complex event processing
and the identification of macro-events that aggregate several spatiotem-
porally correlated micro-events [74]. 

Multi-level, multi-scale (micro-to-macro), and surrogate modelling and (co-) 
simulation. Research has shown that crowds can be modelled or simu-
lated at multiple levels and scales [1,57]. This range of possibilities pro-
vides flexibility (cf. N6) w.r.t. the desired level of detail, fidelity, real-
time, and efficiency (cf. N7). Moreover, given the time-expensiveness 
of simulations, leveraging surrogate models [75] for faster, approximate 
results may improve real-time support (cf. N2). Regarding the potential 
need of modelling and simulating different heterogeneous subsystems 
(at the minimum, the crowd itself and its environment—cf. F1 and F2), 
the adoption of co-simulation techniques [76] is also to be taken into 
account.

Multi-layer support for high-priority requirements and graceful degradation. 
The Swiss Cheese Model is a paradigm in safety science that suggests 
to consider multiple layers of protection to address safety [22]. 
Similarly, in CDTs, it is key that certain functions (especially those 
related to the situated crowd monitoring—cf. (F3) Situated crowd model 
synchronisation  and (F6) Interactive multiscale analysis, visualisation, 
and decision-making support) are supported by different mechanisms 
and strategies that may involve different sets of device capabilities. For 
instance, if cameras are not available or unable to provide images of 
the crowd (e.g., because smoke or objects are obstructing the vision), a 
different means for crowd density estimation should be leveraged (e.g., 
using wearable devices [77] or floor vibration sensors [78]). On one 
hand, the concurrent adoption of multiple mechanisms to support a 
given task can be used to improve the accuracy, by combining models 
and fusing sensor data. On the other hand, different mechanisms 
could work as fallbacks for graceful service degradation. The different 
layers may be dynamically activated or deactivated by taking into 
account both the context/situation and the system efficiency (e.g., 
saving energy in low-risk situations). For this purpose, it may be 
beneficial to leverage requirements engineering methods like Relax [79] 
that support uncertainty-aware non-critical requirements relaxation to 
favour short-term critical requirements.
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Table 2 
Mapping of crowd-management tasks to methods and enabling technologies.
Task Methods Enabling technologies
Crowd counting and density 
estimation

convolutional neural networks, transformers, generative models, detection-based 
methods, point-based methods, graph-based models  [63–65]

video camera networks, heterogeneous 
IoT/mobile/crowd sensing (WiFi) [4,19]

Anomaly detection (motion, 
behaviour)

convolutional neural networks, spatiotemporal models, generative models, graph- 
and interaction-based models [66,67]

video camera networks, heterogeneous 
IoT/mobile/crowd sensing (WiFi) [4,19]

Localisation, and tracking convolutional neural networks, spatiotemporal models, generative models, graph- 
and interaction-based models, model-based approaches (Bayesian filters) [66,67]

video camera networks, heterogeneous 
IoT/mobile/crowd sensing (WiFi) [4,19]

Flow prediction / mobility 
forecasting

agent-based modelling, reinforcement learning, graph neural networks, sequence 
models, recurrent neural networks (LSTM/GRU)  [21,57]

video camera networks, heterogeneous 
IoT/mobile/crowd sensing (WiFi) [4,19]

Crowd control direct and indirect steering devices  [68–71] wearable devices (haptics) [69]; environment 
actuators (lights [70], sounds [71])

Opportunistic sensing and participatory sensing. Opportunistic sensing 
leverages personal smart devices (e.g., smartphones, wearables) to col-
lect contextual data without explicit user intervention, adapting to 
users’ routines and device availability, while participatory sensing en-
lists individuals to actively contribute data–such as location traces or 
environmental measurements–to a shared platform [80]. Both enable 
fine-grained, large-scale monitoring of crowd dynamics and environ-
mental conditions, complementing static sensors to enhance coverage,
resilience, and privacy in CDTs. The social internet of things (SIoT) 
paradigm [81] further organizes devices into social networks, where 
trust, shared context, and group affiliations guide privacy-aware data 
exchange and QoS-aware task orchestration. Combined, these methods 
support the continuous, distributed sensing needed for real-time model 
synchronization (F1-F2) and adaptive crowd management.

Collective computing [82] and aggregate computing [83]. The aggregate 
computing paradigm, as a method for artificial collective intelligence 
engineering [84], enables to express self-organisation through decen-
tralised collective computation at the level of IoT devices. Thus, it is 
useful for providing, e.g., crowd density estimation and control from 
the bottom-up, without necessarily involving fog and cloud layers. This 
could also be instrumental for edge-cloud incremental, approximate, 
spatial computing, possibly leveraging amorphous computers [85] of 
resource-constrained devices [65].

Context-awareness, adaptation, and self-* features. There exist several 
contributions in the autonomic and self-* systems community that sup-
port the proposed requirements and architecture. Indeed, the proposal 
of this paper is centred around an architecture-based adaptation ap-
proach [86]. MAPE-K patterns [87] suggest ways to organise and de-
centralise the autonomic functionality to address requirements of differ-
ent infrastructures—cf. (N6) Flexibility, configurability, (self-)adaptability, 
and maintainability. The thread on self-improving system integration [88] 
provides means to address (N5) Integrability.

Crowd steering devices. Though not extensive, there exist some propos-
als of mechanisms for crowd-targetting actuation, via so-called crowd-
steering devices [68]. One approach for affecting crowds is by broad-
casting signals to a large portion of their individuals: this can be 
done through environmental stimuli [20], e.g., based on arrow-like sig-
nals [68], lights [70], or sounds [71]. Notice that experiments have typ-
ically carried out in specific environments (e.g., corridors) and it may 
not be clear how to influence crowds in less constrained or more com-
plex environments. Another way to influence a crowd is based on tactile 
feedback from wearables [69], but we are not aware of studies aimed 
at large crowds. 

Uncertainty-aware approaches. Situated crowds as systems are char-
acterised by large uncertainty regarding the events that may happen 
and the overall environment-crowd dynamics. It is therefore crucial to 

take uncertainty into account, and hence adopt uncertainty-aware meth-
ods [89]. It is key to identify the different sources of uncertainty (i.e., 
managed system, environment, goals, resources, model, and adapta-
tion function uncertainties [90]) and to adopt methods to deal with 
them (e.g., data quality management, probabilistic analysis, verifica-
tion, learning, and adaptation [89]). 

Short Answer to (RQ2.2) CDT enablers
 Enabling methods and technologies include: sensor fusion, surro-
gate and multi-level modelling, collective computing, autonomic, self-
*, and uncertainty-aware methods, and layered solutions to ensure 
safety (through risk management), flexibility, scalability, adapt-
ability, and efficient implementations. (cf. Sections 5 and 6.2) 

Short Answer to (RQ2) CDT design and implementation
 The design and implementation of CDTs should be addressed by 
layered, modular, and autonomic architectures where the differ-
ent CDT requirements are addressed (i) across infrastructural lay-
ers (cf. edge-cloud continuum), (ii) by multiple layers of hetero-
geneous solutions that may exploit the available resources and or-
ganise the distributed computation in multiple complementary or 
alternative ways. (cf. Sections 5 and 6.2) 

6.3.  Case study: mass event planning, execution, and post-analysis

This subsection details a case study of CDT realisation and appli-
cation based on the large-scale crowd management reference scenario 
introduced in Section 4.3.2.

6.3.1.  Motivation and objectives
Mass events like concerts, festivals, marathons, and large exhibitions 

gather hundreds or thousands of people in a constrained environment, 
posing strict safety challenges and normative requirements (cf. N1, N4). 
The conceptual and architectural framework of CDT can be instantiated 
in such scenarios to support the entire lifecycle of a situated crowd, 
covering both planning, execution, and post-execution analysis of the event 
(cf. F1 to F8).

6.3.2.  Pre-event planning
Before the event, organisers (cf. Section 4.4) must consider (as con-

straints or as alternatives to be evaluated) at least (i) a target location, 
preliminary schedule, and context information for the event and the organ-
isation (cf. (L0) Physical layer, F2, N5), (ii) the available infrastructure
for the system (cf. (L1) Cyber-physical layer, F2, F5), (iii) the preliminary 
information about the expected crowd like an estimated number of par-
ticipants (cf. L0, F1, F3), and (iv) the relevant regulations providing the 
normative frame (cf. F2). In the following, we consider some arbitrary 
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event which is large-scale (cf. N3), in terms of expected participants and 
spatial extension, and that includes both outdoor and indoor locations 
(cf. N6). A planning application and dashboard in (L4) Application layer 
can support the organisers, by interfacing with (L3) Service layer, in the 
CDT construction and configuration during the pre-event analysis and 
planning.

Data ingestion and environment modelling. The first step of the CDT con-
struction begins by constructing the EDT (cf. F2). The EDT can be built 
using a wide range of data and models, overall contributing to anno-
tated maps of the environment, e.g., with geographic information sys-
tem (GIS) layers (cf. N5). Data sources and concrete model formats 
may include architectural blueprints, building information models (BIMs), 
city information models (CIMs), and/or simultaneous localisation and map-
ping (SLAM) systems. These models populate the Knowledge component 
of (L2) Autonomic layer and serve as a basis for the situated crowd mod-
elling (cf. F1, F3) and analytical (cf. F4) activities.

Scenario generation and simulation. The next step involves using data 
about the expected participants and ingress/egress mobility flows to 
generate models and simulations of virtual crowds over the EDT (cf.
F3, F4). This generation activity will be based on existing crowd models 
(assumed to be available at the Knowledge component), possibly at dif-
ferent scales, enabling a wide set of investigations depending on the re-
quired accuracy (cf. N1, N6). For instance, macro-level flow models can 
be used to evaluate large-scale ingress/egress patterns and detect bottle-
necks and attention points. On such hot spots (cf. N7), micro-level mod-
els can be used to better understand the dynamics and identify possible 
intervention points (e.g., adjustments to the environment, monitoring 
and/or management and/or operational recommendations). From this 
analysis, key indicators (KIs) should be determined, covering, e.g., ex-
pected queue lengths at gates, overall crowd density limits, congestion 
risks at junctures or corridors, estimated evacuation time under differ-
ent hazard scenarios. All the resulting information and models will con-
verge on the Knowledge component and support further inspection and 
reasoning (cf. F4).

Operational policy design. The constructed model, inferred information, 
as well as early decisions and constraints can be used to define the op-
erational policy, to be submitted to authorities for approval, to guide re-
cruitment of workers, and to inform the workers themselves regarding 
all surveillance and control activites at the live event. The policy will 
report on the KIs and may define environmental amendments (if pos-
sible), monitoring objectives, early warning indicators (cf. F4), triggers 
for manual (human-based), automatic (CDT-driven), and hybrid inter-
ventions (cf. F5), responsibilities, and the schedule. This contributes to 
lifecycle support (F8) and to preparing adaptation-related constraints 
and goals stored in the Knowledge component (L2).

6.3.3.  Event execution
Right before and during the event, the CDT provides a continuously 

synchronised representation of the evolving situated crowd, supporting 
real-time monitoring (cf. F1, F2, F3), forecasting (cf. F4), and decision-
making (cf. F5, F6), while satisfying real-time (cf. N2) and privacy (cf.
N4) constraints. Integration of any contextual information (e.g., weather 
forecasts, city logistics—cf. N5) is also essential for effective operations.

Sensing, data fusion, analysis, and real-time crowd state estimation. The 
(L1) Cyber-physical layer includes devices and sensors (e.g., cameras with 
anonymised analytics, light detection and ranging (LIDAR) and thermal 
sensors, volunteering wearables) that support perception of the physi-
cal layer state, which includes the environment ant the people located 
therein (cf. F1, F2, F3). The sensed data converges into the Monitor 
component, which implements a sensor fusion pipeline to determine 
aggregated measures estimating density, flow, group formations at the 
desired scale and accuracy. The Monitor then updates the Knowledge 

component, where an up-to-date situated crowd model becomes avail-
able (cf. F3). The Monitor also feeds the Analyze component, which can 
trigger simulations and predictive analyses (cf. F4), in order to (i) pro-
vide forecasts and further information to the managers (cf. F6), and (ii) 
determine whether to activate autonomous reactions (e.g., early warn-
ings) or consider the need for adaptation through the Plan component 
(cf. F5).

The application layer (L4) may provide managers and authorities 
with visual analytics tools (cf. F6) enabling inspection of the current sit-
uation. A dashboard can provide 2D/3D representations of the crowd at 
different spatial resolutions, heatmaps of crowd density, and outputs of 
predictive analyses such as forecasts and risk estimates (cf. F4). Concur-
rently, all relevant data (events, system states, decisions) is stored in the 
Knowledge component for history tracking and retrospective analytics 
(cf. F7, F8).

Decision-making and actuations. Decision-making and actuation can be 
of one or more of three different modalities: (i) human-based, (ii) 
human-in-the-loop-based, and (iii) autonomous. Managers can use in-
formation from the dashboard of a “monitoring and control panel” to 
coordinate human workers or to activate specific CDT functions (cf. F6). 
When the Analyze component identifies the need for adaptation, it trig-
gers the Plan component, which determines adaptation plans (cf. F5), 
consistent with safety and dependability requirements (cf. N1, N1.3). 
Such adaptation plans can be of two types: (i) those requiring human 
approval or refinement, or (ii) those which can be autonomously exe-
cuted. Plans of the latter kind are forwarded to the Execute component, 
which orchestrates the cyber-physical layer to run interventions target-
ting: (i) the environment (e.g., dynamic reconfiguration of routing sig-
nage, light/sound cues), (ii) the crowd (e.g., personalised guidance via 
mobile apps, push notifications, wearable haptics), (iii) the staff (e.g., 
notifications to authorities or workers). The decision-support dashboard 
should display real-time and predictive views and the status of ongo-
ing adaptations (cf. F6), including the rationale behind model outputs, 
thereby enabling human-in-the-loop oversight (cf. N1.3).

Handling disruptions and emergencies. The CDT can support preventive 
preparation and alerting by detecting precursors of incidents and run-
ning short-horizon predictive models (cf. F4). If an incident occurs, it 
can quickly notify managers, workers, and authorities, and may activate 
emergency plans (e.g., activating lights and sounds to support effective 
crowd dispersal strategies). In all cases, CDT behaviour adheres to the 
operational policy and contingency plans configured in the Knowledge 
component (cf. F8).

6.3.4.  Post-event analysis
Once the event has concluded, the historical data tracked in the 

Knowledge component supports retrospective analysis for improving 
CDT models and organisational policies (cf. F7, F8, N6). Examples in-
clude the re-assessment of high-risk episodes, the evaluation of com-
pliance to regulations and organisational policies, the benchmarking 
between planned vs. observed crowd behaviour, and the re-training of 
models (e.g., density estimation, crowd flow prediction, anomaly detec-
tion) Such insights inform future events, realising a continuous learning 
cycle that improves both the CDT and organisational processes. 

6.4.  Limitations and threats to validity

Internal validity relates to the extent to which the design of the 
study may undermine the conclusions [91]. Common threats include 
bias, missing factors, and model simplification. We mitigated (i) bias, 
by involving multiple researchers with different expertise (self-* sys-
tems, machine learning, networking, human-computer interaction), (ii) 
missing factors, by considering related work on crowd management and 
DTs (cf. Sections 4.2 and 8), (iii) model simplification, relatively to the 
state and goals of the reference architectural proposal, by considering 
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multiple views and assessing detailed design/implementation ideas (cf. 
Section 6.2).

In future work, the former two threats can be further reduced by 
systematic literature reviews, investigating the areas identified by the 
scoping review in this article. Instead, model simplification threats are 
meant to be addressed in future work by more comprehensive studies 
of the mentioned enabling technologies and methods, more detailed ar-
chitectural descriptions, and, crucially, prototypes and simulations for 
assessing the feasibility and effectiveness of the proposal.

External validity refers to the extent to which the results can be 
generalised [91]. One threat is given by the inherent dependency of 
DT-based system requirements, level of maturity model, and architec-
ture to the context and application at hand. We have mitigated this by 
considering the most comprehensive scenarios (e.g., deployments across 
the entire edge-cloud continuum) and considering different levels of re-
quirements according to the MoSCoW approach (cf. Section 4.5). 

7.  Research roadmap

On the basis of the CDT concept, requirements, architecture (Sec-
tion 4), and enabling technologies (Section 6.2), we extract the most in-
teresting research challenges. We believe that addressing these challenges 
is necessary in order to fulfil the CDT vision. Moreover, these are non-
trivial challenges that are expected to stimulate researchers for years to 
come. Notice that challenges may also be related with one another (e.g., 
modelling is crucial for early detection).

7.1.  Seamless, adaptive multi-level/multi-scale modelling

Challenge overview. Multi-level modelling is fundamental for the reuse 
of models and for achieving the desired efficiency-accuracy tradeoffs 
that are essential for crowd management [57]. The challenge here is how 
to effectively integrate different models together and how to adapt the 
models (e.g., their spatiotemporal resolution or composition) according 
to changes in the environment. Indeed, for instance, changes in the avail-
able infrastructure (e.g., connectivity or device failures) may require the 
adoption of different models for improved performance or gentle degra-
dation. In the general respect of the adoption of model-driven engineer-
ing for DTs, a recent systematic mapping study by Lehner et al. [92] 
points out, as challenges, the need for (i) more mature, industry-ready 
approaches, (ii) increased automation, (iii) reuse of models and, espe-
cially, (iv) the adoption of such techniques for new kinds of DTs, such 
as those representing systems-of-systems—which is the case of our CDT 
proposal.

Potential solution paths. Research on design patterns for multi-level 
modelling and simulation could prove especially useful. Serena et 
al. [93] provide an early catalogue on multi-level modelling patterns, 
classifying them into orchestration patterns, execution policy patterns, 
information exchange patterns, and multiscale patterns. The multi-scale 
pattern class further includes (i) spatial aggregation/disaggregation pat-
terns and (ii) adaptive resolution patterns. However, only limited work 
(e.g. [94]) has been carried out on the latter aspect, which we deem im-
portant for CDTs.  One suggestion is to investigate how self-adaptive 
software research contributions [86] could be integrated into hybrid 
modelling frameworks [95]. In this sense, conceptual and operational 
frameworks for reasoning about models, like Models@Runtime [96,97], 
can support dynamic model switching and model refinement based on 
causal linkage berween models and reality/goals.

Models@Runtime also more generally supports adaptation and un-
certainty management across the CDT functionality. Indeed, such 
methodology combines model-driven engineering with computational 
reflection, hence promoting the definition of causally connected self-
representations and reasoning for self-adaptation.  By a language-based 
software engineering perspective, an interesting concept to be investi-

gated is domain-specific integration languages [98], whose goal is to reuse 
and compose existing models into an integrated solution. 

7.2.  Early event detection and warning

Challenge overview. One major goal in crowd management systems is 
the reduction of the risks of crowd disasters and mitigating conse-
quences. Early event detection and warning is essential for both preven-
tion and timely situation management. This activity builds on real-time 
data, prediction models, risk mitigation models, and experience of the 
managerial personnel [99]. Though there exists preliminary work on the 
topic [100], solutions are typically limited in scope, and hence this is 
still an open challenge, which would be key to address using an inter-
disciplinary approach. For instance, Ramesh et al. [100] propose the 
use of mobile ad-hoc networks and partecipatory sensing for estimating 
the risk of stampedes by distributed fusion of data from accelerome-
ters, GPS, acoustic sensors, and video sensors. The use of opportunistic 
networks and collective computing paradigms have also been proposed 
by Casadei et al. [33], but one challenge in such distributed computa-
tions (where information flows and consensus are typically involved) is 
related to reactivity.

Potential solution paths. For addressing the issues related to the reac-
tivity of collective estimation and consensus, one path is suggested by 
real-time aggregate computing [101], where the idea is to automatically 
derive proofs from collective control programs providing real-time guar-
antees. More generally, efforts should be concentrated on the detection 
of incident precursors [102] and the implementation of efficient short-
horizon predictive models and simulations. For the former aspect, it 
will be key to explore combined frameworks based on machine learn-
ing techniques applied to historical incident data [67] (cf. Section 6.3), 
context learning/calibration/trasfer [103], knowledge distillation into ef-
ficient models [104], and attention mechanisms [105],. For the latter, 
ideas include the application of context-aware and probabilistic motion 
prediction models [106,107] as well as approaches to model adaptation 
(cf. Section 7.1) and to efficient stacking of multiple models [108]. 

7.3.  Proactive and anticipative crowd management (crowd control 
planning and/or execution)

Challenge overview. The difficulty of handling emergency situations like 
evacuations and stampedes suggests to focus on prevention through risk-
reducing control actions.

Anticipative crowd management [109] builds on early “preliminary 
event” detection (cf. Section 7.2) and is crucial for mitigating risks. One 
safety measure for preventive stampede management include the crowd 
steering and flow control (e.g., via acoustic and optical signals [109]) 
aimed at the creation of room and the avoidance of occlusions in escape 
points [109]. Another strategy is the detection of crowd forces to predict 
the occurrence of stampedes and then apply preventive strategies for 
pressure relief and crowd pressure shockwave hindrance [100].

More generally, proactive crowd control (i.e., autonomous crowd con-
trol), which may be limited to planning (e.g., when human confirma-
tion is required) or even extended to execution (for fully autonomous 
implementations), is an action that may happen (if enabled) during the 
different phases of an event or situation (i.e., before, during, and af-
ter). It is fundamental to configure the corresponding policies taking 
into account the broader context of operation, including national and 
supranational regulations. Indeed, major issues with crowd control are 
related to law, accountability, and ethical concerns: these aspects are 
discussed in detail in Section 7.6.

The implementation of effective autonomous control planning and 
execution is challenging in many respects:

• reliability of inputs of crowd control: to make accurate predictions, ac-
curate models reflecting the actual physical system state should be 
in place, and their level of confidence should be taken into account;
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• on the construction of reliable inputs for crowd control: accurate mod-
els of crowd states might need to be inferred from noisy, partial, or 
delayed sensor inputs, ideally in an uncertainty-aware fashion (Sec-
tion 6.2);

• coordinated multi-agent actuation: CDTs are typically heterogeneous
systems where many kinds of devices and agents are in place and, 
thus, the space of possible orchestration plans might be huge to ex-
plore, also requiring probabilistic reasoning;

• dynamic planning: possible and unpredictable events may happen at 
any time, possibly requiring a revisitation of existing control plans, 
or a complete re-planning;

• multi-objective policy synthesis: control policies should find a (typically 
complex) balance among safety, efficiency, normative constraints, 
and ethical considerations (cf. Section 7.6);

• reliability and generalisability: it is key to understand how much the 
control policies are robust with respect to variations in context, 
namely across different environments, crowd types, and event dy-
namics (cf. bias-variance tradeoff);

• explainability: it is key the control plans are interpretable by hu-
man operators and stakeholders, for supporting timely confirmation, 
amendments, logging, and post-audit analysis;

• adversarial resilience: when safety is to be maximised, it is important 
to take into account the possibility of malicious behaviours or ma-
nipulations that might compromise the control goals.

Given the difficulty of predicting the effects of crowd control activities, 
it is hard to see at the present time something but human-designed, 
well-defined management policies taking into account the possibility of 
limited, soft, autonomous control actions in safe conditions, to ensure 
zero harm by the system. However, further research might help to devise 
reliable strategies to be incorporated more widely.

Potential solution paths. The potential solution paths include those in-
dicated for early event detection and warning (see Section 7.2). Fur-
thermore, for crowd management planning and execution, it is funda-
mental to investigate methods able to integrate confidence levels and 
risk levels into operational models and to quantify trust under uncer-
tainty [110], techniques for explainable models [45], and effective vi-
sual analytics [111] to maximise safety while promoting human-in-the-
loop oversight (see also Section 7.5). 

7.4. CDT security and privacy

7.4.1.  Security
Challenge overview. Security is critical for supporting the crucial safety 
requirements of CDTs. This also entails protecting infrastructure, data, 
and software. It is required that CDT implementations include counter-
measures to preserve confidentiality, integrity, and availability (CIA triad). 
One challenge is due to the distributed, heterogeneous, and dynamic 
nature of data sources and actors – including IoT devices, wearables, 
humans, and deployed services – which imply a very large attack surface. 
Examples of threats include data injection (e.g., false crowd signals), 
model manipulation (e.g., malicious inputs to learning algorithms), and 
actuation hijacking (e.g., malicious activation of emergency protocols).

Potential solution paths. Countermeasures might include the adoption 
security-by-design and zero-trust models throughout the CDT layers, for-
mal verification of adaptation and control logic, and multi-level access 
control. In particular, adversarial robustness of machine learning com-
ponents (e.g., those used for predictive modelling and event detection) 
must be ensured, as even subtle perturbations may cause dangerous 
misclassifications or false positives in crowd event recognition. Run-
time monitoring and anomaly detection systems should be integrated 
across the CDT layers to enable real-time identification of policy vi-
olations, data drift, or signal tampering. Moreover, explainability and 
transparency in the CDT decision pipeline (e.g., being able to trace why 

a certain intervention was triggered) can support post-incident audits, 
improve operator trust, and discourage exploitation by contributing to 
accountability (see next for more about it). The previous considerations 
on multi-level support of functionality and graceful degradation are also 
relevant when facing attacks to availability (e.g., occlusion to cameras’ 
fields of view). Future research should explore formal threat models 
specific to CDTs, that incorporate both the cyber-physical and the socio-
technical dimensions, also through quantitative security metrics.

7.4.2.  Privacy
Challenge overview. There exists a trade-off between privacy and safe-
ty/security measures. Indeed, tracking individuals or leveraging granu-
lar data (e.g., trajectories, biometric cues, or behavioural fingerprints) 
may support effective crowd monitoring, surveillance, and early detec-
tion of trigger events. However, the extraction of such data adds privacy 
risks as they can potentially enable re-identification even if anonymisa-
tion techniques are applied.

Potential solution paths. Research must explore privacy-preserving com-
putation paradigms (e.g., aggregation techniques, differential privacy) 
that support large sets of CDT functionality without exposing raw 
data. Furthermore, privacy should be viewed as a dynamic, context-
dependent issue rather than a static policy. CDTs should allow for ad-
justable privacy levels according to risks, event criticality, and crowd 
features (e.g. density). Methods to acquire and consider explicit privacy 
preferences by individuals and groups could also affect decision-support 
in terms of recomputed privacy-functionality tradeoffs.

7.5.  Human-“crowd machine” interaction

Challenge overview. Human-“crowd machine” interaction represents a 
complex frontier in the development of CDTs. Unlike traditional human-
machine collaboration, CDTs must account for the collective behaviours, 
emotions, and dynamics of large groups, making real-time modelling 
and prediction significantly more challenging [112]. Integrating human-
centric design principles into CDTs is essential yet challenging. Tradi-
tional digital twins have often prioritised system efficiency over human 
factors, leading to interfaces and models that may not adequately reflect 
human needs or facilitate intuitive interaction [113].

Potential solution paths. Promising directions for future human-CDT 
interaction emphasise designs centred on human abilities and needs, 
rather than solely on technological capabilities.

• Intuitive human machine interfaces (HMIs). Developing multimodal 
and user-adaptive HMIs, incorporating voice commands, gestures, 
gaze tracking, and natural language processing, can significantly im-
prove interaction fluidity. These modalities allow operators to in-
teract with complex crowd systems in more natural ways, reducing 
cognitive load and enhancing situational awareness [114].

• Human-centred visualisations. Interfaces should prioritise dynamic 
and interpretable visual representations of crowd behaviour, such 
as real-time heat maps, crowd density overlays, and projected flow 
trajectories. Such visual tools enable operators to understand evolv-
ing patterns at a glance, thereby supporting timely and informed 
decisions [115].

• Human-in-the-loop feedback mechanisms. Rather than fully automat-
ing decisions, CDTs should incorporate human-in-the-loop capabili-
ties. These allow experts to validate simulations, adjust control pa-
rameters, and intervene when automated suggestions diverge from 
context-specific knowledge or social considerations [112].

• Situational and role-based context awareness. Interaction models 
should adapt to the user’s context–whether they are a first respon-
der, planner, or event manager–by offering tailored control dash-
boards and filters. Context-aware interaction ensures that users are 
not overwhelmed with irrelevant data and can access the most crit-
ical information quickly [105].
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• Participatory and co-design approaches. Involving end-users in the 
early stages of interface and interaction design leads to systems that 
are more usable, trusted, and aligned with real-world operational de-
mands. Participatory design also helps uncover domain-specific in-
teraction patterns and workflows that generic solutions might miss 
[116].

Essentially, interactive visual analytics is key to support operations, and 
its effective design is crucial given the safety-critical nature and the 
human-in-the-loop time requirements of typical CDT applications. 

7.6.  Philosophical and social aspects of crowd management: autonomy, 
objective evaluation, accountability, ethics, etc.

The deployment of CDT introduces a complex interplay of safety, 
autonomy, and ethical considerations. As these systems increasingly in-
fluence real-world decisions, particularly in high-stakes environments 
like public safety and urban planning, it is imperative to address the 
multifaceted challenges they present.

Reliability and guarantees. Ensuring the reliability and safety of CDT 
requires formal verification methods to guarantee that system be-
haviours align with intended outcomes [117]. Given the complexity 
of modelling human behaviours and interactions, establishing proofs 
for system correctness becomes challenging. The absence of such guar-
antees can lead to unintended consequences, especially in critical ap-
plications like emergency evacuations or public event management. 
Approaches for quantitative risk assessment should be investigated
(see Section 7.3). 

Autonomy. In CDTs, it is crucial to properly design the levels of sys-
tem autonomy, and to take into account safety, ethical, and normative 
constraints (see next). A potential increase in control autonomy poses 
several challenges, like maintaining human oversight [118]. While au-
tomation can enhance efficiency, it may also lead to scenarios where 
human operators are sidelined, reducing their ability to intervene in 
critical situations. Ensuring that CDTs function as decision-support tools 
rather than decision-makers is crucial to preserve human agency. De-
pending on regulations, different boundaries may be considered, and 
hence exhibiting forms of adjustable autonomy [119] could be important 
for flexible CDTs implementations.

Normative and ethical aspects. Since CDTs could work in private and 
public spaces, and deal with human safety, it is crucial to consider nor-
mative and ethical aspects, both in design and in operation (cf. context 
awareness). Veltmeijer and Gerritsen [120] investigated the legal and 
ethical implications of artificial intelligence (AI) in automated crowd 
analysis, from a European perspective. They focused on three main as-
pects: i) privacy, ii) bias and accuracy, and iii) accountability. The com-
plex landscape of privacy involves a crucial dual aspect. On the one 
hand, individuals should be made aware if and how their data will be 
used; on the other hand, extra protection is required for sensitive data or 
personal data of children and other vulnerable groups [53]. Then, there 
is a risk that these systems may inadvertently perpetuate existing bi-
ases present in the data they are trained on [121]. Such biases can lead 
to discriminatory outcomes, particularly against marginalised groups. 
Developers must implement strategies to identify and mitigate biases. 
Finally, the opacity of DT implementations and algorithms may obscure 
the decision-making process, making it difficult to ascertain responsibil-
ity when outcomes are unfavourable [122]. Even if the CDT considers a 
human in the loop, who is ultimately responsible for decisions to act, mis-
takes and adverse consequences may still happen, and may not be easy 
to evaluate a posteriori the appropriateness of the course of action. Velt-
meijer and Gerritsen recommend avoiding automated decision-making 
and adhering to regulations like the AI Act [123] as much as possible. 
The formal framework of SLEEC (Social, Legal, Ethical, Empathetic, Cul-
tural) rules [124] can help to operationalise ethical reasoning, whereas 

research on normative multi-agent systems [125] can offer solutions for 
ruling autonomous behaviour. 

Short Answer to (RQ3) CDT research challenges
 The challenges involved in realising the CDT vision and their 
implementation are related to reliably and efficiently achieving 
key functions (e.g., safety) through a proper integration of mod-
els, methods, and actors (i.e., humans and machines). Importantly, 
some challenges are not just technological but also philosophical, 
cultural, and inter-disciplinary (cf. law, autonomy, guarantees, ac-
countability, and ethics). (cf. Section 6 and 7) 

8.  Related work

To the best of our knowledge, there exists no proposal for DT-based
solutions for crowd modelling and management.

There exist, however, work on DT for cyber-physical systems (CPSs). 
For instance, Josifovska et al. [126] propose a framework for DTs of 
CPSs around four main building blocks: (i) the physical entity platform, 
consisting of physical objects, physical nodes, and humans; (ii) the vir-
tual entity platform, maintaining semantic models regarding the geome-
try, physical features, behaviour, business rules, and processes of the in-
teracting entities; (iii) the data management platform, consisting of data 
models and data management methods; and (iv) the service platform, 
consisting of service models and service management layers.  In com-
parison, our CDT proposal is specialised for crowd management and em-
phasises the adaptive component of the solution through the autonomic 
layer. 

So, as related work, we cover contributions related to architectures 
and simulation platforms for crowds, which may work as inspiration or 
components for the proposed CDT design and implementation. The au-
thors observe that crowd simulators tend to be tailored to specific ranges 
of numbers of simulated pedestrians, and that crisis simulators tend to 
focus on a limited set of target environments. Different simulators may 
support different feature sets, such as navigation methods, agent be-
haviour, collision avoidance, emotional aspects, and realistic group dy-
namics. Also, the authors note that: multi-agent-based modelling is rais-
ing, with increasing crowd sizes supported; game engines are often 
leveraged; ML and especially reinforcement learning (RL) can be effec-
tive in reproducing human-like behaviour. 

8.1.  Architectures for crowd monitoring and management

Wijermans et al. [3] propose InCrowd, an integrated framework for 
organising crowd management decision-support systems. Their proposal 
is based on four subsystems: (i) the crowd-interaction subsystem con-
sists of sensors and actuators, and provides the interface between the 
physical crowd and the decision-support system; (ii) the mining sub-
system analyses the measured crowd state to obtain a refined crowd 
state; (iii) the predicting subsystem aims at computing the future crowd 
state; and (iv) the decision-making subsystem is responsible for deter-
mining and enacting management decisions. InCrowd and CDT are sim-
ilar, but in CDT we emphasise the DT and autonomic aspects. In par-
ticular, the DT component is relevant for (i) supporting analysis and 
design throughout the entire lifecycle of applications and events in-
volving crowds, and (ii) supporting bidirectional synchronisation (that 
we address on the digital → physical direction through the autonomic
layer).

Darsena et al. [19] consider crowd management in the context 
of public transportation systems. Their abstract architecture is organ-
ised around two main components: an analysis/monitoring component 
and a control component. The analysis component performs data pre-
processing, sensor fusion, feature-based data fusion, and decision fu-
sion, and provides real-time data to the control component. The control 
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component has a prediction module that, leveraging real-time moni-
toring data, Internet data, and historical data, provides information to 
the decision-making and control module. Upon this basis, the authors 
provide a reference architecture for intelligent transportation systems 
organised in three layers: sensing and actuation subsystem, communi-
cation subsystem, and monitoring, prediction, and control subsystem. 
Our proposed architecture (Section 5) is more general, not focussing 
on transportation systems only, is less ad-hoc through the reuse of 
the MAPE-K architectural pattern, and details on the kinds of models 
adopted. 

Perez and Zeadally [4] propose a Communication Architecture for 
CROwd Management (CACROM) to support emergency scenarios. The 
goal is to help event planners in the monitoring of crowds, while also 
considering the possibility of infrastructure disruption (both at the core 
network and at the edge). The proposal is structured in three segments: 
the power segment, the communication segment, and the edge device 
segment. As challenges, the authors indicate power resilience, infras-
tructure availability, security, privacy, and participation.  CACROM fo-
cusses on the communication and networking aspects of crowd manage-
ment, whereas our CDT reference architecture provides a more abstract, 
end-to-end solution. CACROM could be integrated at the CDT levels L0
and L1. 

Jiang et al. [2], propose a ultra large-scale crowd monitoring sys-
tem architecture, combining air-sky-ground control. Their focus is 
on the networking architecture, based on five infrastructural layers: 
private cloud, edge cloud, gas and ultrasonic network, unmanned 
aerial vehicle (UAV) network, and closed-circuit television (CCTV) 
and infrared network. By a functional point of view, the focus is 
on crowd detection using ML models analysing camera images and 
providing people counting results. The work somewhat neglects the 
need of modelling crowd dynamics, relating crowds to the surround-
ing environment, and crowd management. However, the proposed 
architecture may support part of the digital thread contributing to
a CDT.

The 2017 study by Martella et al. [32] discusses limitations of state-
of-the-art crowd management solutions, found mostly associated to (i) 
limitations due to bias, simplification, inaccuracy, invalidity of technical 
solutions of what-if analysis, simulation, estimation models, decision-
making models; (ii) limitations due to insufficient data quality and au-
tomation, and (iii) limitations due to scarcity of actuators and means 
for timely intervention. We observe that these limitations are mostly 
technical and addressable: the CDT proposal can provide a path for ad-
dressing them through the improving feedback loops enabled by the DT 
and autonomic frameworks. 

8.2.  Technologies for crowd management

Sharma et al. [127] provide a review of technologies for crowd man-
agement. They organise contributions following a task and method-
ological/technological area classification: (i) for crowd modelling: flow-
based, entity-based, and agent-based approaches; (ii) for crowd infor-
mation acquisition: vision technologies, wireless/radio-frequency tech-
nologies, and social media/web data mining. The techniques in Sec-
tion 6.2 integrate and extend those proposals (i.e., existing mod-
elling approaches and data acquisition technologies) to rather focus 
on complementary and integrative scientific proposals and paradigms—
fundamental to address the CDT challenges beyond “plain” crowd man-
agement.

Darsena et al. [19] survey sensing technologies for crowd manage-
ment specifically to the public transportation domain. They consider 
infrared sensors, pressure/load sensors, optical cameras, thermal cam-
eras, light detection and ranging (LiDAR), acoustic/ultrasound sensors, 
device-free radio-frequency sensors, and device-aided radio-frequency 
sensors (e.g., RFID/NFC, Bluetooth, WiFi, cellular).  The mentioned 
technologies can be integrated at CDT level L1 to provide further data 
sources for the Monitor component. 

8.3.  Crowd simulation

A large amount of research has been conducted on crowd simulation, 
as also witnessed by recent surveys on the topic.

Sidiropoulos et al. [21] review contributions on crowd simulation, 
with special focus on crisis management. Their analysis framework is 
based on four elements: key supported features (e.g., wayfinding, en-
vironment realism, kind of approach), supported scenarios, simulation 
size (number of agents), support for parallel execution, and software 
platform (e.g., MATLAB, Unity, Menge).  These kinds of contributions fit 
the CDT architecture and can be integrated therein as sub-components 
(cf. simulation models and tools in the Analyze and Knowledge com-
ponents, and lifecycle management platforms for organisers and man-
agers). 

Dang et al. [128] provide a review on dense crowd simulation. 
They classify research contributions based on Hoogendoorn’s classi-
fication into the strategic, tactical, operational levels [129]. Regard-
ing future directions, they mention the need of collecting high-density 
crowd datasets, the use of deep learning techniques to predict human 
behaviour, the integration of different modelling levels to dynamically 
deal with varying densities, and the support for multi-scale simulation 
by hybrid modelling and consistent dynamic dis/aggregation of crowd 
representation.

Serena et al. [57] provide a review of multi-level modelling and 
simulation of human mobility and behaviour. They detail on the types 
of simulation paradigms: discrete-event simulation (DES), agent-based 
models (ABM), cellular automata (CA), continuous simulation models, 
Monte-Carlo methods. Then, they review focus on three aspects: epi-
demic modelling, traffic modelling, and crowd mobility modelling. On 
crowd mobility, they review social force models, centrifugal models, 
agent-based models, and group dynamics models. They conclude that 
different kinds of (micro, macro, or multi-level) models may fit differ-
ent kinds of applications. We agree on that, and specifically to CDTs, we 
foresee that context awareness would be key to dynamically choose the 
appropriate model composition to achieve the desired trade-offs. 

8.4.  Human digital twins

A human digital twin (HDT) [6–8] applies the DT concept to humans, 
hence creating a digital shadow of (a part of) a human, and possibly 
supporting ways to influence it. Motivated by recent trends in human-
centric engineering, HDTs help to provide insights on human behaviour 
and tackle challenges in human-machine networks [7].

The HDT involves replicating the individual human body, in whole 
or in part, within a virtual space, reflecting both its physical state, psy-
chologically and physiologically, in real-time [130]. A HDT should be 
uniquely identified, evolvable, synchronously connected with its physi-
cal twin, in relationship with the virtual representation of its surround-
ing environment, actionable (supporting analysis and prediction), au-
thorised, privacy-preserving, and secure [131].

A HDT can be employed to monitor the health and well-being of a 
person, provide personalised support, and improve the safety of individ-
uals, e.g., by preventing hazardous situations such as a driving accident, 
or in emergencies, where the HDT can automatically send an emergency 
call to the designated emergency services [6].

In the literature, various applications of the HDT are found, partic-
ularly many applications are related to the healthcare and industrial 
fields, while fewer are associated with the sports and transport sectors. 
The research work in [132] is related to a project sponsored by the US 
Air Force, which aims to create a “twin” of an airplane pilot using a va-
riety of data from wearable sensors processed by artificial intelligence. 
These data are applied to the musculoskeletal model of the pilot, the 
anthropometric model, and the physiological model to produce results 
such as personalised training to improve the pilot’s performance, injury 
prevention, physiological predictions, and optimisation of the cabin er-
gonomics and clothing. Such micro-level models might be relevant as 
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well for modelling (specific parts of) crowds in specific contexts (e.g., 
when extreme accuracy is required). 

The HDT notion is related but quite distinct from CDT by means 
and goals. The micro level of detail aimed by HDT is typically
excessive for CDTs, which generally requires real-time macroscopic 
models. Can the CDT be designed in terms of a collection of HDTs? Yes, 
in principle, but it may lead to inefficient solutions. It should also be 
noticed that CDT models typically leverage aggregated data (e.g., from 
cameras) that enable an immediate estimation of macroscopic/global 
features of a crowd, without recurring to computational processing of 
micro-level data. 

8.5. DTs of groups/swarms of physical entities

Limited research has been carried out on the use of DTs for modelling 
whole crowds of humans. One proposal is the Artax framework [9], which 
aims to support crowd motion prediction by storing and analysing mo-
bility traces. However, we see this as a particular functionality that we 
consider part of a more comprehensive CDT framework. 

Very related to the use of a DT for modelling groups of entities is the 
use of multiple interconnected DTs, aimed at exhibiting forms of (artificial) 
collective intelligence [84,133].  Indeed, research has proposed various 
concepts along the lines of combining multiple DTs (cf., groups, hierar-
chies, or social networks of DTs [134]) or having DTs capture pluralities 
of physical assets. Term Social Digital Twin has been proposed to refer to 
a “social network of DTs” [134], i.e., a construct based on the connec-
tion of different DTs around a social notion like friendship. In [135], the 
authors propose the notion of a collective DT capturing the bidirectional 
link with an entire group of self-organising physical devices. Various 
other works propose the notion of a virtual sensor as a digital shadow 
associated with an entire group of physical sensors [136–139]. A virtual 
sensor can provide the benefit of supporting reliable and “predictable” 
sensing over a larger ad-hoc network of low-cost “unpredictable” sen-
sors [137], or load balancing [136].  Another use is for load balancing 
and data sharing [136]. 

DT-based solutions have also been proposed for monitoring and con-
trol of swarms of robots and UAVs [140–143]. Most of the time, how-
ever, there is not an explicit notion of a DT associated to an entire group 
of devices: much common is the use of the DTs of the individual devices, 
or an integration of data from multiple devices to build digital repre-
sentations of an overall context. For instance, in [140], a federated DT 
framework is proposed, where local DT models are aggregated to refine 
the DTs of UAVs and target objects. In few works, such as [141], there 
is indeed a reified digital model of a swarm “as a whole”, but gener-
ally its characteristics and implementation are not detailed.  The CDT 
framework could in principle be adapted or specialised to cyber-physical 
crowds in scenarios like swarm robotics or vehicular networks. Future 
work may investigate on this opportunity. 

9.  Conclusion

In this paper, we provide the motivation, concept, requirements, ref-
erence architecture, and a discussion of challenges related to crowd dig-
ital twins (CDTs). The goal of CDTs is to support crowd-aware applica-
tions and, most specifically, crowd management – which includes crowd 
monitoring/analysis and control. It aims to achieve such a goal using the 
digital twin paradigm, and specifically a solution that integrates available 
infrastructure and different kinds of paradigms. The proposals have been 
qualitatively evaluated and discussed, also w.r.t. detailed design ideas 
based on enabling technologies.

Our CDT proposal is not just a technical proposal but an integra-
tive vision of research that should be carried out to enable the man-
agement of crowds while achieving the desired trade-offs of functional 
and non-functional requirements. We foresee that multi-scale modelling 
and composition will be crucial for both offline and online analysis and 

simulation able to provide responses efficiently and at the desired fi-
delity. On a related side, collective computing techniques could support 
self-organisation processes as well as functional alternatives when avail-
able infrastructure is scarce. Dependability, security and privacy, and 
social/ethical challenges must also be considered beyond functionality. 
We emphasise the role of autonomic features for resiliently addressing 
context change and uncertainty. Future work will be dedicated to pro-
vide proofs-of-concept, quantitative evaluations of the architecture, and 
investigations on the mentioned challenges and promising technical so-
lutions. 
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