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Hazard identification is a critical step in both safety and security risk assessments. Traditional approaches 

predominantly rely on historical data and Exploratory Data Analysis (EDA) to define reference scenarios. 

However, EDA lacks standardized methods for identifying and ranking incident chains. To overcome this 

limitation, the BAS2E (Bayesian network Analysis of Safety and Security Events) methodology was developed 

to systematically derive reference scenarios from historical event data using Bayesian Networks (BN). The 

methodology uses statistical data from accident records and applies the Noisy-OR gate model to manage 

uncertainties in the specification of conditional probability tables (CPTs). Sensitivity analysis is used to quantify 

the influence between nodes in the BN, enabling a ranked selection of the most critical incident chains for 

inclusion in risk assessment. The methodology is demonstrated using a dataset of 109 security incidents 

occurred in the offshore Oil&Gas industry. 

1. Introduction 

The storage and processing of large quantities of hazardous materials in chemical, process, and Oil&Gas 

industries (offshore and onshore) can lead to significant incidents such as releases, explosions, and fires, 

resulting in severe consequences for human life, the environment, and the assets. These events can be 

triggered by internal system-related factors (safety) (Mannan, 2012) or intentional attacks (security) (Iaiani et 

al., 2024), and their proper identification and quantitative assessment is of paramount importance to enhance 

safety and security and to prevent potential disasters. 

A common high-level approach to gather valuable insights supporting existing qualitative and quantitative risk 

analysis procedures (e.g., safety QRA studies, security vulnerability/risk assessment (SVA/SRA) 

methodologies) is the analysis of past events that occurred in similar facilities (e.g., belonging to the same 

industrial sector) (Iaiani et al., 2023). In fact, this analysis can provide reference scenarios (chain of events from 

the origin of the risk to the final outcomes suffered by the affected facilities) that can be used by practitioners 

and authorities as the basis to undertake case-specific assessments. The detailed examination of past events 

plays a crucial role in understanding the multifaceted nature of these events, identifying, e.g., common causes, 

systemic vulnerabilities of the systems, and potential consequences. 

Exploratory Data Analysis (EDA) is conventionally employed in past event analysis; however, it shows limitations 

in systematically analysing incident datasets and prioritizing relevant incidental chains of events (Sales et al., 

2007). Specifically, traditional EDA approaches may struggle to capture the complex interdependencies 

between various factors contributing to safety and security incidents, not allowing to properly represent incident 

causation and evolution. Moreover, EDA often faces challenges related to data availability, quality, and 

consistency (Konstandinidou et al., 2011). 

To overcome these limitations, the present study proposes a Bayesian Network modelling-based methodology, 

alternative to canonical EDA, for the systematic identification of the most relevant incidental chains, that serves 

as reference scenarios, from safety/security incident datasets. This methodology, called BAS2E (Bayesian 

network Analysis of Safety and Security Events) leverages probabilistic models to explicitly represent and 

quantify the uncertainties and causal relationships between different variables involved in incidents. The use of 
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the Bayesian Network modelling allows for the integration of both quantitative data and qualitative expert 

judgments, enhancing the robustness and relevance of the analysis in the face of data limitations. The proposed 

innovative approach is illustratively applied to a case study concerning a dataset of security-related incidents 

occurred in offshore oil and gas fluid production facilities, providing reference security scenarios to be used in 

the context of security studies of offshore critical infrastructures. 

2. Mathematical models 

2.1 Bayesian Network 

Bayesian Networks (BNs) are probabilistic models that represent uncertain relationships among variables using 

a directed acyclic graph (DAG). Each node represents a variable, and directed edges between nodes signify 

conditional dependencies. The strength of these dependencies is quantified through Conditional Probability 

Tables (CPTs). The joint probability distribution of the set of variables 𝑈 = {𝐹1, … , 𝐹𝑛} in a BN is given by (Jensen 

and Nielsen, 2007): 

𝑃𝑟(𝑈) = ∏ 𝑝(𝐹𝑖|𝑃𝑎(𝐹
𝑖
))

𝑛

𝑖=1

 (1) 

where 𝑃𝑎(𝐹𝑖) represents the parent nodes of the variable 𝐹𝑖.  

BN modelling uses Bayes' theorem to update probabilities dynamically when new evidence becomes available, 

providing the posterior probabilities as (Jensen and Nielsen, 2007): 

𝑃𝑟(𝑈|𝐸) =
𝑃𝑟(𝑈 ∧ 𝐸)

𝑃𝑟(𝐸)
=

𝑃𝑟(𝑈 ∧ 𝐸)

∑ 𝑃𝑟(𝑈 ∧ 𝐸)𝑈
 (2) 

This dynamic updating makes BNs a powerful tool for accident modelling and risk assessments. Compared to 

traditional methods like Bow-Tie (BT) analysis, BNs are better suited for handling conditional dependencies and 

dynamically updating risk probabilities as system conditions evolve. For this reason, the BN modelling is used 

in the BAS2E methodology as core mathematical model. 

2.2 Noisy-OR gate model 

A significant challenge in BN modelling is determining the CPTs, especially when dealing with limited data 

availability. The Noisy-OR gate model offers a solution by simplifying the CPT through reduced parameter 

requirements. In this model, each parent node 𝑋𝑖 has a known probability 𝑝𝑖 of causing a child node 𝑌 to be in 

state “YES,” independently of other parent nodes. This reduces the number of parameters from 2n to 𝑛 for 𝑛 

parent nodes. The probability that 𝑌 is in state “YES” when several parent nodes are “YES” is given by (Oniśko 

et al., 2001): 

Pr(𝑌 = 𝑌𝐸𝑆|𝑋̅𝑝) = 1 − ∏ (1 − 𝑝𝑖)

𝑖:𝑋𝑖∈𝑋̅𝑝

 (3) 

In the present study, the Noisy-OR gate model is adopted within BAS2E methodology as the mathematical model 

to calculate the conditional probabilities referred to multiple parent nodes in state “YES” under specific conditions 

(see Section 3.2 in the following). This model reduces the number of parameters required to define conditional 

probabilities, making it feasible to handle cases where empirical data is limited, while still ensuring that the 

probabilistic relationships in the system are adequately represented. 

2.3 Sensitivity Analysis 

Sensitivity analysis in Bayesian Networks identifies which variables most influence the probability of a target 

node being in a specific state. This is done by analysing how changes in the conditional probabilities of parent-

child nodes affect the "probability of interest" of the target node. Mathematically, this probability is expressed as 

Pr(𝑓𝑖|𝑒), where 𝑓𝑖 represents the state of the target node 𝐹𝑖, and 𝑒 denotes the evidence observed in the network. 

The sensitivity of the probability of interest Pr(𝑓𝑖|𝑒) to changes in the conditional probability  

𝑥𝑗,𝑧 = 𝑝(𝑓𝑗|𝑓𝑧) (where 𝑓𝑗 is a state of node 𝐹𝑗 and 𝑓𝑧 a state of node 𝐹𝑧 which is parent of 𝐹𝑗) is measured by the 

derivative (Kjærulff and van der Gaag, 2000): 

𝐷𝑖,𝑗,𝑧 =
𝑑

𝑑𝑥𝑗,𝑧
(Pr(𝑓𝑖|𝑒)) (4) 

High values 𝐷𝑖,𝑗,𝑧 indicate a strong influence, while low values suggest a weaker influence. A zero value for 𝐷𝑖,𝑗,𝑧

implies no influence. 
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Based on this formulation, sensitivity analysis is used in the BAS²E methodology to identify the most relevant 

incident chains in the system. 

3. The BAS2E methodology 

3.1 General information 

The BAS²E (Bayesian network Analysis of Safety and Security Events) methodology presented in this study is 

a structured four-step process aimed at identifying the most significant incident chains (the incidental scenarios 

of concern) using Bayesian Network analysis of past event datasets. These identified chains can be used as 

reference scenarios in both safety and security risk assessments (see Figure 1). In particular, in the safety 

domain (ref. to ISO 31000 framework), support can be provided to the “Risk Identification” phase, while in the 

security domain (ref. to API Recommended Practice 7807) to the “Threat Identification & Assessment” and 

“Vulnerability Identification & Assessment” phases. 

In the next paragraph, each step of the BAS2E methodology is detailed. 

 

 

Figure 1: Integration of the BAS²E methodology with established frameworks for safety (ISO 31000) and security 

(API RP 780) risk assessments. 

3.2 Detailed description 

The flowchart of the BAS2E methodology is reported in Figure 2-a. 

The first step involves creating the directed acyclic graph (DAG) that models the structure of the incident chain 

of interest. Figure 2-b shows a generic DAG related to a 3-layer incident chain (e.g., faults, release scenarios 

and consequences in the safety domain, or threats, attacks, and physical damage scenarios in the security 

domain). The determination of the type and number of layers within the chain structure depends on the quality 

of information present in the dataset entries for the specific case under analysis. The information for each layer 

category is organized into finite classes (e.g., in Figure 2-b, layer 1 has 3 classes that could be “random failure”, 

“human error”, “natural hazard” for the layer “faults” in the safety domain). In cases where data is incomplete, 

an “unknown” class is included. These classes are represented in the DAG as binary nodes (states “YES” and 

“NO”) if they are not mutually exclusive, or as a single node with the classes as states if they are mutually 

exclusive. The causal relationships between nodes of two subsequent layers are depicted using arcs (see Figure 

2-b). 

The second step involves the specification of the conditional probability tables (CPT) for each node. For nodes 

without parent nodes (i.e., nodes of layer 1), the marginal probabilities are calculated as: 

𝑝𝐶𝐿1,𝑗
=

n° events categorized as 𝐶𝐿1,𝑗

∑ n° events categorized as 𝐶𝐿1,𝑗𝑗
 (5) 

where 𝑗 indexes the classes of layer 𝑖 = 1. 

For nodes with a single parent or with multiple parents but only one in state “YES”, the conditional probabilities 

are determined as: 

𝑝𝐶𝐿𝑖,𝑗,𝐶𝐿𝑖−1,𝑧
=

n° events categorized as (𝐶𝐿𝑖,𝑗) ∧ (𝐶𝐿𝑖−1,𝑧) 

n° events categorized as 𝐶𝐿𝑖−1,𝑧
 (6) 

where 𝑗 indexes the classes of 𝑖𝑡ℎ layer, and 𝑧 the classes of (𝑖 − 1)𝑡ℎ layer. 

Scope, Context, Criteria

Risk Identification

Risk Analysis

Risk Evaluation

Risk Treatment

ISO 31000 (safety)

Characterization

Threat Identification & 
Assessment

Vulnerability Identification
& Assessment

Risk Evaluation

Risk Treatment

API RP 780 (security)

DATASET OF 
PAST EVENTS

APPLICATION 
OF BAS2E
METHODOLOGY

LIST OF
REFERENCE 
SCENARIOS
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For nodes with multiple parents in state “YES”, conditional probabilities are calculated using either equation (7) 

or the Noisy-OR gate model (refer to equation (3) above), depending on the results of a statistical significance 

test (test of proportion (Lane et al., 2003)). If the test provides sufficient evidence to reject the independence 

hypothesis (null hypothesis), the dataset information is utilized in equation (7) to determine the conditional 

probabilities: 

  

𝑝𝐶𝐿𝑖,𝑗,(𝐶𝐿𝑖−1,𝑧)∧… ∧(𝐶𝐿𝑖−1,𝑘≠𝑧) =
n° events categorized as (𝐶𝐿𝑖,𝑗) ∧ [(𝐶𝐿𝑖−1,𝑧) ∧ … ∧ (𝐶𝐿𝑖−1,𝑘≠𝑧)] 

n° events categorized as (𝐶𝐿𝑖−1,𝑧) ∧ … ∧ (𝐶𝐿𝑖−1,𝑘≠𝑧)
 

 

(7) 

where 𝑗 indexes the classes of 𝑖𝑡ℎ layer, 𝑧 and 𝑘 (𝑘 ≠ 𝑧) the classes of (𝑖 − 1)𝑡ℎ layer. 

Otherwise, equation (3) is applied. By this approach, a more accurate probability estimation is achieved, 

avoiding unreliable zero values in CPTs, and thus addressing the critical issue in EDA application related to 

data availability for multiple events occurring simultaneously. 

The third step involves performing BN sensitivity analysis (see Section 2.3). Specifically, the analysis examines 

combinations of three nodes (triplets) at a time from sequential layers. The target node is the one in the highest 

layer of the triplet, while the other two nodes are from the immediately lower levels. With reference to the generic 

DAG shown in Figure 2-b, since the incident chain is formed by 3 layers, a single 𝐷𝑖,𝑗,𝑧 is calculated for each 

node of layer 3 set as target: 

𝐷𝐶𝐿3,𝑗,𝐶𝐿2,𝑧,𝐶𝐿1,𝑡
=

𝑑 (Pr(𝐶𝐿3,𝑗|𝑒))

𝑑 (𝑝(𝐶𝐿2,𝑧|𝐶𝐿1,𝑡))
, ∀𝑗 = 1,2,3; ∀𝑧 = 1,2; ∀𝑡 = 1,2,3 

 

(8) 

These derivatives rank the most significant dependencies in the DAG, helping to pinpoint the most relevant 

incidents chains. 

The final step (step 4) involves selecting incident chains based on the calculated derivatives and a defined 

threshold (TS, e.g., TS=0.01). This threshold acts as a cutoff, as incident chains that meet or exceed the 

threshold are considered relevant and the other are discarded. The selected chains are then arranged into 

tables, which collectively form the final output of the methodology. 

 

 

Figure 2: a) Flowchart of BAS2E methodology; b) Generic DAG referred to 4-layer incident chain; c) DAG 

obtained in Case Study (step 1). TR-codes, AM-codes, and UE-codes are defined in Section 4.2. 

4. Case Study 

4.1 Dateset definition 

This case study shows the application of the BAS²E methodology to a dataset of 109 security incidents occurred 

in offshore Oil&Gas production facilities, all caused by intentional malicious attacks. The primary aim is to identify 

a set of reference security scenarios to be used in the context of security risk assessment of offshore Oil&Gas 

installations (e.g., the workflow proposed by API RP 70/70I (API, 2010). 

The dataset, developed from a broad set of open databanks and scientific articles, is provided in a summarized 

version in the supplementary material of Iaiani et al. (2025). 
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4.2 Application of BAS2E methodology 

The first step of the BAS2E methodology involves the definition of the chain structure and the development of 

the DAG. Three layers were considered, named “Threat types”, “Attack methods”, and “Undesirable events”. 

Information in the dataset was arranged to allow classification of the incidents into classes for each layer. In 

particular, the following classes were considered for “Threat types”: Terrorism/Guerrilla (TR1), Operations of 

military/paramilitary organization (TR2), Civil protest (TR3), Insurrection/Piracy (TR4), Cyber criminality (TR5), 

Insider threat (TR6), Unknown (TR7). Similarly, the classes considered for “Attack methods” are: Aircraft impact 

(AM1), Arson using incendiary means (AM2), Deliberate interference w/o aids (AM3), Shooting 1 (AM4), 

Shooting 2 (AM5), Use of explosives (AM6), Use of vessel bomb (AM7), Vessel impact (AM8), Unauthorized 

access (AM9), Robbery/Kidnapping (AM10), Cyber-attack (AM11), Unknown (AM12). Finally, those considered 

for “Undesirable events” are: Release (UE1), Explosion (UE2), Fire (UE3), Shootout (UE4), Operation shutdown 

(UE5), Pacific occupation (UE6), Seizing of workers (UE7), Near miss (UE8), Stolen goods (UE9), Loss of 

process (UE10), Other (UE11), Unknown (UE12). The developed DAG is shown in Figure 2-c: since the security 

threats are mutually exclusive, they have been represented as a single node (node “TR” in the DAG) with the 

classes as states, while AM-classes and UE-classes have been represented as single binary nodes (states 

“YES” and “NO”). 

The second step of the BAS2E methodology involves the specification of the conditional probability table (CPT) 

for each node. In particular, CPT of TR-node (see DAG in Figure 2-c) was specified by applying eq. (5) using 

incident count from dataset. For all the other CPTs, conditional probabilities referred to a single parent in state 

“YES” were calculated by applying eq. (6) using dataset data, while in case of multiple parents in state “YES”, 

whenever a non-zero number of events was collected in the dataset, the test of proportion was applied and, 

based on the outcome, the Noisy-OR gate model (eq. (3)) or eq. (7) were adopted (an example of this approach 

is provided in Table 1 for the UE-node “Explosion (UE2)”). For all the other cases, the Noisy-OR gate model 

was directly applied to estimate conditional probabilities. 

Table 1: Example of the approach adopted for quantification of a sub matrix of CPT of node “Explosion (UE2)”.  

AM in state YES Observed UE2 

events given AM 

combinations 

Expected UE2 

events given AM 

combinations 

p-value Model to 

use 

Calculated 

conditional 

probability 

Shooting 2 (AM5) only 2 N.A. N.A. Eq. (6) 0.222 

Use of explosives (AM6) only 12 N.A. N.A. Eq. (6) 0.923 

Both AM5 and AM6 2 2.55 0.36 < α=0.9 Eq. (3) 0.940 

 

The third step of the BAS2E methodology involves the application of sensitivity analysis as described in Section 

2.3. Since the incident chain structure of interest has 3 layers, a single 𝐷𝑈𝐸𝑖,𝐴𝑀𝑗 ,𝑇𝑅𝑧
 is calculated for each possible 

incident chain, taking the UE-nodes in their state “YES” as targets. For illustrative purposes, in Table 2 are 

reported the results for UE-node “Fire (UE3)” set as target. 

The fourth step of the BAS2E methodology involves the selection of the most relevant incident chains through a 

cut-off criterion based on an absolute threshold value (TS) for the derivative 𝐷𝑈𝐸𝑖,𝐴𝑀𝑗 ,𝑇𝑅𝑧
. In the present study, 

TS was assumed to be equal to the minimum change in the proportion among the observed data, i.e. 1/(109-

1)=0.009. For example, with reference to Table 2 (see the fifth column), the chains “Terrorism/Guerrilla 

(TR1)→”Arson using incendiary means (AM2)”→”Fire (UE3)” and “Operation of military/paramilitary 

organization (TR2)→”Shooting 2 (AM5)”→”Fire (UE3)” were selected as relevant (D equal to 0.42 and 0.08 

respectively). On the contrary, the chains “Operation of military/paramilitary organization (TR2)→”Use of 

explosives (AM6)”→”Fire (UE3)” and “Terrorism/Guerrilla (TR1)→”Use of vessel bomb (AM7)”→”Fire (UE3)” 

were not selected as the respective derivative values is lower than the defined TS (D equal to 0.0029 and 

4.76∙10-18 respectively). 

Overall, the analysis reveals that the most critical attack methods (potential to cause severe events like 

explosions and fires), such as the use of explosives, use of vessel bombs, and arson, are part of relevant 

incident chains of “Terrorism/Guerrilla (TR1)” and “Operation of military/paramilitary organization (TR2)” security 

threats, which thus pose significant threat to offshore facility that could be subjected by these adversaries.  

Conversely, civil protest events resulted less critical, as all the relevant incident chains identified end with events 

having consequences of limited severity. In particular, the most probable attack method for this threat is 

“Unauthorized access (AM9)” followed by “Occupation (UE6)” of the asset. All the identified incident chains can 

be adopted as reference scenarios in the context of a SVA study for an offshore Oil&Gas fluid production facility. 

Moreover, this application proved the ability of the BAS2E methodology in overcoming most of the EDA 

limitations outlined above, specifically as regards data availability, chain prioritization, and systematization.  
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Table 2: Derivatives 𝐷𝑖,𝑗,𝑧 calculated in sensitivity analysis for node “Fire (UE3)” set as target. 

Threat type (𝐸𝐿1) Attack method (𝐸𝐿2) Undesirable 

event (𝐸𝐿3) 

Calculated 𝐷𝑖,𝑗,𝑧 Selected 

Terrorism/Guerrilla (TR1) Arson using incendiary 

means (AM2) 

Fire (UE3) 0.42 Yes 

Terrorism/Guerrilla (TR1) Shooting 2 (AM5) Fire (UE3) 0.32 Yes 

Insurrection/Piracy (TR4) Arson using incendiary 

means (AM2) 

Fire (UE3) 0.32 Yes 

Operation of military/paramilitary 

organization (TR2) 

Shooting 2 (AM5) Fire (UE3) 0.08 Yes 

Operation of military/paramilitary 

organization (TR2) 

Use of explosives (AM6) Fire (UE3) 0.0029 No 

Terrorism/Guerrilla (TR1) Use of vessel bomb (AM7) Fire (UE3) 4.76∙10-18 No 

5. Conclusions 

The BAS2E methodology enables the derivation of reference scenarios from the Bayesian Network (BN) analysis 

of historical safety or security event datasets that allow for a structured classification of the sequence of events 

occurring during incidents. The Noisy-OR gate model is proposed in BN quantification to effectively address 

data limitations when observed data are not statistically significant, which is common in small datasets. The 

application of the methodology to a case study involving 109 security-related incidents occurred in the offshore 

Oil&Gas sector, demonstrated its capability to overcome the limitations of traditional statistical analyses such 

as Exploratory Data Analysis (EDA), which typically rely on filtering and counting techniques. The use of a 

derivative-based parameter in chain ranking was demonstrated to effectively capture changes in causal 

relationships between variables in the BN, offering a robust criterion for chain prioritization and selection. The 

identified incident chains can serve as reference scenarios in SVA studies (e.g., API RP 70) for offshore 

production platforms. 
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