Global Policy

'.) Check for updates

CTRL + Power: The Politics of Digital Authoritarianism

| RESEARCH ARTICLE CEIEED

Tales of Cyberspace and Artificial Intelligence: Diverging

Stakeholderships?

Johan Eriksson! 2 | Giampiero Giacomello?

1Sédertorn University, Stockholm, Sweden | 2University of Bologna, Bologna, Italy

Correspondence: Giampiero Giacomello (giampiero.giacomello@unibo.it)

Received: 9 March 2025 | Revised: 10 October 2025 | Accepted: 30 October 2025

Funding: This work was supported by the European Commission NextGenerationEU and by Fondazione Compagnia di San Paolo.

Keywords: artificial intelligence | big tech | governance | internet | large language models | user groups

ABSTRACT

This article traces the evolution of the Internet from the 1990s to the 2020s and compares it with the development of Artificial
Intelligence (AI), particularly following the public launch of ChatGPT in late 2022. It identifies both parallels and divergencies

between these two overlapping technological domains, focusing on the growing integration of AI into online applications. The

central argument is that, whereas users once played a decisive role in shaping the Internet's trajectory and politics, the contem-

porary Al landscape is dominated by two principal stakeholders: governments and private companies. User groups, by contrast,

have become largely marginalized in debates on AI policy and regulation. While users in cyberspace historically acted as co-

creators, they are thus far confined to the role of consumers in relation to AI. This shift toward elite-driven governance raises

important concerns regarding the emergence of authoritarian tendencies in the development and implementation of AI and

digital technologies in general.

Governments of the Industrial World, you weary
giants of flesh and steel, I come from Cyberspace,
the new home of Mind. On behalf of the future, I ask
you of the past to leave us alone. You are not welcome
among us. You have no sovereignty where we gather.
—John Perry Barlow, A Declaration of the
Independence of Cyberspace (1996).

1 | Paths of Digital Evolution: Cyberspace and
Artificial Intelligence

Breakthroughs and game changers in technological develop-
ments are notoriously difficult to predict. Sometimes a successful
technology is not the most advanced in terms of “performance”
(e.g., the obsolescent VHS video recording system), while in other
cases inflated expectations collapse into disappointment, as

occurred during the two AI “winters” (1974-1980 and 1987-2000,
periods marked by downturns in AI research and development)
(Floridi 2020). Over the last 30years, however, an extraordinary
array of new technologies and devices has emerged, profoundly
altering daily life. Some, such as the Internet/cyberspace,! have
reshaped the world in fundamental ways. Today, we appear to
be witnessing a comparable “breakthrough” in AI—more spe-
cifically in Deep Learning (DL) and Large Language Models
(LLMs) that promise yet another leap forward. Although both
the Internet and Al rest on the advances in computing power and
have become increasingly integrated since the rise of online AI
tools such as ChatGPT (Mueller 2025b), they nonetheless have
different backgrounds and trajectories.

AT has recently expanded beyond the confines of engineering to
which it was originally assumed to belong (Chowdhary 2020).
Financial resources and intellectual capital have been central to
the growth of both cyberspace and AI. Yet cyberspace is now a
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Policy implications

 For governments:

o Transparency and regulation. Strengthen rules on data
protection, algorithmic transparency, and consumer
privacy, for example, building on GDPR and the EU's
AT Act (cf. Bjorlo et al. 2021). Regulators should require
companies to explain how models are trained, what
data is used, and for what purposes.

Education and capacity-building. Integrate Al literacy
into school curricula and teacher training, ensuring
that younger generations develop the skills to use and
critically assess Al systems. This should be treated as a
matter of national education policy.

Support for open-source ecosystems. Provide funding
and infrastructure for open-source Ai initiatives to re-
duce dependence on a few dominant players.

o

o

« For the tech industry:

o Responsible innovation. Commit to ethical guide-
lines on fairness, explainability, and accountability
of AI design (Etzioni and Etzioni 2017; Floridi 2023).
Companies must actively audit their systems for bias
and be accountable for errors.

o Collaboration with regulators. Engage construc-
tively with governments and international bodies to
co-develop standards, rather than lobbying to block
regulation.

o Open access initiatives. Contribute to open-sources
models (as in Meta's LlaMa) to broaden access to Al
tools for research, education, and civil society.

« For user groups and civil society organizations:

o Advocacy and awareness. Mobilize to ensure that cit-
izens have a voice in AI governance debates, whether
through NGOs, online forums, or international plat-
forms such as UNESCO's AI Observatory.

o Trust-building. Share experiences and outcomes of AI
use and feed this knowledge back into governance de-
bates to keep them grounded in public concerns.

o Empowerment through literacy. Promote community-
level training and public awareness campaigns to
help individuals build confidence in engaging with AI
technologies.

o Data rights activism. Press for clearer rules on data
ownership, ensuring individuals can know and, where
possible, control how their data is used.

mature, entrenched technology embedded in economic and social
life, while AI remains in a rapid growth phase. A crucial distinc-
tion lies in stakeholder involvement and attitudes to technological
governance. In the development of cyberspace, three groups of
actors (stakeholders) contributed resources—governments, com-
panies, and user communities. By contrast, the current AI surge
is overwhelmingly driven by just two groups of stakeholders: gov-
ernments and private companies/investors. User contributions,
whether through open-source software, crowdfunding, or advo-
cacy, have been negligible in the diffusion of AI during the 2020s.

The possibility that the present AI boom could dissolve
into a “bubble” has already been noted by several observers
(Buchanan 2024; Floridi 2020). The Dot-com bubble of the late
1990s demonstrates how cyberspace itself endured a volatile

phase of trial and error. As the New York Times has observed,
AT start-ups—including apparent “success stories” like OpenAl,
the developer of ChatGPT—remain heavily dependent on
technology giants such as Microsoft and Amazon for funding
and computing power, since only those companies control the
massive cloud infrastructures required for AI development
(Metz 2023). Moreover, virtually all AI start-ups continue to
operate at a loss and show little prospect of profitability in the
future (Duffy 2024).

As it is now widely recognized, “AI can harbour latent biases
and flaws that can cause harm in diverse and unexpected
ways” (Saeedi et al. 2022). Surveys indicate that users and con-
sumers are concerned about the fairness and transparency of
AT systems and emphasize the need for greater education to
enable lay involvement across “all stages of the AI development
lifecycle” (Vincenzi et al. 2024). Furthermore, scholars warn
of “increased possibilities for exerting hidden interference and
manipulation on consumers, reducing consumer autonomy” as
a real risk associated with the adoption of AI products (Bjerlo
et al. 2021). Some leading AI researchers express views even
more pessimistic than those in the mainstream literature (e.g.,
Bengio 2023).

Given these risks, scholars underscore the importance of
maintaining human supervision and control of AI (Firlej and
Taeihagh 2021). One might therefore expect user groups and
advocacy organizations to occupy a prominent role in the liter-
ature. Yet this is not the case, and the absence of such perspec-
tives demands greater public attention—one of the objectives of
this article. The historical overview and discussion presented
here emphasize this major differentiation, tracing the interre-
lated “tales” of cyberspace and AI, and highlighting the policy
consequences of their divergence for societies and individuals
worldwide.

We argue that cyberspace and AI—though in some respects
inseparable—affect all three categories of stakeholders: gov-
ernments, companies and users/consumers. In the case of cy-
berspace, all three played active and engaged roles, not only
as consumers but also as creators of websites, platforms and
online content, even if user activism should not be overstated.
In contrast, “the input of lay users has too often been ignored”
in the development of AI (Vincenzi et al. 2024). Indeed, the
very term “users” may be misleading; “consumers” is a more
accurate description of individuals' position within today's AI
landscape. This is likely due to the technical nature of AI de-
velopment, which requires computing expertise far beyond the
skills involved in general cyberspace development, such as web-
site design or network solutions. This shift in user involvement
has far-reaching implications for public opinion and democracy
(Bengio 2023). It may also be that attitudes have changed more
dramatically than actual participation in governance, as digital
computing has become deeply integrated into daily life—but
this question lies beyond the scope of the present paper.

Finally, it is worth noting that there may be different “layers”
of democratic involvement to consider: (1) in technological
development itself; (2) in the governance of technology; and
(3) in the ways cyberspace and Al empower (or disempower)
democratic and authoritarian actors, whether governmental or
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non-governmental. These dimensions will be addressed in the
two case analyses as well as in the concluding discussion.

2 | The Tale of Cyberspace: From Internet
Freedom to Internet Sovereignty?

2.1 | The Technological Development
of the Internet

The origins of the Internet lie in the Cold War, when the US
Department of Defense developed tools to enable communica-
tion and resource sharing among geographically dispersed mili-
tary networks. ARPANET, launched in 1969, was one of several
precursors of today's Internet (Paloque-Berges and Schafer 2018;
Campbell-Kelly and Garcia-Swartz 2013; Kahn and Cerf 1999).
Its novelty was the resilience of its structure: even if many nodes
were destroyed or deactivated, the remaining nodes could still
communicate with each other.

Several key technology innovations laid the foundation for
the Internet. The first was packet switching, which replaced
circuit switching and enabled data to be divided into packets
for more efficient transmission. The second was the introduc-
tion of the TCP/IP protocols in 1983, a pivotal moment that
provided a universal standard for computer communication
and facilitated the transition from ARPANET to the broader
“Internet” (Leiner et al. 2009; Kahn and Cerf 1999). This pe-
riod also saw the introduction of the Domain Name System
(DNS) in 1984, which mapped names to IP addresses and
made the Internet significantly more user-friendly. In the late
1980s, expansion beyond the military and academia spheres
was marked by NSFNET, which laid the groundwork for wider
public access.

In 1989, Tim Berners-Lee proposed the World Wide Web, a sys-
tem of interlinked hypertext documents accessible via browsers
(Berners-Lee 1992). Launched in 1991, the Web revolutionized
how people accessed and shared information. Early browsers
such as early Mosaic and Netscape, and the fast-growing com-
mercialization which started in 1995 when the NSFNET was de-
commissioned, paved the way for private telecommunications
companies to manage Internet infrastructure. This era also saw
the rise of online services such as Amazon (1995) and Google
(1998).

The 2000s brought a shift from static web pages to dynamic,
user-generated content—often labeled Web 2.0. Platforms such
as Facebook (2004), YouTube (2005), and Twitter (2006) trans-
formed the Internet into a social and interactive environment.
At the same time, mobile Internet access expanded rapidly with
3G, 4G, and 5G networks, making connectivity a ubiquitous fea-
ture of everyday life. More recently, satellite-based Internet ac-
cess—most prominently via SpaceX's Starlink, which launched
its first communications satellites in 2019—added a new infra-
structural layer—effectively extending “cyberspace into space”
(Eriksson and Giacomello 2022). Until then, Internet connec-
tivity had relied primarily on fiber-optic cables laid under-
ground and across the seabed. Another major development was
cloud computing, exemplified by the launch of Amazon's Web
Services (Kitchin 2014). These innovations further enhanced

the Internet's functionality, ensuring its continued centrality to
economic, political and social life.

2.2 | The Internet as a Democratizing Force?

In the early years, the Internet was widely perceived as a democ-
ratizing infrastructure, that fostered free speech, global connec-
tivity, and access to knowledge. Advocates of free speech hailed
it as a tool to empower individuals, bridge cultural divides, and
promote economic growth. Early fears were relatively few and
often dismissed as alarmist, such as the notion of an “Electronic
Pearl Harbor” (Smith 2003, Ch. 6). Over time, however, con-
cerns about the Internet's darker aspects grew. These included
privacy and surveillance, misinformation and polarization,
and a persistent “digital divide”. Edward Snowden's 2013 reve-
lations exposed mass surveillance programs and ignited global
debates on government and corporate control of online activity
(Andregg 2016). The spread of fake news and echo chambers,
highlighted by the Cambridge Analytica scandal and the op-
erations of Russian “troll factories” that manipulated public
opinion with disinformation and conspiracy theories (Linvill
and Warren 2020), underscored the Internet's capacity to dis-
tort democratic discourse. Despite expanding global access, the
digital divide endures, particularly in developing regions. Thus,
the Internet is now seen both as a vital resource and a contested
space (Van Dijk 2020), underpinning economic and social sys-
tems while also exacerbating inequality, enabling cybercrime,
and challenging democratic norms.

Internet governance has evolved into a complex, multi-
stakeholder landscape (Eriksson and Giacomello 2009;
Giacomello 2004). Governments act both as regulators and
users, enacting laws on cybersecurity, data protection, and on-
line content. The European Union, for instance, has pursued
multiple regulatory initiatives, particularly on privacy and cor-
porate competition law (Newlove-Eriksson and Eriksson 2021).
Some states, such as China, have built extensive censorship
systems, while others continue to champion a free and open
Internet. Increasingly, governments assert sovereignty over do-
mestic Internet infrastructure, challenging the idea of a border-
less digital space.

Importantly, private companies have come to play an increas-
ingly decisive role, shaping not only infrastructure and services
but also online content through mechanisms of user surveil-
lance and censorship (MacKinnon 2012). Technology giants
such as Google, Amazon, Meta, and Apple (GAFA) dominate on-
line ecosystems, raising persistent concerns about monopolistic
practices and data exploitation. Internet Service Providers (ISPs)
likewise wield significant influence by controlling access and
shaping debates on net neutrality and equitable connectivity.

Civil society movements have launched sporadic campaigns
challenging the growing power of tech giants in and over cy-
berspace. Examples include protests against Internet censor-
ship in the United States during the 2012 SOPA-PIPA debate
(Benkler et al. 2015); the Net Neutrality campaigns of the early
2010s; China's “Grass Mud Horse” activism, in which coded lan-
guage was used to circumvent state censors (Meng 2011); and
the emergence of Sweden's online privacy and Internet freedom
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movement, the “Pirate Party,” which won two seats in the 2009
European Parliament elections (Erlingsson and Persson 2011).
These cases illustrate the willingness of user groups to mobilize
and participate in debates over technological policy and regu-
lation—an engagement that has not yet been replicated to the
same extent in the sphere of AL

In addition, global regulatory organizations play important
roles. ICANN regulates the domain name industry and devel-
ops policy registries (Mueller 2025a; Jongen and Scholte 2024),
while the Internet Engineering Task Force (IETF) develops
technical standards. Civil society groups, such as Privacy
International, advocate for digital rights, privacy, and freedom
of expression, often opposing restrictive policies and corporate
overreach. End-users, too, contribute to shaping the Internet's
cultural and informational environment, though their participa-
tion has also enabled harmful behaviors such as cyberbullying
and misinformation.

Dialog among stakeholders occurs in multiple forums, notably
the United Nations' Internet Governance Forum (IGF), which
promotes global access and encourages cooperation among
states, companies, and users (Malcolm 2008). Regional frame-
works also matter, as seen in the European Union's General Data
Protection Regulation (GDPR), which has set a global bench-
mark for data privacy (Newlove-Eriksson and Eriksson 2021).

Political and academic debate on Internet governance has
identified both challenges and opportunities. Among the
challenges is the emergence of “splinternet” scenarios, where
divergent national models threaten global interoperability
(Malcolmson 2016). Authoritarian states such as China, Russia,
and Saudi Arabia perceive “Internet freedom” as a threat to
“Internet sovereignty”, which they frame as a necessity for con-
trolling access and use of cyberspace. The clash between “free-
dom” and “sovereignty” encapsulates a central tension in global
Internet governance, reflecting competing political ideologies
and national interests.

The “Internet freedom” paradigm promotes an open and in-
teroperable Internet that enables individuals to access infor-
mation, express themselves, and participate in communities
without undue interference. This vision aligns with democratic
principles, such as freedom of speech, transparency, and the
global flow of information. Hillary Clinton's speech famously
framed Internet freedom as a human right, highlighting its role
in democracy, innovation, and economic growth (Clinton 2010).

By contrast, “Internet sovereignty” stresses state control over in-
frastructure, data flows, and online content. Proponents argue
that such control protects national security, cultural integrity,
and social stability. China's “Great Firewall”, with its extensive
systems of censorship, surveillance, and data localization, epito-
mizes this model (Deibert 2008).

The ideological divide is clear. Liberal democracies see Internet
freedom as empowering individuals and countering author-
itarianism, promoting multi-stakeholder models involving
governments, private companies, and civil society (Nye 2014).
Authoritarian regimes, however, view information as a resource
to be weaponized and therefore advocate sovereignty to suppress

dissent and limit foreign influence (Klein 2020). This struggle
plays out in international institutions such as the United Nations
and the International Telecommunication Union (ITU), where
democracies seek to limit state control, while China, Russia, and
others push to reframe Internet governance as a state-centric
issue, arguing that national governments should determine
Internet governance as a state-centric issue. These efforts extend
into broader geopolitical projects, such as China's Belt and Road
Initiative in cyberspace (Segal 2020).

The debate raises difficult ethical and practical questions con-
cerning human rights, national security, and economic risks
associated with “balkanization”, where fragmented digital
ecosystems reduce efficiency and cooperation (Mueller 2017;
Feldstein 2021). Democracies and autocracies alike regimes
use surveillance technologies, though the former claim to re-
strict their use to crime prevention and counterterrorism, while
the latter deploy them for repression and control of citizens
(Eriksson 2016).

Cybersecurity threats compound these concerns. Cyberattacks,
ransomware, and state-sponsored operations have become both
existential challenges to the Internet’s integrity and everyday
nuisances (Dunn-Cavelty 2025; Eriksson and Giacomello 2007).
The integration of AI into online platforms adds further com-
plexity, raising questions about algorithmic bias, transparency,
and accountability.

Despite these risks, liberal governments, corporations, and civil
society actors often adopt optimistic perspectives. Advocates
argue that multi-stakeholder models can balance competing in-
terests and that technological innovation, will yield governance
solutions. Advances in blockchain, encryption, and quantum
computing are cited as means to secure data and decentralize
control. Forums such as the UN Internet Governance Forum
(IGF) are praised for their potential to harmonize standards and
foster cooperative responses (Flew 2022).

The Internet's development—from a niche academic experiment
to a global infrastructure—reflects an ongoing interplay be-
tween technological innovation, shifting societal expectations,
and contested governance (DeNardis 2014). Its future will de-
pend on how stakeholders manage challenges of fragmentation,
cybersecurity, and ethical dilemmas. Yet, amid a global wave
of authoritarianism, there is no guarantee that the Internet
will remain a force for global progress and equity (Dragu and
Lupu 2021). The spread of fake news, pervasive surveillance,
and the polarizing effects of “social” media suggest a rather
dystopic trajectory. While we should avoid technological deter-
minism, it remains essential to analyze the conditions—both
technological and political—that shape whether the Internet
develops as a threat or an opportunity.

A further point of importance for this article is that the gov-
ernance of cyberspace, despite its tensions, has always been
shaped by three types of stakeholders: governments, corpora-
tions, and user groups, the latter often mobilizing through civil
society organizations and advocacy networks. In contrast, as the
following section will show, the trajectory of AI differs: here,
users are largely excluded or ignored, leaving governance and
development dominated by governments and corporations.
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3 | The Tale of AI: Singularity and
Superintelligence

3.1 | Technological Development of Al

Artificial Intelligence (AI) is a field of study that emerged in the
early 1960s, when the new potential of “computers” raised hopes
that machines could successfully tackle tasks and problems previ-
ously impossible to solve through human calculation and memory
alone. In its most ambitious vision, AI will achieve “singularity”—
the hypothetical moment when machine intelligence surpasses
human intelligence (Kurzweil 2005). Comparing past expectations
with recent developments (e.g., Makridakis 2017) reveals a mixed
picture: remarkable advances in some areas, disappointing results
in others, and significant variation across countries and sectors.

The wartime quest for codebreaking brought pioneers such as
Alan Turing and John von Neumann to prominence, alongside the
construction of early computers like the British Colossus and the
American ENTAC. By the mid-1940s, Turing had already concep-
tualized the “universal machine”, capable of performing any com-
putation. A decade later, John McCarthy coined the term “Artificial
Intelligence” at the landmark Dartmouth College Conference of
1956, which gathered researchers exploring how computers might
imitate human cognition. This is what is called the “Turing test”,
that is when a human cannot tell whether it is communicating
with another human or a machine. From its inception, Al research
has focused on two main issues: formalizing reasoning and learn-
ing mechanisms and designing machines capable of autonomous
computation and action (Marquis et al. 2020).

Several factors have driven today's AI boom, particularly in
the private sector and, to a lesser extent, government. Public
influence, by contrast, has been minimal. At its core, Al relies
on algorithms for tasks such as image classification, language
processing, and reinforcement learning, as well as intuitive
interfaces that enable effective human-machine interaction
through voice, text, or gesture. The recent surge of Large
Language Models (LLMs) has been almost accidental, enabled
by three converging developments: (a) the vast availability of
online text and images for training data; (b) the adaptation
of GPUs (Graphic Processing Units), originally designed for
video games, to parallel computing; and (c) theoretical break-
throughs that brought together data, hardware, and software
in powerful new ways.

The history of AI includes several milestones (Brooks 2016;
Arlindo et al. 2023). In the late 1950s, computer scientist Arthur
Samuel created a checkers-playing program that could learn
and improve from experience—an early form of machine learn-
ing. In the mid-1960s, Frank Rosenblatt's Perceptron, a neural
network model, could recognize simple patterns, though it was
hampered by the limited computing power of the time. During
the 1970s, “expert systems” emerged, designed to imitate human
expertise by applying pre-established rules. Neural network re-
search gained renewed strength in the late 1980s with the devel-
opment of back-propagation algorithms, enabling early forms of
deep learning.

In 1997, IBM's Deep Blue computer defeated chess champion Garry
Kasparov, a watershed moment that demonstrated the potential

of machines to outperform humans. Deep Blue was a rule-based
AT model drawing on a massive library of past games, relying on
brute force computational power to search possible moves. While
this approach succeeded in chess—a finite game with defined pa-
rameters—it was unsuited to more complex games like Go.

The early 2000s brought the rise of Big Data and cloud comput-
ing, opening the way for large-scale AI training in image recog-
nition, classification, and speech processing. During the 2010s,
deep learning models reached near-human performance in
these domains, while Generative Adversarial Networks (GANs)
enabled the creation of highly realistic images and texts. The
release of ChatGPT by OpenAl in November 2022 marked a
turning point. Based on the transformer model GPT-3, ChatGPT
demonstrated unprecedented language understanding, captur-
ing the imagination of the public and the media alike. Major
technology companies quickly followed with their own propri-
etary or open-source models: Amazon (Anthropic), Microsoft
(phi series, Copilot), X/Musk (Grok), Google (Gemini series),
and Meta (LlaMa).?

Recognition of the significance of AI has extended to the
highest honors of science. The Nobel Prize in Physics (2024)
was awarded to neural network pioneers John J. Hopfield and
Geoffrey E. Hinton “for discoveries that helped computers learn
more in the way the human brain does, providing the build-
ing blocks for developments in artificial intelligence” (Taylor
et al. 2024). Neural networks are essential for enabling ma-
chines to recognize patterns, apply back-propagation, and gen-
erate new outputs. The Nobel Prize in Chemistry (2024) was
awarded to David Baker, Demis Hassabis, and John M. Jumper
further confirming AI's centrality. Hassabis and Jumper, of
Google DeepMind, developed AlphaFold, which predicted the
structure of millions of proteins, transforming biomedical re-
search. As the New York Times reported, “AlphaFold has been
cited in scientific studies more than 20,000 times” because “bio-
chemists have used the technology to accelerate the discovery of
medicines” (Moses et al. 2024).3

Today, AI research and applications span multiple domains,
including:

a. Machine Learning (ML): algorithms trained on large data-
sets to make predictions or classifications; data collection
and labelling are essential to ensure quality and diversity.

b. Deep Learning (DL): neural networks with multiple layers
that extract complex patterns from data.

c. Natural Language Processing (NLP): enabling AI systems
to process and generate human language, forming the
basis for chatbots, voice assistants, and translation tools.

d. Ethics and Governance: addressing transparency, account-
ability, bias, and explainability (Etzioni and Etzioni 2017;
Marino and Tamburrini 2020; Floridi 2023). Scholars such
as 2024 Nobel Prize laureate Geoffrey Hinton and others
have warned that future systems could surpass human in-
telligence with unpredictable consequences.

AT has thus evolved from symbolic, rule-based systems to to-
day's deep learning and generative models. Enthusiasts claim
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that advances such as Generative Adversarial Networks (GANSs)
pave the way for General AI: a form of intelligence capable of
reasoning and adapting across diverse tasks, akin to human
cognition. Unlike “narrow AI”, designed for specific purposes,
general AI would replicate human-like adaptability and cre-
ativity. Whether in healthcare, education, finance, or military*
applications, the eventual arrival of General Al would force soci-
eties to confront how to coexist with—and responsibly govern—
machine intelligence.

3.2 | AI Governance: A Change in
Stakeholdership?

Having outlined the technological development of AI, we turn
now to governance and stakeholdership. One way to categorize
the perspectives of different actors is through four ideal types
(Makridakis 2017): (1) optimists, who emphasize opportunities
and downplay dangers; (2) pessimists, who focus on dangers
and threats; (3) doubters, who believe AI will remain flawed or
fail to diffuse progressively; and (4) pragmatists, who recognize
the limits of control and adaptability. While such categories cut
across governments, companies, and users, the crucial distinc-
tion from the case of the Internet is that users and civil society
groups have thus far had comparatively little influence on AI
governance.

The development of cyberspace itself has been central to the re-
surgence of AI. The vast quantity of text available online—web-
sites, blogs, academic papers—has served as training material
for Large Language Models (LLMs). Without this resource, the
progress of LLMs would not have been possible. Yet reliance on
Internet text has also imported biases and distortions, recall-
ing the adage in computer science: “garbage in, garbage out”.
Moreover, the homogeneity of AI developers—predominantly
white males (Thompson 2019)—has reinforced blind spots and
produced embarrassing outcomes, as in the early failures of
Google image-recognition systems.

Framing these findings within the layers of “democraticness”
discussed earlier, three conclusions stand out:

1. Technological development. Open-source developers (in-
cluding expert users) remain, a vital force in Al innovation.
A notable example is Meta's Llama series, one of the most
advanced open-source LLMs to date. While Meta's motives
may be strategic —e possibly to undercut OpenAl's early ad-
vantage—its contribution has thus far been beneficial in
“democratizing” AT access.

2. Governance of technology. Here, by contrast, the absence
of popular or grassroots activism is striking. Unlike cy-
berspace, which saw organizations such as the Internet
Society or the World Wide Web (W3) Consortium and
shape standards, AI has comparatively few equivalents.
UNESCO's Global AI Ethics and Governance Observatory
is one exception, but for the most part, AI governance is
concentrated in the hands of national governments and,
more actively, the European Union. This concentration
represents perhaps the greatest weakness in current Al
governance.

3. Empowerment. In terms of who benefits, private compa-
nies and their investors dominate the AI landscape, while
governments and, in particular, civil society actors, have
little input. This imbalance is troubling from a democratic
perspective, as it suggests that the governance of Al risks
being shaped primarily by corporate interests.

The dominance of the private sector is underscored by remarks
from Denim Hassabis, co- winner of the 2024 Nobel Prize in
Chemistry. He explained that he modeled DeepMind after Bell
Labs, a private-sector organization that produced multiple Nobel
Prize laureates (Moses et al. 2024). As Al researchers require
enormous resources and computing power, Hassabis argued,
“Why not tap into the private sector in order to fund those kinds
of things?” This statement captures the prevailing vision among
many researchers and investors: that AI, should be propelled by
smart scientists, vast computational infrastructure, and abun-
dant funding—while governments act as distant regulators and
the public is relegated to the role of passive consumers.

4 | Conclusion: Matrix Meets Terminator?

Major technological events and developments recur throughout
history, whether in the form of the millennium “Y2K bug”, the
development of social media platforms such as Facebook and
Instagram, cryptocurrencies, or, more recently, AI language
models and generative AI. Some observers now suggest that
the current AI frenzy may follow the same trajectory of overin-
flated expectations, asking whether the world truly needs such
technology—or at least whether it is worth the costs it entails
(Mickle 2024). As with the Internet and cyberspace, it may take
time for companies and the public to find sustainable uses for
Al Yet, the exceptionally high costs of AI development are al-
ready raising doubts in the private sector.

Adoption also depends on narratives: consumers must be “ac-
companied” and groomed to adopt a positive vision of Al
(Puntoni et al. 2020)—a role quite different from the active
users who once shaped early cyberspace. At the same time, Big
Tech companies are likely to use their indispensable role in AI to
shield themselves from stricter regulation, pointing even to their
contribution to Nobel Prize-winning science (Metz et al. 2024).
The European Union has attempted to push back with initiatives
such as the AT Act and the Digital Services Act. Yet, EU debates
remain divided: while the Commission under Ursula von der
Leyen heralded these measures as a “blueprint for the world”,
her successor's Commission has argued that they may have even
hindered Europe's digital economy (Martuscelli 2024).

As this article has suggested, the divergence between the tales
of cyberspace and Al lies not only in technological character
but also in stakeholder involvement. Cyberspace was shaped by
three sets of actors involved—governments, companies and user
groups—while AI development and governance remain domi-
nated by governments and the private sector. This difference
reflects:

(a) the underlying nature of the technologies, with cyberspace
based on dispersed networks and open access points, while AT
requires concentrated financial and computing resources.
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(b) contrasting public perceptions, with optimism surrounding
the Internet in the 1990s and greater and ambivalence toward
Al today (Hafner and Lyon 1996).

(©) the shifting global Zeitgeist, from post-Cold War optimism
and “end of history” thinking to today's multipolar uncertainty,
with authoritarian powers eager to shape the digital order and
the wider international system.

Like cyberspace, AI will integrate into societies and economies
over time, and not all effects will be positive. Thus far, users
appear relegated to the role of consumers—often passive, oc-
casionally skeptical, sometimes cautiously optimistic—depend-
ing on their level of trust in government (Schmager et al. 2024).
Ensuring that sustainable AI develops in ways compatible with
democratic values requires targeted policies to clarify responsi-
bilities across governments, industry, and user groups.

AT governance cannot be left solely to governments and corpora-
tions. Like cyberspace before it, AI requires user engagement and
civil society activism if it is to develop in ways compatible with
democratic accountability and public trust. The challenge is greater
today, as the structural concentration of resources privileges pri-
vate industry, particularly the biggest players. Nonetheless, build-
ing inclusive governance structures remains essential if AI is not
to become a technological tale written only by elites.

As it is simply impossible for individual users to meet the finan-
cial and computational requirements of AI development, their
focus should instead be on the large open-source community of
freely available LLMs, hosted for example by HuggingFace or
GitHub. Training such models remains beyond the reach of most
individuals, given the enormous data and hardware require-
ments for fine-tuning or running very large systems. Even so,
the availability of open-source models from major corporations
such as Meta (LlaMa) represents a tremendous opportunity for
independent researchers and civil society actors. Encouragingly,
the most widely used language for fine-tuning, Retrieval-
Augmented Generation (RAG), and agent design is Python—a
strongly community-oriented language often seen as an icon of
bottom-up development, much like the Linux operating system.

Education remains the critical element, and the key to long-term
change. School systems everywhere should embrace digitaliza-
tion and AT, albeit with a mindset aware of biases and corporate
and political interests. Education should offer students at all lev-
els the chance to experiment, develop digital literacy, and inte-
grate Al—particularly LLMs—into their learning and research
practices. The way forward is not to reject AI, but to learn how
to use it, understand both its risks and opportunities, and make
it a tool for critical inquiry, innovation, and civic empowerment.

In conclusion, we highlight two layers of impact that matter for
stakeholders, and ultimately for democracy itself.

First, the nature of the technology. The Internet is fundamentally
a content-neutral communications medium (Carr 2016), facili-
tating real-time contact among billions worldwide. AI, by con-
trast, is an opaque and complex set of technologies that, through
biased algorithms and training data, shapes human relations
and perceptions.

Whereas the relatively simple infrastructure of the
Internet allowed for broader stakeholder participation, AI re-
quires Big Data, advanced algorithms, and immense computing
power —e leaving “big tech” corporations firmly in the drivers'
seat. The Internet has been used both to expand democratic
participation (e.g., online voting, digital activism) and to enable
mass surveillance censorship. AI, however, more readily lends
itself to producing disinformation, “deepfakes”, and manipula-
tion of truth.

Second, the nature of governance. This is where change is pos-
sible, even if the technological trajectory is harder to steer.
Internet governance has historically involved governments, cor-
porations, and civil society actors. AI governance, by contrast,
remains dominated by governments and business elites. While
international organizations and the EU have moved quickly to
establish strategies and regulations, they have largely failed to
create meaningful roles for how users and civil society partic-
ipate in shaping rules, principles, and norms. This elite dom-
ination undermines legitimacy, transparency and democratic
control. Here lies the greatest room for improvement—but where
are the strong voices of user groups, and democracy activists?

The stakes of this shift are highlighted in Nobel Prize laureate
Paul Krugman's final New York Times column (Krugman 2024),
in which he contrasted the optimism of 2000 with the anger and
resentment of 2024. That optimism, shared across the Atlantic
at the turn of the millennium, was the backdrop against which
cyberspace spread into households. By contrast, AI and LLMs
are emerging in an era of gloom, distrust, and democratic back-
sliding. The technologies themselves are not inherently designed
for optimistic or dystopian futures. They are shaped by who
develops and governs them, and for what purposes. Yet taken
together, cyberspace and Al form two chapters of the same sto-
ry—a story about power, participation, and the future of democ-
racy—which this article has sought to illuminate.
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Endnotes

!In this paper, we use the terms “Internet” and “cyberspace” in-
terchangeably, as both denote not only the underlying software
protocols (e.g., TCP, IP) but also the wider virtual realm of digital
communication.

2Proprietary LLMs means are those whose source code and underly-
ing architecture are not disclosed to the public, whereas open-source
models (such as Meta's Llama) make these accessible. In the latter case,
researchers and users can directly examine how the model processes
queries, while in the former case its inner workings can only be in-
ferred. Open-source models, with their greater transparency, arguably
provide stronger foundations for development of ethical guidelines.
Proprietary providers, by contrast, often emphasize the extent of their
internal safeguards—Anthropic, for example, stresses its commit-
ment to ethical limitations—but this ultimately rests on a “trust us”
approach.

3 Although not strictly a Large Language Model (LLM), AlphaFold is
likewise based on neural networks.

“Indeed, the defense sector is expected to be among those most
profoundly transformed by the impact and applications of Al
(Giacomello 2021).
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