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Abstract

This study applies the Isolation Forest (IF) algorithm to detect anomalies in a district
metered area (DMA) in Emilia-Romagna, Italy. Multiple datasets are analyzed, including
15-min inflows, daily minima, and inflows excluding the consumption of a high-demand
industrial user. Anomalies are cross-referenced with repair records to assess correlation
with leaks and failures and a metric is defined to evaluate the algorithm performance across
datasets. Results show that sensor malfunctions and communication anomalies can be
effectively detected through the application of the IF algorithm. Regarding the detection of
burst and leakage events, the automated analysis of daily minima is the most effective and
removing industrial consumption enhances detection accuracy.

Keywords: water distribution systems; district metered area; anomaly detection;
isolation forest

1. Introduction

In the past decade, the growing adoption of smart sensors alongside SCADA (Supervi-
sory Control and Data Acquisition) systems has driven the development of advanced data
analytics to improve the efficiency of drinking water services [1]. This advanced metering
infrastructure generates large volumes of data, whose effective use depends on the timely
detection of anomalies, arising from sensor malfunctions, communication failures, pipe
breaks, or unauthorized water use.

The datasets used in this study are provided by Hera S.p.A, one of the main utility
companies responsible for water supply and distribution in Emilia-Romagna, IT. For water
distribution management, the network is divided into DMAs, where flow is measured at
the inlet and outlet points at regular time intervals. This study considers a specific DMA
(“w-CQO”), mainly residential but including an industrial user with high water demand
(around 40% of the district’s annual consumption) monitored by a smart meter. For w-CO,
the inflow data (in L/s) is available at 15-min intervals from January 2022 to July 2024, as
well as the repair logs during that period with corresponding repair dates (intervention
assignment, start and end of the work). The tree-based unsupervised machine learning
algorithm known as Isolation Forest [2] is used to identify anomalies in the dataset, which
are cross-referenced with repair records [3,4], mainly indicating the occurrence of leakage
or damage to pipes and connections. To enhance anomaly detection at the DMA-level,
SCADA system data is integrated with that obtained from remote meter reading. Indeed,
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the procedure via IF is repeated on an adjusted inflow dataset, derived by subtracting the
consumption (in L/h) of the hydro-demanding industrial user.

2. Materials and Methods

Abnormal flow rates are identified using the IF algorithm [2], which is based on the
concept that outliers are typically easier to isolate using separating hyperplanes than normal
data points. A hyperparameter called contamination fraction (CF) sets the outlier /non-
outlier classification threshold. In this study, a range of CFs varying from 0.001 to 0.3 is
tested. First, raw sensor flow data is pre-processed to smooth spikes caused by system
usage (filter backwash) in w-CO, thus increasing the efficiency of the anomaly detection
algorithm with equal CE.

2.1. Isolation Forest
The unsupervised machine learning algorithm builds multiple binary trees by:

1.  Drawing a random sample from the data;

2. Selecting a random feature (time of the day, day of the week, month of the year) and a
random split value between the min and max of that feature;

3. Recursively splitting until a maximum tree height is reached, or all instances in the
node are identical, or only one instance remains.

Once the forest is built, the anomaly score is computed for each data point, based on
the average path length required to isolate it across all trees. The Isolation Forest algorithm
was selected for this project due to its advantages, including computational efficiency and
its ability to handle large volumes of data.

2.2. Metric

The anomalies identified by the IF algorithm are cross-referenced with repair records,
mainly indicating the occurrence of leakage or damage to pipes and connections. It is
assumed that each repair assignment date corresponds to the date when the anomaly
occurred, which marks the start of a corresponding time window, terminating with the
completion date of the work. We restrict our analysis to windows with a duration of six
days or less, assuming they correlate with more significant events. The definition of a
metric allows the relationship between detected anomalies and performed interventions to
be quantified, providing a useful tool to evaluate the effectiveness of the algorithm across
different contamination values. The metric is computed as follows:

EZ:] Sy X dy
na

M = )

where:

e sy = (inverse of) anomaly score assigned by the model to point x;
e d, = distance between point x and the first subsequent intervention (if any);
e na=number of anomalies detected for a given CF.

Low values of the metric indicate highly anomalous samples that are temporally close
to an intervention.

2.3. Datasets

In this study, anomaly detection is carried out on the following w-CO’s flow datasets:

1. 15-min interval inflow rates;
2. Daily minimum flows (DMFs);
3. 1-hinterval inflow rates (dataset (1) resampled);
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4. 1-hinterval inflow rates—industrial user’s consumption.

The most common methods for identifying leaks utilize the concept of minimum night
flow (MNF), which recognizes that water usage during night-time hours is less variable
compared to the daytime [5]. In this study, the concept of MNF is extended to DMF and
anomaly detection is applied to the corresponding dataset (2). Hence, the DMFs can be
used as a baseline for comparison with new minimum flow data, with a significant increase
indicating a leakage. It is expected that an automated analysis of DMFs could simplify
what is currently a periodic analysis carried out by employees of the water utility. The idea
behind dataset (4) is to identify anomalies potentially harmful to the system, discarding
those attributable to authorized consumption within the DMA.

3. Results and Discussion

The metric is computed for each dataset and CF and the resulting curves are shown in
Figure 1. It is clear that the curve representing the metric for daily minima is consistently
lower than the others, suggesting that minima are the best candidate for detecting water
leakages. It can be observed that for very low contamination values, the model identifies
few anomalies, which are strongly correlated with the interventions. As the CF in-creases,
a greater number of anomalies is detected, but with a larger distance from the nearest
intervention. To assess the impact of the large user in the DMA, curves (3) and (4) are
compared. The results show that the latter remains consistently below the former (at least
for CF < 0.05), supporting the conclusion that subtracting the industrial user’s consumption
from the total inflow to the DMA enhances the performance of leakage detection. This
is consistent with what is observed when comparing results at the same CF, namely that
anomalies visible in the 15-min interval data may be missed in the hourly resampled data,
but re-emerge once the industrial user’s contribution is subtracted.
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Figure 1. Variation in the metric with contamination fraction for the four datasets.

Results on 15-min interval data show that sensor failures and data transmission
errors are easily detected on this dataset as they commonly result in unrealistic plateaus
(occasionally with null values) or erratic and spiky trends. In contrast, when using daily
minima for the same day and CF, these anomalies are not always detected, since they may
be disregarded by the daily minimum value. Regarding DMFs, the IF algorithm is generally
able to capture their increase which may be indicative of a leakage, and it flags them as
anomalies that often fall within the repair time windows. It is worth noting, however, that
gradual increases in flow are rarely detected in the other datasets, whereas sudden changes
are consistently and effectively identified.

4. Conclusions

This study has shown that sensor malfunctions and communication anomalies can
be effectively detected through the application of the IF algorithm. Regarding burst and
leakage events, the automated analysis of DMFs has demonstrated the potential to simplify
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tasks that are currently carried out manually by water utility operators. Furthermore, for
leakage detection, it appears particularly promising to examine DMFs and inflow time
series once they have been cleansed of industrial water consumption. Importantly, the
proposed approach is fully compatible with the current configuration of water distribution
systems. As such, it offers the possibility of achieving a more time- and cost-efficient
identification of anomalies at the DMA-level, thereby enhancing protection against ser-vice
disruptions and major water losses.
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Abbreviations
The following abbreviations are used in this manuscript:

IF Isolation Forest

DMA District Metered Area

SCADA  Supervisory Control and Data Acquisition
CF Contamination Fraction

DMF Daily Minimum Flow

MNF Minimum Night Flow
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