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Chapter 2

Programming approaches for large-scale IoT

systems development: state of the art

Roberto Casadei1, Fabrizio Fornari2, Stefano Mariani3, and Claudio Savaglio4

Abstract Software engineers of Internet of Things (IoT) systems deals with three

macro issues: how to perceive the properties of interest through sensors (sens-

ing facet), how to process information to decide how to achieve the system goals

(processing facet), and how to enact such decisions to affect the IoT environment

(actuation facet). For each of these, one can either develop ad-hoc solutions by

relying on mainstream programming languages, or exploit existing IoT-specific soft-

ware libraries, frameworks, and platforms. In this chapter, we survey the state of the

art of “IoT programming”, clarifying which programming paradigms and platforms

are most commonly adopted, with the goal of uncovering which research areas are

mostly active in IoT programming.

2.1 Introduction

Various methods exist for programming IoT systems, often involving ad-hoc combi-

nations of software libraries, frameworks, and platforms. This can lead to confusion

about the best approaches and how to integrate them effectively [98, 24].

The intrinsic complexity of IoT programming at scale is due to the heterogeneity

of devices, their distribution, and the local-to-global connection [65, 22]. To address

this complexity, IoT programming research focuses on three fundamental facets:

how to manage the perception of properties of interest from the IoT environment

through sensors (sensing facet), how to process this information for decision-making

to achieve system goals (processing facet), and finally how to enact these decisions
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by affecting the environment through actuators (actuation facet). Accordingly, IoT

programming research spans the entire software stack: languages and libraries for

programming devices, platforms supporting data streaming and event processing,

frameworks for distributed computing and service deployment.

Several surveys have identified the most active research trends, categorizing the

driving application domains, and emphasizing open issues and opportunities for fur-

ther research [68, 74, 89, 86, 80]. However, these surveys tend to focus on a particular

approach (e.g., stream processing but not macro-programming), infrastructural layer

(e.g., the cloud but not the Edge, platforms but not languages), and/or feature set

(e.g., opportunistic deployment but not adaptiveness), failing to clarify how different

approaches fit into the overall picture. Therefore, an integrative analysis of the IoT

programming research landscape is needed.

For these reasons, we provide a meta-review (i.e. first targets of our review are

surveys themselves) of the literature about “IoT programming”. Our goal is to address

the following questions: (i) what are the research areas contributing the most to IoT

programming? (ii) how do they cover the sensing, processing, and actuation facets?

(iii) what are the challenges yet to be dealt with?

2.2 Conceptual framework and review method

Every IoT system has three distinct but closely related facets of computation:

• The sensing facet is concerned with how to perceive the “state of the world”

according to the application goals. This facet includes gathering measured data

from sensor devices, preprocessing such data to derive more complex situa-

tions [76], and possibly even putting such situations into causal relations [77].

• The processing facet is concerned with elaborating available data to decide

which actions to carry out to achieve the system goals. This facet includes

simple reactive rule engines producing commands depending on the current sit-

uation [47], more complex forms of event processing, agent-oriented computing

to have goal-oriented behaviours [85], and so on.

• The actuation facet is concerned with how to affect the state of the world

according to the application goals. This facet includes low-level programming

of individual devices with mainstream languages, collective engineering of the

global system behavior, and many other different approaches [39].

We place the surveyed literature along these facets to clarify which are most consid-

ered and which require further development.

To conduct our survey, we began by performing keyword-based searches on

Scopus and DBLP, focusing on papers that were already surveys themselves. We

performed several searches including “IoT/CPS” and “programming”, such as “IoT

programming languages survey”, “CPS programming approaches review”, and sim-

ilar combinations. The reason for this methodology is that the topic of IoT program-

ming is so broad and has so many different nuances that it would be impossible to
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rigorously scrutinize all the available literature. By focusing on existing surveys, we

can realistically analyse them in detail and later perform snowballing (i.e. searching

for therein referenced papers) through the most relevant contributions found.

The results obtained are further filtered:

1. by comparing title and metadata, we filtered out duplicates and different versions

of same paper (e.g. conference and journal version)

2. by reading the abstract, we filtered out papers that clearly were out of scope (e.g.

no focus on programming)

3. by reading the full paper, we filtered out papers that were either superseded by

another one, sensibly overlapped with another one, out of scope, etc.

We then grouped the collected papers into categories to snowball and get a more

focused overview of the research landscape.

Stream processing (SP) [12] A computing paradigm that focusses how to gather,

process, and analyse continuous flows of data called streams within a small

time period from the time of receiving. SP gained popularity within the IoT

landscape as often times IoT deployments need first and foremost to tackle the

challenge of collecting and processing timely vast amounts of data continuously

coming from some system under monitoring, as in the case of Industry 4.0,

smart supply chain and logistics, intelligent transportation, telemedicine. As a

consequence, SP became one of the fundamental assets available to developers

for programming IoT systems, especially covering the “sensing facet” of our

conceptual framework.

Complex Event Processing (CEP) [58] Builds on the abstraction of low level event

to create a new high level one based on temporal, spatial, or causal relations.

CEP is closely related to SP: it shares the general idea of processing potentially

unbounded streams of data, and many techniques for actually doing so. CEP

comes into play for IoT applications not limited to simple monitoring tasks—for

which SP is often enough. Whenever there is the need for complex analytics

and insights, and to some extent of closing the feedback loop by controlling the

monitored system back, CEP has an edge over other approaches thanks to its

native capability of detecting complex patterns over incoming events data and

of triggering business processes reactively. For this reason we put CEP at the

“processing facet” of IoT programming.

Micro and Macro Programming (MMP) This category includes approaches not be-

longing to a well-defined research area, but spanning from traditional program-

ming (micro) where a program is developed with a specific, single device in

mind (e.g. a computer, a mobile phone, an embedded device), to emerging pro-

gramming paradigms that target a multitude of devices at once (macro) [41],

by developing a global, high level program that is then “translated” into lower

level, device-bound (traditional) programs [39]. A description of each approach

is given in the corresponding Section 2.5. Being these approaches focussed

on controlling devices programmatically, they mostly belong to the “actuation

facet” of our conceptual framework.
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We then expanded our original keyword-based search with terms directly stemming

from the identified research areas, in a snowballing process. On the results retrieved,

the same filtering steps already mentioned have been applied. The papers survived are

actually the one cited throughout this whole paper, and summarised by Tables 2.1–

2.5.

It is worth emphasising a few aspects about these research areas: (i) first, all of

them are increasingly used in the context of IoT services and applications, either as

components of a broader architecture or in isolation, as key enablers of programming

tasks related to monitoring, decision making, and distributed control; (ii) second,

SP mostly deals with the sensing facet, and partially with the processing one, CEP

mostly deals with the processing facet, and partially with the sensing and actuation

ones, and MMP is primarily concerned with the actuation facet and partially with the

processing one, hence they seemingly fit our conceptual framework, and altogether

cover it broadly (see Sections 2.3, 2.4, and 2.5 for a discussion of each area). On

the on hand, this means that each research area brings effective solutions to specific

issues of programming large-scale, autonomous IoT systems, on the other hand, that

these solutions are only partially solving the problem, hence integrating them is

likely the key for better IoT programming.

The surveys and papers collected have been roughly divided in three categories

– Tables 2.1, 2.3, and 2.5, one per each macro-area –, depending on their scope

and intended goal: a first category (GEN) is focussed on comparison of available

languages and platforms across many general criteria, a second one (DOM) is

concerned with the usage of languages and platforms in specific application domains

(e.g., Smart Cities and Industry 4.0.), a third one (SPEC) examines a specific design

choice or property (e.g., main abstraction, scheduling techniques, parallelization) of

the languages and platforms, and compares them based on the degree of support

provided.

2.3 Stream processing

Stream Processing (SP) is a programming paradigm that sees application develop-

ment as processing continuously incoming data: given a sequence of data (a stream),

a series of operations is applied to each element in order. When data is associated

with a timestamp the literature usually changes terminology and talks about Event

Stream Processing (ESP) platforms. (E)SP deals with high volumes of data produced

and organised in a single stream, ordered by timestamps, that have to be processed

as fast as possible to provide near real-time insight. The typical example is a stock

market feed that should be analysed to determine whether to buy or sell a stock in

such a way to gain profit. ESP applications do not normally include event causality

or event hierarchies, but can [60].

Amongst the characteristics that a SP platform should present [92], a dominant

one is the ability to process data on-the-fly, which can be regarded as a form of situ-

atedness along the temporal dimension. Especially in near-real time systems, waiting
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for data to be stored (e.g. in a database) before being processed adds unnecessary la-

tency. Modern SP platforms are also capable of partitioning computational load and

scaling applications automatically, and of distributing their processing needs across

multiple processors and machines. In the most advanced systems, this distribution is

handled automatically and transparently, as a form of opportunistic deployment.

SP dates back to projects such as Aurora/Borealis [3, 2], Stream [9], and Tele-

graphCQ [21]. Nowadays the most popular SP platforms are Flink, Heron, Kafka

Streams, Samza, Spark Streaming, and Storm (all referenced in the following). Sev-

eral contributions have reported a comparison of these platforms in terms of the

functionalities and applications domain they support: we provide a summary of

such literature to quickly “frame” the research area, and to later emphasise which

characteristics of SP platforms do matter the most for our conceptual framework.

2.3.1 Related Surveys

Many surveys about SP or ESP can be found, witnessing the huge interest in the

topic, as summarised in Table 2.1.

2.3.2 Main characteristics

Here, we derive from the surveyed literature the main characteristics of SP platforms

(Table 2.2), and compare well-known SP platforms based on the degree of support

they provide to those characteristics.

Table 2.1: Main SP and ESP surveys, most recent first.

Ref. Brief description Year Category

[96]
Focus on techniques for Cloud elasticity (mostly QoS-aware resource

usage) at operator placement/execution level
2021 DOM

[36]
Historical perspective, emphasising evolution of research landscape, and

comparing different SP platforms generations
2020 GEN

[82]
Systematic analysis of strengths and weaknesses of open source SP techs

for predictive maintenance in Industry 4.0
2020 DOM

[45] Comparative study of selected distributed SP & analytics platforms 2019 GEN

[66]
Evaluation of selected open source distributed SP platforms deployed at

the “data layer” of Smart City applications
2019 DOM

[94] Review of scheduling techniques for distributed SP 2019 SPEC

[81] Focus on techniques for parallelisation and elasticity of SP 2019 SPEC

[32] Focus on SP mechanisms leveraging resource elasticity in the Cloud 2018 SPEC

[29] Overview of ESP architectures, use cases, and open research issues 2018 GEN

[103]
Specifically concerned with real-time SP in IoT deployments, hence

surveys related techniques, challenges, and technologies
2016 SPEC
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• Programming Model. It defines if programmers use declarative queries, imper-

ative programming, or compositional programming to specify the operations

or execution patterns of a SP system. Imperative programming specifies how

to generate data structures, how to store temporary intermediate results within

these structures, and how to convert these intermediate results into final results.

Declarative programming defines what tasks to complete instead of delivering

as many details as imperative programming does. Compositional approaches

offer basic building blocks for composing custom operators and topologies.

• Processing Model. Whether data undergo batch processing, micro-batch pro-

cessing, or native stream processing (tuple by tuple). Batch processing stores data

first, and then applies processing; micro-batch processing runs batch processing

on few data clustered together (the micro-batch) so that processing occurs more

frequently; native stream processing collects and processes data immediately, as

they are generated.

• Deployment. The infrastructure on which a SP system is deployed: e.g., a cluster,

the Cloud, Fog, Edge, etc.

• Parallelization. Parallel SP reduces queuing latency and increases throughput,

as it allows to process multiple streams simultaneously instead of sequentially.

With task parallelization, multiple operations (i.e., tasks) can run in parallel on

the same stream. With data parallelization, multiple instances of a same operator

can act in parallel on different streams.

• Stream Primitive. It refers to the first-class data structure of the streaming system.

In Kafka Streams1, for instance, it is an ordered, replayable, and fault-tolerant

sequence of immutable data records, where a data record is defined as a key-

value pair. In Samza2, instead, the stream primitive is a message, processed one

at a time upon receiving. Finally, in Spark Streaming3 Datasets and DataFrames

are used, where a Dataset is a distributed collection of data, and a DataFrame

is a Dataset organized into named columns—hence conceptually equivalent to

a table in a relational database.

• Delivery Guarantee. The kind of warranty that data will be delivered from the

SP platform to its client applications: at most once, at least once, and effectively

once (or exactly once). With at most once data will be delivered once or not at

all. With at least once data is guaranteed to be delivered, but possibly more than

once. With effectively once data will be delivered exactly once.

• Scalability. The kind of scalability operations supported, e.g. adding compu-

tational resources to a processing unit (vertical) vs. adding processing units

(horizontal).

• Data Flow Abstraction. Which is the abstraction used to handle flow of data

between stream operators. Most SP platforms adopt a Directed Acyclic Graph

(DAG) of operators to structure the processing application in topologies.

1 https://kafka.apache.org/11/documentation/streams/core-concepts

2 http://samza.apache.org/learn/documentation/1.6.0/core-concepts/

core-concepts.html

3 https://spark.apache.org/docs/latest/sql-programming-guide.html
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Table 2.2: Summary of the SP main characteristics.

Flink [19] Heron [54] Kafka Streams [51] Samza [70] Spark Streaming [105] Storm [97]

Programming

Model

Declarative,

Imperative
Imperative Declarative Compositional

Declarative,

Imperative

Imperative,

Compositional

Processing

Model
Hybrid Streaming Batch/Streaming Hybrid Micro-Batch

Streaming,

Operator Based,

Hybrid (with Trident)

Deployment
Cluster, Cloud,

Fog, Local

Cluster, Cloud,

Fog

Containers, VMs,

Cloud, Edge

Cluster

Standalone

Public-cloud

Containers

Bare-metal

Cluster, Cloud,

Fog

Cluster, Cloud,

Fog

Parallelization Task, Data Task, Data Task, Data Task, Data Task, Data Task, Data

Stream

Primitive
DataStream Tuple Stream Message

DataSet

DataFrame
Tuple

Delivery

Guarantee
Exactly once

At least once,

Effectively once

At least once,

At most once,

Exactly once

At least once
Exactly once,

At-least-once

At least once,

Exactly once

(with Trident)

Scalability
Horizontal

Vertical

Horizontal

Vertical

Horizontal

Vertical

Horizontal

Vertical

Horizontal

Vertical

Horizontal

Vertical

Data Flow

Abstraction
DAG DAG DAG DAG DAG DAG

Fault

Tolerance

Stream replay

Checkpoint
Checkpoint

Stream replay

Checkpoint

Incremental

Checkpointing
Checkpoint

Acking,

Checkpoint,

Stream replay,

Highly fault-tolerant

API languages
Java, Scala,

Python, SQL

C++, Python

Java, No SQL
Java, Scala, KSQL

Java, SQL,

Python

Java, Scala,

R, Python,

Spark SQL

Java, Python, SQL

• Fault Tolerance. The ability of a SP system to tolerate failures. Data loss and

resource access loss are common failures of distributed SP engines, and common

recovery strategies are based on replaying the whole data stream, or restore the

engine state to a checkpoint (before the fault) to repeat the processing pipeline

only from there.

• API languages. The programming paradigm and actual language stack sup-

ported. The trend is to integrate with mainstream, general purpose languages,

rather than to provide custom domain-specific languages.

In Table 2.2 the design choices of each specific SP platform (columns) to implement

the corresponding characteristic (rows) is briefly described by keywords.

2.3.3 Summary

As regards the computation facets (vertical slices), SP is mostly concerned with

sensing as it is usually adopted to gather sensor measurements in IoT deployments.

However, some SP platforms and frameworks also offer processing techniques and

algorithms, hence the processing facet is also partially covered.
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2.4 Complex event processing

Complex Event Processing (CEP) systems are concerned with processing streams

of events, that is, data describing situations and happenings in a system under

observation [58]. Specifically, they target the definition and detection of high-level

situations of interest, or composite events, starting from streams of primitive events

[28]. Event Stream Processing (ESP), as an evolution of SP, and CEP actually

indicate different ways to manage events [59]: ESP is a subset of CEP, with very fast

implementations available, that can handle many thousands of events per second,

at the price of lower processing capabilities. Nowadays, an increasing number of

enterprises are slowly progressing from ESP towards CEP [61, 27, 49]. CEP foremost

goal is to enable abstraction of low level events into a new high level event based

on temporal, spatial, or causal patterns. The patterns to be detected are generally

specified by domain experts, and the new events generated from patter-matching are

viewed as being at a higher level of abstraction than those in input. As such, CEP

allows for a stepwise abstraction process, easing the increasing flood of events that

modern information systems have to deal with.

CEP is usually traced back to projects such as Amit [4], PADRES [56], SASE [102,

40], PEEX [48], RACED [25], and TESLA/T-Rex [26].

2.4.1 Related Surveys

As for SP, most of the collected surveys can be divided in three categories, as depicted

in Table 2.3: some focus on a generic comparison of the Complex Event Processing

systems (GEN), others on the usage of CEP in specific application domains (DOM),

and others focus on specific characteristics or mechanisms of the CEP systems, such

as querying techniques, parallelisation, and uncertainty handling (SPEC).

Table 2.3: Main CEP surveys, most recent first.

Ref. Brief description Year Category

[37]
Focus on CER (subtask of CEP), especially regarding scale-out mecha-

nisms for query execution
2020 SPEC

[107]
Focus on out-Cloud deployment, in particular adaptations needed for

CEP platforms to meet the Fog layer
2020 SPEC

[106]
Overview on the state of art of CEP, also discussing the relationship

with SP to improve efficacy in IoT deployments
2020 GEN

[6] Focus on probabilistic CEP for uncertainty handling 2017 SPEC

[63]
Specifically concerned with application of CEP to healthcare, with a

particular focus on how to exploit healthcare sensor devices
2017 DOM

[8] Focus on languages for CEP applied to multimedia sensor networks 2016 SPEC
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2.4.2 Main characteristics

Table 2.4 reports a comparison similar to the one reported in Table 2.2, but in the

context of CEP—please notice that columns and rows are inverted w.r.t. Table 2.2 to

preserve readability.

• Filtering. The ability to discard irrelevant events, so as to reduce the amount of

events to be considered for processing, is of paramount importance to keep CEP

systems performant and focussed on the application goals. The criteria used for

filtering are usually defined at design-time, but it is desirable to have ways to at

least adjust them at run-time.

• Prioritization. CEP platforms must be able to establish which events to process

sooner than others, since they may require immediate actions that critically affect

the business. Again, the criteria for establishing the priority order are usually

statically defined at design-time, but is desirable to have ways to adapt such

priorities during run-time, as a reaction to the system dynamics.

• Patterns. Detection and matching of event patterns is what essentially defines

CEP itself. Such patterns are usually defined at design-time and cannot be altered,

as the automatic mechanisms of events handling underlying CEP would be

compromised. Pattern detection, matching, and querying are complex tasks that

are usually exposed to the system designer through a suitable API constituting

the Event Query Language (EQL), further discussed below. This is one crucial

difference between CEP and SP.

• Exceptions. Within CEP, exception handling refers to a pattern that fails to find

any match within a specific time period. This may indicate the presence of some

kind of anomaly, hence an exceptional event should be generated, to undergo

CEP on its own.

• Process triggering. Patterns of events can be used to trigger business processes

that react to expected patterns with the automatic execution of predefined busi-

ness actions. This is another notable difference between CEP and SP, as in

the latter case process triggering is entirely responsibility of the application

developer.

• Event hierarchies. The capability of building layers of events at different levels

of abstraction, automatically shaped by the CEP platform, and linked together

so as to preserve/restore/build causality.

• Deployment. How and where CEP solutions are deployed: Centralized, Dis-

tributed, Clustered, Cloud, Edge, etc.

As pattern detection and matching is a cornerstone of CEP, it is necessary to expand

on it. What enables system designers to define pattern matching is the EQL, a high

level programming language for querying events [34, 37]. Several types of EQL have

been defined in the CEP literature:

• In event algebras, complex event queries are expressed by composing single

events using different composition operators, such as conjunction of events (all

events must happen, possibly at different times), sequence (all events happen in
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the specified order), and negation within a sequence (an event does not happen

in the time between two other events).

• Data stream query languages have been developed in the context of relational

data stream management systems, hence they are usually based on SQL. They

are applied in situations where loading data into a traditional database would

require too much time, therefore they target near real-time applications.

• Production rules are not an EQL strictly speaking, however they offer a con-

venient and flexible way of implementing EQL in the form of IF <Condition>

THEN <Action> rules, hence are largely used in business rules management

systems.

• Logic languages express event queries in logic-style formulas [10]. An early

representative of this language style is the event calculus [50], that has been used

to model event querying and reasoning tasks in languages such as Prolog. Logic

languages have strong formal foundations and allow an intuitive specification of

complex temporal conditions.

• Finally, in tree-based approaches patterns are represented as a tree structure,

where leaves are primitive events and internal nodes are the operators contribut-

ing to define the pattern.
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2.4.3 Summary

CEP somewhat encompasses all the three facets of computation, although rather

weakly along the actuation one. W.r.t. to SP, thus, we are moving from (almost)

exclusively dealing with the sensing facet of IoT programming, to including more

substantially the processing facet into the concerns of IoT developers. This is mostly

due to the general capability of CEP to support more comprehensive and advanced

forms of processing on input data (events) w.r.t. SP: advanced pattern matching

techniques as well as event query languages, together with the capability to express

business process triggering rules and policies, make CEP much more suited to

program processing pipelines not only focusing aggregation of sensory data streams.

2.5 Micro and macro-programming

In the IoT, a common goal is to program the global or collective behaviour of the

entire system or groups of devices. This often entails coordination and information

exchange among the devices, so that the overall action is coherent and informed

(i.e., based not only on purely local information). In the literature, it is possible to

distinguish between two classes of approaches [20]: informally, micro approaches

that “take the perspective” of individual devices and address the behaviour of spe-

cific roles within the system, and macro approaches that somewhat abstract multiple

devices into a “single conceptual machine” that is the actual target of programming

(macro-programming [20]). To the best of our knowledge, term macro-programming

has started spreading at the beginning of 2000s in the context of research on pro-

gramming of wireless sensor networks [67]. Micro-programming includes tradi-

tional approaches, e.g., based on mainstream programming languages, where the

programmer specifies a script of instructions to control passive elements or defines

the control loop of each individual active device. Macro-programming, instead, in-

cludes approaches that, e.g., abstract a whole network of devices as a database (cf.

TinyDB [62]) or as a spatial computing system [15]; a notable macro-programming

approach is given by the so-called aggregate computing paradigm [99].

2.5.1 Related surveys

To the best of our knowledge, the most comprehensive surveys that explicitly ad-

dresses IoT programming languages and frameworks are provided in the book chapter

by Krishnamurthy et al. [52] and in a specific section of the survey by Dias et al.

[31]—see Table 2.5. The former reviews programming languages specifically for

embedded systems (including various flavours of C), message-passing technologies

(RPC flavours, COAP, MQTT), coordination languages (Linda, eLinda, Orc, Jolie),

and discusses the notion of polyglot programming. The latter, instead, provides a
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Table 2.5: Main MMP surveys, most recent first.

Ref. Brief description Year Category

[20]
Survey about macro-programming approaches, whatever the application

domain
2023 SPEC

[31]
Broad view on the development of IoT systems from the standpoint of

software engineering practice
2022 GEN

[46] Macro-programming, but specifically for the IoT domain 2021 DOM

[53]
Visual programming approaches not only in IoT, but education and

robotics, too
2021 SPEC

[13]
IoT development platforms, with emphasis on communication and se-

curity
2021 GEN

[35] Review of IoT platforms from an architectural perspective only 2021 SPEC

[83] DSLs for used in IoT, focus on evaluation methods 2021 SPEC

[57]
Enabling technologies for asynchronous and real-time programming of

safety-critical IoT and CPS
2019 SPEC

[17] Asynchronous programming for IoT and embedded systems 2019 GEN

[78] High-level study on 13 visual IoT programming languages 2017 GEN

[52]
Focus on distributed programming languages and tools for embedded-

systems within the IoT ecosystem
2016 SPEC

[73]
Comprehensive features’ analysis and classification (node-centric,

database, macro, model-driven) of IoT programming approaches
2015 GEN

[91]
Low-level languages (both mainstreams and dialects) for CPS and em-

bedded systems
2015 GEN

[100]
Overview of conventional composition mechanisms for CPSs (mono-

lithic, object-oriented, modular, component-based, service-oriented
2010 SPEC

much more broad overview over the whole software engineering practice of devel-

oping IoT systems. In particular, the overview about development tools provides

many useful insights about programming languages and frameworks, such as the

kind of programming paradigm promoted (e.g. visual vs. model-driven), that are

partially overlapped with our contribution (e.g. they do analyse support to distribut-

ed/decentralised programming). However, such surveys do not help researchers and

practitioners in understanding which one of the many different programming tools

are most suited for different “tasks” in IoT systems development.

A more similar work to ours, if restricted to the micro vs. macro categorisation,

is by Patel et al. [73], that classifies IoT programming models into four categories:

(i) node-centric programming, where the nodes of an IoT system are managed in-

dividually (i.e. micro-programming); (ii) database approach, where the IoT system

is abstracted as a database; (iii) macro-programming, where abstractions targeting

multiple nodes at once are considered; and (iv) model-driven development, where

multiple programming perspectives are addressed at once. Also, two surveys specif-

ically targeted at macro-programming have recently been published [20, 46]. They

both do an excellent job in sorting out the different existing approaches into a taxon-

omy.
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2.5.2 Main characteristics of MMP

Here follows an overview of the main aspects along which Micro/Macro-Programming

(MMP) approaches can be categorised, also reported in Table 2.6. In line with pre-

vious sections, this overview is needed to analyse whether MMP approaches are

mostly dealing with the sensing, processing, or actuation facet of IoT programming.

• Scope. Micro-programming (or, node-centric) considers one individual device

at a time. Such a bottom-up approach, adopted by, e.g., FRASAD [69], COM-

POSE [33], NODE-RED [1], and mainstream programming languages such

as Java, C, and Python, requires to specify, for each node, its input data, its

processing functions, and its actuation commands. Conversely, recent macro-

programming approaches such as DDFlow [71], PyoT [11], D’Artagnan [64],

SmartSociety platform [87], and EdgeProg [55], aim at enabling programming

of an IoT system as a whole, with a global (or, collective) perspective.

• Main Abstraction. For cloud-based IoT systems, the most recurrent abstraction

is the “Service” one: for instance, in COMPOSE [33] behaviours can be mod-

elled as RESTful services. Node-centric IoT systems, instead, mostly leverage

on flow-based programming abstractions, as networks of “black box” processes

communicating through data chunks travelling across predefined connections

(or, wires). Many are instead the abstractions used for macro-programming,

mostly due to the field being relatively new, hence still fragmented amongst

the different approaches put forward by different research groups. Some exam-

ples are ensembles (e.g., [99]), i.e., dynamic groups of devices sharing a goal;

collective interfaces (e.g., [71]), namely mechanisms to address or refer to a

dynamic number of recipients or senders; and collective tasks (e.g., [87]), that

are operations meant to be carried out collaboratively by a group of devices.

• Programming Model. Imperative programming is the most used one, both by

micro- and macro-level programming frameworks. Rule-based programming

models, such as FRASAD [69], allow defining local behaviours of sensor nodes

through a set of flexible and extensible rules. A specific nuance of such models

is the visual programming model that allows easy implementation of Event-

Condition-Action (ECA) rules [14]. COMPOSE is quite peculiar as it allows

expressing the behaviour of IoT devices by means of basic logical, string, and

arithmetic operators specified through a JSON document. Programming mod-

els for collective behaviours typically rely on a single declarative specification

dictating how several distributed components should act and interact. For ex-

ample, Aggregate programming [39] is a functional, declarative approach for

programming the self-organisation logic of networked IoT systems from a global

perspective.

• Architectural/Deployment view. The majority of the surveyed works follow a

standard two-tiers architecture where local devices “sense-and-forward” to the

Cloud. Only NodeRed, JAMScript and EdgeProg, with the introduction of an

intermediate Edge layer, allow also local data processing, shifting to a three-tiers

architecture. D’Artagnan and Aggregate Computing, instead, promote a different
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approach: they enable to program logical networks of devices and operations,

abstracting from the underlying middleware and physical systems, and hence

allow expressing IoT systems in a deployment-transparent manner. In such a

way, they pave the way to a full and opportunistic exploitation of IoT resources,

from the edge up to the cloud, with obvious benefits in terms of QoS and QoE.

• Execution Model. Most commonly system execution is either time-driven, event-

driven, or reactive, which is reasonable, since activity may be triggered by new

sensor data or local events. In WSN systems, event-driven and time-driven

routing protocols are the main options [104]. Macro-programming approaches

typically build on reactive, rather than fully proactive, execution models [20, 46],

the latter being covered mostly in agent-oriented paradigms [18].

Table 2.6: Summary of the MMP main characteristics.

Scope Main Abstraction Programming Model

Architectural/

Deployment

View

Execution Model

FRASAD [69] Individual
Reaction Rules,

Messages
Visual block language Local WSN Reactive

SMART-BLOCK [14] Individual Reaction Rules Visual block language Cloud-based Reactive

COMPOSE [33] Individual
Smart Objects,

Resource (REST)

Imperative,

object-oriented DSL
Cloud-based Customizable

Node-Red [1] Individual Data Flow Visual block language Edge-to-Cloud Customizable

JAMScript [101] Individual Nodes, Activities
Imperative,

object-oriented DSL
Edge-to-Cloud Reactive

PyoT [11] Collective Resource (REST)

Imperative,

object-oriented,

macroprogramming DSL

Master-worker Reactive

DDFlow [71] Collective Data Flow
Visual block language,

macroprogramming
Master-worker Reactive

D’Artagnan [64] Collective
Data Stream,

Data Flow

Functional,

stream-based,

macroprogramming DSL

Logical network

any deployment
Reactive

SmartSociety [87] Collective Collective task Object-oriented DSL Cloud-based Customizable

EdgeProg [55] Collective
Reaction rules,

Virtual sensors
Rule-based DSL

Edge server

+ IoT nodes
Reactive

Aggregate Computing [99] Collective Computational Field

Functional

declarative

macroprogramming

Logical network

any deployment
Self-organizing

2.5.3 Summary

Amongst the macro areas of research emerged from our survey, micro and macro-

programming approaches to IoT systems development are the ones concerned the

most with the actuation facet, in the sense of programming devices to accomplish

tasks. Whereas both SP and CEP are mostly developed with data collection and

processing, respectively, in mind, and cannot be used as general programming lan-

guages executed on-board any device, the programming approaches in this latter

broad category are specifically conceived to close this gap. Being general-purpose,
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these approaches may be used for data collection and processing too, but doing so is

likely “reinventing the wheel” as SP and CEP are readily available.

2.6 Conclusions and Future Work

From the survey just presented, a few considerations can be made to give a bird-eye

view of the whole research landscape about IoT programming, crossing borders

across the macro-areas just presented.

The most obvious consideration is that “programming IoT” may actually translate

to quite a different activity depending on the specific goals of the application to be

built. On the one hand, IoT applications especially interested in monitoring a given

system, for example to provide a dashboard to human supervisors, are usually built

by taking off-the-shelf SP or CEP platforms (depending on the sophistication of

the required data processing). In this case, “programming” may actually translate to

configuring the logical DAG for data processing, that is deciding which operators

to apply to what data, and how to put operators in a pipeline, or defining patterns

and rules for triggering computations upon detection of a given pattern of events.

On the other hand, applications may also be interested in closing the feedback

loop between the physical (the things) and the digital (the processing) by sending

commands back to the (actuator) devices. In this case, that could regard a swarm

robotics scenario, for instance, “programming” usually translates more directly to

the traditional programming experience, using mainstream languages (for micro-

programming approaches) or Domain Specific Languages (more common for macro-

programming approaches) that are anyway general-purpose and often times also

closely resembles a mainstream language. This is to say that the “programming

experience” may be quite different depending on the kind of IoT systems one wants

to develop.

An huge impact on this programming experience is also given by fragmentation of

abstractions across the research landscape. If in the SP and CEP areas the abstractions

may be somewhat similar, such as the concept of “stream” (of events or data),

operator, composition, pattern, etc, and in the micro-programming area abstractions

are often the same (object, function, thread), in the realm of macro-programming

almost every approach has its own set of abstractions (field, collective, ensemble,

etc.). Mappings can be devised out, but integration of the different approaches in a

single software project nevertheless suffers, as developers need to master different

paradigms.

However, such an abundance of approaches also has upsides: since each pro-

gramming approach is conceived with a specific set of functional and non-functional

desiderata, each approach ends up ends up being complementary to others.

Nevertheless, to be fully harnessed, such complementarity must be exploited in

an integrated framework, not by patching together different approaches on an ad-hoc

basis.
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