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Chapter 10

Learning Opportunities

in Collective Adaptive Systems

Gianluca Aguzzi★, Roberto Casadei★, Stefano Mariani†, Mirko Viroli★, and

Franco Zambonelli†

Abstract In collective systems a multitude of computational agents coordinate to

achieve a system goal beyond their individual capabilities. These systems are typ-

ically deployed in dynamic and partially unknown environments, where system

designers cannot anticipate all potential situations, events, and faults that agents may

experience. For this reason such systems are often adaptive, that is, able to change

their behaviour to tolerate contingencies or embrace novel opportunities—becoming

Collective Adaptive Systems (CAS). When engineering CAS it is crucial for the de-

signer to take into account various essential aspects, such as deployment strategies,

coordination policies for distributed execution, and the application logic itself. For

each of these, learning could be a precious tool at designers’ disposal, as it enables

both design-time support and run-time adaptation with minimal a-priori knowledge.

Therefore, in this chapter, we first provide a brief overview of how learning has

been applied in CAS so far. Then, we describe a few novel opportunities. Finally, we

discuss potential future applications of learning, particularly within the context of

the Fluidware vision for pervasive systems programming.

10.1 Introduction

A Fluidware system is a specific example of a Collective Adaptive System (CAS).

Adapting the definition from [8], CAS are distributed systems featuring multiple

computational entities (e.g. agents) that do not have global knowledge about the

system state. To achieve collective goals, these entities must interact with each other

to either avoid interference or help each other, as they need information beyond their

local observation capabilities.
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io metterei già nell’intro il quadro di riferimento suggerito da Roby Within a Flu-

idware system, there exist three key constituents: the funnel process abstraction, the

Fluidware middleware, and a computing infrastructure (e.g., a cloud-edge system).

At the core of this framework resides the notion of the funnel process—a versatile

abstraction crucial for crafting collaborative applications. This funnel process oper-

ates as both a procedural entity and an information flow consumer, abstracting the

complexities associated with individual devices. Its capabilities encompass captur-

ing, merging, splitting, and replicating these information flows, thereby facilitating

seamless manipulations across spatial and temporal dimensions throughout the entire

infrastructure. Concurrently, the middleware works as the carrier of the complete

collective application logic. Specifically, it undertakes the orchestration of funnel

placements within the edge-cloud continuum, the scheduling the computations at

opportune nodes, and the coordination of data movement among diverse funnels.

Adaptation within the Fluidware system manifests at two pivotal levels: at the

application level of funnel processes and at the middleware level. At the application

level, adaptation pertains to the dynamic adjustment of individual funnel processes

to align with changing environmental conditions. For instance, consider a scenario

where a Fluidware system is deployed in a smart building. As occupancy patterns

shift throughout the day, the funnel processes responsible for collecting and pro-

cessing sensor data from various rooms adapt their parameters to optimize energy

consumption, maintaining a comfortable environment while minimizing wastage.

On the other hand, adaptation at the middleware level involves the reconfiguration

of the Fluidware middleware to accommodate shifts in system requirements or re-

source availability. Take the case of a Fluidware system used for traffic management

in a smart city context. During periods of heavy traffic congestion, the middleware

might dynamically allocate funnel processes to elaborate and analyse incoming data

streams from traffic sensors in real-time. As traffic conditions normalize, the mid-

dleware could scale down these resources to avoid unnecessary overhead. However,

achieving effective adaptation in such systems is complex due to the highly dy-

namic and unpredictable environment in which each agent operates. Centralized or

hierarchical adaptation is often not feasible, as it depends on unrealistic assump-

tions such as the ability of a single controller to obtain a consistent and complete

system-wide view and to process this information, reason, and distribute decisions

in time. Instead, recent research has demonstrated that decentralized self-adaptation

or self-organization can overcome issues associated to centralized adaptation. This

paradigm shift increases resilience, improves scalability, and eliminates single points

of failure.

To address these challenges, agents could be enhanced with learning capabili-

ties, allowing them to instantiate and refine learning models using the knowledge

acquired from observing their environment and peers. These learning models pro-

vide the means to improve quality attributes such as performance and cost for an

individual agent or the entire collective. However, learning in CAS is challenging

since there are several levels that need to be considered, starting from how to deploy

a concrete collective application, how the middleware should execute it efficiently,

there including communication and coordination overhead, and how the application
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can be engineered. Furthermore, CAS systems are obviously engineered by soft-

ware designers and developers, hence learning could also be used to assist them at

design-time.

Accordingly, in this chapter, we first briefly overview the state of the art in CAS

learning (Section 10.2), then we describe a few novel approaches developed within

the Fluidware project to push forward its vision (Sections 10.4,10.3,10.6,10.5), and

finally we discuss further opportunities to plug learning into the Fluidware vision

(Section 10.7).

10.2 State of art

In recent years, there has been significant development in the field of machine

learning techniques, both in supervised (e.g., AlexNet and similar) and unsuper-

vised (LLM) mode, as well as reinforcement learning (RL) and their combinations

(e.g., ChatGPT). Among the many techniques, Multi-agent reinforcement learning

(MARL) it is one of most promising: it is a sub-field of RL that focuses on studying

the behaviour of multiple learning agents that coexist in a shared environment. Each

agent is motivated by its own rewards, and does actions to advance its own interests;

in some environments these interests are aligned with the interests of other agents,

resulting in cooperative or collective behaviour. MARL is a crucial research area

that aims to develop robust, scalable, and resilient multi-agent systems. Numerous

approaches, algorithms, and solutions have been proposed in the literature over the

years to address various challenges and opportunities in MARL. However, MARL

has a wide range of applications in different domains, which motivates different per-

spectives and classifications of MARL algorithms. Therefore, several surveys have

been conducted to provide comprehensive overviews of specific aspects or categories

of MARL algorithms. In the following, we present the relevant surveys in the context

of Fluidware applications:

1. On Learning in Collective Self-Adaptive Systems: State of Practice and a 3D

Framework [8] – In this survey, the authors focus on learning in the context

of collective adaptive systems. They identify the main algorithms used (rein-

forcement learning, supervised learning, unsupervised learning) and create a

framework to classify different applications with respect to autonomy (full vs.

restricted), behavior (selfish vs. altruistic), and knowledge access (maximal vs.

minimal).

2. A Survey of Self-Organization Mechanisms in Multiagent Systems [47] – This

survey explores how self-organization is accomplished and used in CAS. The

authors highlight how self-organization can assist Reinforcement Learning to

converge to good behaviors, reducing the problem of concurrent learning in

MAS/CAS.

3. Multi-Agent Reinforcement Learning: A Selective Overview of Theories and

Algorithms [50] – This recent survey delves into MARL settings for both com-

petitive and cooperative tasks, focusing on the theoretical background. It also
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discusses network and many-agent settings, with an emphasis on mean-field

solutions and their convergence guarantees.

4. Decentralized Multi-Agent Reinforcement Learning with Networked Agents –

Recent Advances [51] – This survey primarily focuses on network MARL studies

in both cooperative and competitive settings. It does not cover CTDE (centralized

training and decentralized execution) as learning in such scenarios should be

performed online without a central authority to aggregate the system view and

improve shared policies. The scale is not the primary concern here, but rather the

decentralization. In Fludiware, scale becomes important as we generally cannot

know the whole population of the system.

5. A Survey and Critique of Multiagent Deep Reinforcement Learning [18] – In

this paper, the authors concentrate on deep learning aspects, highlighting the

advantages of MARL in various settings, including cooperative, competitive,

and mixed scenarios. They categorize the main classes as Analysis of Emergent

Behavior, Learn to Communicate, and Agents Modeling Agents. While they

don’t primarily focus on many-agent aspects, they do discuss them in the context

of few agents.

6. A Review of Cooperative Multi-Agent Deep Reinforcement Learning [29] – This

paper solely focuses on the cooperative aspect of deep MARL. The algorithms

are classified based on how agents learn, leading to independent learners, full ob-

servable critics, value decomposition functions, and consensus methods. While

the main goal is not large-scale scenarios, they also discuss some work related

to many-agent approaches like mean field.

7. A Survey of Multi-Agent Reinforcement Learning with Communication [52]

– This survey mainly centres on communication in the context of MARL. It

discusses the design perspective, including the learning scheme, agent commu-

nication, channel construction between agents, and policy development, among

other approaches discussed in the literature.

8. Multi-Agent Deep Reinforcement Learning: A Survey [15] – Another survey

focusing on the MARL perspective but with a different classification. It first

discusses the learning schemes (Centralized, Decentralized, Centralized Train-

ing, and Centralized Execution) and addresses the challenges of the current

landscape as of 2019.

9. Cooperative Multi-Agent Learning: The State of the Art [30] – An older reference

of MARL in the context of cooperative tasks. The survey explores different

types of policies (homogeneous vs. heterogeneous) and various ways of learning

(team-based vs. concurrent) in cooperative multi-agent settings.

10. Multiagent systems: A survey from a machine learning perspective [42] - Another

older but seminal reference, actually one of the first to consider learning in MAS.

It categorises how learning affects MAS under different criteria (homogeneous

vs. heterogeneous agents, communication Vs. no-communication).

Focusing solely on CAS systems, learning can be applied at different major levels: i)

at the application level (i.e., inside the funnel processes), ii) at the middleware level,

and iii) at the deployment level [2]. Also, it can be used at design or run time, for

either supporting CAS developers and administrators, or directly inject adaptiveness
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paradigm [44]. However, in practice, constructing these aggregate computing ap-

plications is anything but straightforward. This is because, even if the paradigm

support adaptive computation, the programmers must have a deep understanding of

the environment in which the system will be deployed. Indeed certain basic com-

ponents/behaviour work well in specific environmental dynamics but not in others,

thus leaving the burden on the programmer to choose the most suitable combinations

of blocks for a given environment. To address this issue, modern approaches focus

on combining parts of macro-programming paradigm with machine learning tech-

niques. The idea is to preserve the characteristics of macro programming, such as

declarativeness and composability, while incorporating those of machine learning,

including adaptability and the ability to solve complex programs through “by-doing”

or “by-example” methods.

There are various ways in which this combination can be achieved. For instance,

in [3], “pieces” of a partially specified program can be filled in, resembling the field

of program synthesis. On the other hand, in [4], the result of the macro program is

used to guide the learning process, enabling more agile synthesis of the collective

controller (Figure 10.2 gives an overview of both ideas).

Focusing on the foster approach, giving a complex network of funnels devising

with macro programming, the idea is to learn only the parts of the whole network

that are: i) hard to define, since they are inherently complex, or ii) strictly dependent

on the environment in which the system is deployed. Therefore, the programmer

will leave some funnel processes undefined, and the learning algorithm will fill

in the gaps, in a process that is similar to program synthesis/sketching. In [3], the

authors propose a variant of Q-learning that can be used to synthesize collective

distributed programs basing part of the program on aggregate computing paradigm.

Particularly, the learning process is performed at simulation time, where the agent

collect local experiences in a global reply buffer. During the learning process, the

agent executes the program as usual, but when it reaches a “sketching” point, it will

execute a random action with a certain probability, otherwise it will execute the action

suggested by the Q-table. The Q function is shared and updated globally, but agents

can only observe their local state and the messages received from their neighbors.

That means that, once the Q function is learned, each agent can execute the program

locally, without the need of a central authority. The buffer is then used to refine a

Q-table with the usual Q-learning algorithm. This is training procedure is known as

centralised training and decentralised execution (CTDE) [13] (Figure 10.2a). The

approach is then used to successfully learn a correction policy in order to speed up

the convergence of a self-stabilizing algorithm.

In [4], the authors propose a different approach, called Field-informed Reinforce-

ment Learning (FiRL), where the program computed by the macro programming

paradigm is used to guide the learning process. Particularly, the program is used to

enrich the state space of the learning algorithm with collective feature, ease up the

learning process, and improve the quality of the learned policy (Figure 10.2b). In-

deed, in MARL algorithm the communication is often implicit, and the agents must

learn how to communicate with each other to achieve the desired goal. Adding that

information to the state space, the agents do not need to learn how to communicate,
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One of the earliest works focused on programming distributed schedulers [5],

where rules expressed with aggregate programming allowed the description of sched-

ulers that react to environmental/temporal events. However, despite the interest in

this approach, there was the problem of having to program these behaviors in ad-

vance, with the disadvantage of potentially overlooking unrecognized environmental

dynamics and making the controller definition hard.

Therefore, in [1], an attempt was made to create these distributed schedulers

through reinforcement learning – particularly a variant of Q-Learning – with the goal

of optimizing a certain family of distributed computations, namely self-stabilizing

computations – that are programs which have the characteristic of achieving a stable

output given a stable context. In the proposed approach, agents are equipped with a

Q-table that is used to decide when to evaluate the collective program, i.e., the action

space consist of the next wake-up time. As in the previous work, the agents collect

local experiences in a global reply buffer, and the Q-table is updated using the CTDE

paradigm. The simulations show that the learning algorithm is able to reduce the

energy consumption of the system, while maintaining the same convergence time of

the self-stabilizing algorithm.

10.5 Learning the environment dynamics

In scenarios where multiple sensor and actuator devices have many inter-dependencies,

it is impractical (if not impossible) for the system designer to foresee (i) all the pos-

sible relations between the environmental variables, and (ii) all the possible effects

of acting on them. Hence, in a Fluidware perspective, it would be very difficult to

design funnel processes with guarantees to produce desired results (e.g. in terms of

affecting the environment in a desired way). Yet, for funnel processes and software

agents alike, to have explicit knowledge of the network of cause-effects relations

(aka of the causal model of the agents-environment system [31]) is of fundamental

importance to make sense of their operational environment, autonomously decide

plans of actions, and being able to explain such decisions [6, 25]. Thus, having soft-

ware agents (such as funnel processes) autonomously learn such causal model once

deployed in the target (simulated) environment, with minimal apriori knowledge,

may be extremely valuable.

Causal learning techniques [16] enable distinguishing causal relations from mere

associations. For instance, recognizing that the states of the air conditioning system

and of the temperature in a room are not simply correlated, but that the first causes

the second to change. The result of such causal learning process is thus a causal

network relating causes and effects with directed edges, a task that has been shown

to be out of reach for statistical machine learning models [39], which rely on purely

observational data to learn associations. It is worth noting here that also funnel

process define a network of processing steps, in a sense, hence can be expressed

in terms of causal graphs: some nodes will be variables, some will be operators
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amongst them. Rather, it is the “minimal” causal network that each agent “needs”

to correctly understand situations and plan actions. That is, "8 contains all the

variables in %8 and their links, plus the subset of variables in + \ %8 that have links

with variables in %8 .

The proposed protocol revolves around agents exchanging observational data

and carry out interventions whenever possible, that is, changing the values of their

controlled variables through the simulation software that provides access to virtual

devices (iCasa is used [22]). For instance, an agent may repeatedly (at a given

time interval, during a given time period) activate and de-activate the A/C to check

(or let other agents check) whether the temperature changes as a consequence.

Interventions are the fundamental mechanisms to check whether two variables are

linked in a cause-effect relationship and not by a mere correlation [32]. Intuitively, an

intervention deliberately changes the value of a variable, all others being untouched,

to see whether it affects others. As such, interventions require the ability to control

variables, as is the case of the variables expressing the status of actuators in agent

systems.

Authors show that multi-agent causal learning has superior accuracy with respect

to the single-agent case, as it can learn more causal relationships while doing less

mistakes (causal links learnt but not present in the ground truth)—Figure 10.4.

In Fluidware, causal graphs such as the one shown in Figure 10.4 may guide

funnel processes’ own computations. On the one hand, they can use the graph to

decide where to pick data from to make a particular decision (e.g. check CO levels to

decide what to do with the window W). On the other hand, the same graph can also be

used to predict outcomes of actions (“what if we close the window?”). In summary,

causal graph are a flexible and powerful tool to make decisions, and learning them is

a great enabler of adaptation (if the environment changes a new graph can be learnt

to cope with it).

UNION OF SINGLE-AGENT RESULTS UNION OF MULTI-AGENT RESULTS

Fig. 10.4: Multi-agent learning outperforms single-agent causal discovery: it makes

less mistakes (red arrows) and finds less false causal relations (blue arrows)—green

arrows are correct.
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10.6 Learning local communication for collective goal

achievement

In CAS where agents’ observability of each other actions and their effects has no

limits, coordination may be implicit [23]: each agent reacts to what others are doing

as best as it can. In more challenging scenarios, however, explicit communicative

actions are needed: agents need to tell each other what to do. Such communication

actions are often assumed to be among the built-in capabilities of agents, and the

communication policies resulting from their composition are defined according to

the specific goal to achieve. However, learning such policies would enable agents to

adapt to new deployments, run-time changes, and/or changing goals with minimal

designers’ intervention [34, 24]. The same applies to Fluidware, at multiple levels:

at the application level, different funnel processes with different functions can be

composed (akin to service composition) to achieve the system goals, and such a

composition may require communication between them, that could be learnt; at

the middleware level, handling distributed event flows to feed funnel processes as

well as their composition requires processing nodes to communicate, and, again the

employed protocol could be learnt.

Multi-Agent Reinforcement Learning (MARL) provides methods for learning to

communicate, either as a form of language (ungrounded communication) or with

practical environmental actions (grounded communications). Stigmergic communi-

cation via pheromone is a kind of grounded communication: a biological marker is

deposited to persist for some time and diffuse within some range (thus can be sensed

by others locally in time and space). Such a mechanism is pervasively used in natural

systems [19], in MAS, and swarm robotics as well [27, 20, 49] for successful self-

organised behaviours to emerge. Ant foraging is an example, with the Ant Colony

Optimisation algorithm for distributed optimisation [11], while termites’ nest build-

ing [10] and slime mold aggregation [38], that we use as our scenario below, are

others. Slime mold cells [36] (the agents) have innate policies (“rules”) to deposit

pheromone (i.e. when, in what circumstances), and to follow it (e.g. instead of wan-

dering randomly) with the individual goal to stay close to as many other slime mold

cells as possible, contributing to the global one of assembling clusters—through

self-organisation.

The literature reports an attempt at learning such policies from scratch, that is,

when to deposit and follow pheromone, whereas most of related literature in re-

lated fields, e.g. evolutionary computation, deals instead with how much pheromone

to deposit. Authors of [?], in fact, adopt independent Q-learning in a slime mold

cells MARL environment where agents have partial observability (e.g. they perceive

communications within a very limited range) and achieve a number of results (see

Figure 10.5 as reference). First, pheromone-based communication is learnt consis-

tently despite non-stationarity; second, the learnt policies are quicker to converge

to clusters than the built-in rules usually adopted in artificial swarms; third, agents

do learn to self-organise to best achieve the ascribed systemic goal, by coordinat-

ing action selection so that pheromone deposit happens in a few places (to have a
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so as to promptly move in their direction; (3) another few still roam randomly,

ignoring clustering messages (pheromone trails) to check whether better clustering

opportunities exist. Without (1), for instance if too many agents spam pheromone, it

may happen that agents try to cluster in too many different locations. Without (2),

that is if too few agents react to pheromone trails, clusters will not reinforce enough

and may never form. Without (3), it would be impossible for behaviours like the one

depicted in Figure 10.5 to happen: merging clusters to form a bigger one would be

very difficult as agents would always prefer gravitating around existing ones.

In the context of Fluidware, these results demonstrate that it is possible and

effective to learn communication policies (or, composition alike) even in CAS with

many agents, hence despite non stationarity. By learning communication policies at

run-time, with MARL, it would be possible to adapt to contingencies both at the

middleware level (e.g. broken communication links or delayed nodes) and at the

application level (e.g. funnel processes reconfiguring their composition for a new

goal to pursue).

10.7 Relationship with Fluidware

qui ci sta bene anche una figura che fa vedere i vari punti in cui può avvenire

l’apprendimento

The key innovative idea of Fluidware is to abstract collectives of devices of the

IoT fabric as sources, digesters, and targets of distributed “flows” of contextualized

events, carrying information about data produced and actuating commands. Accord-

ingly, programming services and applications implies declaratively specifying “fun-

nel processes” to channel, elaborate, and re-direct such flows in a fully-distributed

way, as a means to coordinate the activities of devices and realize services and

applications.

This overview already gives clues about where learning could be applied within

Fluidware based on its cornerstone abstractions and mechanisms. First of all, Fluid-

ware decouples devices from event/data streams, hence learning what device should

be feeding or consuming which stream is an opportunity to consider. Second, such

streams must be connected to devices and processing nodes acting as prosumers of

events: how to connect them (in what topology, with what communication protocol,

etc.) is another potential target for learning. Finally, an perhaps most naturally, learn-

ing can be utilized to synthesize, refine, or adapt the “behaviour” of funnel process,

being them the active processing component in Fluidware paradigm devoted to purse

goals and possibly perform autonomous decision making.

Besides these, other opportunities for learning may be devised out by considering

the application scenarios that Fluidware aims to tackle, and their typical challenges

and requirements. The potential high number and density of deployed devices raises

issues about communication topology and fault tolerance: what if devices move?

what if network links break? Finding the best way to communicate may be a task

apt for learning. The need to operate on top of a dynamically evolving infrastructure
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comprising IoT/edge/cloud devices and resources raises deployment issues: where

to place running process? how to best relocate them at run-time to cope with pro-

cessing load fluctuations or hardware failures? Such a deployment policies may be

another likely target for learning. Finally, the need for goal-oriented orchestration

of distributed activities across devices of heterogeneous computational power (from

tiny devices to cloud servers) raises issues about coordination and cooperation of

distributed autonomous components for which MARL is particularly suited for.

The following sections elaborate on these opportunities.

10.7.1 Funnel processes that learn

Funnel processes are, essentially, the “algorithms” that the application designer

defines and the Fluidware platform runs to achieve the application goals. Then, a

first learning opportunity comes from program synthesis with the sketching technique

[40] also suggested in [2] and experimented in [1]: ask the developer to only specify a

program “blueprint”, e.g. a loose specification of the “high-level” expected behaviour

with missing lower-level details, that will be completed through learning—e.g. action

policies learnt by reinforcement learning, or data acquisition operations learnt via

prediction models.

Another learning opportunity comes when considering that funnel processes may

be composed to modularly build more complex functionalities on top of simpler

ones. Such compositions may explicitly designed or learnt [35], an increasingly

adopted approach to deal with the complexity and uncertainty on dynamic software

environments. In [26], for instance, reinforcement learning is used in a multi-agent

setting to learn the most appropriate matching between requests for services and

services providers, also considering how to compose existing services in novel ways

when a readily available service cannot meet the service request’s requirements.

However, service composition does not account for any arbitrary coordination

of funnel processes towards achievement of complex system goals. For instance, it

may be the case that access to a given events flow must be given to a single funnel

process at a time, hence a distributed mutual exclusion protocol must be enacted

to coordinate competing funnels. Or, funnel processes may need to learn how to

coordinate on the fly to perform adaptation actions in face of unexpected system

disruption. Learning to coordinate, either implicitly or via explicit communication,

is an open challenge that has seen increasing attention in recent years, especially in

the multi-agent reinforcement learning community [43, 7, 48].

10.7.2 Learning to wire event flows to funnels

Funnel processes work off of event flows, that is, by consuming and producing un-

bounded streams of events stemming from the data emitted by deployed devices.
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Such event flows are decoupled from the devices that produce them, from the stand-

point of funnel processes (and their programmers). That is, they don’t care which

device contributed to which event flow, and how, they only care about having access

to the right event at the right time. This means that at different points in time the same

funnel process may actually be connected (behind the scenes) to different devices,

since different devices may be feeding the same “logical” event flow—depending

on run-time contingencies. Learning how to wire this connection dynamically is an

interesting opportunity.

For instance, devices may produce measurements with different accuracies and

confidence in their values over time, due to battery issues, signal degradation, or any

other reasons. A funnel process in charge of a critical task may require events always

with maximum accuracy and confidence, hence predicting a loss of accuracy may

be crucial to dynamically re-wire devices to event flows.

Also, funnel processes are meant to pursue application goals, but the means to do

so may change over time, wither due to new opportunities or faults. Hence, also the

wiring of event flows to funnels may need learning adaptations to perform to cope

with the ever changing environment typical of CAS.

10.7.3 Learn deployment policies

Another fundamental cornerstone of the Fluidware approach is opportunistic de-

ployment, for achieving both scale-independence and robustness: the capability of

deploying, migrating, replicating, and re-locating processing components across the

Edge-to-Cloud spectrum. Fluidware in fact does not foresee exclusively Edge de-

ployments, but welcomes a synergistic exploitation of all the tiers of a possible

deployment: Edge to harness real-time processing on-board devices, Fog computing

when battery life or computational power issues demand so, and Cloud when low

latency isn’t a constraint or heavy analytics must be carried out. However, in this

complex, multi-tiered deployment scenario it could be difficult to define where to

place each processing component at design-time. Given the intrinsically dynamic

and unpredictable nature of CAS, it would be much better to let the Fluidware

middleware learn the best deployment configurations based on past experience.

For instance, a Fluidware middleware may continuously monitor aspects such as

battery life of devices, connectivity strength, processing time, data back-pressure, as

well as application requirements and the like to try to predict the need for migrating

or re-locating processing tasks. A device with a low battery level may stop processing

data on-board and delegate to a Fog node, or in case the middleware predicts a rapid

upsurge of incoming requests may decide to transfer processing to a Cloud node at

the cost of latency.

All of this can be done without learning of course, and is in fact the preferred way

of doing these things nowadays. However, this puts lots of burden on system designer

that must carefully engineer static policies to migrate and re-locate components when
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needed. Having a system able to autonomously learn when and how to reconfigure

deployment at run-time would be incredibly valuable.

The more modular and fine-grained they are, the easier would be for applications

to, for instance, learn how to compose them for achieving a desired goal.

10.8 Open challenges

10.8.1 Multi-agent Credit Assignment: How to Reward Agents for

Their Contribution

A significant challenge in many agent system is determining how to fairly reward

individual agents for their contributions to collective goals, especially when their

actions are interdependent. This is an open problem typically referred to as multi-

agent credit assignment in the literature. Even if several solutions have been proposed

like difference rewards [46], ad-hoc reward shaping [9], and ad-hoc multi-agent

learning algorithms (like COMA [14]), the problem is still open in the general

case, and it is even more challenging in the case of CAS, where agents are not

necessarily homogeneous and very numerous. This could involve the development

of new credit assignment algorithms that take into account the complex interactions

between agents in such large scale scenario.

10.8.2 Lightweight Learning: How to Learn with Limited Resources

In Collective Adaptive Systems (CAS) environments such as the Internet of Things

(IoT), computational resources are often severely limited. Devices like sensors, ac-

tuators, and edge nodes may have constraints in terms of processing power, memory,

and energy availability. In such contexts, lightweight learning algorithms become

not just beneficial but essential for real-time adaptability and efficient operation.

Traditional machine learning algorithms often require significant computational re-

sources for training and inference. This is impractical in IoT settings where devices

are constrained by limited processing capabilities and power supplies. Therefore,

there is a pressing need for algorithms that can operate under these constraints while

still providing accurate and timely insights. Even if several solutions have been pro-

posed like federated learning [21] however, they still do not consider the specificities

of CAS, where there is a need for a collective outcome. Therefore, this could involve

the development of new lightweight learning algorithms that take into account the

specificities of CAS, considering both the resource constraints and the emergence of

desired behaviours.
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10.8.3 Lightweight Inference: How to Infer with Limited Resources

Similar to the challenges posed by lightweight learning, the need for efficient infer-

ence mechanisms is equally critical in Collective Adaptive Systems (CAS), partic-

ularly in edge-cloud computing scenarios. In these settings, data is often generated

at the edge of the network, close to where it is needed most. However, the edge

devices, such as IoT sensors and mobile phones, are typically constrained in terms of

computational power, memory, and energy resources. As a result, the system must

be capable of making quick and accurate inferences with these limited resources.

One approach to tackle this challenge is the use of specialized inference engines

that are optimized for low-resource environments. These engines can be designed to

perform specific types of calculations more efficiently, thereby reducing the compu-

tational load on the device. For example, TinyML is an emerging field that focuses on

deploying machine learning algorithms on tiny, low-power hardware. Algorithms in

this domain are optimized for quick inference and low energy consumption, making

them ideal for edge computing scenarios.

Another strategy is the use of quantization techniques that simplify the numerical

precision of the model parameters. By reducing the bit-width of the model’s weights

and biases, the computational and memory requirements for inference can be signif-

icantly lowered. This comes at the cost of some loss in model accuracy, but in many

real-world applications, this trade-off is acceptable.

Edge-cloud orchestration can also play a pivotal role in optimizing inference

tasks. In scenarios where the edge device lacks the necessary computational power

to perform the inference locally, the task can be offloaded to a nearby cloud server.

The decision to offload can be made dynamically based on various factors such as

the current load on the device, network latency, and the urgency of the inference task.

Effective edge-cloud orchestration algorithms can help in making these decisions in

real-time.

Model pruning is another technique that can be employed to make the models

more lightweight. By removing the neurons that contribute the least to the model’s

performance, the complexity of the neural network can be reduced, thereby speeding

up the inference time.

10.9 Conclusion

Collective Adaptive Systems (CAS) offer a promising avenue for tackling complex,

large-scale problems that are beyond the capabilities of individual agents. However,

the dynamic and distributed nature of these systems introduces a host of challenges

that need to be addressed for their effective deployment and operation. This paper

has provided an overview of the state-of-the-art in learning techniques for CAS,

focusing on the Fluidware framework as a case study. We have also identified several

open challenges that represent important directions for future research.
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