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ARTICLE INFO ABSTRACT

Keywords: Today’s advancement in Vehicular Ad-hoc Networks (VANET) constitutes a cornerstone in ensuring traffic
VANETs safety in Intelligent Transportation Systems (ITS). In this context, vehicle-to-vehicle (V2V) communications are
vav a pivotal enabler for road safety, traffic optimization, and pedestrian protection. However, V2V communica-
Decentralized identifiers tions lack effective and efficient security solutions that can adequately ensure the trustworthiness of the source
?c?rGA of the transmitted content. In this work, we originally propose DIVA, i.e., a Decentralized Identifier-based
Authentication reputation system for secure transmission in VAnets. In particular, we claim the suitability of utilizing IOTA, a
Security Direct Acyclic Graph (DAG)-based ledger, to securely store reputation scores and of leveraging Decentralized

Identifiers (DIDs) to identify participating vehicles. DIVA also incorporates and implements a reputation
algorithm that computes reputation scores by analyzing both safety and non-safety messages, exchanged
among vehicles and Road Side Units (RSUs) in compliance with the related European Telecommunications
Standards Institute (ETSI) standards. Thus, DIVA can effectively identify malicious contributors and decrease
their reputation scores. The reported experimental results clearly show the feasibility and effectiveness of DIVA,
by working on an extended and comprehensive dataset of realistic V2V messages; the dataset has been made
openly accessible to the research community, also to increase result reproducibility.

1. Introduction the conveyed information. Moreover, VANET scenarios present a mul-
titude of new security challenges [4-6] that require utmost attention
and proactive measures. For example, an attacker may exploit vulnera-
bilities to forge messages containing false or misleading information,
potentially leading to severe consequences such as car accidents or

misrouted vehicles. Additionally, passive attacks, such as packet eaves-

In recent years, Vehicular Ad-hoc NETworks (VANETs) have re-
ceived increasing interest from both academia and industry. These net-
works are essential components of Intelligent Transportation Systems
(ITS), enabling the exchange of road-related messages. VANETS facili-
tate the broadcasting of this information, enhancing vehicle awareness
and contributing to the overall safety of the driving environment.

The content of these messages can differ due to varying specifica-
tions in different regions. For example, the European Telecommuni-
cations Standards Institute (ETSI) has made significant advancements
in the field of ITS with the publication of several documents aiming

dropping, can be carried out to gather sensitive information about
vehicles and traffic in specific areas.

Therefore, it is of crucial importance to establish mechanisms that
guarantee the authenticity and integrity of messages within the VANET,
while simultaneously safeguarding the privacy of end-users. In this

to constitute a set of standards for the development of Cooperative
Intelligent Transport Systems (C-ITS) [1]. Specifically, ETSI defines
message structures for both periodically exchanged messages (non-
safety messages) and messages exchanged in exceptional situations
(safety messages) [2,3]. The former is designed to enhance awareness
among vehicles within the VANET, while the latter is a valuable tool
in the effort to reduce traffic accidents.

Given the content of these messages and their pivotal role in main-
taining traffic safety, it is imperative to guarantee the trustworthiness of
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direction, numerous solutions have been proposed, many of which
rely on reputation systems [7-9]. These systems typically assign a
numerical value to each vehicle based on the whole history of message
interactions, thus summarizing the vehicle’s level of trust. By utilizing
suitable detection algorithms, it becomes feasible to determine the
authenticity and truthfulness of the transmitted messages, which will be
used to update reputation values. However, most existing reputation-
based solutions for VANET do not take into account the truthfulness of
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the information contained within the standard-defined message struc-
tures. Additionally, the employed strategies perform score computation
directly on vehicles; thus, requiring the processing of the information
included in the communications and generating non-negligible delays
during message exchanges.

Besides these limitations, reputation-based schemes must tackle
various technical challenges stemming from the highly dynamic na-
ture of the VANET environment. In particular, the use of temporary
identifiers (such as pseudonyms, as referenced in [10]) for vehicle
identification, combined with the frequent changes in network topology
within a VANET, pose challenges in the definition of reputation scores
and in the collection of adequate vehicle information. Furthermore,
the computation and propagation of reputation scores require time,
which can be a significant concern for VANET-based applications with
latency-sensitive requirements.

To deal with the aforementioned challenges, this paper proposes
DIVA, an innovative Decentralized Identifiers (DID)-based reputation
system for secure transmission in VAnets. The primary objective of
DIVA is to offer a reliable solution to identify malicious messages
by leveraging a reputation mechanism based on Distributed Ledger
Technologies (DLTs). DIVA requires every vehicle to have a unique
identifier and share road information with other entities within the
network: for this purpose, involved vehicles are identified with DIDs,
while their participation is regulated using Verifiable Credentials (VCs).
Initially, each DID is associated with a default reputation score, which
is then adjusted based on the history of exchanged message contents
and their truthfulness. Reputation scores are stored in the IOTA Tangle,
a Direct Acyclic Graph (DAG)-based ledger, which is spread across
multiple edge nodes covering a specific geographical area, e.g., a city.
A vehicle can obtain the reputation of other participants only if its
reputation overcomes a given threshold. The computation of reputation
scores occurs at edge nodes, without incurring in computation overhead
and delays on the participating vehicles. Let us note that the DIVA
reputation computation originally employs the message format defined
by ETSI, thus ensuring standard compliance and full compatibility with
the emerging road infrastructures.

To show the feasibility and effectiveness of DIVA, we have also gen-
erated an extensive dataset including non-safety and safety messages
that are exchanged by vehicles in V2V communications. To the best
of our knowledge, this represents the first effort to provide an ETSI-
compliant message dataset, thus favoring the adoption of the standard
in the VANET research community. The dataset was curated by captur-
ing messages within the context outlined in [11]: building upon this
foundation, we further manipulated the dataset by introducing con-
trolled instances of malicious messages. This modification was crucial
for evaluating how DIVA reacts when a vehicle misbehaves. By exploit-
ing this extensive dataset, we have performed a wide set of experiments
to test the feasibility and efficiency of DIVA. Experimental results
reported in the paper show that DIVA accurately detects malicious
contributions in VANET environments, by achieving an accuracy of
approximately 90% across various scenarios. Moreover, we have made
the DIVA implementation openly accessible to the community [12],
serving as a valuable solution to conduct thorough comparisons on this
topic. By summarizing, the primary original contributions of the paper
are as follows:

» We propose a novel DID-based reputation scheme for VANET,
with full compliance with ETSI standards;

We have generated the first extensive ETSI-compliant commu-
nication dataset and made it openly available to the research
community in the field;

We have implemented and extensively evaluated DIVA against
that dataset and also in 5G-enabled deployment scenarios, by
showcasing the DIVA effectiveness in handling malicious contri-
butions.
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Table 1
Table of acronyms.
Abbreviation Definition
CAM Cooperative Awareness Message
DAG Direct Acyclic Graph
DENM Decentralized Environmental Notification Message
DID Decentralized Identifier
DLT Distributed Ledger Technology
OBU On Board Unit
RSU Road Side Unit
VANET Vehicular Ad-hoc NETwork
vC Verifiable Credential
VP Verifiable Presentation
vav Vehicle-to-Vehicle
vaI Vehicle-to-Infrastructure
V2X Vehicle-to-Everything

The remainder of the paper is organized as follows. In Section 2,
we concisely present the needed background about VANET and DLT.
Section 3 presents the DIVA system model, while Section 4 is dedicated
to presenting the originally defined and implemented DIVA protocols.
Section 5 offers an extensive performance evaluation of DIVA under
different circumstances, while Section 6 provides the readers with the
security analysis of the proposed reputation scheme. The description
of related work employing DLT and some conclusive remarks end the

paper.
2. Background

This section offers the needed background to understand the key ele-
ments of our proposal. Additionally, for the sake of clarity, we summa-
rized the acronyms used in this paper in Table 1.

2.1. VANET

VANETs are self-organizing networks that rely on vehicles to func-
tion as routers or mobile nodes with a wide communication range. To
dynamically establish the network, vehicles are equipped with an On
Board Unit (OBU), which enables communication with neighbors. In
traditional VANET scenarios, Roadside Units (RSUs) are strategically
positioned alongside roads to provide service access and facilitate
wide-range communication between vehicles.

Currently, two primary technologies promote VANET communi-
cations: IEEE 802.11p [13] and Cellular V2X (C-V2X) [14,15]. The
802.11p standard operates at the physical and medium access control
(MAC) layers, while it utilizes the 802.11 wireless technology to en-
able wireless V2V and vehicle-to-infrastructure (V2I) communications.
However, despite the good performance of this standard, it does not
assure satisfactory reliability of message delivery. In 2019, the Internet
Task Force initiated the development of a novel V2X communication
standard, known as IEEE 802.11bd. This standard is based on the
IEEE 802.11ac (i.e., Wi-Fi 5) which makes it more powerful than its
predecessor IEEE 802.11p. Specifically, it should guarantee twice the
performance of IEEE 802.11p [16] in terms of throughput, latency,
reliability, and communication range while guaranteeing backward
compatibility with the previous standard. Furthermore, the use of
Low-density Parity-check Coding (LDPC) and Midambles enables IEEE
802.11bd to achieve better reliability of message delivery compared to
IEEE 802.11p, i.e., about 88% vs 75% [17].

The message specification for this technology may vary across re-
gions. For example, in the United States V2V communications are
governed by the Wireless Access in Vehicular Environments (WAVE)
standard [18], while in Europe, the ETSI group has established the
ITS-G5 standard [19]. Both variants include messages with comparable
information but different encoding, such as the Basic Safety Message
(BSM) in WAVE and the Cooperative Awareness Message (CAM) in
ITS-G5. An example of a protocol facilitating the dissemination of
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these messages is the GeoNetworking Protocol [20]. This protocol
leverages geographical positions for data packet distribution, relying on
a geographical routing process to direct messages to specific geographic
areas.

On the other hand, C-V2X, developed by the 3rd Generation Partner-
ship Project (3GPP), leverages the existing cellular network infrastruc-
ture to offer a unified solution for V2V, V2I, and vehicle-to-pedestrian
(V2P) communications. Initially introduced in Release 14 (Long-Term
Evolution V2X) [14], C-V2X supported only broadcast communications.
However, with the introduction of New Radio V2X in Release-16 [15],
support was extended to unicast and groupcast communications. In
such a scenario, vehicles exploit the PC5 interface for direct V2V com-
munications independent of cellular networks, while the Uu interface is
used to facilitate traditional cellular communications, enabling vehicles
to receive information about road and traffic conditions.

2.2. Decentralized identifiers and verifiable credentials

DIDs [21] have transformed identifier systems in decentralized
identity frameworks by uniquely identifying DID Subjects, whether
human or non-human entities [22]. A DID consists of three parts: a
Uniform Resource Identifier (URI), a specific DID method identifier,
and a method-specific DID identifier. Each DID resolves to a machine-
readable JSON-LD document known as a DID Document, containing
cryptographic public keys, service endpoints, authentication parame-
ters, timestamps, and metadata. DIDs eliminate the need for identity
providers and centralized authorities, allowing entities to prove own-
ership by using private keys corresponding to the embedded public keys
in the DID document. Verification is achieved by accessing the public
DID Document, typically shared through a verifiable data registry often
implemented via DLTs.

VC [23] is another specification formalized by the W3C that pro-
vides a standardized data structure for representing cryptographically
verifiable and tamper-proof claims. VCs play a key role in an ecosystem
comprising holders, issuers, verifiers, and a verifiable data registry.
Holders are entities controlling one or more VCs, while issuers create
new VGCs. In a vehicular context, the issuer could be the the Ministry of
Transport or the Department of Motor Vehicles. Verifiers leverage VCs
to establish trust, i.e., an RSU collecting data from a vehicle. The veri-
fiable data registry manages the creation and verification of identifiers,
keys, credential schemas, and related data. A VC includes elements
like the subject URI, issuer’s URI, unique credential identifiers, claim
expiration conditions, and cryptographic signatures.

Furthermore, the W3C Verifiable Credentials Working Group intro-
duced verifiable presentations (VPs), specifying methods for signing
and presenting VCs by holders to prove their ownership.

2.3. Distributed ledger technologies

DLTs are decentralized data sources that eliminate centralized stor-
age and administration. The information stored in DLTs is replicated
across multiple nodes, ensuring that each node maintains a coherent
copy of the data. The collaborative nature of DLTs allows various
entities to contribute without relying on centralized or third-party
intermediaries. Unlike traditional databases, data stored in DLTs cannot
be tampered with due to their append-only data structures. These
systems rely on decentralized Peer-to-Peer (P2P) networks, avoiding the
vulnerabilities associated with a centralized control entity and the risks
of a single point of failure. To ensure network synchronization, DLTs
employ consensus protocols based on strong cryptographic principles
that guarantee trust among participants. In this work, we use DLTs to
maintain DID Documents and the reputation values of each vehicle.

DLTs can be categorized according to the data structure used to
store transactions. The most popular options are blockchains and DAGs.
A blockchain stores information in blocks linked together by hash
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Table 2
Example of edge node internal table fields.
Field name Type Description
vehicle_did String DID uniquely assigned to a
vehicle.
repScore Double Reputation Score

associated with the DID
identifying the vehicle.

pointers. This design enables the detection of data tampering, as al-
tering a block would disrupt the entire chain. In contrast, a DAG is a
data structure that does not follow the traditional linked list of blocks
since it is organized as a directed graph without cycles. Moreover, DLTs
can also be devised based on their access model. Permissionless ledgers
are open and accessible to the public, allowing anyone to participate.
It operates with complete decentralization involving unknown parties.
On the other hand, permissioned ledgers restrict participants’ ability
to write data, read data, or both. This setup generally leads to partial
decentralization. In this work, we employ a permissioned DAG-based
ledger, wherein only a restricted set of nodes is authorized to both
publish and read transactions.

2.3.1. IOTA

IOTA [24] is a next-generation DLT designed to address the scal-
ability issues of blockchain technology, while maintaining the same
security features. It utilizes a unique data structure called Tangle, which
is a DAG-based ledger made up of interconnected nodes that store trans-
actions. Transactions are validated by the nodes they are connected to,
allowing for fast performance without the need for middlemen such as
miners or validators. The Tangle also allows for zero-value transactions,
which do not require validation by network participants since they do
not involve any transfer of value. As a result, they can be attached to the
Tangle without the risk of double spending, significantly reducing the
time required to share information. As blockchain, also IOTA networks
can be deployed as private or public. In addition, IOTA distinguishes
clients and nodes. A client is any entity (i.e., human or not) that
submits transactions to a node. A node is responsible for verifying their
correctness and attaching them to the Tangle.

Finally, an IOTA network comprises additional node types named
Coordinator and Permanode. In each IOTA network, there is a unique
Coordinator that regularly produces milestones, trusted signed transac-
tions used by nodes to confirm transactions. The signature guarantees
that nobody can fake the signatures on milestones, thus, they are
always legit. In particular, a transaction is confirmed only when directly
or indirectly referenced by a milestone that nodes have validated. It is
worth noting that the use of the Coordinator is temporary since it will
be removed in incoming updates. On the other hand, Permanodes are
responsible for keeping the history of all the transactions that occurred.
Such a component is particularly relevant in specific scenarios since
nodes may be constrained devices that cannot memorize the entire Tan-
gle, thus periodically deleting recorded transactions through a pruning
operation.

3. The DIVA architecture and model

In this section, we outline the key components of DIVA. We first
describe the elements encompassed within our architecture along with
the underlying assumptions. Then, we present the communication re-
quirements and a comprehensive overview of the adversarial model.

3.1. General overview
Our scenario comprises a set of edge nodes, which are intercon-

nected through a 5G core network, and considers the IEEE 802.11p
standard for both V2V and V2I communications. In this context, DIVA
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offers a reputation system that stores reputation-based information
on IOTA, which is maintained across multiple edge nodes. An edge
node serves as the entity providing computational resources in the
form of a small data center located at the network edge, e.g., close
to car drivers [25-27]. The precise location of these nodes might be
determined by the network infrastructure deployment, as discussed
in [28].

In a VANET scenario, edge nodes may act as collection points
for messages from vehicles and perform computations to determine
the trustworthiness of each participant. Edge nodes are responsible
for updating the vehicles’ reputation through transactions stored in
the ledger. Furthermore, we assume that they are designed to be
resilient against tampering or unauthorized access. Each edge node
also maintains an internal table that holds the reputation associated
with the vehicles, enabling them to quickly respond to reputation
requests without querying the ledger. This organization minimizes
the computation overhead on the vehicle side since participants in the
VANET can directly leverage these data to assess the trustworthiness
of other vehicles. Table 2 illustrates the fields maintained within the
internal table.

Vehicles are uniquely identified through DIDs, which are assigned
and registered on the ledger by a Trusted Authority (TA). This entity
plays a crucial role in ensuring the integrity of vehicles and granting
them access to the network. As illustrated in Fig. 1, the TA consists
of an Identity Provider, such as the Ministry of Transport in Italy or
an authorized inspection center, which is responsible for periodically
verifying the vehicles’ compliance with legal requirements by detecting
any physical tampering or modifications. Once the inspections are
completed, the Identity Provider issues a VC for the vehicle’s DID,
certifying its eligibility.

Finally, RSUs, assumed to be integral and trusted components of
the infrastructure, play a central role within the system to verify the
message reliability. The presence of an RSU, providing road-related
data, may help in the identification of malicious vehicles, as their con-
tributions inherently deviate from that of the RSU. However, it is worth
noting that not all RSUs are equipped with sensors for monitoring road-
related events. Some RSUs may solely work as relay nodes, extending
vehicles’ communication range and facilitating communication with
the infrastructure, such as edge nodes or cloud services. Hence, RSUs
providing trusted road data are not uniformly distributed across all
roadways. In instances where RSU sensors are absent, RSU functioning
as relay nodes, the system operates under the assumption that the
majority of vehicles are benign.

3.2. Communication requirements

DIVA strives to enhance the safety and efficiency of vehicular
communications by adhering to a comprehensive set of requirements
commonly used in the literature [29,30]:

1. Confidentiality: information exchanged between vehicles and
RSUs has to be protected from unauthorized access or eavesdrop-
ping attempts.

2. Integrity: tampering or alteration of messages has to be detected,
thereby assuring that the received information is trustworthy
and unaltered.

3. Authentication: interactions in the VANET have to be authen-
ticated, ensuring that communication is only established with
trusted entities.

4. Privacy: no entity in the VANET can infer the real identity of the
user vehicle;

5. Traceability: messages have to be traced back to their origin,
enabling accountability and facilitating legal actions against
malicious participants. Traceability also serves as a deterrent,
discouraging potential attackers from engaging in malicious ac-
tivities within the network.

6. Non-repudiation: vehicle cannot disown or repudiate its role as
the sender of a particular message.

3.3. Adversarial model

The security of communications heavily depends on the robustness
of the proposed scheme against potential attacks. In the assessment of
the security, presented in Section 6.2, we use the Dolev—Yao model
adversary [31], which allows for a comprehensive evaluation of the
system’s resilience. The Dolev-Yao model assumes that the attacker
can intercept any message passing through the network, initiate com-
munication with any entity, and even act as the intended receiver of
any transmission. We consider that a VANET can be susceptible to the
following attacks:

1. Eavesdropping Attack: By compromising the confidentiality of the
information, the attacker gains unauthorized access to sensitive
data, such as location information, personal details, or messages
exchanged between vehicles.
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2. Replay Attack: The adversary captures and subsequently retrans-
mits a previously recorded message to mislead other vehicles.
This can lead to unexpected situations, such as traffic manage-
ment, collision avoidance, and cooperative driving.

3. Forgery Attack: The attacker attempts to impersonate legitimate
users or entities within the VANET. By forging messages, the
attacker can mislead neighboring vehicles and manipulate their
behavior, leading to unintended consequences or hazardous sit-
uations.

4. Sybil Attack: The adversary creates multiple fake identities or
vehicles to deceive other participants within the VANET. This
can be exploited to disrupt routing protocols, manipulate traffic
patterns, or spread false information within the network.

4. DIVA at work

This section gives the design details about how the DIVA entities
interact at runtime, whose workflow is depicted in Fig. 2. The DIVA
operations supported in our current implementation can be classified
into: registration, V2X communication, and reputation update.

4.1. Registration

To become a DIVA participant, a vehicle must first register a DID
on the ledger and have a VC issued by a TA such as the Department of
Motor Vehicles (DMV) of a city. The TA is responsible for verifying that
the vehicle is compliant with the law and has not been stolen or altered.
Once the vehicle successfully meets the required checks, it generates
a DID and submits it to the TA. This ensures that only the holder of
the DID retains complete control over its associated information. The
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TA interacts with the ledger to record the DID and the corresponding
DID Document. Then, it issues a VC that confirms the DID’s successful
registration and returns it to the vehicle. Given the VC, the vehicle can
generate a VP, which will be appended to each communication. The
VP serves as evidence of the vehicle’s identity and its ownership of the
issued VC.

DIDs and VCs are completely anonymous, as they do not contain
any sensitive information that can be traced back to the identity of the
vehicle or its user. This ensures the privacy of the vehicle owner and
helps prevent any leaks.

4.2. V2X communications

As described in Section 2.1, vehicles may use different technologies
to communicate. Within the scope of this paper, we focus on V2V and
V2I communications compliant with the ETSI standard and based on
the 802.11p technology.

We identify two main categories of messages between vehicles:
safety messages and non-safety messages. The former indicates excep-
tional situations such as accidents or road closures, which can have a
substantial impact on traffic conditions. These messages are of utmost
importance as they provide critical traffic information, playing a vital
role in ensuring traffic safety. On the other hand, vehicles engage in
periodic exchange of non-safety messages to share details regarding
their speed and position. This continuous exchange fosters a compre-
hensive awareness of the surrounding environment among the vehicles.
In this direction, the ETSI standards define two main message types to
cover the aforementioned cases: CAM [2] and Decentralized Environ-
mental Notification Message (DENM) [3]. CAM is used by vehicles to
create awareness among one another. It includes status and attribute
information, like vehicle position, speed, and activated systems, and
is exchanged periodically among V2V and between vehicles and in-
frastructure V2I. On the other side, the DEN messages are exchanged
during exceptional situations to notify road users of a detected event to
improve road safety and traffic efficiency. The information exchanged
may include the device originating the event, situation description,
detection time, and event location.

In our system scenario, message dissemination is facilitated by the
GeoNetworking Protocol [20], briefly introduced in Section 2.1. Specif-
ically, the forwarding scheme adopted in cooperative awareness basic
service is Single-Hop Broadcasting, where messages are sent only to
one-hop neighborhoods. Conversely, the decentralized environmental
notification basic service employs GeoBroadcasting for packet forward-
ing. In this case, packets are forwarded hop-by-hop until they reach the
destination area specified within the packet. Once the packet reaches
the destination area, nodes within the area start packet rebroadcasting
to ensure its dissemination.

4.3. Reputation update

In DIVA, vehicles communicate with surrounding entities, including
RSUs, via Single-Hop and GeoBroadcasting protocols. Therefore, we
assume that each edge node can intercept the transmitted messages
within the VANET. Fig. 2 shows the edge node behavior upon receiving
a DENM. After verifying the VP, the edge node initiates the process
of evaluating the received information and proceeds to refresh the
reputations of the involved vehicles.

4.3.1. Calculating reputation scores

The DIVA reputation system consistently treats information origi-
nating from RSUs equipped with traffic-monitoring sensors as inher-
ently accurate. The inclusion of these RSUs enables the establish-
ment of a definitive reference point for verifying the authenticity
of vehicle-generated messages and subsequently assigning reputation
scores. Nevertheless, there exist certain scenarios where RSUs lack
sensor equipment, making them incapable of generating messages on
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Algorithm 1 Reputation Score Computation.

Algorithm 3 DENM coherency.

Input: TeuentType’ 'L-x[IQuality7 Team» Prsus 6‘)msg’ defScore,
m
Output: repScores

Requ1re: mage b TeuemType; mxitQua[iry 2 TsirQuality

rsuScore < (w,g, * defScore)
msgCohScore « (W5 * defScore)
if initial Reputation Exists(mgy,,.,) then
repScore < load Inital RepScore(m
else
repScore « defaultRepScore
end if
if not messagelnsideEdgeArea(m) then
return
end if
if not messageCoherentW ithRSU (m) then
repScore < repScore — rsuScore
end if
camCoh < computeCAM Coherency(m, .,,,)
if camCoh < 10 then
repScore < repScore — msgCohScore
else
if 10 < cam_coh < 30 then
repScore « repScore
else
repScore < repScore + msgCohScore
end if
end if
similar Events « find Similar Events(m,t,
5euemType)
if len(similar Events) > 2 then
repScore « repScore — msgCohScore
else
repScore < repScore + msgCohScore
end if
updateRepScore(did,,, repScore)

SOMI‘L‘E)

eventT ype>

> Applying Eq. (1)

Algorithm 2 CAM coherency.

Input: denm, z,,,

Output: camCoherency

function computECAMCOHERENCY(denm, 7,,,)
cams <« loadCam(denm
camCoh < 0
for all cam in cams do

T

source> Cam)

distance < getDistance(denm,,p,g, Camy, r p,s)
if distance < 8,07yp. then
camCoh < camCoh + 1
end if
end for
return
return (252290 ) 5 100

A len(cams)
end function

traffic conditions. To address this challenge, DIVA provides an outlier
detection algorithm that identifies messages generated by vehicles that
remarkably deviate from the average. Following this evaluation, a
reputation score is assigned to the DID responsible for generating that
message.

Each DID is associated with a numeric value rp;, € [0, 1] represent-
ing the vehicle reputation. The outlier detection algorithm, outlined in
Algorithm 1, requires the freshness of the messages 7,7, Which
depends on the type of event leading to its dissemination, and the sit-

uation information quality above a certain threshold, 7, These

Input: denm, 7, 1)

eventT ype>
Output: similar Events

function FINDSIMILAREVENTS(d e, Typont ype»
)

eventT ype

evem‘Type)
centroids Denms < loadCentroids()

for all el in centroidsDenms do
eventT ype « el[eventT ype]

T 4 < el[time]

centroi
Sceniroid < €llspace]
if eventType = denm

and distance(d,

eventT ype and abs(Tcemraid - denmdetTime <

centroid — denm, )< 6 then

Teentroid +deNMyerTime

chemType event Pos eventT ype
el[time] «
el[space] « centroid(S..piroid> A€NMMypon: pos)
return element|denms]
end if
end for

end function

data are extracted directly from the message content. For example,
in the DEN message structure, information quality is a value ranging
from O to 7, indicating the quality level of information provided by
specific vehicles. This may be influenced by the condition of the sensor
that gathers that information. Moreover, both the CAM and DENM
structures contain information about when the message was generated,
allowing for the identification of its age. Hence, messages identified
as excessively dated or of low quality are excluded from the reputation
computation, since they are usually ignored by vehicles within VANETs.

After confirming the quality and freshness of the message, the
algorithm verifies whether the event position indicated by the message
m falls within the area managed by the respective edge node through
the function messagelnsideEdgeArea(m). Then, it compares the con-
tent of the message with the information provided by the RSU and
assesses its coherence with the CAMs generated by the same source.
It is worth noting that we only consider CAMs falling within a time
window defined by a threshold z,,,,. The time window can be adjusted
according to the dynamic nature of the VANET. For instance, in a
highway scenario where vehicles move at higher speeds, older CAMs
may not accurately reflect the current state of the environment. In such
cases, a smaller window is more appropriate. As shown in Algorithm
2, the coherency assessment relies on the Euclidean distance between
the event location indicated in the DENM and the vehicle positions
specified in the corresponding CAMs.

Furthermore, the algorithm evaluates the similarity of the event
provided in the DENM with those already received using a centroid-
based approach, as outlined in Algorithm 3. This involves a progressive
computation of two centroids: a time centroid (denoted as 7,,yiq)
and a distance centroid (denoted as §,,,,;s)- Upon receiving the first
DENM, they are initialized with DENM detection time and position.
Subsequent DENMs trigger updates to the centroids by averaging the
old centroids with the detection time and position contained in the
received message. The algorithm uses the time centroid to determine
a time window, |Z.euyeg — €ad Denyyrimel < Topentypes in Which the
detection time has to fall to be considered similar in temporal terms.
The spatial aspect undergoes a similar process, employing &,,,,,,;s along
with the specified radius 6,7, t0 establish an area, where the mes-
sage’s position is expected to fall for similarity assessment. This process
produces a list of similar DENMs employed to assess the accuracy of the
current DENM.

All these evaluations are utilized to compute a reputation score,
denoted as repScore, which is then used to update the reputation of
the vehicle responsible for generating the DENM.
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4.3.2. Updating reputation scores
The edge node updates the reputation of the vehicles according to
the following equation:

(rprp)i =aX(rprpli—1 + B X ((rprp)i—1 +repScore) (€8]

where (rprp), represents the updated reputation score of the source
DID, while (rp;p),_; refers to the reputation score from the previous
time step ¢ — 1. The « and p parameters dictate the relative impact of
each contribution. Their combined value is restricted to be equal to 1,
indicating that they jointly shape the overall influence on the updated
reputation score. Thus, the new reputation score is determined through
a combination of the previous reputation and the score computed by
Algorithm 1. It should be noted that a variation in the reputation
score is contingent on the type of misbehavior exhibited by the vehicle.
Each misbehavior results in a degradation of the reputation score deter-
mined by the corresponding weight (e.g., ®,,,, for message coherency).
Additionally, these weights can be dynamically adjusted based on the
geographical area managed by the respective edge node.

4.3.3. Storing reputation scores

The final value of the reputation score is stored in the Tangle
through a zero-value transaction. However, this requires that there can
be no conflicts, i.e., two edge nodes that contemporary update the
reputation of the same vehicle. In VANETS, we can assume that the
edge nodes are positioned distant enough, thus preventing a vehicle
from communicating simultaneously with two different nodes. Indeed,
in real-world deployments, edge nodes are located either at the network
edge, near the Radio Network node (e.g., RSU), or at network aggre-
gation points, where they manage multiple Radio Network nodes [28].
Hence, by defining the area managed by the edge nodes as the cover-
age of their associated radio network nodes, the intersection of areas
supervised by distinct edge nodes becomes negligible. Furthermore, the
time needed for a vehicle to move from one node’s coverage to another
one exceeds the time required to update the vehicle’s reputation.

Each vehicle can now request reputations related to the area man-
aged by that edge node. To obtain the latest updated reputations, a
vehicle must explicitly request them to provide its VP. This ensures
that only authorized users can access the reputation data, excluding
contributions coming from malicious vehicles.

5. DIVA evaluation

To evaluate the performance of the DIVA prototype, we run ex-
tensive simulations running on realistic deployment settings. We first
created an extensive dataset with the CAMs and DENMs exchanged
between vehicles in the scenario presented in [11]. Subsequently, we
manipulated the dataset containing DENMs to create some malicious
instances.

We built our simulation network environment by connecting 5
edge nodes, using the OMNeT++ simulation environment along with
the Artery framework [32] and Simu5G communication library [33].
Artery is a VANET simulator that operates within the OMNeT++ en-
vironment and incorporates SUMO [34] for road traffic modeling.
Simu5 g realistically models both the core network and the Radio
Access Network (RAN) of a 5G network. We employed Artery to col-
lect V2V messages that we originally generated in full compliance
with ETSI standards. On the other hand, we used Simu5G to simulate
network-related behaviors. This comprehensive approach allowed us
to rigorously evaluate the performance and effectiveness of DIVA in
a controlled, yet realistic, experimental setup.

5.1. V2V communications dataset
To evaluate the effectiveness of our approach in detecting malicious

messages, we created a dataset gathering ETSI-compliant messages
exchanged during a road hazard event. This dataset has been made
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Fig. 3. Ingolstadt North highway junction.

publicly accessible,! facilitating further research and evaluation. The
dataset was generated considering the scenario analyzed in [11], where
the authors extended the Artery tool [35] to enable dynamic VANET
scenarios and present a Decentralized Environmental Notification use
case.

This scenario involves the modeling of a limited sight zone, such as a
foggy area where entering vehicles suddenly reduces their speed. Fig. 3
illustrates the region of interest under study, which corresponds to the
area near a highway junction Ingolstadt Nord in Ingolstadt, Germany. In
this area, a car at the Ingolstadt Nord junction performs an emergency
stop, thus causing a collision risk that triggers the broadcasting of
DENMs. Generally, vehicles detecting a critical situation with high
crash probability generate a DENM containing event-specific details
such as the detection time, cause code, event position, and more. These
messages are collected in our dataset as they play a crucial role in
malicious behavior detection. Moreover, we collect CAMs generated
within the designated area, as they constitute an integral part of the
procedure for validating the reliability of information within DENMs in
the DIVA system. This encompasses identifying any inconsistencies in
detection time and vehicle positions. In Table 3 we provide an overview
of the key components of the DENM and CAM datasets with their
relative features.

Additionally, to evaluate DIVA’s capacity to identify DENM mali-
cious content, we manipulated the DEN dataset by introducing specific
malicious instances. Initially, we select a subset of sources to undergo
malicious transformations. The approach involves introducing distor-
tions to values by injecting noise into messages sent by these sources,
specifically targeting some fields such as detection time, longitude,
latitude, and altitude. However, it is not sufficient to simply add
random noise to those values, as it might lead to nonsensical alterations
for the respective columns, such as negative values. To address this, a
normal distribution is created for each column, centered in zero, with
a standard deviation tailored to match the specific deviation of that
column. Each value in the messages from the selected sources is then
adjusted by adding a randomly sampled value from the corresponding
distribution. This process ensures that, despite the modifications, the
resulting values remain realistic and fall within the acceptable range
for each column. Each value undergoes independent modification, by
introducing a varying degree of distortion even for messages from the
same source, thereby by adding complexity to the task of identifying
malicious sources.

L https://github.com/MMw-Unibo/ETSI-V2V-Dataset
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Table 3
Summary of dataset characteristics.
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Dataset name Description

Illustrative features

DENM dataset

simulated scenario detailed in [11].
CAM dataset

scenario outlined in [11].

It comprises a subset of the information contained in
DEN messages exchanged during the execution of the

It includes a selection of data extracted from CAMs
exchanged within the context of the simulated

source; situation_eventType; detection_time;
simulation_time; eventPos_lat; eventPos_long; eventPos_alt.

source; referencePositionLat; referencePositionLong;
referencePositionAlt; simulationTime.

Table 4
Threshold Study with 20% of malicious vehicles.
Threshold  Event type a=p TPR TNR FPR FNR
dangerousEndOfQueue 0.5 100 49,51 5049 O
Mode collisionRisk 0.5 87.23 92.8 7.20 12.77
trafficCondition 0.5 100 78.48 2152 0
Total 0.5 99.93 7814 21.86 0.07
dangerousEndOfQueue 0.5 100 4951 5049 O
. collisionRisk 0.5 78.72  92.80 7.20 21.28
Median . .
trafficCondition 0.5 100 78.48 2152 O
Total 0.5 99.89 78.14 21.86 0.11
dangerousEndOfQueue 0.5 100 100 0 0
Mean collisionRisk 0.5 61.70 100 0 38.30
trafficCondition 0.5 100 100 0 0
Total 0.5 99.80 100 0 0.20

5.2. Experiments

In this section, we explore the parameter selection and DIVA per-
formance in detecting malicious messages. We implemented DIVA?
and assessed its performance using the dataset detailed in Section 5.1.
The algorithm has been implemented through a Python script that
processes every single message characterizing the DEN-based dataset.
All experiments were conducted on a Linux virtual machine equipped
with 16 CPUs and 32 GB of RAM.

5.2.1. Thresholds selection

This study aims to determine the thresholds that most effectively
enable DIVA to distinguish between malicious and non-malicious mes-
sages. To find their optimal values, we employed three distinct aggrega-
tion metrics, namely mode, median, and mean. Such metrics consider the
distances from the vehicle generating the event and the event position
itself, obtained by combining CAMs content with information provided
in the current DENM. The computation of these thresholds relies on
the benign datasets described in Section 5.1. Concerning the message
age, we used the thresholds described in different reference documents
(e.g., [36]). To determine which CAMs are considered for coherency
computation (Algorithm 2), we defined a predetermined value of z,,,,
set at 600 s. This choice specifically addresses the scenario examined
in this manuscript, to identify Cooperative Awareness messages in
proximity to a specific event. It is important to note that, as mentioned
earlier, the outlier algorithm provides flexibility to fine-tune this value
for the specific geographical area under consideration.

5.2.2. DIVA performance

We conducted several experiments varying the values of « and g
to determine the optimal parameter combination. These experiments
employed the manipulated versions of the DENM dataset, considering
different percentages of malicious sources.

Initially, we run DIVA to compute the reputation of sources con-
tained in the manipulated versions of DENM dataset. Then, we repro-
cessed the dataset to evaluate the reputation score computed in the
previous step, to identify malicious messages generated by sources with

2 https://github.com/MMw-Unibo/DIVA

a reputation score below a defined threshold denoted as z,,,g,,.. This
procedure was repeated ten times, incrementing f values by 0.1 each

time within the range of O to 1.
5.3. Results and discussions

This section presents the results of our experiments aimed at iden-
tifying the most effective thresholds and evaluating the performance of
DIVA in detecting and discarding malicious messages.

5.3.1. Threshold selection

To ensure a uniform evaluation of the factors outlined in Eq. (1), we
analyzed the three selected thresholds, by employing identical values
for both a« and p. Table 4 shows the results obtained for each event
type within the DENM dataset when « and f are both 0.5. It provides
details on the percentage of accurately classified messages, i.e., True
Positive Rate (TPR) for malicious messages and True Negative Rate
(TNR) for non-malicious ones. Additionally, it indicates instances of
misclassification, including False Positive Rate (FPR) and False Nega-
tive Rate (FNR) for malicious and non-malicious messages respectively.
For the sake of briefness, we only report the metrics for 20% of
malicious sources within the dataset. It is worth mentioning that the
majority of the events refer to traffic condition, as it constitutes the most
frequently transmitted event in DENMs. Consequently, the event type
Total, aggregating results regardless of the situation contained in the
message, is notably influenced by their outcomes.

Furthermore, the table shows that the mode, i.e., the most com-
mon distance value, as 8.y, leads to the highest performance in
detecting malicious messages, achieving a TPR of 99.93%. However,
as for the median, when employing this threshold, the algorithm tends
to act conservatively, resulting in the rejection of around 20% of
non-malicious messages. On the contrary, using the mean ensures the
accurate identification of all non-malicious messages achieving a TNR
of 100%, albeit it may leave certain events, like the collision risk event
(TPR 61.70%), unprotected. Based on this analysis, in the following
section, we employ both mean and mode as ,,,7,,. t0 delve deeper
into DIVA’s performance while varying the values of « and g, as well
as the percentage of the malicious sources.

5.3.2. DIVA performance

Figs. 4 and 5 illustrate the performance obtained in identifying the
nature of vehicles when using mean and mode as thresholds. By com-
paring the graphs, DIVA demonstrates better performance when using
the mean as the threshold. This is particularly evident, in Fig. 4(a),
for values of f ranging from 0.2 to 0.6: the incidence of incorrectly
identified messages approaches zero. For lower values of g, the perfor-
mance of DIVA degrades as the influence of the new reputation score
in Eq. (1) is minimal. Indeed, the percentage of incorrectly identified
messages increases to approximately 20% for these values of g in all the
scenarios considered. On the other hand, when increasing the number
of malicious sources, DIVA maintains a high accuracy for values of
p above 0.3, achieving around 94% with 30% of malicious sources
(Fig. 4(b)), and 89% with 40% of malicious sources (Fig. 4(c)).

When considering mode as the space-related threshold, DIVA acts
conservatively. Although it tends to accurately detect malicious mes-
sages, it also ends up discarding approximately 40% of the total re-
ceived messages, including non-malicious messages. As illustrated in
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Fig. 5. Performance of DIVA using mode as threshold.

Fig. 5(c), this number increases with the highest number of malicious
sources to approximately 50%.

These findings demonstrate DIVA’s proficiency in distinguishing
malicious sources, using values of f ranging from 0.4 to 0.6. By
assigning them low reputation values, DIVA effectively enables vehicles
with benign intent to filter out these potentially harmful sources from
V2V communications. This capability enhances the overall security and
trustworthiness of the VANET environment, creating a safer network for
all participating vehicles.

Finally, we carried out tests on execution latency. As mentioned
earlier, transactions published on the Tangle do not necessitate vali-
dation by other nodes. Therefore, the overall latency for propagating
new reputations by a node is equivalent to the latency of a broadcast
message. Utilizing the simulation tool, we measured this latency for
5 edge nodes, which, however, proved to be negligible, i.e. a few
microseconds. It is worth noting that the number of nodes does
not impact the above latency indicator since it specifically measures
one-to-one communication. Furthermore, the total number of nodes is
constrained by the scenario of interest, which revolves around a city
setting, totaling approximately a few hundred nodes. Thus, DIVA can
be deployed in a real-world scenario since the overhead introduced by
the Tangle is minimal.

6. Security analysis

In this section, we present a comprehensive analysis of how DIVA
effectively fulfills the security requirements outlined in Section 3.2
and offers robust protection against the adversary model discussed in
Section 3.3.

6.1. Communication requirements

Confidentiality. All V2V communications are geographically broadcast
in the VANET. Usually, they do not contain information that can be

leveraged by the attacker. Indeed, since we are referring to a cooper-
ative awareness system, the main objective is to enable communica-
tion and collaboration between vehicles. Encrypting road information
would be pointless due to the public nature of the shared information.
However, if sensitive data related to the vehicle (e.g., vehicle’s location
or direction) are exchanged, the communication can be encrypted with
the receiver’s public key, which is included in the DID Document stored
in the Tangle.

Integrity. Each vehicle signs messages through its private key, making
it computationally infeasible for the attacker to compute a valid private
key and forge digital signatures. Any messages altered by an attack
can be detected by the receivers since the signature cannot be faked.
Moreover, the integrity of valuable information such as the vehicle’s
reputation is guaranteed by storing these data in the Tangle, which is
tamper-proof by design.

Authentication. The authenticity of messages is guaranteed by the VPs
and reputation score. On the one hand, VPs ensure that the sender is
provided with a valid VC issued by the TA and that the messages have
been signed with the corresponding sender’s private key. On the other
hand, the reputation score provides awareness about the historical
quality of the information provided. If the reputation drops under a
specific threshold, messages are automatically discarded.

Privacy. To preserve privacy, the adversary cannot extract or infer
the unique identity of the vehicle user. In DIVA, all the interactions
are performed through DIDs, which act as pseudonyms and cannot
be mapped to the user’s identity. Thus, preserving the privacy of the
drivers.

Traceability. To discourage malicious actions such as intentionally
broadcasting incorrect road conditions, all the information is processed
and evaluated to compute the vehicle’s reputation. RSUs and vehicles
use reputation to filter all communications with participants whose
reputations drop under a certain threshold, corresponding vehicles are
marked as malicious and will not receive further updates.



A. Feraudo et al.

Non-repudiation. Non-repudiation is another security requirement
aiming to deter incorrect behaviors. Vehicles cannot deny their involve-
ment in the operations performed or the message’s authenticity. In
DIVA, all the communications are signed with the sender’s private key,
and public keys are included within the DID Documents shared through
the Tangle. The private key is only owned by the vehicle sending the
data, preventing later repudiating their involvement.

6.2. Adversarial model

Resistance to Eavesdropping Attack. V2V communications are geo-
graphically broadcast and involve either public information (e.g., road
conditions) and/or sensitive data, such as the location and direction
of vehicles. Listening to public information does not directly bring any
advantages to potential attackers. On the other hand, when sensitive
data are transmitted, the communication can be secured through end-
to-end encryption using the receiver’s public key (shared in the DID
Document).

Additionally, along with vehicular information, a vehicle also at-
taches its VP to prove the trustworthiness of the provided data. There-
fore, there is a concern that the adversary could intercept valid VPs
and use them to transmit false or misleading information, disrupting
the reputation of the associated vehicle or deceiving other participants
in the VANET. DIVA prevents this type of attack by leveraging digital
signatures. To attack our reputation system or deceive other vehicles,
the attacker would require access to the private key of the sender to
sign the incorrect information.

Resistance to Replay Attack. When a message is received, the edge
node checks its timestamp and discards if it is not fresh enough.
This helps prevent the acceptance of outdated or reused messages.
Furthermore, the sender embeds a challenge - a unique random string -
within its VP. This challenge is used as a safeguard against attackers
attempting to reuse the VP with another verifier. It is worth noting
that the VP primarily serves the purpose of verifying the sender’s
authorization to contribute to cooperative awareness. The security of
the system lies in the fact that the attacker does not possess the private
key of the sender. Without it, it is virtually impossible for the attacker
to successfully spoof the sender’s identity and inject falsified data into
the system.

Resistance to Forgery Attack. In DIVA, each vehicle is assigned a
unique DID that is linked with a key pair. To inject malicious data
into the system, the adversary would need to gain access to the private
key of an authorized vehicle. The private key is securely held by
the respective vehicle and is not easily accessible to unauthorized
individuals. Alternatively, the attacker would need to compute the
secret key associated with a valid entity within the system, which is
computationally infeasible due to the key generation scheme based on
Elliptic Curve Cryptography (ECC).

Resistance to Sybil Attack. Each vehicle is associated with only one
DID. To perform multiple registrations, the adversary should own as
many vehicles as the number of identities. It is highly improbable that
an adversary may buy several cars to attack a cooperative awareness
system. Furthermore, once the reputations of the vehicles drop under a
given threshold, all their message are automatically discarded by other
participants. Therefore, also in the extreme case where the adversary
may own or be able to control a large number of vehicles, its attack
window is extremely narrowed to the time needed to go under the
chosen threshold.

7. Related work

This section aims to provide a literature review of reputation
schemes based on blockchain and DAG — the two main types of DLTs
that have been employed in vehicular scenarios.
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7.1. Blockchain-based

Reputation schemes based on blockchain have been widely explored
in the context of vehicular communication networks. The immutable
and transparent nature of blockchain can be used to build trust and
incentivize good behavior among participants. Li et al. [29] introduced
a novel mechanism named BDRA, which enables secure registration
and authentication using a double-layer blockchain and DIDs. The first
blockchain layer consists of all the authorized RSUs. While the second
one devises vehicles into areas according to the coverage of the cor-
responding RSU. In each area, the RSU and the vehicles collaborate to
form a consortium blockchain. DIDs are leveraged to reduce reliance on
third-party intermediaries for the registration phase and implement the
reputation feedback mechanism. This mechanism updates reputations
relying on messages sent by vehicles. There is no description of whether
or how the truthfulness of these messages is verified. In a scenario like
the one described in the article, where all vehicles might be malicious,
this mechanism could be easily exploited.

Similarly, Fernandes et al. [30] presented a decentralized reputation
system based on a consortium blockchain and smart contracts called
BRS4VANET. RSUs are responsible for calculating vehicles’ reputations
and storing them on a blockchain. The reputation is estimated by the
RSUs collecting feedback from other vehicles. To preserve the privacy
of vehicles, they have a pseudo-anonymous certificate, which will be
revoked if the reputation falls under a given threshold. However, the
authors do not specify how the certificates are revoked.

Lu et al. [37] proposed BARS, a blockchain-based anonymous rep-
utation system to increase the security of VANETs by preventing the
propagation of malicious messages. BARS uses pseudonyms obtained
through public keys to preserve the privacy of users. Additionally, the
authors designed a reputation system that considers both direct and
indirect interactions among vehicles, utilizing blockchain technology
to securely and immutably store information. Each vehicle’s reputation
is recorded in a certificate, along with its public key, on the blockchain.
If a vehicle’s reputation score drops to zero, its public key is revoked,
thereby prohibiting it from interacting with others. While the reputa-
tion evaluation algorithm is explained in the paper, there is no mention
of how the system verifies the truthfulness of messages.

Yang et al. [38] presented a trust management system for vehicular
networks based on blockchain. Each vehicle generates a reputation
score for each received message based on a Bayesian Inference Model.
The score is then sent to the RSU, which aggregates all the reputation
values of vehicles in the vicinity to create a block to add to the
blockchain. RSUs maintain the blockchain and compete to add blocks.
The authors demonstrate how the system is effective in establishing the
veracity of messages and is resilient against the compromise of vehicles
or RSUs. However, vehicle identity numbers are used for identification,
potentially compromising privacy.

7.2. DAG-based

Reputation schemes based on DAG are a relatively new area of
research. DAG-based systems offer advantages such as scalability, fast
transactions, and low transaction fees. Recently, Li et al. [39] proposed
a partitioned DAG-based ledger with local consistency for managing
vehicular reputation in partitioned VANETSs. The designed reputation
scheme is based on the idea that the truthfulness of information is
valuable only for nearby vehicles and their usefulness is limited over
time. To establish trust, a node extracts interaction information from
transactions and uses it to calculate the reputation of other nodes
according to the situation. However, since the number of transactions
grows over time, is unfeasible to use them to estimate reputations. As a
possible solution, the authors introduced an additional data structure to
store intermediate reputation calculations, leading to further overhead
that impacts the overall scalability. The presented approach mainly
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focuses on how to estimate and update the reputation of vehicles, ne-
glecting their identification and communication which are key concerns
to enhance the security of communication in VANETS.

Li et al. [40] presented a DAG-based reputation mechanism that
aims to realize the authenticity, immutability, and accessibility of all
vehicle reputations while preserving their privacy. The reputations of
vehicles are used to determine the degree of protection of their privacy
when a peer captures and uploads an image of a traffic accident on
the DAG for mutual supervision. Although reputation should be the
main theme of their proposal, the authors mainly focus on privacy
concerns. As a result, they do not provide in-depth details on how the
reputation score is estimated or updated. To extend the tamper-proof
capability of blockchain to large-scale vehicle networks, Du et al. [41]
proposed an information-sharing approach based on a DAG. To resist
chain attacks, the authors designed a reputation-based rate control
strategy. The reputation is used to select reliable vehicles that have
to vote to reach a consensus and to limit the number of transactions
published.

8. Conclusion

VANETs hold the promise of revolutionizing V2V communications,
enabling novel vehicular services, and significantly contributing to road
safety. The integrity and reliability of transmitted messages are crucial
to ensure that vehicles can make informed and secure decisions. To
address this concern, this paper introduces DIVA, a novel DID-based
reputation system for ensuring secure message transmission in VANETs
using IOTA. The system operates by establishing anonymous identities
for vehicles via DIDs and assigning them reputation scores, which are
recorded on IOTA. Within the VANET ecosystem, messages from other
vehicles are evaluated based on their source vehicle’s reputation score.

To validate and assess the efficacy of DIVA, we implemented and
evaluated it using a dataset compliant with the ETSI standards. This
dataset was generated by ourselves and was made openly accessible
to the wider research community. Experimental findings conclusively
demonstrate that DIVA succeeds in identifying and mitigating malicious
contributions, achieving an impressive accuracy of around 99% when
specific thresholds are employed. This significantly enhances trust-
worthiness and security among previously unknown vehicles within
VANETs.

In future work, we plan to use DIVA as a labeling algorithm to iden-
tify malicious instances and use the labeled dataset to train a machine
learning (ML) model that can detect other misbehaving vehicles.
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