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A B S T R A C T

The Internet of Things promotes a view of large-scale deployments of devices able to compute,
communicate, and interact with their surrounding environment. In this context, one significant
challenge revolves around designing and programming collective processes, i.e., durable activ-
ities involving the collaboration of large groups of devices. Examples of collective processes
include distributed sensing, collective decision-making, collective movement/transport, and
adaptive maintenance of system-level structures. To address the issues involved in developing
such kinds of system-wide behaviours, research has proposed multiple approaches, abstractions,
and algorithmic solutions. In particular, the approach of aggregate processes has emerged as a
promising formal technique for programming collective processes by a macro-level perspective
while supporting decentralisation, abstraction, and resilience. In order to characterise (i)
previous work on aggregate processes, (ii) the usages and applications that this technique may
foster, and (iii) draw general design insights in the realm of collective computing, this article
provides a characterisation of common problems and solutions based on aggregate processes.
What results is a catalogue of design patterns for decentralised collective processes. Specifically,
we provide a taxonomy of patterns, describe each pattern in a schematic form, and discuss
the implications for the design of collective processes for the Internet of Things and related
scenarios.

. Introduction

The Internet of Things (IoT) [1] provides a setting where addressable and interconnected things, backed by smart devices, can
ollaborate to support a plethora of situated services and applications. This paradigm fosters a view that goes beyond individual
evices, namely one focussing on systems [2], systems of systems [3], swarms [4], or collectives [5] of interacting devices.

One kind of activities that may be executed on an IoT system is given by so-called collective processes [4,6,7], namely durable
ctivities involving the collaboration of dynamic and possibly large groups of devices. Examples of collective processes may include
onitoring and surveillance tasks [8,9], allocation tasks [10], collective movement [11], swarm control [4,12], resilient formation

f device clusters [13,14], spatial coordination [15], and human-machine collaborative tasks in smart societies [16,17].
The focus of this manuscript is on the design and implementation of programs driving collective processes by controlling

he decentralised activity and interaction of an underlying set of IoT devices. We also refer to this as system-wide programming,
ince the idea is to program the system ‘‘as a whole’’, rather than the individual devices that are then integrated into the
ystem. Indeed, research has been devoted to investigating programming models and languages for swarms [12,18] and collective
ystems [19], sometimes grouped under the umbrella of macro-programming [20,21]. There also exist small catalogues of patterns
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Internet of Things 29 (2025) 101436 
for collective behaviour: e.g., in the context of spatial computing [22], biologically-inspired coordination [23,24], and field-
based coordination [25]. These cover basic self-organisation patterns like gradients [26], information flows [27], distributed
collection [28], and leader election [29]. Patterns are very important in software engineering, for they distill experience and
knowledge about reasoned solutions for recurrent problems. Therefore, in this work, we provide a catalogue of patterns for
ecentralised collective processes. Most specifically, we provide the following contributions:

• we define a taxonomy of design and coding patterns for collective processes, based on the analysis of related taxonomies/cat-
alogues [18,23,26,30] and previous work on aggregate processes (e.g. [6,31]);

• we identify and characterise several patterns fitting the taxonomy, describe them in a structured format (Name, Aliases, Intent,
Context and Examples, Description, Implementation, Discussion), and accompany them with an implementation schema in the
ScaFi aggregate programming language [32];

• we provide a permanent open-source artefact with reproducible simulations exercising the patterns [33] and a case study [15]
showing the applications of multiple collective process patterns in a single system.

In particular, a major novel contribution lies in addressing the programming viewpoint of collective behaviour, with actual coding
atterns besides design. Moreover, the code is expressed as valid code in Scala, a mainstream programming language which hosts
he ScaFi library of aggregate computing.

The remainder of the manuscript is organised as follows. Section 2 covers context, related work, and motivations. Section 3
provides background, and specifically describes a formal operational model for aggregate processes, together with the basics of
programming in the ScaFi language. Section 4 presents the method adopted in this study, detailing how patterns are identified,
lassified, and described. Section 5 provides the main contribution, namely the catalogue of patterns. Section 6 presents a case study

where multiple proposed patterns are applied into a coherent solution. Section 7 discusses the contribution by different perspectives.
Section 8 sums up the contribution and offers conclusive thoughts.

2. Related work and motivation

This section discusses related work and provides motivation for this paper contribution. First, it discusses design patterns and
pattern catalogues in software engineering (Section 2.1), to provide general background for framing the contribution. Then, it zooms
in on design patterns specific for the IoT context (Section 2.2) and for expressing collective behaviour (Section 2.3). Finally, in the
light of the reviewed literature, it clarifies the motivation of the work and the positioning of the contribution (Section 2.4).

2.1. Patterns and pattern catalogues

Design patterns distill knowledge by documenting solutions to recurrent problems in specific contexts [34]. Specifically, a pattern
has a name and is described in a way that documents important aspects like the intents of the pattern, its applicability, the ‘‘forces’’
that constrain or affect its solution, the abstract structure of the solution, and its consequences [34]. Popular formats for documenting
patterns include the Alexandrian [35], POSA-style [34], and GoF -style [36]. Over time, and across different classes of systems,
everal patterns have been discovered and collected in pattern catalogues. Pattern catalogues are important, for they introduce a
ocabulary that designers may leverage to communicate efficiently about designs. Examples of pattern catalogues include those on
bject-oriented design [36], concurrent systems [37], enterprise integration [38], messaging systems [39], reactive systems [40],

fault-tolerant systems [41], embedded systems [42], etc. Catalogues typically present patterns in logical groups, or categories, that
help to identify and relate patterns addressing similar problems. Various schemes for classification, or taxonomies, may be consider
to show structure in pattern catalogues. For instance, object-oriented design patterns may be distinguished by type (creational,
structural, behavioural) or scope (objects, classes).

2.2. Design patterns for the IoT and related scenarios

In this section, we briefly review pattern catalogues for the IoT, cyber–physical systems (CPSs), edge computing, multi-agent
systems, and other related fields.

In [43], a small catalogue of five IoT design patterns is provided. Each pattern description includes a name, aliases, a
raphical icon, a description of the problem, context, forces, solution, result, variants, related patterns, and an example. The Device

Gateway pattern solves the integration problem among devices where some of them may not support the network communication
rotocol/technology. The Device Shadow pattern can be used to support interaction with devices intermittently going offline. The
ules Engine pattern is used to flexibly specify the behaviour of a system in reaction to messages or events. The Device Wakeup Trigger

aims to support immediate communication with devices in sleep mode. The Remote Lock and Wipe pattern provides a secure solution
o deal with stolen or lost devices.

In [44], a review of design patterns for decentralised self-adaptive IoT software systems is provided. The authors present 55
atterns in a taxonomy, inspired by the Monitor-Analyse-Plan-Execute with Knowledge (MAPE-K) control loop, as follows. Category
onitor includes patterns addressing monitoring problems such as deciding what to monitor, collecting data, and preprocessing data.

Category Analyse includes patterns addressing the problem of data analysis with the intent of identifying opportunities and needs
or adaptation. Category Plan includes patterns aiming at solving the problem of generating adaptation plans. Category Execute
omprises patterns whose intent is to carry out pre-defined adaptation plans. Category Component Structure and Interaction deals
2 
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with the distribution of adaptation logic across the system component. Finally, category Knowledge Management, deals with the
anagement of shared knowledge.

In [45], a systematic literature review of literature on architectural and design patterns for IoT systems is provided. They classify
IoT patterns by abstraction level (architectural style, architecture, design), domain specificity (general non-IoT, general IoT, and
omain-specific IoT), and addressed quality attributes (performance, compatibility, usability, reliability, security, maintainability,

portability, scalability, privacy). Their analysis shows, among various things, that the proposed patterns often appear in a single
paper, which means that there is limited consensus on IoT patterns.

Other relevant examples of pattern catalogues include those on industrial IoT [46], biologically-inspired coordination [23,24],
field-based coordination [25], decentralised coordination [47], and decentralised self-adaptation with MAPE-K loops [48].

Sithole and Marshall [49] carried out an investigation about systematic ways to organise IoT patterns. They observe that IoT
atterns are often organised by architectural styles (e.g., granularity, context, functionality), relationship with other patterns (e.g., by

similarity, association, or complementarity), common attributes/semantics (cf. taxonomies, thesauri, ontologies), and design level
(local, regional, and global). In this work, we are concerned with patterns that (i) follow a logically peer-to-peer architectural style
(but whose deployment can target multiple kinds of infrastructures [50]), (ii) are coarse-grained in granularity, (iii) address the
context of self-organisation and macro-programming, (iv) support collective coordination and behaviour as functionality, and (v)
provide a way to connect the local level with the regional/global level of behaviour.

2.3. Pattern catalogues for collective behaviour

This section reports the existing works that, to the best of our knowledge, are more related to this manuscript: pattern catalogues
f collective behaviour.

The most related work is by Fernandez-Marquez et al. [23] (which somewhat subsumes the catalogue by Nagpal in [26]).
There, a catalogue of bio-inspired self-organisation patterns is provided. The catalogue consists of four basic patterns (repulsion,
evaporation, aggregation, spreading), three composed patterns (digital pheromone, gradients, gossip), and five high-level patterns
(flocking, foraging, quorum sensing, chemotaxis, morphogenesis). Some of these patterns (e.g., aggregation, spreading, gradients,
ossip) have also been used in the patterns described in this work. This paper, instead, focusses on concurrent collective processes,
nd adopts a different perspective for what concerns the classification of the patterns (i.e., it is based on functional concerns rather
han levels of abstraction).

Oh et al. [30] provide a review of self-organising multi-robot pattern formation. This is related since collective processes can
also be used to denote dynamic groups of devices which, being displaced in space–time, correspond to pattern formations. However,
the focus is very different, and not related to the software engineering and programming perspectives. In particular, the survey
discusses both macro-level and micro-level models, and mentions mechanisms for shape formation like leader-follower structures,
virtual structures, potential fields, and consensus-based control.

A notable related survey is also by Brambilla et al. [18], which broadly focus on the engineering of swarm robotic sys-
tems. They classify collective behaviours into four main classes: (i) spatially-organising behaviours (including pattern formation,
morphogenesis), (ii) navigation behaviours (including collective exploration, collective transport, and coordinated motion), (iii)
collective decision-making (including task allocation and consensus achievement), and (iv) others (including group size regulation
and human-swarm interaction).

A fundamental difference w.r.t. the aforementioned related pattern catalogues is that they do not generally consider the
programming perspective. In [23], the patterns are expressed as transition rules resembling chemical reactions working over patterns
of tuples. [18,30] span different kinds of approaches (e.g., automated and behaviour-based), but do not show any code.

Regarding possible taxonomies of collective behaviour, Wood and Galton [51] propose to classify collective phenomena based
on five criteria: (i) membership (constant or variable), (ii) location (none, fixed, or variable), (iii) coherence (due to cause or due
to purpose), (iv) roles (members differentiated by roles or not), (v) depth (with or without sub-collectives). Though theoretically
interesting for understanding collective, however, it does not address the engineering dimension.

2.4. Motivation

This work draws motivation from the significance of programming approaches for collective adaptive systems (i.e., a specific
aradigm for a subset of IoT problems), and the need of design pattern catalogues for distilling the knowledge of recurrent
roblem-solution pairs in these settings. We detail this motivation in the following, and contextually clarify the positioning of this
ork.

Collective and decentralised computing. Abowd in [5] refers to collective computing as the next revolution in computing after ubiquitous
computing [52], whereby heterogeneous collectives of humans and artificial agents synergically cooperate to solve complex
problems. This vision is promoted by the IoT, i.e., by the ability of interconnecting and addressing smart objects situated in physical
space. Indeed, an IoT (sub-)system can be seen as a collective of smart objects or agents that collaborate to pursue joint goals and tasks.
Examples of collective-level applications include coordinating a fleet of autonomous vehicles, performing a distributed situation
recognition (by collecting and processing data from a large set of sensors [28,53]), managing resources and tasks as in volunteer
omputing [54,55], supporting self-organisation of the computing infrastructures (e.g., for geographically sparse edge-fog-cloud

deployments [55,56]), or crowd-based services (e.g., for monitoring [57] or sensing [58]).
3 
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Table 1
Relationship with respect to related work. The first block of references includes the most related works (i.e., sharing programming models and/or techniques).
(*) Legend. Description level can be: Natural Language (NL), Formal Language (FL), Programming Language (PL).

Related
work

Scope Description
level
(*)

Taxonomy and Patterns Relationship to this work

This
Work

Decentralised
collective processes
(see Section 4)

PL See Fig. 4 N/A

[25] Self-stabilising
aggregate
computing patterns

PL Patterns: Gradient-cast (information
spreading), Collect-cast (information
collection), Time-evolution (state
tracking)

The patterns are
self-stabilising
implementations in the
Protelis aggregate
programming language of the
patterns in [23].

[23], [24],
[26]

Bio-inspired
coordination
patterns

FL Basic patterns: repulsion,
evaporation, aggregation, spreading.
Composed patterns: gossip, gradients,
digital pheromones. High-level
patterns: flocking, quorum sensing,
chemotaxis, morphogenesis.

Patterns are described in
terms of chemical reaction-like
transition rules. These patterns
can be components of our
collective patterns.

[22] Spatial computing
domain-specific
languages
(DSLs)/approaches

PL Classes of space–time (S/T)
operations: (i) measure S/T, (ii)
manipulate S/T, (iii) compute over
S/T, and (iv) evolving S/T. Classes of
DSLs: (i) amorphous, (ii) biological,
(iii) agent-based, (iv) sensor
networks, (v) pervasive computing,
(vi) swarms and modular robotics,
(vii) parallel and reconfigurable
computing, (viii) formal calculi.

Emphasis is on spatiotemporal
abstractions/patterns. The
survey broadly collects DSLs
across domains and
programming models.

[18] Approaches for
swarm behaviours

NL (C1) Spatially-organising behaviours:
aggregation, pattern formation, chain
formation, morphogenesis, clustering.
(C2) Navigation behaviours:
collective exploration, collective
transport, coordinated motion. (C3)
Collective decision-making: task
allocation, consensus achievement.
(C4) Others: group size regulation,
human-swarm interaction.

The catalogue collects
methods for different
collective behaviours/tasks in
robot swarms.

[30] Bio-inspired
self-organisation
algorithms/models for
multi-robot pattern
formation (PF)

NL/math (C.1) Macroscopic PF: (C.1.1)
Structured approach: leader-follower,
virtual structure; (C.1.2) Behavioural
approach: potential fields,
consensus-based control, temporal
delays. (C.2) Multicellular-inspired
PF: morphogen diffusion,
reaction–diffusion, gene regulatory
network, chemotaxis.

Emphasis is on pattern
formation and on
algorithms/models rather than
actual design/coding patterns.

A key research problem is the specification (i.e., defining what) and the execution (i.e., defining how) of the desired collective
behaviour. The problem lies in how to define and reach a global goal in terms of the processing and interaction of the underlying set
f computing devices. In general terms, the collective behaviour of the system may be defined through automatic means (e.g., based
n machine learning techniques [59–61]) or manual means (e.g., based on specification or programming languages [17,19,62]). In

this work, we focus on manual approaches based on programming languages.
Then, in general, two main approaches may be followed to organise the execution of a collective behaviour: an orchestrational

approach where a centralised controller dispatches commands to the agents, or a choreographical approach where each agent knows
the part it has to play.

A second crucial aspect is the system topology, namely the structure of the interaction/communication links connecting the agents.
In this work, we focus on scalability and resilience, and so the idea is to avoid centralisations and global connectivity assumptions,
which may act as bottlenecks or single points of failure. Therefore, this work follows a choreographical1 approach where control is

1 However, unlike classical choreographies, the computational model adopted in this work considers more homogeneous systems where roles are implicit and
dynamic, emphasising self-organisation.
4 
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decentralised and interaction is local—i.e., where any agent interacts with a local portion of the environment and with a subset of
other agents known as its neighbourhood.

Macroprogramming patterns. It turns out that the collection of entities, capable of communication and computation, of an IoT system
can be abstracted as a single ‘‘distributed computer’’, which may be amenable to programming by a global or macro-level perspective.
This idea has motivated research on macroprogramming [20], which originated in the context of wireless sensor networks [63] to
later be applied to robotics and IoT-like systems [20,21]. To date, there is no catalogue of macroprogramming patterns. There
o exist small catalogues of patterns for collective behaviour: e.g., in the context of spatial computing [22], biologically-inspired

coordination [23,24], and field-based coordination [25]. In this work, we complement such contributions with a catalogue of
patterns for collective processes. Described in detail in Section 3 according to the formalisation in [6], a collective process is a
collaborative decentralised activity with a dynamic domain (i.e., running on an evolving set of devices), exploited with different
olution schemas (i.e. patterns) in a variety of applications like client allocation to servers in content delivery networks [10], swarm
ontrol [12], sensing-driven clustering [14], spatial coordination [15], and smart societies [17]. In this manuscript, and specifically

in Section 5, we will provide a pattern catalogue capturing existing and novel uses of this abstraction.
The relationship and differences w.r.t. related work (pattern catalogues) is summarised in Table 1.

3. Background: Aggregate programming for decentralised collective processes

This section describes the aggregate computing paradigm [62], which provides an operational model for understanding and
implementing the patterns described in Section 5. In particular, Section 3.1 clarifies the system model and the execution model
i.e., a computational model for collective processes); Section 3.2 introduces the programming model, with examples in the

ScaFi language [32] (i.e., a language approach for programming a single collective process); and Section 3.3 describes aggregate
processes [6] (i.e., an abstraction for programming multiple decentralised collective processes).

3.1. Aggregate computing model

We adopt the aggregate computing model [62] as a general model for decentralised collective computing systems and
ollaborative tasks.

3.1.1. System model
In this approach, a system is a collection of interacting computing nodes (also called devices). A device has sensors and actuators

hat provide a generic interface for perceiving and acting upon the local environment/context. A device can only directly interact,
y exchanging messages, with a subset of other devices—also called its neighbourhood. Indirect interaction is also possible, through

the mediation of the environment (cf. stigmergy).

3.1.2. Execution model
The logical execution model is based on asynchronous rounds atomically consisting in sense-compute-interact steps. Rounds may

be scheduled according to different policies. A simple policy is to schedule a round once every 𝑘 milliseconds—the frequency will
epend on the rate of change in the environment or the desired rate of actuation control. Among rounds, a device sleeps, but may

still receive messages from neighbours. In detail, a round consists of the following steps:

• Sense. In this step, the device gathers all the relevant contextual information, i.e., sensor data and messages from neighbours.
We assume that only the most recent message is kept per neighbour, and that messages expire after a certain (configurable)
period of time (retention time).

• Compute. In this step, the device runs its control program, which maps the contextual information gathered in the previous
step to an output that describes the actuations to perform and the messages to be sent to neighbours.

• Interact. In this step, the device runs the actuations determined in the previous step, and sends the prescribed messages to
neighbours.

We stress that the system and execution model is logical and general. By logical, we mean that it abstracts from physical deployment
etails, such as the way in which neighbours are discovered, or the location at which the control program resides (e.g., it might be
t the edge or in the cloud). By general, we mean that it does not fix detailed aspects of the execution: aspects like the scheduling
f rounds, the retention time for messages, and the concrete sensing and actuation logic, can be defined on a per-application basis.
ndeed, on-going research is carried out to define ways to optimise these aspects, e.g. using simulation and/or learning.

3.2. Aggregate programming model

In aggregate programming, the developer writes a single program (also called the aggregate program) which is logically executed
ully by all the devices in the system at their compute steps. The programming model is formalised by field calculi, a family of core
anguages providing primitives for manipulating computational fields. A computational field is a function (or map) from a domain
f devices to a codomain of computational values. For instance, a field may capture the temperature sensor readings of the devices
ocated at a certain area, or the distances between a device and its neighbours. Field calculi are implemented by concrete aggregate
rogramming languages such as ScaFi, a Scala-internal DSL. In the following, for the sake of self-containment of this manuscript,
e provide a brief introduction to aggregate programming with ScaFi.
5 



R. Casadei

s
a

c
T
a
d
f

Internet of Things 29 (2025) 101436 
Local expressions. A local expression such as 1+3 or a built-in function call like mid() to provide the running device’s identifier, or
ensor[Double]("temperature") to read a double-precision floating-point value from the temperature sensor, is evaluated
s usual and yields the result value. If we consider that expression evaluated by a system of devices, then we can think at its result

as a field of values—a constant, uniform field of 4s; a constant, non-uniform field of device identifiers; or a generally non-constant,
non-uniform field of temperature readings (recall that programs, and hence expressions, are evaluated round by round).

Stateful evolution. An expression

// Signature: def rep[T](init: T)(f: T => T)
rep(0)(x => x + 1)

is evaluated by running, in each round, the function provided as second argument while binding its argument x to the value
omputed the previous round (or to the initial value 0, in this case, on the first round, as provided by the first argument of rep).
he second argument of rep, in other words, is a function that computes a new result in terms of a previous result x. The example
t hand just increments x, starting from zero: so, the overall expression effectively counts the number of rounds executed by a
evice. Notice that if different devices schedule rounds at different frequencies, those devices will generally exhibit different values
or that expression for an observer able to observe them roughly at the same instant. In a nutshell, rep provides a way to store and

evolve local state: the newly computed result will be conceptually stored in the device state, and made available at the next round.

Neighbourhood interaction. The expression:

// Signatures:
// def foldhood[T](init: T)(f: (T,T)=>T)(e: => T): T
// def nbr[T](e: => T): T
foldhood(Set.empty[ID])((acc,v) => acc.union(v)){ nbr{ Set(mid()) } }

yields, in any device, the set of IDs of its neighbours (including self, since we assume a device is a neighbour of itself). Basically,
foldhood is the classical fold operation of functional programming: it accepts an initial value (in the example, the empty set), a
binary operator to merge values, and the collection to fold over is a set of values—one per neighbour. The collection of neighbouring
values is obtained by evaluating the expression provided as third argument to foldhood, by substituting nbr(e) expressions with
the value of expression e calculated by the neighbour. In other words, nbr(e) expressions support bi-directional communication:
the locally evaluated value for e will be shared with neighbours, and neighbours will share their value. In the example, each device
shares the singleton set with its ID; so, folding over such a collection of values from neighbours will allow a device to collect all
the neighbour IDs.

Combining state evolution and neighbourhood interaction: the gradient. The basic technique for letting information propagate beyond
neighbourhoods and eventually taking global effects is to combine rep and foldhood/nbr. The paradigmatic example is the
gradient, a (type of) algorithm that yields the field of minimum path distances from source devices. It can be encoded as follows
(also: notice how functions can be defined to encapsulate collective behaviours as functional blocks):

def gradient(source: Boolean): Double =
rep(Double.PositiveInfinity)(g => {
mux(source) { 0.0 } {
foldhood(Double.PositiveInfinity)(Math.min) {
nbr{g} + nbrRange()

}
}

})

where mux(c,e1,e2) evaluates e1 and e2 and returns the value of the former if c evaluates to true or the value of the latter
otherwise; and nbrRange() is a neighbouring sensor (provided by the platform) that behaves like a nbr and shares, for each
neighbour, an estimation of the distance to the executing device. This basic implementation works as follows: the source device
returns 0.0 (and will share such value with its neighbours), whereas the other devices will return the minimum value among those
obtained by summing neighbours’ gradient values with the corresponding local distances. Notice that a gradient field is a structure
able to support efficient information flows, supporting propagation (cf. gossip) and collection (cf. distributed summarisation) of
information across a distributed network of devices, and is therefore a fundamental pattern of self-organisation upon which more
complex patterns can be built.

Computation branching. Suppose we have a system we two kinds of devices (red and blue), and that we want at times to consider
them altogether or separately (i.e. to possibly execute computations separately in each domain). Consider:

val g1 = gradient(source1)
val g2 = branch(isRed) { gradient(source2) } { gradient(source3) }

Gradient g1 is computed by considering all the devices, whereas g2 holds the gradient computed in the red subnetwork (for red
devices) or in the blue subnetwork (for blue devices). Notice that a red device may have a blue device as neighbour, but inside the
two branches, the folding of the gradient block will only consider as neighbours the device that executed the same branch.
6 
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Fig. 1. Definition and example usage of the spawn function, which is the construct that is responsible of launching and running instances of a process type.

3.3. Aggregate processes

An aggregate process [6,7,64] can be seen as an independent aggregate computation associated with a process identifier (PID)
(also called a process key). Technically, we should distinguish an aggregate process type, which defines an aggregate computation
like a class in OOP), from an aggregate process instance, which is a running copy of a process type (like an object in OOP). For
onvenience, we will sometimes use shorthands in terminology, and use term ‘‘aggregate process’’ (or also ‘‘collective process’’, or
imply ‘‘process’’) to refer to an aggregate process type or to an aggregate process instance, whenever the right acceptation will be

clear from the context.
By a programming language perspective, aggregate process types are defined as binary functions of two inputs (a PID and an

rgument) producing pairs of values (of a result and a status), i.e., of a Scala type K=>A=>(R,Boolean) (for generic types K, A,
nd R):

• First input: the PID, which identifies the process instance and also embeds construction arguments (i.e., fixed at the time in which
a process is instantiated).

• Second input: a runtime argument, if needed (e.g., an expression evaluating to values that may possibly change from round to
round).

• Output: it is a pair of a result of an arbitrary type and a Boolean status denoting whether the node is part of the process instance
or not. The status is key for the dynamics of the process:

– Status is true: the node is part of the process instance, it will interact with other nodes participating to the same process
instance, it will exhibit the result of the process instance execution, and, crucially, it will automatically distribute the
PID to all its neighbours (currently participating in the process instance or not).

– Status is false: the node is not part of the process instance, it will not interact with other nodes participating to the same
process instance, it will not exhibit the result of the process instance execution, and, crucially, it will not automatically
distribute the PID to any of its neighbours.

As an example, consider the custom datatypes and function processLogic in Fig. 1.
For a process defined as above, the generation of instances and their execution can be handled through a call to a generic function

pawn[K,A,R](processLogic,keys,args):Map[K,R], formalised in [64] explained in Fig. 1 (top). In particular, a call to
pawn on a given round is evaluated as follows:

• its three arguments are evaluated: we can assume processLogic is assumed to be static/constant; argument keys provides
a set of PIDs corresponding to (possibly new) process instances to be executed; and argument args holds a value to be passed
to all the running instances of the process;
7 



R. Casadei

w
(
t
t

4

c

Internet of Things 29 (2025) 101436 
Fig. 2. Snapshot of a simulation executing the multi-gradient example. The nodes running processes are denoted by three coloured circles: the largest circle
denotes the process instance (i.e., different colour for different PID); the medium circle is darker if more instances are concurrently run; and the smallest circle
denotes gradient values (from red at the source to greener values). (For interpretation of the references to colour in this figure legend, the reader is referred to
the web version of this article.)

• three possibly overlapping sets of process instances will be executed:

1. previously played instances, executed by the same device at its previous round and for which the output status was true;
2. shared instances, namely those corresponding to PIDs shared by neighbours;
3. new instances, namely those corresponding to PIDs provided by argument keys.

• the output will be a map from PIDs to corresponding results (instances for which status was false are filtered out).

Notice that if a node quits a process instance in a round, it may still play the same instance the next round, if any neighbour shared
it—however, in this case, the node will execute the process with a new starting state (e.g., reps will be resetted).

3.3.1. Example: spatially limited multi-gradient
One problem with the gradient algorithm shown before is that if there are more sources in the system, each device will only

return the distance to the closest source. We could have multiple calls to gradient against different sources, but how if the source
set is dynamic? Additionally, sometimes we would like to run the gradient only in a limited area of the system, to save resources from
devices that are very far away. A solution is to use spawn to generate an independent and spatially limited gradient computation
for each source: we call this a spatially limited multi-gradient (see Fig. 2). The example can be programmed as follows:

case class Pid(source: ID)(val size: Double)
def logic(pid: Pid)(source: Boolean): (Double,Boolean) = {
val g = gradient(pid.source == mid() && source)
(g, g <= pid.size)

}
val pids = if(isSource) Set(Pid(mid())(SIZE)) else Set.empty
val gradients = spawn(logic, pids, isSource)

here isSource and SIZE are assumed to be provided. The process’ logic computes a gradient from the process’ source
stored in the PID): the return value is a pair of the gradient value and a status which is true (internal) iff the gradient value is less
han the process’ size. Notice that when isSource becomes false, the gradient value will become to raise, eventually causing all
he devices to quit the process instance.

. Method: Pattern identification, classification, and description

The collective process abstraction introduced in Section 3 can serve as a building block for the design and implementation of
ertain kinds of collective IoT systems—especially those involving self-organisation and decentralised collaboration within large
8 
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Fig. 3. Summary of the process described in Section 4. Ellipses denote data/artefacts, whereas squares denote sub-processes (in green, the main contributions)..
(For interpretation of the references to colour in this figure legend, the reader is referred to the web version of this article.)

dynamic networks of devices. Its implementation in aggregate computing, the so-called ‘‘aggregate process’’, paves the way to a
pragmatic programming dimension, where recurrent solutions or patterns take form. After several implementations and case studies
leveraging collective process abstractions (e.g. [4,6,15,31]), and taking into account related research (cf. Section 2), a pattern
catalogue can be delineated. This effort is motivated by three main benefits: (i) extending existing catalogues of IoT patterns
with other complementary patterns covering the collective dimension of IoT systems [5]; (ii) providing a higher-level account of
unconventional programming paradigms like aggregate computing [62]; and (iii) giving structure to previous research to collective
daptive computing [19].

Given the importance of proper pattern organisation for the IoT [49], in this section we describe the method adopted for
dentifying (Section 4.1), classifying (Section 4.2), and presenting (Section 4.3) the patterns in the catalogue exposed in Section 5.

The overall process is summarised in Fig. 3.
9 
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4.1. Pattern identification

Sources. Patterns are not invented, but discovered from instances of repeated adoption. As sources supporting identification of
ollective process patterns, we referred to related pattern catalogues (cf. Section 2.3), previous work adopting aggregate processes

as a component of their contribution [6,7,14,31,64–67], and related work on self-organisation and collective computing [19,25–
27,29,68]. We considered primary studies published in workshops, conferences, and journals, and where the solutions are expressed
sing formal methods (e.g., DSLs) or pseudo-code.

Identification method. An iterative approach has been followed, combining bottom-up analysis of solutions and source code with top-
down analysis driven by the emerging classes of solutions (see Section 4.2). Also, the possibility of ‘‘dual’’, symmetric formulations
has been contemplated: for instance, spatial and time aspects can often be considered orthogonally, and mobility can be considered
by the point of view of devices (moving in some environment) or of the processes they host (moving across the devices). The
identification has been implemented as a multi-phase process where candidate patterns have been (i) creatively discovered at first as

entioned above, (ii) implemented and tested on synthetic scenarios to qualitatively validate the ability to fulfil their intent, and (iii)
preliminarily described (as discussed in Section 4.3) and classified (cf. Section 4.2) in order to synthesise the key characteristics of the
pattern in a structured form (e.g., code schema, related patterns). The description of each candidate pattern and the corresponding
tentative classification have been used to validate the candidate patterns into the final proposed patterns.

Inclusion and exclusion criteria. In this work, we focus on patterns of collective processes, regulated through the mechanisms described
in Section 3 and specifically in Section 3.3. Accordingly, we included patterns for large-scale decentralised coordination and self-
organisation, but excluded other interactive patterns aimed at collective intelligence but based on orchestration or multi-party
rotocols (which generally focus on more small-scale and heterogeneous systems, i.e., multiple parties playing different roles).
oreover, we have excluded more fundamental and already well-known patterns of collective behaviour (such as information

flows [27], gradients [26], distributed summarisation [28], leader election [29], digital pheromones [12,23]), which have been
extensively covered in previous work. Indeed, several of these more fundamental patterns are used as components by the proposed
atterns of collective processes.

4.2. Pattern classification: Proposed taxonomy

As mentioned in Section 2.1, it is common to organise patterns into coherent groups, as supported by some taxonomy
(classification scheme). This is useful to provide a structure for collections of patterns (cf. pattern catalogues) and to help relating
atterns by various criteria (like goals, approach, or assumptions). For instance, the GOF patterns were classified in three classes:
reational, structural, and behavioural.

Similarly, commonalities can be found across the collective process patterns proposed in this work, to group them into coherent
clusters. Considering the spawn mechanism introduced in Section 3.3, and its dynamic behaviour, two main aspects immediately
emerge: the domain dynamics of collective processes across the network (regulated through their status field), and the collaborative
behaviour internal to a given collective process instance (promoting a certain output). Moreover, the aspect of domain dynamics can
be further distinguishes into three main phases: generation (creation of one or more collective process instances), evolution (ensuring
that the domain evolves to support the desired activity), destruction (ensuring that the process instance is removed from the system).

Based on the above considerations, the proposed classification of patterns of decentralised collective processes is as follows (see
lso Fig. 4):

L. Lifecycle Management (Creational and Destructional): these patterns focus on the lifecycle of process instances, namely on their
creation and destruction.

B. Behavioural (Intra-Process Behaviour): these patterns focus on the activity internal to collective process instances, e.g., to
support the coordination of the participants.

M. Mobility : these patterns address aspects related to the movement of devices and processes across the devices.

Notice that the mobility aspects are very related to the domain dynamics of processes and hence to lifecycle management; still, they
are grouped in a distinct category since, in that case, creation and destruction are more intertwined.

Finally, aspects related to the interaction of different collective processes (cf. control-flow perspectives as in workflows [69]) are
not considered, for these are still to be addressed by future research.

4.3. Pattern description schema

To describe each pattern, we propose a lightweight description schema consisting of the following components:

• Name. It provides a name useful to succinctly characterise the pattern (e.g., by capturing its intent and solution idea) and to
clearly refer to it.

• Aliases. This section includes synonyms, alternative names of the pattern that may have been taken from previous work or that
may emphasise other key aspects of the pattern. Together with the Name, this contributes to the definition of a vocabulary of
collective process patterns.

• Intent. This section concisely describes what the goal of the pattern is (in terms of the problem addressed and the core idea).
10 
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Fig. 4. A taxonomy of the patterns of collective processes covered in this work.

• Context and Example(s). This section mentions the general settings and example scenarios in which the pattern can be useful
and/or applicable as well as known uses of the pattern from the literature.

• Description. This section describes the solution proposed by the pattern in a rather implementation-agnostic way, by illustrating
its key components and how they interact.

• Implementation. This section provides one or more implementation schemas for the pattern, using ScaFi code (cf. Section 3).
• Discussion. This section provides clarifications and discusses assumptions, implications, and other aspects related to the pattern,

its solution, and its implementation variants. Moreover, it discusses similarities and differences with respect to other patterns.

Notice that these components of the pattern description are similar to those found Alexandrian [35], GoF [36], and POSA
ormats [34], where some of their components are aggregated for a more effective presentation. For instance, the distinction in the

GOF pattern description between Structure, Participants, and Collaborations (and, similarly, the POSA distinction between Structure
and Dynamics) have been condensed into a single Description section because, in collective process patterns, structure and dynamics
tend to be more intertwined.

5. A catalogue of patterns for decentralised collective processes

The proposed catalogue of patterns for decentralised collective processes is illustrated in Fig. 4, and organised as per the taxonomy
resented in Section 4.2. This section is also structured following the taxonomy, with a subsection per class. In each subsection, the

patterns are presented following the pattern description schema defined in Section 4.3.
As summarised in Fig. 4, the following patterns are presented:

L. Lifecycle Management (Creational and Destructional): these patterns focus on the creation and destruction of process instances.

(a) Event-based triggering (Section 5.1.1)
(b) Prolonged termination (Section 5.1.2)
(c) Explicit collective termination (Section 5.1.3)
(d) Time replication (Section 5.1.4)
(e) Spatial replication (Section 5.1.5)

B. Behavioural (Intra-Process Behaviour): these patterns focus on the activity carried out within one process instance.

(a) Leader-based decision-making (Section 5.2.1)
(b) State-based collective behaviour (Section 5.2.2)

M. Mobility : these patterns relate collective activities with the local activity of mobile agents.

(a) Node-attached process (Section 5.3.1)
(b) Space-attached process (Section 5.3.2)
(c) Moving process (Section 5.3.3)
11 
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Fig. 5. Screenshots from a simulation of a system based on event-based triggering. Notation: small black dots denote devices; edges denote neighbouring
relationships; event detectors are denoted as empty squares, which are filled with black during the round in which they have detected an event; event handlers
are denoted as small blue squares, with a large blue oval superimposed appearing only when the device is currently handling an event; reporting is denoted by
small green shadows; the larger semi-transparent coloured shadows denote handling process instances (different colours for different instances). The screenshots
show consecutive moments of the simulation: (top-left) two handling processes are active, and a device at the top detects an events; (top-right) a new reporting
process is started; (bottom-left) the reported event is handled by the closest event handler; (bottom-right) two new handling processes start, while previous
handling processes (at the top-left of the arena and near the centre) are being closed. Notice that the reporting process initiated by the detector at the
bottom-centre of the arena does not reach any handler. (For interpretation of the references to colour in this figure legend, the reader is referred to the web
version of this article.)

We cover lifecycle management patterns first, for they address the most basic aspects, namely creation and destruction of
collective process instances.

As convention, in the code snippets, we will use abstracted functions (denoted as someFunction), comments, or the valid Scala
keyword ??? – three question marks – to denote arbitrary portions of code. Moreover, we will assume certain abstract functions
are defined, to capture logic that is needed for a full example but that is not particularly relevant for the example at hand:

case class Pid(pid: Long) // basic type for PIDs
case class Args() // dummy type for empty runtime arguments
case class Return() // dummy type for return values

def pids(): Set[Pid] // generation logic
def statusLogic(): Boolean // process status logic
def outputLogic(): Boolean // process output logic
def processLogic(pid: Pid)(args: Args): (Return,Boolean)

.1. Lifecycle management patterns

Lifecycle management patterns focus on the creation and destruction of collective processes.

.1.1. Event-based triggering
ame. Event-based Triggering

liases. Observer, Detector-Handler

ntent . The intent is to support the flexible generation of collective process instances upon the occurrence of events of interest.
ontext and example(s).

• Surveillance. An object enters an area. One or more devices at the border detect it is a suspicious object, and issue a k-
coverage [9] collective process to ensure that the object is monitored by at least 𝑘 monitor devices (e.g., cameras) in the
surveillance area.
12 
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• Rescue. A swarm explores a partially unknown environment to detect injured people. A person is detected. The leader decides
to split the swarm into two groups: one to rescue the person back to the base, and the other to continue the exploration.

• Smart city management. A set of sensors in a contiguous geographical area report what waste containers are nearly full. The
area manager detects that an over-threshold number of waste containers require collection, and starts a collecting process.

Description. An event detector device identifies an event of interest (e.g., a dangerous situation) and communicates the correspond-
ng event description to one or more event handler nodes (typically the closest one). Such a communication may be implemented
hrough a spatially limited broadcast (possibly using a collective process in turn). An event handler acts as a process initiator: it
ocally spawns a collective event handling process. The event itself may be a purely local occurrence or the outcome of a collective

process (e.g., a distributed estimation). Specific forms and variants include the following:

• Basic form. The simplest case is when the same node acts as event detector and event handler.
• Exclusive handlers. A variant is when each event has to be handled by at most (or exactly) one handling process. This can be

achieved, e.g., by having the detector choose among potential handlers.
• Multiple types of events. A complex variant is when there are multiple types of events. In this case, event detectors and event

handlers may be able to detect and handle a subset of the event types.

A graphical example of this pattern in simulated settings is provided in Fig. 5.

Implementation. It follows a basic implementation schema in ScaFi:

case class Event(/* ... */)
def eventHandlerProcess[T](e: Event)(args: Args): (T, Boolean)
def detectEvents(): Set[Event]
def isHandler(): Boolean
val events: Set[Event] = detectEvents()
val gradientToHandler = distanceTo(isHandler())
val eventsFlow: Set[Event] =
C(gradientToHandler, _++_, events, Set.empty)

val eventsToBeHandled = if(isHandler) eventsFlow else Set.empty
val processInstances =
spawn(eventHandlerProcess(_)(_), eventsToBeHandled, Args())

Essentially, the idea is that event detectors perceive local events (through an abstracted function detectEvents() based e.g. on
local sensors) and these events are collected through a gradient to the closest handler device (where handlers are denoted by
the abstracted Boolean field isHandler). The implementation leverages the ‘‘collect-cast’’ C(g,aggr,data,none) building
block [28] which collects data into the sinks of gradient g by aggregating data using function aggr (in this case, _++_ refers to
the union of sets), with none as zero-value for aggregation (provided by neighbours for which the current node is not a parent in
the gradient-induced spanning tree). Finally, only the handlers will leverage the collected events (cf. eventsToBeHandled) for
tarting corresponding collective process instances.

Discussion. It is important to note how the set of events accumulated into the handler devices are the result of a collective
computation. In the provided implementation schema, the events are just disseminated from event detectors; however, the
aggregation logic could be more complex, combining events to generate new ones. Alternatively, the field of events to feed the
pawning of processes, eventsToBeHandled, could be determined by a complex collective and spatiotemporal computation,
.g., something as ‘‘in a crowd management scenario, start a dispersion process once there is a severe crowding for more than one

minute, and there is a limited number of narrow escape paths’’ [70]. Another aspect that may be addressed in implementations is
the relationship between events of the same or different types: e.g., more recent events may subsume others, or more priority events

ay cause the stopping of others (this has to be achieved through a proper process termination logic in eventHandlerProcess).

5.1.2. Prolonged termination
Name. Prolonged Termination

Aliases. Conclusive Termination, Once-for-all Exit, Definitive Quitting, Re-entrance Avoidance

Intent . The intent is to let a device quit a process instance for a prolonged period (or even once for all), i.e., with the guarantee
hat there will be no re-entrance anytime soon.

Context and example(s). A device may definitely lose interest in (or the right of) participating in a process. For instance, in the
context of volunteer computing [71], the owner of a device chooses to stop offering resources. Or, in a cooperative task, a node is
istrusted [72], and made to quit the process.

Description. The problem addressed by Prolonged Termination is that of re-entrance, namely the possibility for a node to join again
a process which had been left in the past. Re-entrance can be avoided in two ways:

• by avoiding a subsequent gathering of the PID of the quitted process (from neighbours or from local generation);
• if a subsequent gathering of the PID of the quitted process happens, the process should be quitted.
13 
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The pattern comes in two main variants:

1. participation to a process is suspended (i.e., termination is prolonged for a limited amount of time);
2. termination is conclusive.

Different techniques may be adopted to implement this pattern.

Implementation. The basic idea for an implementation is to have every device willing to quit a process keep track of the
corresponding PID to prevent re-entrance in the future. For a non-final termination, each PID may be associated with a timestamp,
and such a proscription may be cleared after a configurable period of time.

case class Return(terminate: Boolean = false /* .... */)

def processLogic(pid: Pid)(args: Args): (Return, Boolean) = {
// ...
val status = statusLogic()
(Return(terminate=!status), status)

}

def proscriptionGC(ps: Set[Pid]): Set[Pid]
rep[Set[Pid]](Set.empty)(proscription => {
val map = spawn[Pid, Args, Return](pid => args => {
branch(proscription.contains(pid)) {
(Return(true), false)

}{
processLogic(pid)(args)

}
}, pids(), Args())
/* do something with the map of processes */
proscriptionGC(proscription ++ map.filter(_._2.terminate).keySet)

})

In this implementation schema, the return value is used to express to willingness to quit the process, based on an arbitrary condition
wannaTerminate. Then, we use the stateful construct rep to keep track of the PIDs to definitely quit into a proscription set.

he actual processLogic is wrapped with a branch expression that avoids any computation and immediately quits the process
f the PID belongs to the proscription set. The abstracted function proscriptionGC() is used to perform a garbage collection
f proscriptions to avoid memory leaks (e.g., may clean out PIDs once enough time has passed.

Discussion. The crux of the problem addressed by this pattern lies in two key aspects of the dynamics of the notion of collective
rocesses discussed in this paper: (i) the round- and repetition-based execution model (Section 3.1.2), and (ii) the implicit process

propagation to neighbours carried out by the spawn construct, which is instrumental for the spreading and general evolution
dynamics of collective process instances. Especially, the latter mechanism complicates process termination, since a device that quits
a process instance may receive the same process instance immediately the next round if any of its neighbours are still executing
t. Therefore, the process logic has to take into account the possibility of re-entrance. In the implementation schema, an explicit
roscription set is leveraged to keep track of exited processes. It is important to clean proscriptions to avoid memory leaks, but the
arbage collection policy should guarantee undesired re-entrance. Also, notice that this patterns allows the status logic to distinguish

the willingness of a conclusive termination from a ‘‘normal’’ termination allowing re-entrance if appropriate for the process dynamics.
Finally, re-entrance management could be supported by a collective computation (e.g., a device may decide to leave a process for
good if it realises its area includes several more powerful devices), but the re-entrance decision is purely local. This pattern does
not address actual termination logic: instead, the related pattern Explicit Collective Termination (Section 5.1.3) provides a simplified
nterface global process-wide termination.

5.1.3. Explicit collective termination
Name. Explicit Collective Termination

Aliases. Event-based Collective Termination, Termination Signal, Global Shutdown

Intent . The intent is to explicitly support the collective termination of a collective process instance, i.e., to ensure that all the
participants quit the process.

Context and example(s). Once a collective process has reached its goal, every participating device can safely quit it. However,
ertain participating devices may be unaware that the goal has been accomplished. In this case, an indication that the process
hould terminate everywhere has to be communicated to all the participating devices. For instance, if the goal was to deliver a
essage to a recipient device through a hop-by-hop channel, the recipient could trigger the shutdown once it receives the message

cf. the ‘‘multi-hop chat example’’ in Fig. 12 for the Moving Process (Section 5.3.3) pattern). In the case of a task offloading process,
the offloader can terminate the process once it gets the results (or an acknowledgment) back.
14 



R. Casadei

s
c

t
t

s

o
u
A

Internet of Things 29 (2025) 101436 
Description. The pattern establishes the possibility of terminating a collective process instance globally (i.e. for all the devices) by
a single, local termination signal issued by an individual device. This way, the programmer does not need to think about complex
termination logic, and just focus on the condition for termination to be initiated. Usually, the possibility of issuing termination
ignals is reserved to devices playing ‘‘special roles’’ in the process computation (e.g., the recipient of a message in the multi-hop
hat example). The pattern may also define multiple types of termination signals to support different termination algorithms [73].

Implementation. It follows a basic implementation schema in ScaFi:

trait Status
case object ExternalStatus extends Status
case object BubbleStatus extends Status
case object TerminalStatus extends Status
final case class POut[T](result: T, status: Status)
def statusSpawn[K, A, R](process: K => A => POut[R],

params: Set[K],
args: A): Map[K,R] =

spawn[K,A,Option[R]](k => a =>
handleOutput(handleTermination(process(k)(a))),
params,
args

).collectValues { case Some(p) => p }
def handleTermination[T](out: POut[T]): POut[T] = {
rep[(Boolean,Int,POut[T])]((false,0,out)){
case (terminated,k,res) =>
val mustTerminate = out.status==TerminalStatus |
includingSelf.anyHood(nbr{terminated})

val mustExit = includingSelf.everyHood(nbr{mustTerminate})
(mustTerminate, 1,
if(mustExit || (mustTerminate && k==0))
(out.result, External)

else out
)

}._3
}

def processLogic[T,K](k: K)(args: Args): (Status, T) = {
// ...
val done = ??? // true when the overall process must quit
if(done) (TerminalStatus, nullOutput)
else (statusLogic(), outputLogic())

}

statusSpawn(processLogic(_)(_), pids(), Args())

where statusSpawn is a variant of spawn, possibly reusing the latter, that is able to deal with termination signals (cf.
TerminalStatus). Basically, the termination logic is implemented in handleTermination: it works through a gossip of the
ermination signal, and taking precautions to avoid re-entrance (i.e., a process re-joining the process after quitting it). As seen for
he Prolonged Termination (Section 5.1.2) pattern, a way to avoid re-entrance is to keep a set of the PIDs of quitted processes, and

using it to filter received PIDs; this approach, however, needs a sort of garbage collection. Another issue is given by discontiguous
process partitions: in this case, it is possible that only one partition gets to close the process. Dealing with this may require the
adoption of other termination patterns, like Evaporation or Heart Beat.

Discussion. This pattern differs from Prolonged Termination (Section 5.1.2) since the latter promotes non-reentrant termination of a
ingle device, whereas this one ensures that all the process participants quit (and provides a simplified interface in terms of a single

local signal to be issued).

5.1.4. Time replication
Name. Time Replication

Aliases. Temporal Spawn, Periodic Execution

Intent . The intent is to support the instantiation of multiple collective process instances at different time instants.

Context and example(s). Certain kinds of activities are periodic in nature. One example is garbage collection (e.g., in a smart city
r in a computational ecosystem as in Section 5.1.3). Garbage collection may be used in the context of collective processes to clean
p the maps of quitted PIDs (that serve to avoid re-entrance) to free memory (cf. the Prolonged Termination (Section 5.1.2) pattern).
nother notable usage of time replication is to improve the dynamics of gossip [74]. Indeed, certain gossip algorithms like the

gradient are fast to converge in one direction (decreasing values) but slow to adapt in the other direction (raising values); running
delayed instances of gossip processes provides a way to exploit the fast convergence while re-starting from subsequent states of the
environment. This is witnessed by the simulation results reported in Fig. 6.
15 
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Fig. 6. Classic gradient versus replicated gradient. In the snapshots 6(a)–6(c), the black circle denotes the source of the gradient, whereas different colours
denote different gradient values (hot colours for low values and cold colours for higher values). The inner circle denotes the replicated gradient’s value, while
the outer circle the classical gradient’s value: the difference is only noticeable in the left part of the arena in Fig. 6(c). Finally, Fig. 6(d) shows how the replicated
gradient enables faster convergence than the classic gradient (notice the quick drop in the error around 𝑡 = 145). (For interpretation of the references to colour
in this figure legend, the reader is referred to the web version of this article.)
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Description. This pattern is basically a variation of pattern Event-based Triggering (Section 5.1.1) where the events are time events.
Such time events can be purely local or distributed time (cf. logical clocks). Local time may leverage sensors for local system clocks
or be expressed in terms of number of rounds. Distributed time could be expressed in terms of causality relationships [75,76]. So,
a time event causes the generation of a new process instance, namely a replica. Besides time-staggered generation of replicas, the
solution has to properly handle termination to keep a limited number of replicas active at a certain time (to avoid excessive resource
onsumption).

Implementation. Consider:

def clock(len: Long, decay: Long): Long =
rep((0L,len)){ case (k,left) => // Function by pattern matching
branch (left == 0){ (k+1,len) }{ (k, T(len, decay).toLong) }

}._1 // "_1" projects to the first element of the tuple

def replicated[A,R](proc: A=>R)(argument:A, p:Double, k:Int) = {
val lastPid = clock(p, dt())
spawn[Long,A,R](pid => arg => (proc(arg), pid > lastPid-k),
Set(lastPid), argument)

} // returns Map[Long,R] from replicate IDs to corresp. values

This function allows to replicate process proc every 𝑝 seconds, keeping 𝑘 replicates active at any time. It leverages a distributed
clock function to provide a nearly-synchronised timer. The clock returns, each 𝑝 seconds, an increasing number 𝑖 that is also
the PID of the 𝑖th replica. Notice that any device can locally determine when it can leave a process instance, with no risk for
re-entrance (i.e., there is no need of Prolonged Termination (Section 5.1.2) and Explicit Collective Termination (Section 5.1.3)). Indeed,
the status logic for participation to the process checks that the process has pid later than lastPid-k, namely is in the range
[𝚕𝚊𝚜𝚝𝙿𝚒𝚍 − 𝑘 + 1, 𝚕𝚊𝚜𝚝𝙿𝚒𝚍] of the 𝑘 currently valid PIDs.

Discussion. The implementation schema can be leveraged to implement the replicated gradient discussed previously and shown in
Fig. 6.

val isSource: Boolean = ??? // some source definition logic
val REPLICATION_INTERVAL = 20 // twenty seconds
val NUM_REPLICATes = 3 // three active replicas at a time
val replicatedGradientReplicas =
replicated[Boolean,Double](distanceTo(_))
(isSource, REPLICATION_INTERVAL, NUM_REPLICATES)

val replicatedGradient = replicatedGradientReplicas
.minByOption(_._1) // takes the one with lowest PID
.map(_._2) // projects the gradient value
.getOrElse(Double.PositiveInfinity) // returns it

The generation of multiple replicas also requires to think about strategies to deal with their results. In the case of the replicated
radient, one simple idea is to use as gradient value the value of the oldest gradient replica, which is supposed to be the most stable.
he oldest replica is considered for a duration given by the replication interval, which is used to regulate the reactivity of the system.
he number of replicates, instead, is useful to guarantee enough time for replicas to stabilise before being actually considered.

5.1.5. Spatial replication
Name. Spatial Replication

Aliases. Distributed Concurrent Processes

Intent . The intent is to support the instantiation of multiple collective process instances across different portions of space or,
similarly, across different sets of devices.

Context and example(s). Certain kinds of collective activities have to be executed concurrently in different spatial areas. Consider
a smart city: the city may host, at different locations, multiple processes for surveillance, waste collection, monitoring, and
management activities. Similarly, different process instances may be used to denote different areas or regions, each one hosting the
same or different kinds of activities. One notable example is given by the Self-Organising Coordination Regions (SCR) pattern [68],
which provides a dynamic way to control the level of decentralisation in systems of systems. Well, the regions of SCR can be denoted
by different collective process instances. In other words, Spatial Replication is a pattern that can be used to implement SCR.

Description. The basic idea of the pattern is to consider multiple regions of devices (denoting spatial regions) and to run a different
collective process instance in each region. Notice that a single region may be represented by a Boolean predicate: the devices for

hich the predicate yields true define the domain of the region (e.g., all the nodes located north of a geoposition, or where the
sensed temperature is higher than a threshold). Thus, multiple regions may be denoted by multiple Boolean predicates. The regions

ay be
• contiguous or discontiguous;
• overlapping or non-overlapping (also: non-exclusive or exclusive);
• of different shapes.

The regions may be pre-defined or may be created and adjusted dynamically. In the latter case, one idea is to select a sparse set of
evices (i.e., locations), and let the process instances spread from there.
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Implementation. Consider:

// Location-based spatial replication
val locations: Set[GeoCoordinate] = ???
val closest: Option[GeoCoordiante] =
closestLocation(locations,myLocation())

spawn(processLogic(_)(_), closest.toSet, Args())

The set of locations may be provided by a centralised management entity or through a gossip process. Each devices detects the
closest location, and runs a copy of the process using the chosen location as PID. Therefore, each node joining the process for the
same location will be able to interact with neighbour members.

As a variant, consider:

// Centre-based spatial replication
val centre: Boolean = ???
spawn(
key => args => {
val distanceToCentre = distanceTo(key==mid())
// ...
(outputLogic(),
if(distanceToCentre <= threshold) true else false)

},
if(centre) Set(mid()) else Set(), Args())

Predicate centre is computed to hold true in correspondence of a subset of devices working as initiators of the regions. For
nstance, it might be the result of a leader election process [29,77]. The process instance of each region has as PID the identifier

of its centre. The condition for being part of a process/region, then, might be that the distanceToCentre is less or equal than
ome threshold value, which may be used to control the granularity of spatial replication.

Discussion. This pattern can be based on static variants of the Space-attached Process (Section 5.3.2) and Node-attached Process
Section 5.3.1) mobility patterns. The pattern is often used to solve coverage problems or to exploit a divide-et-impera principle for

solving situated tasks (e.g., in a smart city). In particular, the pattern is often combined with the Leader-based Decision-Making
(Section 5.2.1) pattern, by which there is one or more leaders that partially centralise the collective decisions in each area. Concrete
implementations of the pattern should generally establish the granularity of the spatial replication (i.e. how many replicas are there
and what is their size). Advanced applications of the pattern may promote the self-adaptation of the sizes of the regions, as a way
to optimise task allocation and to control the level of decentralisation in a cyber–physical ecosystem [68].

5.2. Behavioural patterns

Once a collective activity has been started, the group of participating entities have to work in a coordinated fashion: this may
require making group-wide decisions. This is the problem of collective decision-making [78,79]. Of course, since multiple algorithms

ay exist for collective decision making, the patterns in this category are meant to generally support the structuring of large-scale
roup decision-making within collective processes; in other words, specific algorithms may be adopted in implementations of the
atterns.

5.2.1. Leader-based decision-making
Name. Leader-based Decision-Making

Aliases. Leader-regulated Areas

Intent . The intent is to coordinate the activity of multiple distributed candidate decision-makers while avoiding conflict.

Context and example(s). A swarm of robots may define teams for handling different kinds of missions (e.g., rescue, exploration, or
surveillance missions). Each team can be modelled as a collective process and, within each team, decisions may need to be taken
about the tactics to adopt (e.g., among alternative courses of actions, such as continuing to explore the environment vs. going back
to recharge). Each team may elect one leader to support decision-making within the team: then, the leader may make decisions using
its local information only, by a democratic account of team members’ opinions (cf. quorum sensing), or by using local reasoning
against data provided by members. Similar needs may be found in a rather wide set of domains involving collectives: e.g., operations
in a smart city, operations in industrial plants or warehouses, edge-cloud infrastructures, etc.

Description. The pattern works by solving the problem of distributed consensus through the centralisation of the decision-making
activity at one device called the leader of a group of devices participating in a collective process instance. In other words, the patterns
reduces the problem of decision-making to the problem of adaptive leader election [29,77]. The elected leader receives feedback
information from the members of the collective process, processes the available information, takes a decision, and propagates the
decision to the other members (which are instructed to follow the decision). Consider Fig. 7 for a graphical representation of the
idea.

Any different process instance may influence the leader election process by the nature of the task it solves as well as its
construction parameters. For instance, a collective process spanning large groups of devices or, similarly, large spatial regions, may
18 
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Fig. 7. In this simulation, the nodes elect a set of leaders (red squares) to uniformly cover the space occupied by the network itself. Each node participates to
the collective process identified by the closest leader. Within each collective process, the corresponding leader propagates its decision (denoted by a different
colour) to its followers. (For interpretation of the references to colour in this figure legend, the reader is referred to the web version of this article.)

go for a multi-leader election in order to regulate the level of partitioning/granularity of decisions. Other times, there is a natural
selection of a collective process leader, e.g., the one that generated the processes; in that case, the leader election activity itself it
carried out outside the spawning of processes and, indeed, leveraged to regulate it.
Implementation. A simple schema, where the leader election is performed outside the processes, and actually drives the generation
of process instances, is as follows:

trait Decision
def decisionLogic(/*...*/): Decision
case class Pid(leaderId: ID)
val isLeader = leaderElection() // cf. [29]
val pids: Set[Pid] = if(isLeader) Set(mid()) else Set.empty

spawn(pid => args => {
val pLeader = pid.leaderId == mid() && isLeader
val localDecision: Decision = decisionLogic(/*...*/)
val decision = broadcast(pLeader, localDecision)
/* ... */
// the output/status logic may depend on the decision
(outputLogic(decision), statusLogic(decision))

}, pids, Args())

he election of leaders is performed by function leaderElection(), which returns a Boolean indicating whether the running
evice is a leader or not; such a field-calculus-based self-stabilising implementation of leader election is discussed in [29]. Within
ach process instance, pLeader carries out the Boolean indication of whether the running device (of device identifier mid()) is
 leader or not within the running process instance. Notice how the lambda of the process logic closes over isLeader to account for
emoval of leadership, possibly to implement the process shutdown. Then, each device can take a localDecision by leveraging
ny local information. The ultimate decision that a device will make will depend on a multi-hop diffusion of the leader decision:
he broadcast function uses a gradient from pLeader to propagate the value of localDecision at the source everywhere in
he network.

An alternative schema is for the variant where leader election is performed internally to each instance:

case class Pid(electionControlParameter: Double)
spawn(pid => args => {
val leader: ID = leaderElection(pid.electionControlParameter)
val isLeader = leader == mid()
19 
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Fig. 8. State-based collective behaviour. Notation: the outer circle denotes different process instances; the inner circle denotes the current state of the behaviour
(red for ‘‘expansion state’’, green for ‘‘monitoring state’’). (For interpretation of the references to colour in this figure legend, the reader is referred to the web
version of this article.)

// decision propagation is the same as before
}, pids(), Args())

n this case, the PID may carry a control parameter affecting the leaderElection() computation (e.g., the mean size of the
patial area regulated by each leader).

iscussion. The leader of each process may regulate the decision-making of the activity but also the decision-making at the meta-
evel of the collective process, e.g., by determining its expansion, shrinking, or termination. This pattern is often combined with
he Spatial Replication (Section 5.1.5) pattern, where each spatial replica has an associated leader that takes decisions within the
orresponding region. If the regions overlap, then a criterion has to be defined so that the devices participating in multiple regions
an determine what leader has to be followed. This is a very fundamental pattern, often reused by other patterns as well, such as
he State-based Collective Behaviour (Section 5.2.2) pattern.

.2.2. State-based collective behaviour
ame. State-based Collective Behaviour

liases. Globally Synchronised Activity

ntent . The intent is to describe an articulated collective behaviour and its coordinated evolution over time, e.g., based on the
ccurrence of local or global events.
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Fig. 9. State machine capturing the behaviour of a collective process that expands (i.e., acquires more devices) in discrete steps, until enough resources have
een gathered.

Context and example(s). This pattern has been adopted in the literature in a few applications. One use is in the implementation of
he spatiotemporally situated tuples model [15]: a fully decentralised spatial coordination model where data items (tuples) are given a
ocation (or an area) in space, supporting interaction among mobile agents. In this case, each situated tuple is mapped to a collective
rocess instance; then, the management of the operation for tuple removal requires all the agents associated with that tuple and
nvolved in offering the coordination service to behave in synchronised phases (i.e., waiting for a removal operation, selecting a
nique remover based on timeouts, offering the tuple, receipt of the acknowledgment from the remover, and shutdown). Another
nstance is in peer-to-peer service discovery/access [7]: agents can act as consumers or providers and enter in different phases of

operation: discovering (looking for service offers), offering (providing matching service offers), serving (providing a chosen service).

Description. The pattern leverages the behavioural model of finite state machines: i.e., it works by specifying a set of collective
behaviour components (associated to corresponding states) and the logic by which the collective behaviour switches between the
behaviour components (states) over time or, generally, according to events. The collective behaviour change has to be coordinated,
o that each collective behaviour component is played consistently; this is achieved by ensuring that the collective moves to the next
tate as a whole, namely that all (or the majority of) the devices in a group eventually converge to the shifted behaviour. The problem
f determining the next state to switch on is essentially a problem of distributed consensus, or collective decision-making, and may
e addressed through Leader-based Decision-Making (Section 5.2.1).

Implementation. The implementation can benefit from a workflow function that (i) is parametrised on the state transition logic
f, (ii) handles propagation of the current state (cf. the broadcastOn which spreads currState along a gradient from the
leader), and (iii) ensures, by aligning on the state, that only the devices in the same state can interact at the level of function f.

def workflow[S, E](gradient: Double, initState: S, initResult: E)
(f: (S,E) => (S,E)): (S,E) = {

rep[(S, E)]((initState, initResult)) { case (currState, r) => {
val state = broadcastOn(gradient, currState)
align(state) { s => f(s, r) }

} }
}

Then, consider a sample scenario (cf. Fig. 8) where a leader has to collect a certain amount of resources from nearby devices.
e can structure this logic by alternating two states: an ExpandingState where the frontier of devices gets expanded, and a
onitoringState where data is analysed for the current gathering. The behaviour can be described by a state machine as in

Fig. 9.

spawn[Pid,Args,Return](pid => args => {
val leader = mid() == pid.leaderId
val g = distanceTo(leader)
val (state, n) = workflow[State,Int](g, Initiating, 1) {
case (Initiating, n) => (Expanding(n), n)
case s @ (ExpandingState(k), r) => {
val maxExtension = C[Double, Double](g, Math.max, g, g)
if(leader && maxExtension >= (k - 1) * pid.distance) {
(Monitoring(k), k)

} else { (s, k) }
}
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Fig. 10. A process (denoted by coloured circles) attached to a moving device (denoted by the small red circle). (For interpretation of the references to colour
in this figure legend, the reader is referred to the web version of this article.)

case (s @ MonitoringState(k), r) => {
val countMembers = C[Double,Int](g, _ + _, 1, 0)
val isStable = stableFor(countMembers, pid.numRoundsOfStability)
if(leader && isStable) {
if(countMembers >= pid.resourceTarget) {
(Closing, k) // once enough resources are gathered, terminate

} else {
(Expanding(k + 1), k + 1)

}
} else { (s, k) }

}
case s => s // stay in current state

}
val withinProcess = state != Closing && g < (n + 1) * pid.distance
val leaderNotReentering = // cf. Prolonged Termination (Section 5.1.2)
(outputLogic(), withinProcess && leaderNotReentering)

}, if(anchor) pidSet else Set.empty, Args())

he code builds a gradient g from the leader, then calls workflow by passing a partial function mapping each state to the
orresponding output and next state. When in ExpandingState, the leader shifts to Monitoring once the maximum gradient
alue exceeds a threshold. Notice that output 𝑘 denotes the levels of expansion, and acts as a multiplying factor of the distance
hreshold (pid.distance). When in MonitoringState, the leader collects (by C) the count of members in the process, and
nce the result is stable, it either shifts to ExpandingState(k+1) or to ClosingState if the amount of gathered resources
xceeds pid.resourceTarget.

iscussion. This pattern helps to implement a collective activity by structuring it as a state machine. The provided implementation
s combined with the Leader-based Decision-Making (Section 5.2.1), to simplify collective transition to states, and Prolonged Termination
Section 5.1.2), to ensure that once the leader closes the process, the decision is final.

The example in Fig. 8 shows an interesting application of the pattern: a step-wise progressive expansion of the process boundary
o gather an increasing amount of participants/resources. Such an expansion is alternated with a phase in which the boundary
oes not change: such a stable situation helps to collect all relevant information into a stable snapshot for decision-making. This
dea may be used to progressively gather computational resources in decentralised volunteer computing settings [54], before task
llocation and scheduling. The state-based dynamics may also be used to implement wave-like dynamics, as in the Moving Process
Section 5.3.3) pattern.

.3. Mobility patterns

Devices and processes may move or be stationary. Mobility patterns cover ways to address moving devices and processes.

.3.1. Node-attached process
ame. Node-attached Process

liases. Follower Process

ntent . The intent is to ensure that a collective process follows (i.e. remains attached to) a moving device.

ontext and example(s). Sometimes, a collective process is intimately related to the device that started it. For instance, a device
ay start a process to gather information from its surroundings (e.g., looking for nearby devices offering computational resources,

r friends for social activities). A way to query a large portion of the system is to let such a process grow in size, and to collect
nformation by descending the gradient through hop-by-hop paths. One drawback of this solution is that the devices that act as relays
or the information coming from the more distant ones are exposed to such information, possibly leading to bandwidth (if several
22 
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Fig. 11. A process attached to a spatial area. The semi-transparent shadows correspond to carrier processes (different colours for different carriers), whereas
the solid circles denote space-attached processes (different colours for different processes). The two figures show two subsequent snapshots of a system where
several devices move away from the areas with space-attached processes and accordingly leave the corresponding space-attached collective process computations
(this is why in the right figure there are less devices denoting the green and cyan space-attached processes). (For interpretation of the references to colour in
this figure legend, the reader is referred to the web version of this article.)

such processes are active) as well as privacy issues. Asymmetric cryptography may be used for confidentiality, but it comes at high
costs. Moreover, if the device is moving, then the scope of the process may need to adapt as well (as the notion of ‘‘surroundings’’
is changing).

Description. This pattern ensures that a collective process instance lives in the surroundings of a certain device (also called the
anchor). If the anchor device moves, then the scope or domain of the process should change as well. The pattern does not prescribe
a specific shape and size of the process—these are configurable properties. A typical shape is a circular bubble of a given (and
possibly dynamic) radius. See Fig. 10 for a graphical example.

Implementation. The implementation is quite simple:

val anchor: Boolean = // some arbitrary condition
spawn[Pid,Args,Return](
pid => args => {
val source = mid()==pid && anchor
val closeToAnchor = distanceTo(source) < SIZE
(outputLogic(), closeToAnchor)

},
// just use the device ID as PID
if(anchor) Set(Pid(mid())) else Set.empty, Args())

he simplicity is due to the self-healing nature of the gradient algorithm, distanceTo: if the anchor moves away from a region,
hen the gradient values computed by the devices in the original region would increase, eventually exceeding the threshold SIZE.
otice how the source is the device whose ID matches the PID and that it is still an anchor. Finally, the predicate closeToAnchor

s also used as the spawn status, to determine if the device is part of the process instance or not.

iscussion. Despite its simplicity, the pattern is useful for addressing different needs in IoT environments. One natural use is to
upport context awareness [80]: any device that needs to be context-aware may use an attached process to continuously process
nformation in its surroundings. Another use is to leave marks in the explored environment (cf. stigmergy [81,82]). An additional
se is for searching resources or information, by combining device mobility and the ‘‘process mobility’’ given by multi-hop information
athering; device mobility may be required in scenarios where a network is sparse or largely disconnected (cf. message ferrying [83]).

.3.2. Space-attached process
ame. Space-attached Process

liases. Fixed-location Process

ntent . The intent is to associate a collective process to a fixed spatial area, so that the devices that happen to be located there can
andle a location-specific situation.

ontext and example(s). In many applications, especially in the realm of spatial computing [84], the activities to be carried
ut strictly depend on the portion of the environment at hand. For instance, a critical area has to be surveilled, keeping track
f accesses (cf. k-coverage [9]); a building has to be monitored for its internal climatic conditions [85]; or, an area hosting a
arge crowd of people has to provide crowd-aware navigation services, for safety [70]. Also, in programming models leveraging
tigmergic coordination [81,82], data items may be associated to spatial locations and areas [15], to support, e.g., augmented-reality
pplications [86].
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Description. The idea of this pattern is to establish a correspondence or mapping between spatial areas and collective processes,
uch that the devices that happen to be located in an area participate to the corresponding processes. The crux of the problem lies

in how a device gets to know the mapping and whether its current location matches any of the appointed spatial areas. Also, the
apping might be subject of change at runtime. Different assumptions or constraints may affect the pattern solution: whether the
evices known their current location (e.g., since they are equipped with GPS sensors) or not; or the kind of geometry that applies to
he space (cf. the notion of vicinity inside buildings). Assuming that devices have a way to determine whether they are located in a
iven spatial area, the solution of the problem lies in organising a process providing the devices the mapping information. Such a
ollective process should have a spatial extension larger than the spatial areas provided in the mapping, in order to avoid the risk
f losing track of the mapping information due to devices leaving those areas. The spatial area whereby mapping information is

gossipped is also called the carrier area, and the devices contributing to holding the mapping information are called relays. Another
spect to be decided is the issuer, namely who is responsible of contributing to the mapping, i.e., of deciding what processes should
e executed in what spatial areas: it could be anyone (cf. peer-to-peer systems), a set of designated devices (e.g., chosen by leader

election), or a centralised manager. Furthermore, the device carrying the mapping information should be as stable as possible, to
reduce the risk of information loss. As a graphical example, consider the simulation shown in Fig. 11: here, a number of nodes is
nstructed to migrate from the left to the right of the arena; however, only the nodes that remain fixed continue to run the process.

Implementation. An implementation schema for the pattern is as follows:

case class Pid(issuer: ID, area: AreaDescription) {
def within(p: Position): Boolean = // matching logic

}
def issuing(): Set[Pid] = // generation of space-attached processes
val leader = // some leader election algorithm, e.g., see [29]
// Partition the space by the leader into carrier areas
val carrier = broadcast(leader, mid())
var pids: Set[Pid] = Set.empty // NOTE: mutable variable!
// Spawning of carrier processes
val carriers = spawn[CarrierPid,Unit,Unit](pid => args => {
pids = pids ++ gossip[Set[Pid]](issuing(), _++_)
((), leader || pid.leader == carrier)

}, if(leader) Set(CarrierPid(mid())) else Set.empty, {})
// Spawning of space-attached processes
val maps = spawn[Pid,Unit,Unit](pid => args => {
(outputLogic(), pid.within(currentPosition()))

}, pids, Args())

The first spawn is used to generate carrier processes, so that the gossip is limited to a single carrier area, and accumulate in
each device the pids to be run (notice that it is a closure, closing over the pids variable). The second spawn is used to generate
space-attached processes, based on the pids collected from the gossip; a device participates to a process instance of a given pid
nly if its currentPosition lies within the pid’s area. Notice that only issuers will yield a non-empty set when calling
ssuing.

Discussion. One problem lies in how to specify the spatial regions in which a process instance should reside. One straightforward
possibility is by using spatial coordinates (e.g., a set of latitude and longitude points). The other problem, as mentioned, lies in
how the information about the spatially-attached processes gets spread in the system. In the proposed implementation, the Spatial

eplication (Section 5.1.5) pattern is used to handle the propagation of such information. Once any device has access to the map of
spatially-attached processes, the next problem is understanding whether it is part of some of them. The general assumption is that
any device has a local sensor enabling to answer it (e.g., a GPS sensor). This requirement may sometimes be relaxed by leveraging
neighbour information. Finally, notice that when the target spatial location is relative to the spatial location of another entity
e.g., within 50 metres from an appointed building or plaza), Node-attached Process (Section 5.3.1) may represent an alternative to

this pattern—assuming there is a device, part of the aggregate computing system and attached to the target spatially situated entity.

5.3.3. Moving process
Name. Moving Process

Aliases. Specialisations include Wave [7] and Channel (a point-to-point stretched process).

Intent . The intent is to carry data and/or run an activity across a network of devices while keeping it scoped to a subset of devices
at a time, e.g., for efficiency or coordination purposes.

Context and example(s). The idea is similar to those of mobile agents, migrating from nodes to nodes in order to perform tasks, but
ith the difference that what migrates is not a single agent but a collective process that, at any time, might involve a collaboration
mong the nodes currently being part of its domain. Consider a messaging application on a peer-to-peer network: sending a message
rom a source to a destination could be performed by broadcasting data across a channel [6], i.e., a hop-by-hop path of devices

connecting the two endpoints. Such a channel can be implemented involving all the nodes of the network by computing two
gradients (one from the source and one from the destination), one network-wide broadcast of the source-to-destination distance, and
then leveraging the triangular inequality property (see e.g. [87]). This would be very inefficient, since one network-wide channel
er source–destination pair needs to be computed. A more efficient solution, leveraging a central node and a gradient from it,
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Fig. 12. Messaging on a peer-to-peer network. Notation: small coloured dots are devices, where the colour denotes the gradient from the central node; large
red circles denote sources of messages; large blue circles denote targets of messages; medium-size bullets denote process domains, with different colours for
different process instances (messages). The dynamics is as follows: (Top-left) two message delivery processes are active; (Top-right) the blue process has reached
its target; (Bottom-left) the magenta process has reached its target, and the blue process is terminating from the source that received an acknowledgment of the
delivery; (Bottom-right) the magenta process is also closing. (For interpretation of the references to colour in this figure legend, the reader is referred to the
web version of this article.)

would require building ‘‘narrow’’ channels along the source-to-centre and centre-to-destination paths—see Fig. 12. Still, if source
and destination are far away, several hops and hence devices need to be involved, leading to a relevant consumption of resources
associated to the long path of relays. An even more efficient solution could be based on a wave-like propagation of the message [7],
being carried by a limited number of devices at any time.

Description. In this pattern, a process instance moves across space (or, equivalently, across a domain of connected devices). In
particular, there are two main versions of the pattern:

1. the process moves by changing its shape (e.g., growing radially, elongating or stretching towards some direction, or shrinking);
2. the process moves by (approximately) keeping its shape.

Though the change in the support domain of devices is a normal aspect of a process instance, in a moving process there is usually
a direction or target of the movement.

Implementation. This pattern can be implemented in multiple ways, mostly by devising proper algorithms regulating the way in
which the devices compute the status (internal or external) in the process. Therefore, an implementation schema is as follows:

spawn(pid => args => {
// ...
val status = movementLogic(pid, args)
(outputLogic(), status)

}, pids(), Args())

here an application-specific movementLogic is responsible of regulating the process shape.

iscussion. A moving process can be also realised by attaching a process to a moving device—cf. Node-attached Process (Sec-
ion 5.3.1). However, this Moving Process pattern also deals with moving collective computations within networks of non-mobile
evices. How is a moving process different than a mere process expansion? The key distinguishing property of a moving process is
hat the expansion is directional. In more advanced versions of the pattern, process participants are transient, quitting the process
nstance as soon as they have moved it to neighbours ahead towards the target [7].

. Case study: Spatiotemporal tuples

In this section, we describe a case study where several of the proposed patterns can find application. Indeed, our system is a
ervasive coordination model in mobile settings where communication and interaction can be effectively mediated by collective
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processes. As a consequence, the aspects captured by the taxonomy classes (lifecycle management, behaviour coordination, and
mobility) are to be properly addressed.

The spatiotemporal tuples model [15], is a decentralised variant of the spatial tuples model [86], where tuples are issued at a spatial
location, may have a spatial extension, and can be queried or removed by actions which are spatially scoped. These models support

obile augmented-reality applications, and support space-aware and space-based coordination of agents in pervasive computing
environments. One example is situated knowledge sharing: in a rescue scenario, a rescue control room administrator may issue a
warning to all the rescuer agents situated in a region, communicating the presence of injured people in another region.

In the original proposal [86], the implementation is centralised, whereas in [15], an aggregate computing implementation is
provided that supports decentralised management of situated tuples. It turns out that such an implementation leverages multiple
patterns of decentralised collective processes.

First of all, all tuple operations map to distinct collective process instances: this is because tuple operations must span different
spatio-temporal regions, and hence must be carried out by collectives of situated devices. In a given application, tuple operations
are issued as requested by the user (cf. the Event-based Triggering (Section 5.1.1)).

Then, different collective processes must model different tuple-based operations. In tuple-based coordination, three main
operations are available: out (emission of a tuple at some location), rd (reading a tuple matching a pattern), in (removing
a tuple matching a pattern). In spatial tuples, outs can be issued at a given spatial location (cf. the Space-attached Process
Section 5.3.2) pattern), can be associated to a device (cf. the Node-attached Process (Section 5.3.1) pattern), or can be given a
omplex spatiotemporal dynamics (cf. the Moving Process (Section 5.3.3) pattern).

Also, the implementation of outs and ins can be effectively organised following the State-based Collective Behaviour (Sec-
ion 5.2.2) pattern: this is because a complex protocol should be followed to ensure that removal is performed by a single device, and

that concurrent ins do not conflict (see Fig. 14). Specifically, an out operation should transit from an Available state (where
it accepts removal requests), to a Serving state (where it has chosen a target device for the removal), a finally to a Done state
where it has received the acknowledgment by the remover and can therefore quit the process). Dually, the in operation would
ransit from a Waiting state (where a matching tuple is looked for), to a Removing state (where a chosen tuple is being removed

and an acknowledgment is sent), to a Done state. To simplify the state-based behaviour implementation, there is a single tuple
owner per out process, enabling the use of the Leader-based Decision-Making (Section 5.2.1) pattern, which removes the problem of
consensus (e.g., in the selection of the ‘‘winner’’ in request). When closing the processes, the owner can issue a termination signal
(cf. the Explicit Collective Termination (Section 5.1.3) pattern) and may adopt the Prolonged Termination (Section 5.1.2) pattern to
avoid re-issuing the same tuple.

Finally, the Spatial Replication (Section 5.1.5) and Time replication (Section 5.1.4) patterns may also be leveraged if an application
requires strategies for replicating tuples around the system. This could be especially useful when ‘‘evolving tuples’’ or ‘‘context-aware
tuples’’ are considered (cf. TOTA [82]), so that different timing and spatial aspects could affect their content.

7. Discussion

In this section, we provide a broad discussion of the pattern catalogue presented in Section 5.

7.1. Relationships among the patterns of the catalogue

Pattern catalogues often promote systems of patterns, that may be synergistically used to address design in specific contexts. The
rovided patterns of collective processes aim to support the engineering of collective adaptive and self-organising behaviours.

Fig. 13 shows how the provided patterns are related. The graph is synthesised based on the references found in the description
subsections of each pattern.

7.2. Applicability

The discussed patterns can be considered when designing self-organising distributed systems [88] and cyber–physical collectives [89]
in general. Though the implementation schemas are given based on the aggregate computing model (cf. Section 3.1), namely
ssuming event structures of sense–compute–interact events [7], it does not mean that other similar models and programming

languages could not benefit from them (cf. the Buzz swarm programming language [12]).

7.3. Macro-programming perspective

We argue that the proposed catalogue could be a starting point for macro-programming patterns, namely design patterns for
promoting desired macroscopic properties and dynamics out of collectives of objects and agents. Though in the last decades,
several macro-programming approaches have been proposed (cf. see [20] for recent reviews), very few attempts have been made
o characterise reusable macro-level patterns.

One key message of this paper is that the macroscopic perspective could complement the traditional microscopic perspective,
where the target of the engineering is the individual device. A peculiar aspect of macro-programming is, indeed, the use of macro-
programming abstractions [20], of which, e.g., spatial abstractions [22] form a subset. The proposed patterns define a vocabulary of
esign notions where terms are at the macro or collective level: i.e., they talk about what entire groups of agents should do, rather

than what a single individual must perform. Accordingly, these terms promote reasoning and designing at a global (or system-wide)
level.
26 



R. Casadei

i
a

Internet of Things 29 (2025) 101436 
Fig. 13. This diagram shows how the patterns are related to one another.

Fig. 14. (Picture from [15]) Spatiotemporal tuples: a removal operation and the interaction between one out process instance (issued at event 𝜖𝑜𝑢𝑡, and shown
n red) and two in processes instances (issued at 𝜖𝑖𝑛 and 𝜖′𝑖𝑛, and shown in blue). Notice how only the former in process terminates, whereas the one issued
t 𝜖′𝑖𝑛 continues to live, looking for another tuple to remove. (For interpretation of the references to colour in this figure legend, the reader is referred to the

web version of this article.)

7.4. Limitations and threats to validity

The work focusses on decentralised collective process patterns based on the aggregate process programming model [6] (cf.
Section 3.3). As a consequence, the scope is somewhat limited in the target systems and applications covered by the patterns, which
are mainly those characterised by self-organisation of large-scale homogeneous systems (rather than, e.g., small-scale functional
composites made of highly heterogeneous devices). Also, the proposed catalogue does not consider patterns arising from the
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interaction among multiple collective processes; since research is limited on the topic, such kinds of patterns will be investigated
in the future.

Internal validity is about the extent to which the study design may undermine the conclusions [90], and is threatened e.g. by
systematic errors (bias), missing factors, and simplifications to the model. Regarding internal validity, the arguments about the
macro-programming stance (cf. Section 7.3) are threatened by the lack of formal definitions clarifying in what sense a piece of
code is at the macro level. However, since the programming model leverages fields as collective data structures (cf. Section 3.2),
and aggregate processes are effectively first-class entities, this view is arguably supported. As a contingency measure for the
identification and classification of patterns, two experts (one in swarm robotics and the other in multi-agent planning), both familiar
with aggregate processes, were involved in a discussion with the author, which ultimately led to keeping the proposed pattern
catalogue and taxonomy unchanged.

External validity refers to the extent to which the results can be generalised [90]. Regarding external validity, the extent to
which the proposed patterns can be transferred to different collective computing and programming models may be unclear. This
issue is exacerbated by the fact that macro-programming models tend to be quite ad-hoc [20]. Indeed, the proposed patterns are
uite specific to the aggregate process programming model, and certain patterns (like Explicit Collective Termination (Section 5.1.3)
nd Prolonged Termination (Section 5.1.2)) may also be seen as induced by inherent idiosyncrasies of the spawn construct. However,

the universality of field calculi [62] may be seen as a mitigating factor for this threat. Variants of field calculi based on the same
execution model [87] or variants of the round-based execution model (e.g., reactive declinations [91]) are being explored, but they
retain substantial similarity. In other words, the adopted computational model and language appear quite canonical for programming
decentralised collective processes.

8. Conclusion

In this work, we have proposed a catalogue of patterns for decentralised collective processes. The proposed items can be
onsidered as design patterns for collective behaviour as well as coding patterns based on aggregate computing and the aggregate
rocess abstraction [6,7]. Notice that these patterns are not invented but rather discovered after several works adopting macro-
rogramming, aggregate computing, and aggregate processes [6,7,31,65,66]. Accordingly, the catalogue can be regarded as a
ontribution to research on language-based software engineering [92] and especially on macro-programming [20,21,63].

This work promotes further research contributions. For instance, the proposed pattern could be integrated into the standard
libraries of aggregate programming languages like ScaFi [32], FRASP [91], Protelis [93], FCPP [94]. More patterns can also be
iscovered. One class of patterns that has not been considered in this paper includes control patterns aimed at the management of

the interaction among different collective processes. In this perspective, drawing connections with research work on business process
modelling [95] may be valuable. A more innovative direction may lie in the use of patterns to help the synthesis of programs for
controlling collective behaviour [96–98]. Finally, it would be interesting to study and evaluate the applicability of the proposed
atterns, e.g., following evidence-based frameworks like [99,100].
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