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Abstract

Physically Unclonable Functions (PUFs) are a promising low-cost solution for authentication and key
generation in cryptosystems. However, it has been shown in the literature that, due to aging
mechanisms such as Bias Temperature Instability (BTI), PUFs may no longer be able to generate
correct outputs after a certain lifetime, thus becoming unreliable. In order to mitigate this problem,
we present a novel ring oscillator (RO) based PUF design that is highly robust against BTI
degradation. It will be hereinafter referred to as Highly BTI Resilient RO — HBTIRRO. In particular,
we present two possible implementations for our HBTIRRO, each one corresponding to a different
tradeoff among robustness against BTI, power consumption and area occupation. We compare the
effectiveness and costs of the two proposed HBTIRRO implementations to those of a standard RO,
and of the most recent alternative solution presented in the literature. We show that, one of our
HBTIRRO implementation features the highest robustness against BTI, enabling a reduction in
frequency degradation of 57.2% and 34.6% with respect to the standard RO and the recent alternate
solution, respectively, while requiring a similar area and some increase in power consumption. The
other implementation of our HBTIRRO features a very low cost in terms of area occupation, while
featuring a robustness against BTI that is comparable to the most recent alternative solution presented
in the literature. Moreover, we show that, compared to both the considered alternative solutions, our

two HBTIRRO implementations present similar or higher (i.e., better) values in the three classical
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PUF figures of merit (namely, uniqueness, reliability and randomness), and the highest standard
deviation in the statistical distribution of the oscillation frequency resulting from process variation.
Therefore, our two proposed HRTIRRO offer also a more secure implementation for RO-based PUF

than the compared solutions.

Keywords: Reliability, Aging, Ring Oscillator, Bias Temperature Instability, BTI, Physically
Unclonable Function, PUF.

1. Introduction

In recent years, we have assisted to a great increase in the number of applications for the Internet-
of-Things technology, spanning consumer electronics, wearable sensors, smart cities, monitoring of
critical infrastructures, etc. [1]. Wireless communication security is of primary concern for IoT
applications, since cyberattacks may result in significant economic losses, as well as physical harm
to people [2].

To prevent illegal accesses and fraudulent activities, modern electronic systems make a wide use
of cryptography for data protection (integrity and privacy) [3, 4, 5] and entity authentication [6, 7, 8,
9]. Indeed, sensible data are usually protected by encrypting them using a secret key. As a result,
encrypted data can be accessed only by entities knowing this secret key. However, the encryption key
is often stored in non-volatile memories (NVMs) and the security system can be defeated by hacking
attacks aimed at tampering the NVM [10]. For example, in [11], the feasibility of attacks in IoT
devices using simple power analysis is discussed, and possible countermeasures are proposed.
Additionally, a survey on security issues in public key cryptography for smart cards is presented in
[12].

Similarly, entity/device authentication often relies on token-based mechanisms utilizing secret keys
stored in supposedly secure NVMs [13]. Therefore, also these approaches are prone to NVM
tampering attacks. In [14], a novel authentication scheme is proposed, which is based on elliptic curve
cryptography for telecare medical information. However, the implementation cost of elliptic curve
cryptography is high in terms of required computation and power consumption, which make it
unsuitable for IoT applications.

To overcome limitations due to high implementation cost and low security, Physically Unclonable
Functions (PUFs) can be used as low-cost approaches for secret key generation and device
authentication [15, 16, 17]. In a PUF-based secure system, the secret key is not stored in a memory,
but is generated exploiting parameter variations affecting multiple copies of the same device. Indeed,

nanometer CMOS technologies are characterized by a huge dispersion in the values of manufacturing
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process parameters [17]. This way, potential security threats resulting from tampering attacks can be
avoided. Therefore, in comparison to conventional approaches based on storing secret keys in non-
volatile memories, a PUF represents a tamper resistant approach to generate unique device
fingerprints, thus guaranteeing a secure authentication process [18].

The operation of PUFs is based on applying a sequence of input signals (challenges) and monitoring
the device output (response). PUFs featuring the same design, but implemented on different devices,
will produce different responses to the same input challenge, due to intrinsic variations in process
parameters. Therefore, the response of each PUF to a given input challenge is unique, and cannot be
used to infer the response to the same input challenge of other PUFs that are implemented on different
devices.

PUF devices can be designed based on different working principles. Optical PUFs, for example,
exploit the random and unique speckle pattern that arises when a laser beam collides with a scattering
medium [5, 19]. SRAM PUFs exploit the unique random startup values in uninitialized SRAM
memory cells [20, 21]. Arbiter PUFs rely on the intrinsic delay differences of electrical signals along
two symmetrical combinational paths [22]. Ring oscillator (RO) based PUFs exploit the differences
in the oscillation frequency among different replicas of the circuit [23]. Different PUF technologies
(SRAM, Arbiter, etc.) are characterized by different advantages and disadvantages. For instance,
Arbiter PUFs can generate a large number of secret keys based on the received inputs, present a
simple structure [24], but are vulnerable to machine learning attacks [25]. SRAM based PUFs feature
low power consumption and area, but are very vulnerable to power side channel attacks [2]. Instead,
as described in [26], RO-based PUFs are the most promising solution, since they present a good
tradeoff between design simplicity and robustness [27]. However, RO-based PUFs suffer from aging
effects more than other PUF technologies [28].

To ensure secure and reliable PUF operations, the device response to a challenge must be unique
and repeatable. However, PUF activity during lifetime and changes in the operative conditions (i.e.,
temperature, humidity, power supply fluctuations, etc.) can induce unpredictive variations in the PUF
response characteristics, thus degrading device reliability [18]. In particular, it is well known [18, 29,
30] that aging mechanisms can severely impact the electrical characteristics of electronic devices,
permanently altering the PUF functionality and its reliability.

Among different aging mechanisms that affect electronic devices, Bias Temperature Instability
(BTI) is known to be one of the most important aging mechanisms affecting the performance and the
reliability of scaled-down integrated circuits [31, 32, 33, 34, 35, 36]. The BTI mechanism results in
an increase of the absolute value of MOSFETSs’ threshold voltage with time, thus impacting the

transistor electrical characteristics [31, 37]. Negative BTI (NBTI) degrades the performance of PMOS
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transistors and usually has a stronger impact on the device reliability than Positive BTI (PBTI) that,
instead, degrades the performance of NMOS transistors [33, 34, 35, 36].

The effects of aging on the reliability of ring oscillator (RO) based PUFs have been investigated
and discussed in [18, 29, 30]. In particular, the results in [29] have shown how the aging mechanisms
do not affect the device randomness, but produce a degradation (i.e., a change over time) in the
oscillation frequency.

To overcome this problem, a RO based PUF that is robust against NBTI has been proposed in [18].
It has been implemented considering a 90nm CMOS technology, for which the effects of PBTI are
negligible compared to those of NBTI. The RO based PUF in [18] enables a significant reduction of
PUF oscillation frequency degradation compared to standard RO-based PUFs. However, as shown in
[30], the solution in [ 18] does not enable to improve the robustness of RO based PUFs against PBTI
degradation that, for technologies beyond 90nm, presents an impact on transistors’ degradation
similar to NBTI.

In [27], the Authors proposed a RO based PUF that is robust against both BTI and Hot Carrier
Injection (HCI) degradation mechanisms. The solution is based on the use of current-starved
inverters, whose bias conditions can be modified over time to compensate efficiently the effects of
BTI and HCI degradation. However, the solution requires a precise transistor sizing and the inclusion
of an accurate voltage reference, which may impact the overall cost and implementation complexity.

In [30], a RO based PUF that is robust against both PBTI and NBTI has been recently proposed. It
enables reductions in oscillation frequency degradation compared to the standard RO and the NBTI-
robust RO in [18]. However, the area occupation of this solution is not negligible, and the
improvement in the oscillation frequency degradation may not be sufficient for PUFs requiring high
levels of reliability.

Based on these considerations, in this paper we present a novel RO based PUF design that is highly
robust against BTI degradation, hereinafter referred to as Highly BTI Resilient RO — HBTIRRO. The
basic idea behind our proposed robust RO-PUF is to replace the NAND and all NOTs of standard
RO-PUFs with a novel, modified NOT gate (referred to as NOTBTI) that presents low sensitivity to
BTI degradation. In particular, our NOTBTI is designed to minimize the stress time (i.e., the
conduction time) of transistors driving its output node, thus reducing the BTI degradation on such
transistors. As a result, degradation of HBTIRRO oscillation frequency is also reduced during circuit
lifetime. Our design strategy is based on the observation that PUFs are typically active (Enabled) only
for less than the 1% of chip lifetime [ 18], while they are inactive for the rest of the time. Therefore,
the transistors driving the output of our NOTBTI gate can be turned off in the long time intervals

during which the PUFs are disabled. This allows us to reduce significantly the degradation of the
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oscillation frequency of our HBTIRRO due to BTIL In particular, we propose two possible
implementations of our NOTBTIL. We refer to them as NOTBTI-1, and NOTBTI-2, each one
corresponding to different tradeoffs among robustness against BTI, power consumption and area
occupation.

The robustness against BTI and the power consumption of our HBTIRRO (for the two
implementations of NOTBTI) have been verified by means of HSPICE simulations considering a
32nm CMOS technology. Particularly, robustness against BTI has been evaluated as the relative
change (increase) of their oscillation frequency over chip lifetime. We then compare the effectiveness
and costs of the two derived HBTIRRO implementations to those of the standard RO and the most
recent alternative solution presented in [30]. We show that, our HBTIRRO implemented using
NOTBTI-1 features the highest robustness against BTI. It enables a reduction in frequency
degradation over time that reaches 57.2% and 34.6% with respect to the standard RO and the solution
in [30], respectively, while requiring a similar area and some increase in power consumption. Instead,
our HBTIRRO implemented using NOTBTI-2 features a very low cost in terms of area occupation
(similar to that of the standard RO and approximately 63.5% lower than that of the solution in [30]),
while presenting a robustness against BTI that is comparable to the alternate solution in [30].

In addition, we show that, compared to the standard RO and the alternative solution in [30], our
two HBTIRRO implementations presents the highest standard deviation in the statistical distribution
of the oscillation frequency resulting from technology parameter dispersions with respect to their
nominal values. This results in a higher (average) difference among the oscillation frequency of the
ROs composing the PUF, with consequent higher PUF robustness against temperature and power
supply variations, as well as aging degradation. In fact, we show that, compared to the standard RO
and the alternative solution in [30], our two HBTIRRO implementations present similar or higher
(i.e., better) values in the three classical PUF figures of merit, namely, uniqueness, reliability and
randomness.

Moreover, similarly to classical PUFs, our solution can also be adopted together with ECCs, thus
further increasing the PUF reliability against temperature and voltage variations, as well as aging
phenomena. For a given ECC, the adoption of such an ECC and our solution will enable to achieve a
higher PUF reliability than the use of such an ECC and a standard RO-based PUF. Vice versa, for a
considered targeted reliability, our solution would require the adoption of an ECC with lower
correction ability (i.e., a less expensive ECC) than the standard RO-based PUF.

Therefore, our two proposed HRTIRRO solutions offer also a more secure and reliable
implementation for RO-based PUF than the standard RO-based PUF and the most recent alternative

solution in [30].
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The rest of this paper is organized as follows. In Section 2, we recall some general concepts on RO-
based PUFs and on the impact of BTI on PUF reliability. In Section 3, we present our proposed novel
RO-based PUF designs that are robust against BTI. In Section 4, we evaluate the effectiveness and
costs our proposed solutions, and we compared them with those of a standard RO and the most recent

alternate solution in [30]. Finally, some conclusive remarks are drawn in Section 5.

2. Preliminaries on RO-Based PUF Designs and the Impact of BTI on PUF
Reliability

Physically Unclonable Functions (PUFs) exploit the random variations of technological parameters
that occur during fabrication to generate secure secret keys [38, 39, 18]. Silicon-based PUFs can be
implemented according to different working principles, such as: Arbiter PUFs [20], SRAM-based
PUFs [22], Butterfly PUFs [40], and Ring-Oscillator (RO) PUFs [23, 18]. Among these different
types of PUF devices, RO-based PUFs are very promising, since they feature advantages in terms of
design simplicity and security [18, 38, 39, 40].

A schematic representation of a RO-based PUF operation is shown in Fig. 1. As can be seen, the
RO-based PUF receives as input (or challenge) a sequence of m words at times ti, t2, ... tm. The
number of bits (k) of the input words is constant, and depends on the number of ROs of the considered
RO-based PUF. For each input word, the PUF generates a response consisting of a single bit at its
output (OUT). Therefore, the overall PUF response to the sequence of m input challenges is composed

by the sequence of m PUF responses, each consisting of a single bit.

EN

Challenge/
Input

RO-Based
PUF

k bits

]
]
tI1'I

-

1

Fig. 1 Schematic representation of the operation of a typical Ring Oscillator (RO) based PUF.

Figure 2(a) shows the structure of a typical RO-based PUF [23, 30]. It presents n identical ROs
(RO, i=1, ..., n), two multiplexers (MUX; and MUX5>), two binary counters, Counterl and Counter?2,
and an output comparator. The k bits of the PUF challenge are used as selection signals for MUX; and

MULX;. Therefore, the number & should be chosen to satisfy the condition 2 > .
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Fig. 2 (a) Schematic representation of a typical Ring Oscillator (RO) based PUF [23, 30]; (b) standard gate level
implementation of each ring oscillator RO [23, 30].

The typical implementation of each RO composing the PUF is depicted in Fig. 2(b). As can be seen,
each RO consists of an odd number of inverting stages, that are implemented by a NAND gate
followed by an even number of NOT gates. The inputs of the NAND gate are an enable signal (EN)
and the output of the last inverting stage of the RO. When EN = 1, the RO oscillates and generates at
its output (OUT) a square waveform, with an oscillation frequency fos- that depends on the number of
inverting stages and the delay of each inverting gate. The ROs in the PUF (Fig. 2(a)) are designed
with the same number of inverting stages. However, each RO features a unique value of oscillation
frequency fosc, because of the random variation of technological parameters occurring during
fabrication [38]. Instead, when EN=0, the output of the NAND gate is always equal to 0, and the
output signal of the RO (OUT) is fixed at a constant voltage value.

Moreover, the output of each RO is connected to a different input of MUX; and MUX>, so that the
multiplexers can select two different ROs outputs OUT; and OUTj, for each k-bit word received at the
PUF input. The output of the RO selected by MUXj is used as clock signal for Counter, while output
of the RO selected by MUX: acts as clock signal for Counter2. Since the oscillation frequency fosc of
each RO is unique, the final count provided by the two counters after a predefined time interval will
be different. Finally, the outputs of the counters are compared to generate the single bit response for
each input challenge.

A reliable PUF must generate the same output for the same input challenge during its entire lifetime.
However, as discussed in the Introduction, aging mechanisms, such as BTI, can seriously affect the
PUF reliability by altering the RO characteristics as circuits age [17, 29]. Indeed, as shown in [18],
depending on the activity of each RO in the PUF (e.g., some ROs may be activated more frequently

7
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than others) and operating conditions (e.g., different temperature), which in turn depends on the input
challenge, different ROs in a PUF can experience different levels of degradation during circuit
lifetime, thus resulting in different variations of their oscillation frequency over time [18]. As an
example, consider two ROs in the PUF in Fig. 1, hereafter referred as RO; and RO;j, with their
respective oscillation frequency fosc at time 0 (fresh device). Let us also assume that at time 0 it iS _fosci
> fosej, With RO; driving the clock of counter 1 and ROj driving the clock of counter 2. Thus, at the
beginning of circuit lifetime, the count of counter 1 will be higher than that of counter 2, and the PUF
will produce at its output OUT=1. Let us now assume that during circuit lifetime RO; experiences a
faster degradation than ROj, for instance because it operates at a higher temperature. In this case, the
oscillation frequency fos; Will decrease faster than f,s;. This way, after a certain operating time, the
oscillation frequency of RO; (fosci) will become lower than that of ROj (fos¢j), and the PUF will produce
an incorrect output value OUT=0.

As shown in [18], NBTI can induce errors at the outputs of the PUF after only 2 years of circuit
lifetime, with an average degradation of the oscillation frequency of about 12% over 10 years. The
RO-PUF presented in [18] is able to mitigate the effect of NBTI degradation on the oscillation
frequency of RO-based PUFs. This solution is effective for the considered 90nm CMOS technology,
where NBTI was a major aging mechanism, and the impact of PBTI degradation was negligible.
However, it is no longer effective for more scaled technologies, which present a PBTI impact similar
to NBTI on the PUF frequency degradation.

The RO based PUF in [30], referred to as LBTIRO, is robust against BTI (i.e., both PBTI and
NBTI), but its area cost is not negligible. Moreover, the robustness against oscillation frequency
degradation provided by LBTIRO may be not enough for circuits requiring high levels of reliability.

To overcome this limitation, in this paper, we present a novel RO-PUF that, compared to previous
solutions, offers a better tradeoff among robustness with respect to BT, power consumption and area

occupation.

3. Proposed RO-Based PUFs

We present our novel ring oscillator (RO) based PUF design that is highly robust against BTI
degradation (HBTIRRO). The basic idea of our proposed robust RO-PUF is to replace the NAND and
NOTs of standard RO-PUFs (Fig.2 (b)) with a modified NOT gate, referred to as NOTBTI, that presents

low sensitivity to BTI degradation. The schematic representation of our HBTIRRO is shown in Fig. 3.
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Fig. 3 Schematic representation of the proposed ROs for RO based PUFs.

Each NOTBTI in the chain receives as input an enable signal EN and its complemented value, as
well as the output of the previous NOTBTI in the chain. The first NOTBTI is fed by Out; of the last
NOTRBTI, which is also the output of our HBTIRRO. Similar to a standard RO-based PUF, while EN
= 1, the output Outy of our HBTIRRO oscillates with a frequency fos that is inversely proportional to
the delay of the chain of £k NOTBTIs. Instead, while EN = 0, the outputs of all gates are set to 1, and
HBTIRRO is disabled.

The NOTBTI is designed to minimize the stress time of the transistors driving its output node, where
the stress time is the portion of chip lifetime during which the considered transistors are ON. This
way, the amount of BTI degradation on the transistors driving the NOTBTI output is reduced, and so
is the impact of BTI on the HBTIRRO (o4 during circuit lifetime.

We propose two possible implementations of our NOTBTI, referred to as NOTBTI-1, and NOTBTI-
2, each one offering different tradeoffs among robustness against BTI, power consumption and area

occupation. The transistor level implementation of the proposed NOTBTI-1 is reported in Fig. 4.

VJ‘)D VDD
_IEX Fv—o{ MP,
C{ MP,
MN;
Oty ) —4 Out,

[ v,
N— QM

Fig. 4 Transistor level implementation of our proposed NOTBTI-1 gate, featuring low sensitivity to BTI degradation.

As can be seen, in our NOTBTI-1 the output node Out; is driven by transistors Mpi/Mni. In the time
intervals during which the PUF is enabled (EN=1), both transistors Mp> and Mn; are turned OFF,
while the gate terminal of Mp; is connected to the input Out;.; through the conductive pass transistor
Mn;s driven by EN=1. Therefore, while EN=1, Mp; and Mn: will alternate their ON/OFF state
according to the value of Out;_;: on overall, they will be ON for the 50% of the time during which EN
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= 1. As a result, when EN = 1, our NOTBTI operates as an inverter for the output of the previous
stage, as required for the correct operation of our HBTIRRO.

Instead, in the time intervals during which the PUF is disabled (EN=0), transistors Mp> and Mn>
become both conductive (ON), so that the gate of Mp; is connected to Vpp, while the gate of M is
connected to ground. Therefore, transistors Mp; and Mni are both turned OFF while EN=0. During
this time interval, the pass transistor Mn3 is OFF as well, thus preventing any electrical conflict
between transistors Mp2 and Mna. Consequently, in our NOTBTI, transistors Mpi and Mnidriving its
output Out; are conductive only during the time intervals during which the PUF is enabled (EN=1),
while they are OFF when EN=0.

As known, PUFs are typically active only for less than the 1% of the chip lifetime [17], while they
are inactive for most of its lifetime. Therefore, transistors Mp; and Mn; driving the output of our
NOTBTI are OFF most of the time, thus undergoing a very limited degradation due BTI. As a result,
the propagation delay of our NOTBTI, and consequently the oscillation frequency of our HBTIRRO,
are minimally affected by BTI degradation.

We propose a second possible implementation for NOTBTI, referred to as NOTBTI-2, whose
transistor level implementation is shown in Fig. 5. The structure of our NOTBTI-2 is very similar to
that of our NOTBTI-1 in Fig. 4. The only difference is that NOTBTI-2 includes an additional pass
transistor, Mns, which connects the input node Out; to the gate of the nMOS transistor Mni. The main
goal of this additional pass transistor is to equalize the rise and fall times in NOTBTI-2. As will be
shown by the comparison analysis, the additional Mns in NOTBTI-2 enables also to achieve different
tradeoffs among robustness against BTI, power consumption and area occupation when compared to

our NOTBTI-1.

VDD VJ_)D

EN  EN—| MP,

v o

Out,—| EN 4 Ou,
L
MN, LMV,
EN —| MN,

Fig. 5 Transistor level implementation of our proposed NOTBTI-2 gate, featuring low sensitivity to BTI degradation.

As described for our NOTBTI-1 above, the transistors driving the output Out; (Mp1 and Mni1) of our
NOTBTI-2 are conductive only when PUF is enabled (EN=1), while they are OFF otherwise. Since

the PUF is active only for less than the 1% of chip lifetime, transistors Mp1 and Mn1 are OFF most of

10
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the time, and thus their BTI-induced degradation is minimized. Therefore, similar to NOTBTI-1, the
oscillation frequency of our HBTIRRO with NOTBTI-2 is minimally affected.

In order to determine the optimal value for transistor size ratios of our NOTBTI-1 and NOTBTI-2,
we have performed HSPICE simulations considering, as an example, the 32 nm High-K CMOS
technology in [41], and a level 54 HSPICE model, with Vpp= 1.0V, and a temperature of 27 °C. The
effects of BTI degradation on the transistor threshold voltage have been evaluated by utilizing the
MOSRA tool from HSPICE [42]. To cover a broad number of possible PUF applications, we
considered a range of PUF operating time between 0 and 7 years [18, 27],

We have implemented our HBTIRRO to achieve an oscillation frequency fo,c = 300MHz. To
determine the optimal value for transistor size ratios of our NOTBTI-1 and NOTBTI-2, we have
evaluated the area of HRBTIRRO, its static power consumption (Pstatic) when EN=0, and its dynamic
power consumption (Payn) when EN=1. We have also evaluated the degradation (reduction) in the

oscillation frequency (Afssc) of HBTIRRO after 7 years of PUF lifetime, as:

fOSCOyear - fOSC7y€aT

f 0SC0, 00,

Afosc(%) = 100 - (D

Table I reports the obtained results for our HBTIRRO implemented by using the NOTBTI-1 in Fig.
4 for four different size ratios of pass-transistor MN3 (i.e., Sunz = (W/L)un3). The size of the other
four transistors (MN;, MP;, MN,, and MP>) is minimum, in order to minimize area and power, that

1s: Sunt = (W/L)un1 = Supi = (W/L)mp1 = Sun2 = (W/L)yun2 = Sup2 = (W/L)up2= 1.

TABLEI
CHARACTERISTICS OF OUR HBTIRRO IMPLEMENTED BY USING THE NOTBTI-1 IN FIG. 4 FOR DIFFERENT SIZES OF THE

PASS-TRANSISTOR MN3, WHILE THE OTHER TRANSISTORS ARE SET TO MINIMUM SIZE (Sxi=1 Sp1=2 Sxo=1 Spx=2).

Sunsz Afosc (%) Pom (EN1) Puaic (EN=0) Area (um?)
(LW) (LW)
1 6.8204 457.86 18.55 1.501
2 7.0066 331.88 28.748 1.535
3 8.4051 255.17 36.672 1.523
4 8.6675 195.4 39.515 1.467
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The results in Table I show that, by increasing Smn3, we obtain an increase in the fosc degradation
and in static power consumption when the PUF is active (EN=1), and a decrease in dynamic power
when the PUF is disabled (EN=0). As for the area, it minimally changes with Smns. Since the main
goal is to minimize the oscillation frequency degradation, we implemented the pass-transistor MN3
of our NOTBTI-1 with minimum size Smnz=1.

The results obtained for our HBTIRRO implemented by using the NOTBTI-2 in Fig. 5 are reported
in Table II, for the case of three different combinations of the size ratios of pass-transistors MN3 and
MNys (i.e., Smuwvz = (W/L)un3 and Suns = (W/L)uns, respectively). Again, we considered the other four
transistors of NOTBTI-2 (MN1, MP1, MN», and MP») as minimum sized, in order to minimize area

and power.

TABLE II
CHARACTERISTICS OF OUR HBTIRRO IMPLEMENTED BY USING THE NOTBTI-2 IN FIG. 5 FOR THREE DIFFERENT
COMBINATIONS OF THE SIZE OF THE PASS-TRANSISTOR MN3; AND MN, WHILE THE OTHER TRANSISTORS ARE SET TO
MINIMUM (Syi=1 Sp1=2 Sxo=1 Spx=2).

den (ENZI) Pstatic (ENZO) Area

Smns Smne Afosc (%) 2
(LW) (LW) (hm”)

1 1 10.7455 150.01 5.36 0.732

1 2 13.089 148.48 4.975 1.579

2 1 11.6994 132.12 5.37 2.629

The results in Table II show that the minimum f,,. degradation and area are obtained if MN3 and MN4
are minimum sized (i.e., Smn3= Smna=1). Compared to this case, the other two cases (Smn3=1, Svna=2
and Smnsz=2, Smns=1) present a higher f,sc degradation and require significantly more area, while
featuring a comparable, or slightly lower, dynamic and static power consumption. Therefore, we

choose minimum sized pass-transistors MN3 and MN3s (Syvnz= Smna=1).

4. Verification and Cost Comparison

We evaluate the effectiveness and costs of our proposed HBTIRRO implemented with the two
proposed inverting elements NOTBTI-1 and NOTBTI-2, and we compare them to those of a standard
RO and the alternative BTI-robust RO (LBTIRO) recently presented in [30].
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4.1 Simulation Setup and Comparison Metrics

We have simulated our HBTIRRO, the standard RO and the solution in [30], and evaluated the
effects of BTI degradation considering the same setup as described in the previous section. In
addition, we have evaluated frequency degradation Afos considering a realistic PUF activation time
of 1%, during which EN = 1 and the PUF is enabled. Particularly, we have implemented our
HBTIRRO (with both NOTBTI-1 and NOTBTI-2), the standard RO and the solution in [30] with a
proper number of inverting stages that makes them feature the same f,sc = 300 MHz at the beginning
of circuit operation (i.e., with fresh ROs).

More in detail, for the three compared solutions, we have evaluated: 1) the effectiveness in reducing
the impact of BTI on oscillation frequency (fosc); ii) the cost in terms of energy/power consumption;
ii1) the cost in terms of area occupation; iv) the standard deviation of the statistical distribution of fosc
resulting from dispersions of technological parameters; v) the three classical PUF figures of merit:
uniqueness, reliability and randomness.

As for the effectiveness of the compared solutions in reducing the impact of BTI on the RO
oscillation frequency (fosc), by means of HSPICE simulations, we have evaluated the degradation
(reduction) in the oscillation frequency (Afosc) after 7 years of PUF lifetime, calculated as shown in
(1) in Section 3.

As for the energy/power consumed by the compared ROs, we have also evaluated it by means of
HSPICE simulations. More in detail, we have assessed the energy Eosc consumed by the compared
solutions per single oscillation period of the RO, for the time intervals during which the PUF is

activated (i.e., EN=1). Its expression is:

P dyn

Eosc(W/Hz) = (2)

fOSC EN=1

where Payn, and fosc are the dynamic power and the oscillation frequency, respectively, of the compared
ROs when the PUF is active (EN=1).

Instead, for the time intervals during which the PUF is disabled (i.e., EN=0), we have evaluated the
static power (Psatic) consumed by the compared ROs. It is worth noting that, since the PUF activation
time is very short compared to circuit lifetime (typically less than 1% of the time), the static power
represents an important contribution to the overall energy consumed by the PUF.

As for area occupation, it has been roughly estimated as the total area of the gate terminals of the

transistors used to implement the compared ROs.
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Next, by means of Monte Carlo simulations we have evaluated the standard deviation of the fosc
distribution (due to parameter dispersions) of our HBTIRRO, of the standard RO and of the solution in
[30]. The standard deviation of the fo. distribution indicates how well the fos of a PUF design changes
from chip to chip, and is typically used as metric to assess the unigueness of PUFs [18]. In particular,
for this evaluation, we have performed 200 Monte Carlo simulations considering variations of
transistors’ oxide thickness (fox) and carrier mobility (z0), with a Gaussian distribution with: a mean p
= 1.65nm (n = 1.75nm) and 6 = 0.1705nm (¢ = 0.1821nm) for the oxide thickness of nMOS (pMOS)
transistors; a mean p = 0.04172 (un = 0.00393) ¢ = 0.00408 (c = 0.000415) for the carrier mobility of
nMOS (pMOS) transistors.

Finally, we have also evaluated and compared the three classical PUF figures of merit (namely,
uniqueness, reliability and randomness) of the compared RO-based PUFs. As a case study, and similar
to [27], we have considered PUFs with 256 ROs, an input challenge of 128 bytes, a response of 64 bits,
and 10000 Challenge-Response Pairs (CRPs).

As for the Uniqueness (U) figure of merit, it is typically evaluated by the following equation [27]:

HD(RL,R)
U—100m(m_1)z Z (3

i=1 j=i+1

where m 1s the number of considered different PUF implementations, 7 is the length of the response
(number of bits), while R; and R; are the responses of two different devices to the same input challenge.
Finally, HD (R;, R)) is the Hamming Distance of the two responses R;, R;, which is defined as the number
of bit positions at which the two responses differ. The ideal value for uniqueness is 50% [27].

As for the Reliability (S) figure of merit, it is typically evaluated by means of the following equation
[27]:

~ 1< HD(R, R;))
S =100 1_E2 4)

n
j=1

where, n is again the length of the PUF response (number of bits), R; is now the response of the PUF
under nominal operating conditions (i.e., temperature and power supply voltage) at the beginning of
circuit operation (i.e., without BTI affecting the PUF), R;; is the response of the PUF under a given
operating condition j (different from the nominal one) and circuit aging time, and & is the number of

considered couples of operating conditions (temperature and power supply).
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Finally, the Randomness (R) figure of merit is evaluated by means of the following equation [43]:

R = —100log,[max(P,1 — p)] (5

where the parameter p is defined as:

1 m k n
pzm-k-nzzzRi’j’l (6)

where m is the number of considered CRPs, £ is the number of times the same challenge is applied to the
PUF, while 7 is the length of the PUF response (number of bits). The ideal value of randomness is 100%
[43].

4.2 Simulation Results

We report the results obtained from the comparison analyses described in the previous subsection. In
particular, Fig. 6 reports the relative degradation (reduction) of oscillation frequency Af,s of the
compared solutions, as a function of circuit lifetime, for a PUF activation time of 1%.

We can see from Fig. 6 that the degradation of Af,s over time is consistent with the trend of BTI
degradation observed for scaled CMOS technologies [44, 45]. Indeed, the Af,s. degradation of the three
compared solutions presents a fast increase during approximately the first six months of circuit lifetime,
after which the degradation tends to saturate. We can also observe that our proposed HBTIRRO
implemented with the NOTBTI-1 (black line) presents the lowest Afose during the whole circuit lifetime,
thus being the most robust against BTI. Instead, our HBTIRRO implemented by the NOTBTI-2 (blue
line) presents a Afose that is approximately the same as that of the LBTIRO in [30] (green curve). Finally,
the standard RO-based PUF (blue curve) presents the highest Afsc during the whole considered circuit

lifetime.
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454

455
456 More in details, Table III reports the maximum frequency degradation Af, of the compared ROs after

457 7 years of circuit lifetime (second column of the table).

458
459
460 TABLE III
461 MAXIMUM FREQUENCY DEGRADATION AFOSC AFTER 7 YEARS OF CIRCUIT LIFETIME, ENERGY/POWER CONSUMPTION
462 (EOSC/PSTATIC) AND AREA OF THE COMPARED ROS, FOR THE CASE OF A PUF ACTIVATION TIME OF 1%.
Frequency degradation )
Eosc (nW/MHz) | Pstatic (W) | Area (um2)
Afosc (%)
Standard RO 15.9 % 134.7 10.7 0.74
Solution in [30] 10.4 % 183.4 1.8 2.0
Our HRBTIRRO with o
NOTBTLI 6.8 % 1541.6 18.55 1.5
Our HRBTIRRO with o
NOTBTL2 10.7 % 504.4 5.3 0.73

|463

464
465 As can be seen, after 7 years of operation, the Afosc of our HBTIRRO implemented with NOTBTI-1 and

466  NOTBTI-2 is 6.8% and 10.7%, respectively. Instead, for the same lifetime interval, the Af,s. of the
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standard RO and the solution in [30] is 15.9% and 10.4%, respectively. Therefore, our HBTIRRO with
NOTRBTI-1 enables a reduction in the maximum frequency degradation Af,s. of approximately 57.2% and
34.6% with respect to the standard RO and the most recent alternative solution in [30], respectively.
Instead, our HBTIRRO with NOTBTI-2 features a maximum Afose that is 32.7% smaller than that of the
standard RO, and similar to that of the alternative solution in [30].

Table III shows also the energy Eosc (Eq. (2)) and the static power (Psaic) consumed by the
compared ROs when the PUF is enabled (EN=1) and disabled (EN=0), respectively. We can observe
that the standard RO presents the lowest energy consumption when EN=1, while the solution in [30]
presents the lowest static power when the PUF is disabled. We can also observe that our HRBTIRRO
with NOTBTI-1, which features the lowest BTI degradation, presents the highest energy and static
power consumption. Instead, our HRBTIRRO with NOTBTI-2 requires a static power consumption
that is approximately 50% lower than that of the Standard RO and 71% lower than that of our
HRBTIRRO with NOTBTI-1.

The increase in the energy Eosc in our proposed HRBTIRRO when enabled (En=1) is inherent to
the structures of the proposed NOTBTI-1 and NOTBTI-2 in Fig. 4 and Fig. 5, respectively, as they
require longer commutation times than traditional NOTs and the NOTs in [30]. As known, the longer
the commutation times, the longer the duration of the short circuit current flowing through the
transistos of the pull-up and pull-down networks of the NOTs, and consequently the higher the energy
consumption. Therefore, since the energy of all new NOTBTI-1 and NOTBTI-2 in our HRBTIRRO
increase, with respect to traditional NOT design and the NOTs in [30], also the energy of our
HRBTIRRO increases over the standard RO and the solution [30]. However, as clarified before, PUFs
are generally enabled for a very short time (e.g., 1% of circuit lifetime according to [18]). Thus, the
increase in power consumption required by our HRBTIRRO turns out to be very limited, and can be
reasonably accepted, given the significantly higher robustness with respect to aging, thus the higher
security, offered by our solutions.

Cost in terms of area of the compared ROs is also reported in Table III. We can observe that our
HRBTIRRO with NOTBTI-2 requires the lowest area, which is comparable to the area of the standard
RO, while the solution in [30] presents the highest area among the compared approaches. In
particular, the area of the solution in [30] is more than twice (273% higher than) the area of our
HRBTIRRO with NOTBTI-2, and approximately 33% higher than the area required by our
HRBTIRRO with NOTBTI-1. The lower area of our HRBTIRRO with NOTBTI-2 with respect to the
the standard RO is due to is higher propagation delay compared to a traditional NOT design.
Therefore, the number cascaded NOTBTI-2 required by our HRBTIRRO will be lower than the
number of of NOTs in the standard RO, to obtain the same oscillation frequency (i.e., of 300 MHz).
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As aresult, despite the higher number of transistors in our NOTBTI-2 compared to a traditional NOT,
the overall area of our HRBTIRRO with NOTBTI-2 is lower than that of the standard RO.

Therefore, our HBTIRRO with NOTBTI-1 features the highest robustness against BTI among the
compared solutions. This is achieved at the cost of a limited increase of energy/power and area
compared to the standard RO and our HBTIRRO with NOTBTI-2, but with a lower area cost than the
alternative solution in [30].

Instead, our HBTIRRO with NOTBTI-2 features the lowest area occupation among the compared
solutions, while presenting a robustness against BTI that is higher than that of the standard RO,
comparable to that of the alternative solution in [30], and lower than that our HBTIRRO with
NOTBTI-1.

Next, in Fig. 7 we depict the results of the Monte Carlo simulations that we have performed to
evaluate the statistical distribution, thus the standard deviation (), of the oscillation frequency (fosc)
of the compared ROs, caused by process parameters variations occurring during fabrication.

As can be seen from Fig. 7, our HRBTIRRO with NOTBTI-2 presents the highest standard deviation
(o = 68.26) of fos, followed by our HRBTIRRO with NOTBTI-1 (c = 19.63). More in detail, the
standard deviation of fosc in our HRBTIRRO with NOTBTI-2 is approx. 3.5 times higher than that of
our HRBTIRRO with NOTBTI-1, and more than 4.5 times higher than that of the standard RO and of
the alternative solution in [30]. Instead, the standard deviation of f,s in our our HRBTIRRO with
NOTBTI-1 is 49.3% and 35% higher than that of the standard RO and the solution in [30],
respectively. The larger standard deviation of fo,c in our HRBTIRRO (with both NOTBTI-1 and
NOTBTI-2) over the alternative solutions can be attributed to the higher number of transistors of
NOTBTI-1 and NOTBTI-2, which makes them more vulnerable to process parameter variations.

Consequently, our proposed HRTIRRO (with both NOTBTI-1 and NOTBTI-2) offers a more secure
implementation for RO-based PUF, than the standard RO-based PUF and the most recent alternative
solution in [30]. Indeed, one the most significant metrics adopted to assess PUF security is uniqueness
in Eq. (3), which depends on the capability of two PUFs to generate different responses to the same
input challenge. Therefore, the larger the variability of fos of diverse ROs (which corresponds to a
high sigma of fss distribution), the higher the difference between the PUFs’ responses and the

Hamming distance between them, resulting in a higher uniqueness, and therefore a higher security.
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Fig. 7 Results of Monte Carlo simulations showing the statistical distribution of fosc due to process parameters variations
of: (a) the standard RO; (b) the robust RO in [30]; (¢) our HRBTIRRO implemented by NOTBTI-1; (d) our HRBTIRRO
implemented by NOTBTI-2.

Finally, we have evaluated the PUF figures of merit defined by Egs. (3), (4), (5) and (6), considering
the PUF implementation described in Section 4.1.

As for uniqueness (U), our evaluations have shown that all compared solutions present a uniqueness
value very close to 50%, which is the ideal value for this metric. In particular, the standard RO-based
PUF presents a U=49.99%, the solution in [30] presents a U=49.97%, and our HRBTIRRO, with both
NOTBTI-1 and NOTBTI-2, present a U=50.00%.

As for reliability (S), we have considered an operating temperature range of 0 — 60 °C, a Vpp range
of 0.8V — 1.2V, and a PUF aging time up to 7 years. We considered a T =27°C and a Vpp = 1V as
nominal operating conditions. The obtained results for reliability are depicted in Fig. 8. In particular,
Fig. 8(a) reports the reliability of the compared solutions as a function of the operating temperatures,
Fig. 8(b) shows the reliability of the compared solutions as a function of the power supply voltage
variations, and Fig. 8(c) depicts the reliability of the compared solutions as a function of device aging
time. As can be seen, the proposed HRBTIRRO implemented with the NOTBTI-2 presents the highest
reliability in the full range of considered temperature and voltage variations, as well as over the whole
range of considered device aging time (0-7 years). From Figs. 8(a) and (b), we can also observe that
our HRBTIRRO implemented with the NOTBTI-1 features a reliability that is similar, or slightly
higher, than that of the recent solution in [30] and, as expected, of the standard RO-based PUF, which
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presents the lowest reliability in the full range of considered temperature and voltage variations.
Finally, from Fig. 8(c) we can observe that the reliability of all compared solutions diminishes with
the aging time. However, we can observe that the reliability reduction in our HRBTIRRO
(implemented with both the NOTBTI-1 and the NOTBTI-2) is significantly lower than that of the
standard RO-based PUF. The higher reliability over lifetime offered by our proposed HRBTIRRO
over alternate solutions is due to its higher robustness with respect to BTI, compared to the standard
RO-based PUF and the alternate solution in [30].

As for randomness, our evaluations have shown that all compared solutions present a randomness value
close to 99%, thus approximating very well the randomness ideal value of 100%. In particular, the
standard RO-based PUF presents a randomness of 99.86%, the solution in [30] presents a randomness
0f99.67%, while our HRBTIRRO implemented with NOTBTI-1 and NOTBTI-2, presents a randomness
0f 99.76% and 99.88%, respectively.

Therefore, compared to the the standard RO-based PUF and the alternative solution in [30], our
HRBTIRRO presents a higher robustness with respect to BTI, and consequently higher reliability, at
comparable costs in terms of power consumption and area overhead. Moreover, the higher robustness
with respect to BTI offered by our solution, which reflects in a higher reliability, does not come at
the expense of uniqueness and randomness, which remain comparable to, if not better than those of
alternate approaches.

Additionally, it is worth noting that if a PUF is combined with an ECC to improve its reliability,
the adoption of our solution will enable to achieve a PUF reliability that is higher than or equal to that
of the classical solution, if an ECC with the same error correction capability is adopted in both
solutions. Alternately, our solution could also allow for the adoption of an ECC with lower correction

capability (less expensive) than the classical PUF to achieve the same PUF reliability.
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Fig. 8 Reliability figure of merit of the compared PUF solutions as a function of (a) temperature variations, (b) power

supply variations, (¢) PUF aging time.

4. Conclusions

We proposed a novel ring oscillator (RO) based PUF design, that is highly robust against BTI
degradation, referred to as Highly BTI Resilient RO — HBTIRRO. We have presented two HBTIRRO
implementations, each one featuring a different tradeoff among robustness with respect to BT1, power
consumption and area occupation. The proposed HBTIRRO implementations are based on two
modified versions of NOT gates (referred to as NOTBTI-1 and NOTBTI-2) that present low sensitivity
to BTI degradation. We have compared the effectiveness and costs of the two derived HBTIRRO
implementations to those of the standard RO and the most recent alternative solution presented in [30].
The results of the performed analyses have shown that, our HBTIRRO implemented with NOTBTI-1
features the highest robustness against BT, which reaches the 57.2% and 34.6% with respect to the
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standard RO and the recent solution in [30], respectively, while requiring a similar area and some
increase in power consumption. Instead, our HBTIRRO implemented with NOTBTI-2 offers a very low
cost in terms of area occupation, which is similar to that of the standard RO and approximately 63.5%
lower than that of the solution in [30], while presenting a robustness against BTI that is comparable to
that of the alternate solution in [30]. Finally, we have shown that the two implementations of our
HBTIRRO present similar or higher (i.e., better) values in the three classical PUF figures of merit
(namely, uniqueness, reliability and randomness), and also feature the highest standard deviation in the
statistical distribution of the oscillation frequency resulting from technology parameter dispersions with
respect to their nominal values. Therefore, our two versions of the proposed HBTIRRO offer a more
reliable and secure implementation for RO-based PUF than the standard RO-based PUF and the most

recent alternative solution in [30].
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