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Abstract 17 

Physically Unclonable Functions (PUFs) are a promising low-cost solution for authentication and key 18 

generation in cryptosystems. However, it has been shown in the literature that, due to aging 19 

mechanisms such as Bias Temperature Instability (BTI), PUFs may no longer be able to generate 20 

correct outputs after a certain lifetime, thus becoming unreliable. In order to mitigate this problem, 21 

we present a novel ring oscillator (RO) based PUF design that is highly robust against BTI 22 

degradation. It will be hereinafter referred to as Highly BTI Resilient RO – HBTIRRO. In particular, 23 

we present two possible implementations for our HBTIRRO, each one corresponding to a different 24 

tradeoff among robustness against BTI, power consumption and area occupation. We compare the 25 

effectiveness and costs of the two proposed HBTIRRO implementations to those of a standard RO, 26 

and of the most recent alternative solution presented in the literature. We show that, one of our 27 

HBTIRRO implementation features the highest robustness against BTI, enabling a reduction in 28 

frequency degradation of 57.2% and 34.6% with respect to the standard RO and the recent alternate 29 

solution, respectively, while requiring a similar area and some increase in power consumption. The 30 

other implementation of our HBTIRRO features a very low cost in terms of area occupation, while 31 

featuring a robustness against BTI that is comparable to the most recent alternative solution presented 32 

in the literature.  Moreover, we show that, compared to both the considered alternative solutions, our 33 

two HBTIRRO implementations present similar or higher (i.e., better) values in the three classical 34 

mailto:martin.omana@unibo.it


 2 

PUF figures of merit (namely, uniqueness, reliability and randomness), and the highest standard 35 

deviation in the statistical distribution of the oscillation frequency resulting from process variation. 36 

Therefore, our two proposed HRTIRRO offer also a more secure implementation for RO-based PUF 37 

than the compared solutions. 38 

 39 

Keywords: Reliability, Aging, Ring Oscillator, Bias Temperature Instability, BTI, Physically 40 

Unclonable Function, PUF. 41 

 42 

1. Introduction 43 

In recent years, we have assisted to a great increase in the number of applications for the Internet-44 

of-Things technology, spanning consumer electronics, wearable sensors, smart cities, monitoring of 45 

critical infrastructures, etc. [1]. Wireless communication security is of primary concern for IoT 46 

applications, since cyberattacks may result in significant economic losses, as well as physical harm 47 

to people [2].   48 

To prevent illegal accesses and fraudulent activities, modern electronic systems make a wide use 49 

of cryptography for data protection (integrity and privacy) [3, 4, 5] and entity authentication [6, 7, 8, 50 

9]. Indeed, sensible data are usually protected by encrypting them using a secret key. As a result, 51 

encrypted data can be accessed only by entities knowing this secret key. However, the encryption key 52 

is often stored in non-volatile memories (NVMs) and the security system can be defeated by hacking 53 

attacks aimed at tampering the NVM [10]. For example, in [11], the feasibility of attacks in IoT 54 

devices using simple power analysis is discussed, and possible countermeasures are proposed. 55 

Additionally, a survey on security issues in public key cryptography for smart cards is presented in 56 

[12].  57 

Similarly, entity/device authentication often relies on token-based mechanisms utilizing secret keys 58 

stored in supposedly secure NVMs [13]. Therefore, also these approaches are prone to NVM 59 

tampering attacks. In [14], a novel authentication scheme is proposed, which is based on elliptic curve 60 

cryptography for telecare medical information. However, the implementation cost of elliptic curve 61 

cryptography is high in terms of required computation and power consumption, which make it 62 

unsuitable for IoT applications. 63 

To overcome limitations due to high implementation cost and low security, Physically Unclonable 64 

Functions (PUFs) can be used as low-cost approaches for secret key generation and device 65 

authentication [15, 16, 17]. In a PUF-based secure system, the secret key is not stored in a memory, 66 

but is generated exploiting parameter variations affecting multiple copies of the same device. Indeed, 67 

nanometer CMOS technologies are characterized by a huge dispersion in the values of manufacturing 68 
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process parameters [17]. This way, potential security threats resulting from tampering attacks can be 69 

avoided. Therefore, in comparison to conventional approaches based on storing secret keys in non-70 

volatile memories, a PUF represents a tamper resistant approach to generate unique device 71 

fingerprints, thus guaranteeing a secure authentication process [18]. 72 

The operation of PUFs is based on applying a sequence of input signals (challenges) and monitoring 73 

the device output (response). PUFs featuring the same design, but implemented on different devices, 74 

will produce different responses to the same input challenge, due to intrinsic variations in process 75 

parameters. Therefore, the response of each PUF to a given input challenge is unique, and cannot be 76 

used to infer the response to the same input challenge of other PUFs that are implemented on different 77 

devices.  78 

PUF devices can be designed based on different working principles. Optical PUFs, for example, 79 

exploit the random and unique speckle pattern that arises when a laser beam collides with a scattering 80 

medium [5, 19]. SRAM PUFs exploit the unique random startup values in uninitialized SRAM 81 

memory cells [20, 21]. Arbiter PUFs rely on the intrinsic delay differences of electrical signals along 82 

two symmetrical combinational paths [22]. Ring oscillator (RO) based PUFs exploit the differences 83 

in the oscillation frequency among different replicas of the circuit [23]. Different PUF technologies 84 

(SRAM, Arbiter, etc.) are characterized by different advantages and disadvantages. For instance, 85 

Arbiter PUFs can generate a large number of secret keys based on the received inputs, present a 86 

simple structure [24], but are vulnerable to machine learning attacks [25]. SRAM based PUFs feature 87 

low power consumption and area, but are very vulnerable to power side channel attacks [2]. Instead, 88 

as described in [26], RO-based PUFs are the most promising solution, since they present a good 89 

tradeoff between design simplicity and robustness [27]. However, RO-based PUFs suffer from aging 90 

effects more than other PUF technologies [28].  91 

To ensure secure and reliable PUF operations, the device response to a challenge must be unique 92 

and repeatable. However, PUF activity during lifetime and changes in the operative conditions (i.e., 93 

temperature, humidity, power supply fluctuations, etc.) can induce unpredictive variations in the PUF 94 

response characteristics, thus degrading device reliability [18]. In particular, it is well known [18, 29, 95 

30] that aging mechanisms can severely impact the electrical characteristics of electronic devices, 96 

permanently altering the PUF functionality and its reliability. 97 

Among different aging mechanisms that affect electronic devices, Bias Temperature Instability 98 

(BTI) is known to be one of the most important aging mechanisms affecting the performance and the 99 

reliability of scaled-down integrated circuits [31, 32, 33, 34, 35, 36]. The BTI mechanism results in 100 

an increase of the absolute value of MOSFETs’ threshold voltage with time, thus impacting the 101 

transistor electrical characteristics [31, 37]. Negative BTI (NBTI) degrades the performance of PMOS 102 
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transistors and usually has a stronger impact on the device reliability than Positive BTI (PBTI) that, 103 

instead, degrades the performance of NMOS transistors [33, 34, 35, 36]. 104 

The effects of aging on the reliability of ring oscillator (RO) based PUFs have been investigated 105 

and discussed in [18, 29, 30]. In particular, the results in [29] have shown how the aging mechanisms 106 

do not affect the device randomness, but produce a degradation (i.e., a change over time) in the 107 

oscillation frequency.  108 

To overcome this problem, a RO based PUF that is robust against NBTI has been proposed in [18]. 109 

It has been implemented considering a 90nm CMOS technology, for which the effects of PBTI are 110 

negligible compared to those of NBTI. The RO based PUF in [18] enables a significant reduction of 111 

PUF oscillation frequency degradation compared to standard RO-based PUFs. However, as shown in 112 

[30], the solution in [18] does not enable to improve the robustness of RO based PUFs against PBTI 113 

degradation that, for technologies beyond 90nm, presents an impact on transistors’ degradation 114 

similar to NBTI. 115 

In [27], the Authors proposed a RO based PUF that is robust against both BTI and Hot Carrier 116 

Injection (HCI) degradation mechanisms. The solution is based on the use of current-starved 117 

inverters, whose bias conditions can be modified over time to compensate efficiently the effects of 118 

BTI and HCI degradation. However, the solution requires a precise transistor sizing and the inclusion 119 

of an accurate voltage reference, which may impact the overall cost and implementation complexity. 120 

In [30], a RO based PUF that is robust against both PBTI and NBTI has been recently proposed. It 121 

enables reductions in oscillation frequency degradation compared to the standard RO and the NBTI-122 

robust RO in [18]. However, the area occupation of this solution is not negligible, and the 123 

improvement in the oscillation frequency degradation may not be sufficient for PUFs requiring high 124 

levels of reliability.  125 

Based on these considerations, in this paper we present a novel RO based PUF design that is highly 126 

robust against BTI degradation, hereinafter referred to as Highly BTI Resilient RO – HBTIRRO. The 127 

basic idea behind our proposed robust RO-PUF is to replace the NAND and all NOTs of standard 128 

RO-PUFs with a novel, modified NOT gate (referred to as NOTBTI) that presents low sensitivity to 129 

BTI degradation. In particular, our NOTBTI is designed to minimize the stress time (i.e., the 130 

conduction time) of transistors driving its output node, thus reducing the BTI degradation on such 131 

transistors. As a result, degradation of HBTIRRO oscillation frequency is also reduced during circuit 132 

lifetime. Our design strategy is based on the observation that PUFs are typically active (Enabled) only 133 

for less than the 1% of chip lifetime [18], while they are inactive for the rest of the time. Therefore, 134 

the transistors driving the output of our NOTBTI gate can be turned off in the long time intervals 135 

during which the PUFs are disabled. This allows us to reduce significantly the degradation of the 136 
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oscillation frequency of our HBTIRRO due to BTI. In particular, we propose two possible 137 

implementations of our NOTBTI. We refer to them as NOTBTI-1, and NOTBTI-2, each one 138 

corresponding to different tradeoffs among robustness against BTI, power consumption and area 139 

occupation.  140 

The robustness against BTI and the power consumption of our HBTIRRO (for the two 141 

implementations of NOTBTI) have been verified by means of HSPICE simulations considering a 142 

32nm CMOS technology. Particularly, robustness against BTI has been evaluated as the relative 143 

change (increase) of their oscillation frequency over chip lifetime. We then compare the effectiveness 144 

and costs of the two derived HBTIRRO implementations to those of the standard RO and the most 145 

recent alternative solution presented in [30]. We show that, our HBTIRRO implemented using 146 

NOTBTI-1 features the highest robustness against BTI. It enables a reduction in frequency 147 

degradation over time that reaches 57.2% and 34.6% with respect to the standard RO and the solution 148 

in [30], respectively, while requiring a similar area and some increase in power consumption. Instead, 149 

our HBTIRRO implemented using NOTBTI-2 features a very low cost in terms of area occupation 150 

(similar to that of the standard RO and approximately 63.5% lower than that of the solution in [30]), 151 

while presenting a robustness against BTI that is comparable to the alternate solution in [30].  152 

In addition, we show that, compared to the standard RO and the alternative solution in [30], our 153 

two HBTIRRO implementations presents the highest standard deviation in the statistical distribution 154 

of the oscillation frequency resulting from technology parameter dispersions with respect to their 155 

nominal values. This results in a higher (average) difference among the oscillation frequency of the 156 

ROs composing the PUF, with consequent higher PUF robustness against temperature and power 157 

supply variations, as well as aging degradation. In fact, we show that, compared to the standard RO 158 

and the alternative solution in [30], our two HBTIRRO implementations present similar or higher 159 

(i.e., better) values in the three classical PUF figures of merit, namely, uniqueness, reliability and 160 

randomness.  161 

Moreover, similarly to classical PUFs, our solution can also be adopted together with ECCs, thus 162 

further increasing the PUF reliability against temperature and voltage variations, as well as aging 163 

phenomena. For a given ECC, the adoption of such an ECC and our solution will enable to achieve a 164 

higher PUF reliability than the use of such an ECC and a standard RO-based PUF. Vice versa, for a 165 

considered targeted reliability, our solution would require the adoption of an ECC with lower 166 

correction ability (i.e., a less expensive ECC) than the standard RO-based PUF. 167 

Therefore, our two proposed HRTIRRO solutions offer also a more secure and reliable 168 

implementation for RO-based PUF than the standard RO-based PUF and the most recent alternative 169 

solution in [30]. 170 
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The rest of this paper is organized as follows. In Section 2, we recall some general concepts on RO-171 

based PUFs and on the impact of BTI on PUF reliability. In Section 3, we present our proposed novel 172 

RO-based PUF designs that are robust against BTI. In Section 4, we evaluate the effectiveness and 173 

costs our proposed solutions, and we compared them with those of a standard RO and the most recent 174 

alternate solution in [30]. Finally, some conclusive remarks are drawn in Section 5. 175 

 176 

 177 

2. Preliminaries on RO-Based PUF Designs and the Impact of BTI on PUF 178 

Reliability 179 

Physically Unclonable Functions (PUFs) exploit the random variations of technological parameters 180 

that occur during fabrication to generate secure secret keys [38, 39, 18]. Silicon-based PUFs can be 181 

implemented according to different working principles, such as: Arbiter PUFs [20], SRAM-based 182 

PUFs [22], Butterfly PUFs [40], and Ring-Oscillator (RO) PUFs [23, 18]. Among these different 183 

types of PUF devices, RO-based PUFs are very promising, since they feature advantages in terms of 184 

design simplicity and security [18, 38, 39, 40]. 185 

A schematic representation of a RO-based PUF operation is shown in Fig. 1. As can be seen, the 186 

RO-based PUF receives as input (or challenge) a sequence of m words at times t1, t2, … tm. The 187 

number of bits (k) of the input words is constant, and depends on the number of ROs of the considered 188 

RO-based PUF. For each input word, the PUF generates a response consisting of a single bit at its 189 

output (OUT). Therefore, the overall PUF response to the sequence of m input challenges is composed 190 

by the sequence of m PUF responses, each consisting of a single bit. 191 

Fig. 1 Schematic representation of the operation of a typical Ring Oscillator (RO) based PUF. 192 

 193 

Figure 2(a) shows the structure of a typical RO-based PUF [23, 30]. It presents n identical ROs 194 

(ROi, i=1, …, n), two multiplexers (MUX1 and MUX2), two binary counters, Counter1 and Counter2, 195 

and an output comparator. The k bits of the PUF challenge are used as selection signals for MUX1 and 196 

MUX2. Therefore, the number k should be chosen to satisfy the condition 2k ≥ n.  197 
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 198 

Fig. 2 (a) Schematic representation of a typical Ring Oscillator (RO) based PUF [23, 30]; (b) standard gate level 199 

implementation of each ring oscillator RO [23, 30]. 200 

 201 

 202 

The typical implementation of each RO composing the PUF is depicted in Fig. 2(b). As can be seen, 203 

each RO consists of an odd number of inverting stages, that are implemented by a NAND gate 204 

followed by an even number of NOT gates. The inputs of the NAND gate are an enable signal (EN) 205 

and the output of the last inverting stage of the RO. When EN = 1, the RO oscillates and generates at 206 

its output (OUT) a square waveform, with an oscillation frequency fosc that depends on the number of 207 

inverting stages and the delay of each inverting gate. The ROs in the PUF (Fig. 2(a)) are designed 208 

with the same number of inverting stages. However, each RO features a unique value of oscillation 209 

frequency fosc, because of the random variation of technological parameters occurring during 210 

fabrication [38]. Instead, when EN=0, the output of the NAND gate is always equal to 0, and the 211 

output signal of the RO (OUT) is fixed at a constant voltage value. 212 

Moreover, the output of each RO is connected to a different input of MUX1 and MUX2, so that the 213 

multiplexers can select two different ROs outputs OUTi and OUTj, for each k-bit word received at the 214 

PUF input. The output of the RO selected by MUX1 is used as clock signal for Counter1, while output 215 

of the RO selected by MUX2 acts as clock signal for Counter2. Since the oscillation frequency fosc of 216 

each RO is unique, the final count provided by the two counters after a predefined time interval will 217 

be different. Finally, the outputs of the counters are compared to generate the single bit response for 218 

each input challenge. 219 

A reliable PUF must generate the same output for the same input challenge during its entire lifetime. 220 

However, as discussed in the Introduction, aging mechanisms, such as BTI, can seriously affect the 221 

PUF reliability by altering the RO characteristics as circuits age [17, 29]. Indeed, as shown in [18], 222 

depending on the activity of each RO in the PUF (e.g., some ROs may be activated more frequently 223 
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than others) and operating conditions (e.g., different temperature), which in turn depends on the input 224 

challenge, different ROs in a PUF can experience different levels of degradation during circuit 225 

lifetime, thus resulting in different variations of their oscillation frequency over time [18].  As an 226 

example, consider two ROs in the PUF in Fig. 1, hereafter referred as ROi and ROj, with their 227 

respective oscillation frequency fosc at time 0 (fresh device). Let us also assume that at time 0 it is fosci 228 

> foscj, with ROi driving the clock of counter 1 and ROj driving the clock of counter 2. Thus, at the 229 

beginning of circuit lifetime, the count of counter 1 will be higher than that of counter 2, and the PUF 230 

will produce at its output OUT=1. Let us now assume that during circuit lifetime ROi experiences a 231 

faster degradation than ROj, for instance because it operates at a higher temperature. In this case, the 232 

oscillation frequency fosci will decrease faster than foscj. This way, after a certain operating time, the 233 

oscillation frequency of ROi (fosci) will become lower than that of ROj (foscj), and the PUF will produce 234 

an incorrect output value OUT=0. 235 

As shown in [18], NBTI can induce errors at the outputs of the PUF after only 2 years of circuit 236 

lifetime, with an average degradation of the oscillation frequency of about 12% over 10 years. The 237 

RO-PUF presented in [18] is able to mitigate the effect of NBTI degradation on the oscillation 238 

frequency of RO-based PUFs. This solution is effective for the considered 90nm CMOS technology, 239 

where NBTI was a major aging mechanism, and the impact of PBTI degradation was negligible. 240 

However, it is no longer effective for more scaled technologies, which present a PBTI impact similar 241 

to NBTI on the PUF frequency degradation. 242 

The RO based PUF in [30], referred to as LBTIRO, is robust against BTI (i.e., both PBTI and 243 

NBTI), but its area cost is not negligible. Moreover, the robustness against oscillation frequency 244 

degradation provided by LBTIRO may be not enough for circuits requiring high levels of reliability.  245 

To overcome this limitation, in this paper, we present a novel RO-PUF that, compared to previous 246 

solutions, offers a better tradeoff among robustness with respect to BTI, power consumption and area 247 

occupation. 248 

 249 

3. Proposed RO-Based PUFs 250 

We present our novel ring oscillator (RO) based PUF design that is highly robust against BTI 251 

degradation (HBTIRRO). The basic idea of our proposed robust RO-PUF is to replace the NAND and 252 

NOTs of standard RO-PUFs (Fig.2 (b)) with a modified NOT gate, referred to as NOTBTI, that presents 253 

low sensitivity to BTI degradation. The schematic representation of our HBTIRRO is shown in Fig. 3. 254 
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 255 

Fig. 3 Schematic representation of the proposed ROs for RO based PUFs. 256 

 257 

Each NOTBTI in the chain receives as input an enable signal EN and its complemented value, as 258 

well as the output of the previous NOTBTI in the chain. The first NOTBTI is fed by Outk of the last 259 

NOTBTI, which is also the output of our HBTIRRO. Similar to a standard RO-based PUF, while EN 260 

= 1, the output Outk of our HBTIRRO oscillates with a frequency fosc that is inversely proportional to 261 

the delay of the chain of k NOTBTIs. Instead, while EN = 0, the outputs of all gates are set to 1, and 262 

HBTIRRO is disabled. 263 

The NOTBTI is designed to minimize the stress time of the transistors driving its output node, where 264 

the stress time is the portion of chip lifetime during which the considered transistors are ON. This 265 

way, the amount of BTI degradation on the transistors driving the NOTBTI output is reduced, and so 266 

is the impact of BTI on the HBTIRRO fosc during circuit lifetime.  267 

We propose two possible implementations of our NOTBTI, referred to as NOTBTI-1, and NOTBTI-268 

2, each one offering different tradeoffs among robustness against BTI, power consumption and area 269 

occupation. The transistor level implementation of the proposed NOTBTI-1 is reported in Fig. 4. 270 

Fig. 4 Transistor level implementation of our proposed NOTBTI-1 gate, featuring low sensitivity to BTI degradation. 271 

 272 

As can be seen, in our NOTBTI-1 the output node Outi is driven by transistors MP1/MN1. In the time 273 

intervals during which the PUF is enabled (EN=1), both transistors MP2 and MN2 are turned OFF, 274 

while the gate terminal of MP1 is connected to the input Outi-1 through the conductive pass transistor 275 

MN3 driven by EN=1. Therefore, while EN=1, MP1 and MN1 will alternate their ON/OFF state 276 

according to the value of Outi-1: on overall, they will be ON for the 50% of the time during which EN 277 
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= 1. As a result, when EN = 1, our NOTBTI operates as an inverter for the output of the previous 278 

stage, as required for the correct operation of our HBTIRRO. 279 

Instead, in the time intervals during which the PUF is disabled (EN=0), transistors MP2 and MN2 280 

become both conductive (ON), so that the gate of MP1 is connected to VDD, while the gate of MN1 is 281 

connected to ground. Therefore, transistors MP1 and MN1 are both turned OFF while EN=0. During 282 

this time interval, the pass transistor MN3 is OFF as well, thus preventing any electrical conflict 283 

between transistors MP2 and MN2. Consequently, in our NOTBTI, transistors MP1 and MN1driving its 284 

output Outi are conductive only during the time intervals during which the PUF is enabled (EN=1), 285 

while they are OFF when EN=0. 286 

As known, PUFs are typically active only for less than the 1% of the chip lifetime [17], while they 287 

are inactive for most of its lifetime. Therefore, transistors MP1 and MN1 driving the output of our 288 

NOTBTI are OFF most of the time, thus undergoing a very limited degradation due BTI. As a result, 289 

the propagation delay of our NOTBTI, and consequently the oscillation frequency of our HBTIRRO, 290 

are minimally affected by BTI degradation. 291 

We propose a second possible implementation for NOTBTI, referred to as NOTBTI-2, whose 292 

transistor level implementation is shown in Fig. 5. The structure of our NOTBTI-2 is very similar to 293 

that of our NOTBTI-1 in Fig. 4. The only difference is that NOTBTI-2 includes an additional pass 294 

transistor, MN4, which connects the input node Outi to the gate of the nMOS transistor MN1. The main 295 

goal of this additional pass transistor is to equalize the rise and fall times in NOTBTI-2. As will be 296 

shown by the comparison analysis, the additional MN4 in NOTBTI-2 enables also to achieve different 297 

tradeoffs among robustness against BTI, power consumption and area occupation when compared to 298 

our NOTBTI-1. 299 

 300 

Fig. 5 Transistor level implementation of our proposed NOTBTI-2 gate, featuring low sensitivity to BTI degradation. 301 

 302 

As described for our NOTBTI-1 above, the transistors driving the output Outi (MP1 and MN1) of our 303 

NOTBTI-2 are conductive only when PUF is enabled (EN=1), while they are OFF otherwise. Since 304 

the PUF is active only for less than the 1% of chip lifetime, transistors MP1 and MN1 are OFF most of 305 
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the time, and thus their BTI-induced degradation is minimized. Therefore, similar to NOTBTI-1, the 306 

oscillation frequency of our HBTIRRO with NOTBTI-2 is minimally affected. 307 

In order to determine the optimal value for transistor size ratios of our NOTBTI-1 and NOTBTI-2, 308 

we have performed HSPICE simulations considering, as an example, the 32 nm High-K CMOS 309 

technology in [41], and a level 54 HSPICE model, with VDD = 1.0V, and a temperature of 27 °C. The 310 

effects of BTI degradation on the transistor threshold voltage have been evaluated by utilizing the 311 

MOSRA tool from HSPICE [42]. To cover a broad number of possible PUF applications, we 312 

considered a range of PUF operating time between 0 and 7 years [18, 27],   313 

We have implemented our HBTIRRO to achieve an oscillation frequency fosc = 300MHz. To 314 

determine the optimal value for transistor size ratios of our NOTBTI-1 and NOTBTI-2, we have 315 

evaluated the area of HRBTIRRO, its static power consumption (Pstatic) when EN=0, and its dynamic 316 

power consumption (Pdyn) when EN=1. We have also evaluated the degradation (reduction) in the 317 

oscillation frequency (∆fosc) of HBTIRRO after 7 years of PUF lifetime, as: 318 

 319 

∆𝑓𝑜𝑠𝑐(%) = 100 ∙
𝑓𝑜𝑠𝑐0𝑦𝑒𝑎𝑟

 −  𝑓𝑜𝑠𝑐7𝑦𝑒𝑎𝑟

𝑓𝑜𝑠𝑐0𝑦𝑒𝑎𝑟

            (1) 320 

 321 

Table I reports the obtained results for our HBTIRRO implemented by using the NOTBTI-1 in Fig. 322 

4 for four different size ratios of pass-transistor MN3 (i.e., SMN3 = (W/L)MN3). The size of the other 323 

four transistors (MN1, MP1, MN2, and MP2) is minimum, in order to minimize area and power, that 324 

is: SMN1 = (W/L)MN1 = SMP1 = (W/L)MP1 = SMN2 = (W/L)MN2 = SMP2 = (W/L)MP2 = 1. 325 

 326 

 327 

TABLE I 328 

CHARACTERISTICS OF OUR HBTIRRO IMPLEMENTED BY USING THE NOTBTI-1 IN FIG. 4 FOR DIFFERENT SIZES OF THE 329 

PASS-TRANSISTOR MN3, WHILE THE OTHER TRANSISTORS ARE SET TO MINIMUM SIZE (SN1=1 SP1=2 SN2=1 SP2=2).  330 

SMN3 Δfosc (%) 
Pdyn (EN=1) 

(μW) 

Pstatic (EN=0) 

(μW) 
Area (μm2) 

1 6.8204 457.86 18.55 1.501 

2 7.0066 331.88 28.748 1.535 

3 8.4051 255.17 36.672 1.523 

4 8.6675 195.4 39.515 1.467 

 331 

 332 
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 333 

The results in Table I show that, by increasing SMN3, we obtain an increase in the fosc degradation 334 

and in static power consumption when the PUF is active (EN=1), and a decrease in dynamic power 335 

when the PUF is disabled (EN=0). As for the area, it minimally changes with SMN3. Since the main 336 

goal is to minimize the oscillation frequency degradation, we implemented the pass-transistor MN3 337 

of our NOTBTI-1 with minimum size SMN3=1.  338 

The results obtained for our HBTIRRO implemented by using the NOTBTI-2 in Fig. 5 are reported 339 

in Table II, for the case of three different combinations of the size ratios of pass-transistors MN3 and 340 

MN4 (i.e., SMN3 = (W/L)MN3 and SMN4 = (W/L)MN4, respectively). Again, we considered the other four 341 

transistors of NOTBTI-2 (MN1, MP1, MN2, and MP2) as minimum sized, in order to minimize area 342 

and power. 343 

 344 

 345 

TABLE II 346 

CHARACTERISTICS OF OUR HBTIRRO IMPLEMENTED BY USING THE NOTBTI-2 IN FIG. 5 FOR THREE DIFFERENT 347 

COMBINATIONS OF THE SIZE OF THE PASS-TRANSISTOR MN3 AND MN4 WHILE THE OTHER TRANSISTORS ARE SET TO 348 

MINIMUM (SN1=1 SP1=2 SN2=1 SP2=2). 349 

SMN3 SMN4 Δfosc (%) 
Pdyn (EN=1) 

(μW) 

Pstatic (EN=0) 

(μW) 

Area 

(μm2) 

1 1 10.7455 150.01 5.36 0.732 

1 2 13.089 148.48 4.975 1.579 

2 1 11.6994 132.12 5.37 2.629 

 350 

 351 

The results in Table II show that the minimum fosc degradation and area are obtained if MN3 and MN4 352 

are minimum sized (i.e., SMN3= SMN4=1). Compared to this case, the other two cases (SMN3=1, SMN4=2 353 

and SMN3=2, SMN4=1) present a higher fosc degradation and require significantly more area, while 354 

featuring a comparable, or slightly lower, dynamic and static power consumption. Therefore, we 355 

choose minimum sized pass-transistors MN3 and MN4 (SMN3= SMN4=1). 356 

 357 

4. Verification and Cost Comparison 358 

We evaluate the effectiveness and costs of our proposed HBTIRRO implemented with the two 359 

proposed inverting elements NOTBTI-1 and NOTBTI-2, and we compare them to those of a standard 360 

RO and the alternative BTI-robust RO (LBTIRO) recently presented in [30]. 361 

 362 
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4.1 Simulation Setup and Comparison Metrics 363 

We have simulated our HBTIRRO, the standard RO and the solution in [30], and evaluated the 364 

effects of BTI degradation considering the same setup as described in the previous section. In 365 

addition, we have evaluated frequency degradation ∆fosc considering a realistic PUF activation time 366 

of 1%, during which EN = 1 and the PUF is enabled. Particularly, we have implemented our 367 

HBTIRRO (with both NOTBTI-1 and NOTBTI-2), the standard RO and the solution in [30] with a 368 

proper number of inverting stages that makes them feature the same fosc = 300 MHz at the beginning 369 

of circuit operation (i.e., with fresh ROs).   370 

More in detail, for the three compared solutions, we have evaluated: i) the effectiveness in reducing 371 

the impact of BTI on oscillation frequency (fosc); ii) the cost in terms of energy/power consumption; 372 

iii) the cost in terms of area occupation; iv) the standard deviation of the statistical distribution of fosc 373 

resulting from dispersions of technological parameters; v) the three classical PUF figures of merit: 374 

uniqueness, reliability and randomness. 375 

As for the effectiveness of the compared solutions in reducing the impact of BTI on the RO 376 

oscillation frequency (fosc), by means of HSPICE simulations, we have evaluated the degradation 377 

(reduction) in the oscillation frequency (∆fosc) after 7 years of PUF lifetime, calculated as shown in 378 

(1) in Section 3. 379 

As for the energy/power consumed by the compared ROs, we have also evaluated it by means of 380 

HSPICE simulations. More in detail, we have assessed the energy EOSC consumed by the compared 381 

solutions per single oscillation period of the RO, for the time intervals during which the PUF is 382 

activated (i.e., EN=1). Its expression is: 383 

 384 

𝐸𝑂𝑆𝐶(𝑊/𝐻𝑧) =   
𝑃𝑑𝑦𝑛

𝑓𝑂𝑆𝐶
|

𝐸𝑁=1

                   (2) 385 

 386 

where Pdyn, and fosc are the dynamic power and the oscillation frequency, respectively, of the compared 387 

ROs when the PUF is active (EN=1). 388 

Instead, for the time intervals during which the PUF is disabled (i.e., EN=0), we have evaluated the 389 

static power (Pstatic) consumed by the compared ROs. It is worth noting that, since the PUF activation 390 

time is very short compared to circuit lifetime (typically less than 1% of the time), the static power 391 

represents an important contribution to the overall energy consumed by the PUF. 392 

As for area occupation, it has been roughly estimated as the total area of the gate terminals of the 393 

transistors used to implement the compared ROs. 394 
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Next, by means of Monte Carlo simulations we have evaluated the standard deviation of the fosc 395 

distribution (due to parameter dispersions) of our HBTIRRO, of the standard RO and of the solution in 396 

[30]. The standard deviation of the fosc distribution indicates how well the fosc of a PUF design changes 397 

from chip to chip, and is typically used as metric to assess the uniqueness of PUFs [18]. In particular, 398 

for this evaluation, we have performed 200 Monte Carlo simulations considering variations of 399 

transistors’ oxide thickness (tox) and carrier mobility (uo), with a Gaussian distribution with: a mean μ 400 

= 1.65nm (μ = 1.75nm) and σ = 0.1705nm (σ = 0.1821nm) for the oxide thickness of nMOS (pMOS) 401 

transistors; a mean μ = 0.04172 (μ = 0.00393) σ = 0.00408 (σ = 0.000415) for the carrier mobility of 402 

nMOS (pMOS) transistors. 403 

Finally, we have also evaluated and compared the three classical PUF figures of merit (namely, 404 

uniqueness, reliability and randomness) of the compared RO-based PUFs. As a case study, and similar 405 

to [27], we have considered PUFs with 256 ROs, an input challenge of 128 bytes, a response of 64 bits, 406 

and 10000 Challenge-Response Pairs (CRPs). 407 

As for the Uniqueness (U) figure of merit, it is typically evaluated by the following equation [27]: 408 

 409 

𝑈 = 100
2

𝑚(𝑚 − 1)
∑ ∑

𝐻𝐷(𝑅𝑖, 𝑅𝑗)

𝑛

𝑚

𝑗=𝑖+1

𝑚−1

𝑖=1

             (3) 410 

 411 

where m is the number of considered different PUF implementations, n is the length of the response 412 

(number of bits), while Ri and Rj are the responses of two different devices to the same input challenge. 413 

Finally, HD (Ri, Rj) is the Hamming Distance of the two responses Ri, Rj, which is defined as the number 414 

of bit positions at which the two responses differ. The ideal value for uniqueness is 50% [27]. 415 

As for the Reliability (S) figure of merit, it is typically evaluated by means of the following equation 416 

[27]: 417 

 418 

𝑆 = 100 [1 −
1

𝑘
∑

𝐻𝐷(𝑅𝑖 , 𝑅𝑗)

𝑛

𝑘

𝑗=1

]                    (4) 419 

 420 

where, n is again the length of the PUF response (number of bits), Ri is now the response of the PUF 421 

under nominal operating conditions (i.e., temperature and power supply voltage) at the beginning of 422 

circuit operation (i.e., without BTI affecting the PUF), Ri,j is the response of the PUF under a given 423 

operating condition j (different from the nominal one) and circuit aging time, and k is the number of 424 

considered couples of operating conditions (temperature and power supply). 425 
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Finally, the Randomness (R) figure of merit is evaluated by means of the following equation [43]: 426 

 427 

𝑅 = −100𝑙𝑜𝑔2[max(𝑃, 1 − 𝑝)]                    (5) 428 

 429 

where the parameter p is defined as:  430 

 431 

𝑝 =
1

𝑚 ∙ 𝑘 ∙ 𝑛
∑ ∑ ∑ 𝑅𝑖,𝑗,𝑙

𝑛

𝑙=1

𝑘

𝑗=1

𝑚

𝑖=1

                         (6) 432 

 433 

where m is the number of considered CRPs, k is the number of times the same challenge is applied to the 434 

PUF, while n is the length of the PUF response (number of bits). The ideal value of randomness is 100% 435 

[43]. 436 

4.2 Simulation Results 437 

We report the results obtained from the comparison analyses described in the previous subsection. In 438 

particular, Fig. 6 reports the relative degradation (reduction) of oscillation frequency ∆fosc of the 439 

compared solutions, as a function of circuit lifetime, for a PUF activation time of 1%. 440 

We can see from Fig. 6 that the degradation of ∆fosc over time is consistent with the trend of BTI 441 

degradation observed for scaled CMOS technologies [44, 45]. Indeed, the ∆fosc degradation of the three 442 

compared solutions presents a fast increase during approximately the first six months of circuit lifetime, 443 

after which the degradation tends to saturate. We can also observe that our proposed HBTIRRO 444 

implemented with the NOTBTI-1 (black line) presents the lowest ∆fosc during the whole circuit lifetime, 445 

thus being the most robust against BTI. Instead, our HBTIRRO implemented by the NOTBTI-2 (blue 446 

line) presents a ∆fosc that is approximately the same as that of the LBTIRO in [30] (green curve). Finally, 447 

the standard RO-based PUF (blue curve) presents the highest ∆fosc during the whole considered circuit 448 

lifetime. 449 

 450 
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 451 

Fig. 6 Frequency degradation ∆f
osc

 of the compared ROs, as a function of PUF lifetime, for the case of a PUF activation 452 

time of 1%. 453 

 454 

 455 

More in details, Table III reports the maximum frequency degradation ∆fosc of the compared ROs after 456 

7 years of circuit lifetime (second column of the table). 457 

 458 

 459 

TABLE III 460 

MAXIMUM FREQUENCY DEGRADATION ∆FOSC AFTER 7 YEARS OF CIRCUIT LIFETIME, ENERGY/POWER CONSUMPTION 461 

(EOSC/PSTATIC) AND AREA OF THE COMPARED ROS, FOR THE CASE OF A PUF ACTIVATION TIME OF 1%. 462 

 
Frequency degradation 

Δfosc (%) 
Eosc (nW/MHz) Pstatic (μW) Area (μm2) 

Standard RO 15.9 % 134.7 10.7 0.74 

Solution in [30] 10.4 % 183.4 1.8 2.0 

Our HRBTIRRO with 

NOTBTI-1 
6.8 % 1541.6 18.55 1.5 

Our HRBTIRRO with 

NOTBTI-2 
10.7 % 504.4 5.3 0.73 

 463 

 464 

As can be seen, after 7 years of operation, the ∆fosc of our HBTIRRO implemented with NOTBTI-1 and 465 

NOTBTI-2 is 6.8% and 10.7%, respectively. Instead, for the same lifetime interval, the ∆fosc of the 466 
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standard RO and the solution in [30] is 15.9% and 10.4%, respectively. Therefore, our HBTIRRO with 467 

NOTBTI-1 enables a reduction in the maximum frequency degradation ∆fosc of approximately 57.2% and 468 

34.6% with respect to the standard RO and the most recent alternative solution in [30], respectively. 469 

Instead, our HBTIRRO with NOTBTI-2 features a maximum ∆fosc that is 32.7% smaller than that of the 470 

standard RO, and similar to that of the alternative solution in [30]. 471 

Table III shows also the energy EOSC (Eq. (2)) and the static power (Pstatic) consumed by the 472 

compared ROs when the PUF is enabled (EN=1) and disabled (EN=0), respectively. We can observe 473 

that the standard RO presents the lowest energy consumption when EN=1, while the solution in [30] 474 

presents the lowest static power when the PUF is disabled. We can also observe that our HRBTIRRO 475 

with NOTBTI-1, which features the lowest BTI degradation, presents the highest energy and static 476 

power consumption. Instead, our HRBTIRRO with NOTBTI-2 requires a static power consumption 477 

that is approximately 50% lower than that of the Standard RO and 71% lower than that of our 478 

HRBTIRRO with NOTBTI-1. 479 

The increase in the energy EOSC in our proposed HRBTIRRO when enabled (En=1) is inherent to 480 

the structures of the proposed NOTBTI-1 and NOTBTI-2 in Fig. 4 and Fig. 5, respectively, as they 481 

require longer commutation times than traditional NOTs and the NOTs in [30]. As known, the longer 482 

the commutation times, the longer the duration of the short circuit current flowing through the 483 

transistos of the pull-up and pull-down networks of the NOTs, and consequently the higher the energy 484 

consumption. Therefore, since the energy of all new NOTBTI-1 and NOTBTI-2 in our HRBTIRRO 485 

increase, with respect to traditional NOT design and the NOTs in [30], also the energy of our 486 

HRBTIRRO increases over the standard RO and the solution [30]. However, as clarified before, PUFs 487 

are generally enabled for a very short time (e.g., 1% of circuit lifetime according to [18]). Thus, the 488 

increase in power consumption required by our HRBTIRRO turns out to be very limited, and can be 489 

reasonably accepted, given the significantly higher robustness with respect to aging, thus the higher 490 

security, offered by our solutions. 491 

Cost in terms of area of the compared ROs is also reported in Table III. We can observe that our 492 

HRBTIRRO with NOTBTI-2 requires the lowest area, which is comparable to the area of the standard 493 

RO, while the solution in [30] presents the highest area among the compared approaches. In 494 

particular, the area of the solution in [30] is more than twice (273% higher than) the area of our 495 

HRBTIRRO with NOTBTI-2, and approximately 33% higher than the area required by our 496 

HRBTIRRO with NOTBTI-1. The lower area of our HRBTIRRO with NOTBTI-2 with respect to the 497 

the standard RO is due to is higher propagation delay compared to a traditional NOT design. 498 

Therefore, the number cascaded NOTBTI-2 required by our HRBTIRRO will be lower than the 499 

number of of NOTs in the standard RO, to obtain the same oscillation frequency (i.e., of 300 MHz). 500 
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As a result, despite the higher number of transistors in our NOTBTI-2 compared to a traditional NOT, 501 

the overall area of our HRBTIRRO with NOTBTI-2 is lower than that of the standard RO. 502 

Therefore, our HBTIRRO with NOTBTI-1 features the highest robustness against BTI among the 503 

compared solutions. This is achieved at the cost of a limited increase of energy/power and area 504 

compared to the standard RO and our HBTIRRO with NOTBTI-2, but with a lower area cost than the 505 

alternative solution in [30].  506 

Instead, our HBTIRRO with NOTBTI-2 features the lowest area occupation among the compared 507 

solutions, while presenting a robustness against BTI that is higher than that of the standard RO, 508 

comparable to that of the alternative solution in [30], and lower than that our HBTIRRO with 509 

NOTBTI-1.  510 

Next, in Fig. 7 we depict the results of the Monte Carlo simulations that we have performed to 511 

evaluate the statistical distribution, thus the standard deviation (σ), of the oscillation frequency (fosc) 512 

of the compared ROs, caused by process parameters variations occurring during fabrication. 513 

As can be seen from Fig. 7, our HRBTIRRO with NOTBTI-2 presents the highest standard deviation 514 

(σ = 68.26) of fosc, followed by our HRBTIRRO with NOTBTI-1 (σ = 19.63). More in detail, the 515 

standard deviation of fosc in our HRBTIRRO with NOTBTI-2 is approx. 3.5 times higher than that of 516 

our HRBTIRRO with NOTBTI-1, and more than 4.5 times higher than that of the standard RO and of 517 

the alternative solution in [30]. Instead, the standard deviation of fosc in our our HRBTIRRO with 518 

NOTBTI-1 is 49.3% and 35% higher than that of the standard RO and the solution in [30], 519 

respectively. The larger standard deviation of fosc in our HRBTIRRO (with both NOTBTI-1 and 520 

NOTBTI-2) over the alternative solutions can be attributed to the higher number of transistors of 521 

NOTBTI-1 and NOTBTI-2, which makes them more vulnerable to process parameter variations.  522 

Consequently, our proposed HRTIRRO (with both NOTBTI-1 and NOTBTI-2) offers a more secure 523 

implementation for RO-based PUF, than the standard RO-based PUF and the most recent alternative 524 

solution in [30]. Indeed, one the most significant metrics adopted to assess PUF security is uniqueness 525 

in Eq. (3), which depends on the capability of two PUFs to generate different responses to the same 526 

input challenge. Therefore, the larger the variability of fosc of diverse ROs (which corresponds to a 527 

high sigma of fosc distribution), the higher the difference between the PUFs’ responses and the 528 

Hamming distance between them, resulting in a higher uniqueness, and therefore a higher security. 529 

 530 

 531 

 532 
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 533 

Fig. 7 Results of Monte Carlo simulations showing the statistical distribution of fosc due to process parameters variations 534 

of: (a) the standard RO; (b) the robust RO in [30]; (c) our HRBTIRRO implemented by NOTBTI-1; (d) our HRBTIRRO 535 

implemented by NOTBTI-2. 536 

 537 

 538 

Finally, we have evaluated the PUF figures of merit defined by Eqs. (3), (4), (5) and (6), considering 539 

the PUF implementation described in Section 4.1. 540 

As for uniqueness (U), our evaluations have shown that all compared solutions present a uniqueness 541 

value very close to 50%, which is the ideal value for this metric. In particular, the standard RO-based 542 

PUF presents a U=49.99%, the solution in [30] presents a U=49.97%, and our HRBTIRRO, with both 543 

NOTBTI-1 and NOTBTI-2, present a U=50.00%. 544 

As for reliability (S), we have considered an operating temperature range of 0 – 60 °C, a VDD range 545 

of 0.8V – 1.2V, and a PUF aging time up to 7 years. We considered a T = 27°C and a VDD = 1V as 546 

nominal operating conditions. The obtained results for reliability are depicted in Fig. 8. In particular, 547 

Fig. 8(a) reports the reliability of the compared solutions as a function of the operating temperatures, 548 

Fig. 8(b) shows the reliability of the compared solutions as a function of the power supply voltage 549 

variations, and Fig. 8(c) depicts the reliability of the compared solutions as a function of device aging 550 

time. As can be seen, the proposed HRBTIRRO implemented with the NOTBTI-2 presents the highest 551 

reliability in the full range of considered temperature and voltage variations, as well as over the whole 552 

range of considered device aging time (0-7 years). From Figs. 8(a) and (b), we can also observe that 553 

our HRBTIRRO implemented with the NOTBTI-1 features a reliability that is similar, or slightly 554 

higher, than that of the recent solution in [30] and, as expected, of the standard RO-based PUF, which 555 
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presents the lowest reliability in the full range of considered temperature and voltage variations. 556 

Finally, from Fig. 8(c) we can observe that the reliability of all compared solutions diminishes with 557 

the aging time. However, we can observe that the reliability reduction in our HRBTIRRO 558 

(implemented with both the NOTBTI-1 and the NOTBTI-2) is significantly lower than that of the 559 

standard RO-based PUF. The higher reliability over lifetime offered by our proposed HRBTIRRO 560 

over alternate solutions is due to its higher robustness with respect to BTI, compared to the standard 561 

RO-based PUF and the alternate solution in [30]. 562 

As for randomness, our evaluations have shown that all compared solutions present a randomness value 563 

close to 99%, thus approximating very well the randomness ideal value of 100%. In particular, the 564 

standard RO-based PUF presents a randomness of 99.86%, the solution in [30] presents a randomness 565 

of 99.67%, while our HRBTIRRO implemented with NOTBTI-1 and NOTBTI-2, presents a randomness 566 

of 99.76% and 99.88%, respectively.  567 

Therefore, compared to the the standard RO-based PUF and the alternative solution in [30], our 568 

HRBTIRRO presents a higher robustness with respect to BTI, and consequently higher reliability, at 569 

comparable costs in terms of power consumption and area overhead. Moreover, the higher robustness 570 

with respect to BTI offered by our solution, which reflects in a higher reliability, does not come at 571 

the expense of uniqueness and randomness, which remain comparable to, if not better than those of 572 

alternate approaches. 573 

Additionally, it is worth noting that if a PUF is combined with an ECC to improve its reliability, 574 

the adoption of our solution will enable to achieve a PUF reliability that is higher than or equal to that 575 

of the classical solution, if an ECC with the same error correction capability is adopted in both 576 

solutions. Alternately, our solution could also allow for the adoption of an ECC with lower correction 577 

capability (less expensive) than the classical PUF to achieve the same PUF reliability. 578 

 579 

 580 
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 581 

Fig. 8 Reliability figure of merit of the compared PUF solutions as a function of (a) temperature variations, (b) power 582 

supply variations, (c) PUF aging time. 583 

 584 

 585 

4. Conclusions 586 

We proposed a novel ring oscillator (RO) based PUF design, that is highly robust against BTI 587 

degradation, referred to as Highly BTI Resilient RO – HBTIRRO. We have presented two HBTIRRO 588 

implementations, each one featuring a different tradeoff among robustness with respect to BTI, power 589 

consumption and area occupation. The proposed HBTIRRO implementations are based on two 590 

modified versions of NOT gates (referred to as NOTBTI-1 and NOTBTI-2) that present low sensitivity 591 

to BTI degradation. We have compared the effectiveness and costs of the two derived HBTIRRO 592 

implementations to those of the standard RO and the most recent alternative solution presented in [30]. 593 

The results of the performed analyses have shown that, our HBTIRRO implemented with NOTBTI-1 594 

features the highest robustness against BTI, which reaches the 57.2% and 34.6% with respect to the 595 
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standard RO and the recent solution in [30], respectively, while requiring a similar area and some 596 

increase in power consumption. Instead, our HBTIRRO implemented with NOTBTI-2 offers a very low 597 

cost in terms of area occupation, which is similar to that of the standard RO and approximately 63.5% 598 

lower than that of the solution in [30], while presenting a robustness against BTI that is comparable to 599 

that of the alternate solution in [30]. Finally, we have shown that the two implementations of our 600 

HBTIRRO present similar or higher (i.e., better) values in the three classical PUF figures of merit 601 

(namely, uniqueness, reliability and randomness), and also feature the highest standard deviation in the 602 

statistical distribution of the oscillation frequency resulting from technology parameter dispersions with 603 

respect to their nominal values. Therefore, our two versions of the proposed HBTIRRO offer a more 604 

reliable and secure implementation for RO-based PUF than the standard RO-based PUF and the most 605 

recent alternative solution in [30]. 606 

 607 

 608 
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