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Abstract. In this work, we give an overview on some recent results
related to quantum machine learning (QML) regarding the training of
quantum generative adversarial neural networks by means of classical
shadows, and a parametric model implemented on a quantum annealer.
Then, we argue that QML models can be robust against targeted data
corruption and gradient-based attacks, motivating the exploration of the
relationship between QML and cybersecurity.
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1 Introduction

Machine learning models, in particular artificial neural networks (ANNs), are
utilized in various cybersecurity contexts to detect and prevent threats. Some ex-
amples of applications are: anomaly detection, intrusion detection, anti-phishing
filters, malware detection, biometric authentication systems, log analysis, opti-
mization of cybersecurity defenses [1]. Since ANNs represent a powerful tech-
nology for enhancing cybersecurity, protecting neural networks themselves from
cyberattacks is crucial to ensuring the security of systems based on them [2].
There are several cyberattacks which can be moved to ANNs and other machine
learning models: data poisoning attacks to modify the training data used to train
a model; input perturbation attacks to generate malicious inputs and adversarial
examples; direct manipulations of model parameters; model explorations to ex-
tract sensitive information such as identifying specific samples in the training set
or retrieving sensitive model parameters; reverse engineering attacks aimed to
reconstruct the model from excessive output data or other artifacts generated by
the model. Some common defense strategies against these attacks are: encryption
of training data during storage and transfer; authentication and authorization
mechanisms to control access to ANNs and related data; input traffic monitor-
ing to detect any attempts of attack designed to manipulate the model behavior;
gradient masking for protecting the model from adversarial attacks based on the
access to the gradients during the training. The application of quantum comput-
ing to machine learning tasks offers some interesting solutions characterized by
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a quantum advantage with respect to the classical counterparts in terms of time
and space complexity, expressive power, generalization capability, at least on a
theoretical level [4]. Nevertheless, from an empirical viewpoint, quantum machine
learning (QML) leverages on the availability of working prototypes of quantum
processing units (QPUs). QML algorithms can be developed to address specific
tasks in cybersecurity, however we adopt a different viewpoint focusing on the
protection of QML models against attacks. Encoding data into quantum states
is a strategy of data encryption based on the no-cloning theorem which claims
that an unknown quantum state cannot be copied. As a consequence, an attacker
can access data only performing measurement processes over the quantum states
producing observable alterations of data themselves (as a fundamental quantum
property) revealing an attack occurred. In this way, quantum encryption of data
is characterized by a paradigm of unconditional security that is the main as-
pect of quantum cryptography [3]. In quantum information processing schemes,
like QML models, quantum encoding offers an effective data encryption since
data can be accessed only by measurements. However, storing quantum states is
highly demanding because of decoherence due to the high sensitivity of quantum
systems to the interactions with the environment. Roughly speaking, the quan-
tum encoding of data and the non-classical quantum operations make a QML
model robust w.r.t. targeted attacks which require high knowledge on how the
model processes data; on the other hand, the high sensitivity to noise and the
lack of standardized error-correction procedures make QML models fragile under
untargeted attacks based on random data corruption. The paper is structured
as follows: in section 2, we explain the adopted notations, in particular for the
reader that is not familiar with the quantum formalism. In section 3, we summa-
rize how to train a quantum generative adversarial network exploiting quantum
encryption without storing quantum data but only classical estimates. Then, in
section 4, we describe a parametric model implemented on a quantum annealer
which can be protected by gradient-based attacks moved over the training. In
section 5, we discuss how the considered cases provide a suggestion about QML
as a promising resource in cybersecurity.

2 Notation and formalism

Let us clarify the adopted notation based on the standard quantum formalism in
finite dimension. Any physical quantity, or observable, which can be measured
over a quantum system is mathematically described by a linear self-adjoint op-
erator acting on a (finite-dimensional) Hilbert space H where the inner product
is denoted by 〈 | 〉. Any physical state of a quantum system is mathematically
described by a linear operator ρ on H such that ρ ≥ 0 and Tr(ρ) = 1. Let |ψ〉 be
any unit vector in H, the state given by the projector ρ = |ψ〉〈ψ| is called pure
state, it can be identified directly to |ψ〉 up to phase factors. Given an observ-
able A and a quantum state ρ, the real number 〈A〉ρ = tr(Aρ) is the expectation
value of A related to repeated measurement processes of A when the quantum
system is in the state ρ. In the case of a pure state |ψ〉 we have 〈A〉ψ = 〈ψ|Aψ〉.
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A 2-dimensional Hilbert space, where a qubit is described, identifies to C2 then,
according to the quantum postulates of quantum mechanics, the Hilbert space of
a system composed by n qubits is given by the tensor product space H = (C2)⊗n

whose dimension scales exponentially in the number of qubits. The time evo-
lution of a quantum state is described by the action of a unitary operator U
acting on H in these terms ρ 7→ UρU†. If H = (C2)⊗n, any unitary operator
on H is called n-qubit gate. We define a quantum circuit as the composition of
the following operations: initialization of N qubits to a known state, application
of a finite sequence of n-qubit gates with n ≤ N , and a measurement process
over k ≤ N qubits. Quantum circuits provide a universal model of quantum
computation [5].

Let {|0〉, |1〉} be the standard basis of C2, the orthonormal basis {|b〉 : b ∈
{0, 1}n} of (C2)⊗n is called computational basis. The measurement process over n
qubits, in the overall state ρ, w.r.t. the computational basis provides the outcome
b ∈ {0, 1}n with probability Pρ(b) = 〈b|ρ b〉. In other words, the observable given
by the Pauli matrix σz is measured on each qubit.

A Pauli operator (or Pauli observable) acting on (C2)⊗n is an operator of the
form P = P1⊗ · · ·⊗Pn with Pi ∈ {I, σx, σy, σz}, for every i = 1, ..., n, where I is
the 2 × 2 identity matrix and σx, σy, σz are the Pauli matrices. A k-local Pauli
operator is a Pauli operator which acts as the identity on n− k qubits at least.
An example of k-local Pauli operator is P = In−k ⊗ (σx)

k.

3 Shadow protocol for training a quantum GAN

Quantum neural networks (QNNs) are defined as parametric quantum circuits
which can be trained by backpropagation in analogy to classical feedforward
ANNs. A general scheme can be summarized as follows: there is a parametric
part, where parameters are functions of classical input, which encodes data into
quantum states and a variational part where the parameters are optimized in
the training framework of a parametric model (figure 1).

|0〉

V (x) U(θ)
|0〉
...

...
|0〉

Figure 1. A simpliefied quantum neural network represented as a parametric circuit:
V encodes a classical input x into a n-qubit state and U comprises the parameters θ
of the model. Any qubit is initialized in |0〉 and every qubit is measured at the end.

For a QNN the corresponding model function is defined in terms of the ex-
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pectation value of an n-qubit observable A:

f(x, θ) = 〈0|V †(x)U†(θ)AU(θ)V (x)|0〉 x ∈ X , θ ∈ Θ, (1)

where X is the input domain and Θ the parameter space.
Parametric circuits can be applied to construct generators and discriminators

within the quantum version of generative adversarial networks (GAN). It is well-
known that classical GANs are relevant tools in several tasks of cybersecurity [6]
and it is crucial to protect them from data poisoning in this context. In quantum
generative adversarial networks (QGANs), the generator is a quantum circuit,
which can be implemented using a series of quantum gates that manipulate the
quantum state of a set of qubits, this circuit is designed to generate data resem-
bling those from the training dataset. The discriminator is also implemented as
a quantum circuit, this circuit evaluates the likelihood of the data generated by
the generator, comparing it with the real data from the training set [7]. The loss
function used to train a QGAN is often defined using quantum concepts, such
as quantum state overlap or quantum divergence, rather than traditional loss
metrics like cross-entropy. During the training, the parameters of the generator
and discriminator quantum circuits are optimized using variational algorithms
within an adversarial framework. In the quantum architecture, the training set is
made by quantum states (which may encode classical data) assumed to be stored
in a quantum memory that is generally susceptible to noise and non-correctable
errors with severe drawbacks concerning security. Below, we argue how to repre-
sent quantum states in terms of classical estimates with the advantage of storing
a training set for a QGAN in a classical memory.

In [8], we considered the so-called shadow protocol that is a procedure to con-
struct classical estimates of quantum states, called classical shadows, by means of
measurements and quantum/classical processing. Let us summarize the shadow
protocol. Let U be an ensemble of unitary operators over a n-qubit Hilbert space,
where any U ∈ U has a statistical weight attached, that is tomographically com-
plete3 and an unknown quantum state ρ acting on (C2)⊗n, consider the following
procedure [9]:

1. Sample U ∈ U and evolve the state ρ 7→ UρU†;
2. Measure the state UρU† in the computational basis. Let b̂ ∈ {0, 1}n be the

outcome of the measurement.
3. Apply the inverse evolution to the state |b̂〉〈b̂| obtaining U†|b̂〉〈b̂|U which can

be saved as classical information.

The procedure above produces an ensemble of states {U†|b̂〉〈b̂|U}U,b̂, by the
expectation of this ensemble we can define the map:

M(ρ) := EU,b̂[U
†|b̂〉〈b̂|U ], (2)

3 U is said to be tomographically complete if for each ρ 6= σ there are U ∈ U and an
element |b〉 of the computational basis {|b〉 : b ∈ {0, 1}n} such that: 〈b|UρU†|b〉 6=
〈b|UσU†|b〉.
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which can be extended to the space of self-adjoint operators on (C2)⊗n by linear-
ity. As a linear map,M is invertible and the classical shadow of the quantum
state ρ is defined by:

ρ̂ :=M−1
(
U†|b̂〉〈b̂|U

)
. (3)

The classical shadow is computed classically and stored as classical information,
then a closed analytic form forM−1 is required. If the ensemble of unitaries U is
defined by random Pauli matrices measured on each qubit, the classical shadow
returned from U |b̂〉〈b̂|U†, where U = P1 ⊗ · · · ⊗ Pn is [9]:

ρ̂ =

n⊗
i=1

(3P †i |b̂i〉〈b̂i|Pi − I) where b̂i ∈ {0, 1} ∀i = 1, ..., n. (4)

The classical shadows of a quantum state can be used to efficiently estimates
expectation values of observables [9]. Moreover, for any n-qubit quantum state
ρ, the computation of a number of classical shadows that is logarithmic in n
provides an accurate estimate of ρ w.r.t. the local quantum Wasserstein distance
of order 1 that is a notion from the quantum optimal mass transport [8]. Let us
briefly introduce this concept from the definition of the local quantum norm of
an n-qubit observable.

Definition 1. Let 1 = c1 ≤ . . . ≤ cn . For any self-adjoint operator H on
(C2)⊗n (equivalently, for any n-qubit observable H), we define the local quan-
tum norm of H as:

‖H‖loc := 2min

max
x∈[n]

∑
Λ3x

c|Λ| ‖HΛ‖∞ : H =
∑
Λ⊆[n]

HΛ , HΛ ∈ OΛ

 , (5)

where Λ ⊆ [n] := {1, ..., n} and OΛ is the set of all the self-adjoint operators
acting on

⊗
x∈Λ C2.

In the definition of this norm, we consider all the decompositions of an ob-
servable H as a sum of local operators acting on the regions Λ ⊆ [n]. We define
the dependence of any such decomposition on a qubit x as the sum of the opera-
tor norm of each k-local operator that acts on x weighted by a coefficient ck. We
then define the local norm of such decomposition as the maximum dependence
on a qubit, and the local norm of H as the minimum local norm of all its possible
decompositions.

Definition 2. The local quantum W1 norm of a traceless operator ∆ in OΛ
is the dual to the local quantum norm:

‖∆‖W1loc := max
{
Tr [∆H] : H ∈ O[n] , ‖H‖loc ≤ 1

}
. (6)

The distance d(ρ, σ) := ‖ρ − σ‖W1loc, induced by the local quantum W1

norm, is a measure of distinguishability between quantum states of a n-qubit
system and it can be used to evaluate the convergence of the shadow protocol.
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As proved in [8], for any n-qubit state the empirical mean of O(log n) classical
shadows provides an estimate of the state which is accurate with respect to the
local quantum W1 distance. The accuracy in estimating a quantum state with
classical shadows in this metric has a remarkable consequence in the training of
a QGAN [8], as summarized below.

In [10], a QGAN capable of learning complex quantum states is proposed.
The discriminator computes the following distance which captures the distin-
guishability of quantum states with respect to k-local Pauli operators:

D(k)(ρ, σ) := max
{
Tr [(ρ− σ)H] : H ∈ O(k)

[n] , ‖H‖L̃ ≤ 1
}
, (7)

for any two n-qubit quantum states ρ, σ where O(k)
[n] is the set of the linear

combinations of the k-local Pauli operators and the Lipschitz constant of H =∑
P wP P is:

‖H‖L̃ := 2 max
x∈[n]

∑
P∈Pn,x

|wP | , (8)

where Pn,x is the set of the n-qubit Pauli operators acting nontrivially on the
qubit x. The following proposition is proved in [8].

Proposition 1. For any two n-qubit quantum states ρ, σ, we have

D(k)(ρ, σ) ≤ ck ‖ρ− σ‖W1loc
. (9)

Let us consider a QGAN where the discriminator generates a classical esti-
mate of the true state constructed as the empirical mean of O(log n) classical
shadows, as proved in [8]. Thanks to Proposition 1, such estimate is accurate
also in the distance D(k). Therefore, no more copies of the true state will be
needed and the information contained in its classical shadow will be sufficient.
The generator and the discriminator are trained against each other in the adver-
sarial scenario, and the expectation value of the discriminator observable on the
true state is estimated via its classical estimate without needing further copies
of the true state. After enough iterations, the generated state will be close to the
classical shadow of the true state in the k-local quantumW1 distance. Thanks to
the properties of the classical shadow, the generated state will be close also to the
true state in the D(k) distance. In other words, we conclude that a QGAN can be
equivalently trained over classical shadows in place of true quantum states, if no
prior information about the state is available. Therefore, assuming the training
quantum states encode classical data, there is a scenario where data required to
train the model are locked by a quantum encryption but classically represented
allowing a robust storage against noise. In this sense, we have a QML model
trained over quantum data which is capable to process quantum data avoid-
ing the inconvenience of a fragile quantum memory that is a shortcoming for
security.
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4 Parametric model on a quantum annealer

Quantum annealing (QA) is a heuristic search used to solve optimization prob-
lems [11, 12]. In practice, a quantum annealer can be considered a specific-
purpose quantum computer designed to return the absolute or approximate
ground state of the Ising model. The latter is described by the energy function
of a spin glass system under the action of an external field, namely,

E(z) =
N∑
i=1

θizi +
∑
(i,j)

Γijzizj , with z ∈ {−1, 1}N , θi ∈ R, and Γij ∈ R, (10)

where the sum
∑

(i,j) is taken over the pairs of connected spins, counting each
pair only once. The ground state is the spin configuration z∗ ∈ {−1, 1}N that
minimizes the function (10). Therefore, in practice, a quantum annealer solves
a combinatorial optimization problem that can be represented as a quadratic
unconstrained binary optimization (QUBO) problem, which is an NP-hard prob-
lem, by means of the change of variables xi = zi+1

2 ∈ {0, 1}. From the physical
viewpoint, the spin glass is realized by a network of qubits in which quantum
effects allow an efficient search of the global optimum that does not stops in
local minima [13].

In [14], a general parametric learning model based on QA is proposed: real
input are encoded into the nodes of the qubit network and the weights are given
by the strength of the couplings in direct analogy to ANNs. More precisely, the
model function is defined as follows: given an input vector θ = (θ1, . . . , θn) ∈
X ⊂ Rn, and the real parameters {Γij} with i, j = 1 . . . n (the nonzero Γij are
specified by the topology graph of the machine), one can define a parametric
model F based on the ground state energy of an Ising model as

F (θ|Γ, λ, ε) := λ min
z∈{−1,1}n

E(θ, Γ, z) + ε ≡ λE0(θ, Γ ) + ε , (11)

where λ ∈ R and ε ∈ R are additional tunable parameters that do not influence
the Ising model energy. Given a training set D = {(θ(a), y(a))}a=1,...,N , with
y(a) = f(θ(a)), where f : X → R, with X ⊂ Rn, is an unknown function
to approximate, the model (11) can be trained by minimizing the MSE loss
function

L(Γ, λ, ε) = 1

N

N∑
a=1

[F (θ(a)|Γ, λ, ε)− y(a)]2. (12)

The objective is to address this minimization task employing a gradient descent
approach, iteratively updating the parameters Γ , λ, and ε by taking steps in
the direction opposite to the gradient of the loss function L. Let us remark
that each parameter is assumed to take values into a compact interval in R;
consequently, the parameter space is a hyperrectangle. On one hand, the partial
derivatives of L with respect to λ and ε are well-defined and trivial to calculate.
On the other hand, the following theorem, which provides the update rules for
the optimization of L by gradient descent, implies that the gradient ∇ΓL is
defined almost everywhere in the parameter hyperrectangle.
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Theorem 1 ([14]). Let F be the model defined in (11), D = {(θ(a), y(a))}a=1,...,N

be a training set for F , L be the MSE loss function defined in (12), and η > 0 be
the learning rate. Then, the partial derivatives of F with respect to the couplings
Γ are defined almost everywhere in the parameter space, and the update rule for
the gradient descent of L are:

Γ
(k+1)
ij = Γ

(k)
ij − η

2λ(k)

N

N∑
a=1

[λ(k) E0(θ
(a), Γ (k)) + ε(k) − y(a)]z∗i z∗j , (13)

where Γ (k) are the values of the parameters within the k-th iteration of the gra-
dient descent, and z∗ = argminzE(θ(a), Γ (k), z).

The learning model is characterized by classical input and output and its
main aspect is that the training can be performed by backpropagation without
the explicit computation of the gradient but by means of an estimation provided
by the quantum annealer. Experimental results on the learning performances
related to the model on a real quantum annealer are reported in [14]. Remark-
ably, the quantum resources are used for both the execution and training of the
model. This peculiarity makes the model secure against gradient-based attacks
because gradients are never calculated explicitly but estimated by means quan-
tum annealing. In other words, the quantum process implementing the gradient
descent of the MSE loss realizes a gradient-masking. Moreover, the model does
not require that the quantum annealer always returns the global optimum of
the energy function, then also a noisy quantum machine is able to learn within
this scheme. In this case, the noise introduces additional unpredictability to the
quantum process increasing gradient obfuscation.

5 Conclusions

In the present work we summarized some recent techniques in QML concerning
the training of quantum generative adversarial networks and the definition of a
parametric model which can be trained and executed efficiently by a quantum
annealer. In particular, we discussed how the possibility of training QGANs by
means of classical estimates of quantum states allows to apply quantum encryp-
tion of data without the requirement of storing a dataset into a quantum memory
which is fragile against data corruption. Then, we described a parametric model
that can be trained by quantum annealing implementing the gradient descent of
a MSE loss that is robust against gradient-based attacks.

In summary, machine learning models represent an important resource for
cybersecurity and a crucial issue is then protecting these models in turn from
cyberattacks. Here, focusing on specific examples, we argued that quantum en-
coding of data and quantum information processing allow the development of
machine learning models that can be robust against attacks that are effective on
classical systems. In conclusion, we suggest that QML schemes are not promising
only for well-known reasons like: quantum speedups, space efficiency, capability
of handling high-dimensional data, but also for robustness against cyberattacks.
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