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Space Cyber-Physical Systems such as spacecraft and satellites strongly rely on the reliability of onboard

computers to guarantee the success of their missions. Relying solely on radiation-hardened technologies

is extremely expensive, and developing inflexible architectural and microarchitectural modifications to

introduce modular redundancy within a system leads to significant area increase and performance degra-

dation. To mitigate the overheads of traditional radiation hardening and modular redundancy approaches,

we present a novel Hybrid Modular Redundancy approach, a redundancy scheme that features a cluster

of RISC-V processors with a flexible on-demand dual-core and triple-core lockstep grouping of computing

cores with runtime split-lock capabilities. Further, we propose two recovery approaches, software-based and

hardware-based, trading off performance and area overhead. Running at 430 MHz, our fault-tolerant cluster

achieves up to 1,160 MOPS on a matrix multiplication benchmark when configured in non-redundant mode

and 617 and 414 MOPS in dual and triple mode, respectively. A software-based recovery in triple mode

requires 363 clock cycles and occupies 0.612 mm2, representing a 1.3% area overhead over a non-redundant

12-core RISC-V cluster. As a high-performance alternative, a new hardware-based method provides rapid

fault recovery in just 24 clock cycles and occupies 0.660 mm2, namely, ∼9.4% area overhead over the baseline

non-redundant RISC-V cluster. The cluster is also enhanced with split-lock capabilities to enter one of the

available redundant modes with minimum performance loss, allowing execution of a mission-critical portion

of code when in independent mode, or a performance section when in a reliability mode, with <400 clock

cycles overhead for entry and exit. The proposed system is the first to integrate these functionalities on an

open-source RISC-V-based compute device, enabling finely tunable reliability versus performance trade-offs.
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1 INTRODUCTION

Cyber-Physical Systems (CPSs) integrate real-time computing and communication capabilities
with monitoring and control actions over components in the physical world [47]. To face the harsh-
ness of the space environment, modern space systems such as satellites and spacecraft require tight
coupling between onboard processing, communication (cyber), sensing, and actuation (physical)
elements [35]. The orbit determination and control subsystems on a small spacecraft or in satel-
lites’ constellations provide a clear link between onboard processing and sensing elements of the
spacecraft’s physical environment [16], becoming increasingly critical as small spacecraft become
ever more capable [35]. Radiation-induced soft errors such as Single Event Transients (SETs)

and Single Event Upsets (SEUs) can occur more frequently in space than at ground level, cre-
ating the need for additional hardware to mitigate detrimental effects on the system [52]. In this
scenario, digital computing systems representing the decisional part of a Space Cyber-Physical

System (S-CPS) must be designed to be reliable and tolerate faults induced by cosmic radiation.
Various solutions exist to protect electronics from the adverse effects of radiation [52]. S-CPSs

typically rely on Radiation Hardening by Design (RHBD) techniques to add reliability at the
technology level, yet scaling of these approaches lags behind the scaling of their commercial coun-
terparts, significantly impacting performance, power, and area (PPA) of these designs. Insulat-
ing techniques [2], and polymer shielding [46] can also help mitigate soft errors. Furthermore,
it is also possible to enhance the fault tolerance capabilities of digital systems by introducing
redundancy at different levels in their design flow. Temporal redundancy techniques rely on re-
peated executions of the same work to determine the correct result [19]. Spatial or modular redun-
dancy techniques rely on multiple hardware blocks executing the same task and comparing the
results [23]. These approaches rely on rigid schemes for repetition in space and time of redundant
blocks or tasks. Hence, they can severely impact the PPA of computing platforms. This leads to a
significant gap between System on Chips (SoCs) for space and their commercial counterparts,
which make use of technological advances unencumbered by radiation-induced faults.

Therefore, the increasing demand for strong processing capabilities in space [57] is pushing
researchers toward lower-overhead solutions and use of more advanced technologies to close
this gap in PPA. In recent years, the advent of RISC-V and open-source hardware has encouraged
the development of high-performance SoCs for various domains without licensing or other
restrictions. This includes the space domain, where custom modifications to improve properties
such as reliability [17] and fault tolerance are often required. Among proposed architectures,
heterogeneous systems with multi-core computing clusters have gained traction in the space
industry [24] due to increased performance and flexibility for computation and Digital Signal

Processing (DSP) workloads [36]. While multiple processors offer increased performance for
parallelizable tasks, they also provide a unique opportunity for reliability enhancements: multiple
cores can execute identical tasks, comparing their results to detect and react to faults.
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In this article, we introduce a multi-core RISC-V-based computing system for space featuring
an innovative Hybrid Modular Redundancy (HMR) approach. We leverage the independent
cores available in a multi-core RISC-V cluster built on a commercial technology for redundant
execution in a dynamically runtime configurable manner, supporting on-demand reconfiguration
in Dual-Core Lockstep (DCLS) and Triple-Core Lockstep (TCLS) modes. This extends the
On-Demand Redundancy Grouping (ODRG) presented in Reference [44], which presents a
TCLS configurable cluster with software-based recovery and configuration prior to startup. Our
design extends this by allowing each application to configure its reliability setting according to its
requirements, possibly decided at runtime. Furthermore, we implement two recovery alternatives,
software and hardware-assisted, comparing their impact on the hardware resources and perfor-
mance in case of a fault. The checking, voting, and switching hardware in the implemented design
does not affect the internals of the processor core, allowing for the use of verified RISC-V processor
cores without requiring any internal (potentially erroneous) modifications to rapidly build a
reliable system. What we propose is, to the best of our knowledge, the most compact, flexible, and
configurable computing cluster offering the best trade-off between performance and reliability.

Besides extending our previous work [44], we introduce the following novel contributions:

— A re-configurable computing cluster for Dual-Core Lockstep and Triple-Core Lockstep ex-
ecution capable of tackling compute-intensive and safety-critical applications at the same
time. The proposed cluster can be configured so that the computing cores can operate in-
dependently during high-performance execution or in Dual/Triple-Core Lockstep mode in
case of safety-critical tasks.

— Robust hardware extension for fast fault recovery. We introduced dedicated Error-Correcting
Codes-protected status registers to restore the state of the computing cores to the closest
reliable state in time. This feature allows the cores to perform cycle-by-cycle backups of
their internal state in the protected registers, reducing by 15× the required time to recover
from a fault over the software-based approach.

— A novel runtime-programmable split-lock mechanism, allowing for fast switching and re-
configuration between the available redundant modes. With these features, it is possible to
explicitly define portions of code within a mission-critical section, configuring the cores for
safe lockstep execution, or within a performance section, disabling the lockstep execution
temporarily, with minimum configuration switching overhead.

To validate our proposed approach, we implemented the RISC-V cluster in Global Foundries
22 nm technology, achieving up to 430 MHz operating frequency and 1,160 MOPS when config-
ured in independent mode and 617 and 414 MOPS in Double Modular Redundancy (DMR) and
Triple Modular Redundancy (TMR) mode, respectively. With only software-based recovery
features, the proposed cluster occupies 0.612 mm2 with just 1.3% area overhead over the non-
redundant configuration, featuring 363 clock cycles time-to-recovery in triple mode. When en-
hanced with hardware-based recovery features, it provides rapid fault recovery in just 24 clock
cycles occupying 0.660 mm2, ∼9.4% area overhead over the baseline RISC-V cluster. The proposed
split-lock mechanism allows for entering and exiting a redundancy mode in <400 clock cycles
for mission-critical code execution, or <200 exiting and re-entering the redundancy mode for tem-
porarily more performance. To foster future research in computer architecture for space, we release
the proposed architecture as the first fully open-source1 RISC-V-based multi-core cluster with a
finely tunable trade-off between reliability and performance.

1https://github.com/pulp-platform/redundancy_cells
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2 RELATED WORK

2.1 Design Trends for CPS in Space

In recent years, S-CPS and onboard processors in space have been striving for more performance,
fueled by more advanced mission requirements and higher expectations for onboard electronics
resulting from the advancement of commercial technology [21, 43]. However, reliability and de-
pendability [11, 57] remain key concerns in the space domain, because, with high levels of cosmic
rays, errors are more frequent than at ground level and occur too often for a system to perform its
intended mission reliably.

To achieve higher levels of performance, the industry at large has steered towards multi-core
processing architectures, leveraging multiple parallel processing cores to increase performance.
Players in space computing have adopted this approach: systems such as the BAE RAD5500 ar-
chitecture [10], the Gaisler GR740 architecture [29], and the DAHLIA NG-ultra architecture [14]
leverage quad-core architectures built on existing, radiation-hardened processes. Other designs,
like Ramon Chip’s RC64 [24], leverage large processor arrays for DSP calculations to improve per-
formance. However, these systems, built on PowerPC, SPARC, ARM, and a custom Instruction Set

Architecture (ISA), respectively, suffer from high costs due to specialized and limited production
and lack of commercial technology and software support, further increasing their cost [17]. Other-
wise, the reliability and dependability of these designs built on Radiation-Hardened (Rad-Hard)

technology increase the chances of mission success, making them the go-to choice for complex,
high-cost space missions.

However, not all missions in the space domain require these high tolerance levels. New Space
missions with smaller, more cost-effective satellites tend to rely more on Commercial Off-the-

Shelf (COTS) electronics to design the spacecraft [50]. These components offer significantly more
performance at a lower cost, sacrificing reliability, which can be tolerated for non-critical appli-
cations, such as in CubeSats [50] or for non-critical machine learning workloads [21]. However,
even for these satellite missions, certain aspects, such as communication and control, still require
some radiation tolerance in COTS solutions, often guaranteed with watchdog timers.

However, large-scale infrastructure may have satellites as one part of the pipeline but can con-
tain many different components, from IoT sensor nodes to high-performance server infrastruc-
ture. In such cases, using many different components with different programming paradigms can
lead to untenable cost overheads, where component reuse can greatly benefit the designers. In
such a case, reliability may be required by the satellite but is counter-productive for the power-
constrained sensor node requiring high performance and energy efficiency. Furthermore, reusing a
single component both for commercial and reliability environments can greatly reduce component
cost, leveraging scale to combat the cost issue plaguing the space industry.

One of the recent trends in custom SoC design is the shift to RISC-V, leveraging a modern
and open-source ISA to develop custom hardware. RISC-V is also quickly impacting the space
domain [17, 20], which relies on modified custom designs to ensure proper reliability and fault
tolerance. In using this new ISA, the space industry can benefit not only from designing cus-
tom, reliable hardware for their purposes but also from the commercial environment. Compa-
nies developing dedicated hardware for space have also adopted this approach: Gaisler is de-
veloping the NOEL-V architecture [3], Microchip is leveraging SiFive’s processor architectures
for NASA’s next High Performance Space Computing project [37], and dedicated projects like
De-RISC [55] are pushing this development. In this work, we continue on this trend by ex-
ploiting an open-source industrially verified RISC-V core [22, 27] as a building block for our
system.
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Table 1. Qualitative Comparison of Related Work with Corresponding Features and Configuration

System ISA Cores Reliability Method Configurable Development

R
ad

-H
ar

d Gaisler GR740 [29] SPARC 4 Rad-Hard & Error-Correcting Codes (ECC) ✗ Commercial
BAE RAD5500 [10] PowerPC 4 Rad-Hard ✗ Commercial
DAHLIA [14] ARM 4 Rad-Hard ✗ Commercial
Ramon Chips RC64 [24] CEVA X DSP 64 Rad-Hard ✗ Commercial

A
rc

h
.

Duck-Core [38] RISC-V 1 ECC ✗ Research
STRV [53] RISC-V 1 gate-level TMR ✗ Research
Gkiokas and Schoeberl [25] RISC 1(3) block-level TMR ✗ Research
SHAKTI-F [28] RISC-V 1 block-level DMR & ECC ✗ Research

Sy
st

em
-l

ev
el

ARM DCLS [5, 31] ARM 2 DCLS ∼ Commercial
ARM TCLS [32] ARM 3 TCLS ∼ Research
AURIX TriCore [30] TriCore 3 TCLS ∼ Commercial
CEVERO [49] RISC-V 2 DCLS ✗ Research
Shukla and Ray [48] RISC-V 4 DCLS ✓ Research
Kempf et al. [34] SPARC 2 DCLS & ECC ✓ Research
SafeDE [8] RISC-V 2 diverse redundancy ✓ Research
SafeDM [9] RISC-V 2 diverse redundancy ✓ Research
Marcinek and Pleskacz [39] RISC-V 2 DCLS ✗ Research
This work RISC-V 12 DCLS & TCLS & ECC ✓ Research

2.2 Fault Tolerance Approaches

2.2.1 Radiation-induced Faults in Space. Since the beginning of spaceflight, the radiation envi-
ronment has been an object of investigation [51], showing to be significantly more severe than
on earth, with a flux over 107 particles/cm2/day [12]. The effect on electronics, also essential for
spaceflight’s development, became apparent shortly after the first space missions [59], where high
energy ions from cosmic rays cause charge separation within semiconductors, leading to voltage
spikes within transistors. These voltage spikes can lead to inverted bits within memory cells or
transient spikes at the output of logic gates. These are called “soft errors,” as they can be corrected
simply by re-writing the logic value and do not cause permanent faults within the circuit. A fur-
ther subdivision of soft errors is between Single Event Transients (SETs) for transient events in
combinational logic and Single Event Upsets (SEUs) for events affecting state-keeping logic and
memories. Both SETs sampled by a register and SEUs (directly) can cause incorrect system behav-
ior. While early integrated circuits seemed tolerant to these adverse effects, the hazardous space
environment severely affects the more deeply integrated nodes used onboard newer satellites [56],
leading to a requirement for reliable electronics. For example, on a 65 nm technology node, systems
experience on the order of 10−7 errors/bit/day; this error rate is increasing for smaller technology
nodes and is more and more due to SETs as clock frequencies are increasing [17]. The error rate is
also estimated to vary with the flying orbit of the system [18], leading to a higher probability of a
SET-induced erroneous value being sampled.

Fault mitigation approaches for ASICs’ protection vary from using Radiation-Hardened tech-
nologies to architectural and system-level modifications intended to be adopted independently
from the chosen technology to software-based approaches for protecting COTS devices. The state-
of-the-art approaches are qualitatively discussed in the following and summarized in Table 1.

2.2.2 Radiation-Hardened by Design. Radiation-Hardened (Rad-Hard) technologies rely on
silicon-level techniques, like transistor resizing and low-level design modifications, to increase
the robustness of the technology cells towards particles striking the silicon. Industry groups like
Gaisler [4, 29], BAE [10], DAHLIA [14], and Ramon Chips [24] mostly rely on Rad-Hard tech-
nologies to increase the fault-resilience of space-grade multi-core processors. This increases the
designs’ fault tolerance capabilities by reducing the engineering effort in implementing architec-
tural solutions for application-specific SoCs. However, one of the negative aspects of Rad-Hard
cells is that they are not readily available, being significantly more expensive than standard
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technological processes. Moreover, Rad-Hard technologies, while significantly more resilient to-
wards soft errors than commercial technologies, are not completely immune [17]. To integrate the
tolerance features, Rad-Hard cells are significantly larger than those used in standard technolo-
gies due to their resilience requirements. Radiation hardening requires major investments when
moving to a new technology node, both in time and money. Therefore, Rad-Hard libraries and
design kits are generally only available for older technology nodes, significantly lagging behind
commercial counterparts. This leads to increased costs due to custom, low-volume designs for
low-performance and low-efficiency designs. While this is acceptable for small, mission-critical
systems, it is problematic if applications require higher computing performance on a spacecraft.

2.2.3 Architectural Modifications. Rather than relying on technology-level hardening, a proces-
sor’s architecture can also be used to enhance a system’s reliability. This can mitigate one of the
key performance and efficiency concerns, allowing modern technology nodes to be used for the
design, albeit requiring more advanced architectural considerations and design. The two common
approaches are (i) ECC for information redundancy of the stored bits (for example, in registers
or memories) and (ii) modular redundancy, namely, Double Modular Redundancy (DMR) and
Triple Modular Redundancy (TMR), at various levels in the design, ensuring that multiple re-
dundant copies of a critical module process the same information and produce the same outcome.

ECC is one of the most common and efficient ways to protect static data in SoCs’ memories
and registers. The encoding and decoding logic allows for individual data words’ protection with
limited additional bits, resulting in far less overhead than modular redundancy approaches. It
is often used to further bolster designs protected by Rad-Hard technologies, improving their
reliability. Other examples include the Duck-Core [38], which implements ECC in the pipeline
registers, rolling back to allow re-execution of the last instruction in case a fault occurs.

When considering modular redundancy, the size of the replicated module considerably impacts
the design effort, functionality, and performance. STRV [53] implements TMR at a very fine granu-
larity within a RISC-V core, replicating the circuitry and voting after each register to ensure correct
processing. Similarly, Gkiokas and Schoeberl [25] propose a TMR approach inside a five-stage dual
issue time predictable core triplicating the fetch, decode, and execute stage of the pipeline. The re-
sults provided by the three execution stages are propagated to a voter in charge of deciding which
should continue in the pipeline to the memory and register write-back stages.

The two approaches, ECC and modular redundancy, can also be combined well. SHAKTI-F [28]
uses a hybrid approach, using ECC for registers and memory while implementing DMR for the
ALU within the processor’s execution stage, ensuring the calculation is executed correctly. While
these modifications can significantly increase reliability, they require severe architectural modifi-
cation of the underlying component and unrecoverable area overhead. Furthermore, Duck-Core
and SHAKTI-F focus only on data protection within the cores, leaving the problem of control-flow
faults uncovered.

The final architectural modifications to consider are full replications of the component blocks,
using modular redundancy at a far coarser granularity. Prime examples are Dual-Core Lockstep

(DCLS) and Triple-Core Lockstep (TCLS), replicating the entire processing core and adding
checkers and voters at the boundary. These system-level solutions are closer to the approach pro-
posed in this work and are detailed further below in Section 2.3.

2.2.4 Software Approaches. Reliability can also be tackled in software, leveraging existing hard-
ware COTS and adding fault tolerance in a later step. One option is to leverage multiple threads,
duplicating [1] or triplicating [7] an application on separate threads executing concurrently or se-
quentially. These multiple executions are matched with a final checking step, either in hardware
or software, to ensure correct execution. While these approaches require little to no modification
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of the underlying hardware, they incur a heavy penalty in performance, either through additional
time for execution or the use of multiple available threads, limiting parallelism. Performance is fur-
ther penalized by the checking step, requiring either time or dedicated hardware resources to check
for correctness. While this approach can properly handle faults in the data path, some faults in the
processor’s internal control logic may lead to an unrecoverable fault, possibly stalling a thread,
thereafter requiring a watchdog timer to restart all processing properly with an extreme penalty.

Another software mitigation strategy is re-execution, which heavily uses COTS hardware and
temporal reliability. Shoestring [19] duplicates instructions to protect only those segments of code
that can result in user-visible faults when subjected to a software error without first showing faulty
behavior. Similarly, Inherent Time Redundancy [42] consists in re-executing a program instruction
with varying inputs. The assumption behind this approach is that certain microarchitectural events
in a processor execution depend only on the instructions and not on the provided inputs. Jagtap
et al. [33] use system reset with a watchdog timer to re-execute software that experienced a fault.
Contrarily to hardware redundancy, it is possible to implement software-based approaches without
introducing area overhead, as the replication of hardware components that have to be checked or
voted on is unnecessary. Checking or voting can be performed in software but remains vulnerable
to errors. Furthermore, re-execution and software checking introduces non-negligible processing
overhead, impacting the performance of the protected application.

2.3 System-level Reliability Methods

System-level redundancy approaches make it possible to increase the reliability of digital systems
without affecting the internal architecture of vulnerable components. ARM Cortex-R processors
[5] and other ARM offerings feature a Dual-Core Lockstep (DCLS) option [31], allowing the
SoC to group two cores within the design. Furthermore, this implementation allows for re-
configuration of the architecture while the cores are in reset, switching from a locked operation
to a split one. The architecture does not specify the behavior in case an error occurs, relying
on the surrounding SoC to determine fallback behavior and to handle and repair any remaining
faults, generally with a reset or relying on check-pointing. However, critical applications on CPS
with tight timing constraints may require faster repair mechanisms or even continuous operation,
not tolerating any downtime due to an error that occurred. Onboard computers in spacecraft are
responsible for executing critical real-time operations, which might tolerate minimum execution
time variation to avoid the mission’s failure [58]. Thus, ensuring that the system can satisfy strict
time requirements during the recovery from incurring faults is essential.

Error recovery procedures for a DCLS implementation can be quite complex, as it is not possible
to determine the correct output in case of mismatch. Therefore, Iturbe et al. [32] implemented a
Triple-Core Lockstep (TCLS) design with the Cortex-R5 processor. The approach relies on an
assist unit that wraps the cores to group them in triplets so that all the grouped cores can operate
in lockstep with identical inputs and outputs decided with majority voting. The assist unit relies
on Rad-Hard technology, while the remaining components use commercial technologies and are
reinforced with modular redundancy and ECC. Any fault in a single core can be repaired during
operation as the two remaining cores continue processing. A re-synchronization routine of the
core ensures that any errors remaining in its state bits can be corrected. The cores store all the
required internal state information in system memory, are reset by the assist unit, and read their
stored state again from memory. While not discussed in detail in Reference [32], we assume the re-
configuration behavior of ARM TCLS to be similar to the DCLS implementation, requiring a reset
to switch between a split and a locked state. Another common processing core for reliable systems
is the AURIX TriCore [30], built on a custom ISA for embedded applications. This processor also
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relies on a TCLS implementation to detect and correct faults, requiring a reset to recover from
latent errors.

CEVERO [49] is an example of DCLS implementation using RISC-V-based Ibex [15] cores. Unlike
ARM, it relies on a hardware-based recovery mode that consists in restoring their internal state,
namely, the Program Counter (PC) and Register File (RF), to a known safe one. Thus, CEVERO
implements a safety island containing a backup copy of the cores’ PC and RF, replicated every time
the cores have matching outputs. In case of a mismatch, the two cores roll back to the last saved
status. This is done by resetting the two cores, copying the backup copy of the PC and RF back
into the cores, and restarting their operation. This solution introduces additional area overhead
due to the backup registers. However, it requires only 40 clock cycles for a rollback to complete,
significantly increasing the performance of the rollback procedure compared to other SW-based
approaches. In this design, the cores in lockstep cannot be decoupled, creating a strong trade-
off between area overhead and performance. In addition, the PC and RF alone do not represent
the complete state to which a core should recover, leading to incomplete recovery. Moreover, no
protection mechanism is applied to ensure the reliability of the backup registers.

Shukla and Ray [48] implement a re-configurable DCLS approach within a quad-core processor
based on the RISC-V ISA. The simple, custom-designed core is paired with a mode control unit and
a fault detection and correction unit, which ensure proper execution and correction depending
on a dedicated mode selection signal. If a fault is detected, then the PC is held to repair the fault.
While this may correct any error during execution, an error in the RF might remain uncorrected.

Kempf et al. [34] propose a dual-core adaptive runtime-selectable lockstep based on a LEON
processor. While normally operating in independent mode, a master core will request the slave
core’s assistance with a critical task requiring reliability. The slave core halts its execution and
assists the master core with the critical task, requiring a pipeline flush to start proper lockstep
execution. The register file is not affected, as this is assumed to be ECC protected, and only the
master core’s register file is used. The LEON core is extended with a commit stage between the
execute and memory stages to compare the results of the lockstepped cores’ execution. If an error
occurs, then the checker does not commit the instruction and flushes the pipeline to re-execute the
failed instruction. This implementation offers an adaptive lockstep mechanism with fast hardware-
based entry and exit switching, but it does not fully protect the core, focusing only on the data
flow. Furthermore, deep modifications to the LEON core’s architecture are still needed, as direct
access to the registers of the main core and the ALU of the slave core is required, and an additional
pipeline stage is added.

SafeDE [8], SafeDM [9], and Marcinek and Pleskacz [39] propose system-level approaches that
enforce the concept of diversity in the execution of redundant threads. In particular, SafeDE en-
forces diversity by running redundant threads on different cores but introduces limitations in terms
of applicability. It cannot be used to ensure the safe execution of parallelizable applications or for
applications that require IO accesses. Otherwise, SafeDM allows a wider applicability range. How-
ever, the two proposed solutions only mitigate the effect of common cause failures. Marcinek and
Pleskacz propose a variable-delayed dual-core lockstep approach to avoid common mode failure,
but with no possibility to decouple the two cores for independent execution.

The work presented in this article belongs to the hardware redundant approaches. It proposes
the implementation of system-level hardware enhancements such as independent/DCLS/TCLS
split-lock, and ECC-protected backup status registers for fast re-configuration, re-synchronization,
and recovery of a multi-core computing cluster. Furthermore, as detailed in Section 3, our approach
relies on using unmodified industrially verified cores, therefore guaranteeing fault protection with-
out requiring re-verification of the protected cores from a functional viewpoint.
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3 ARCHITECTURE

The hardware template we rely on is the multi-core Parallel Ultra-Low Power (PULP) clus-
ter [45], which can be extended with an external host subsystem featuring a controller core, a larger
memory, and interfaces for external peripherals. The host subsystem is not area and performance-
critical, and we assume it can be made fault-tolerant by means of high-overhead techniques.

3.1 Background: The PULP Cluster

The PULP cluster [45] features a parametric number of 32-bit CV32E40P cores [22], enhanced for
fast DSP calculations and industrially verified by the OpenHW Group [27]. Each core features
an instruction interface connected to a hierarchical instruction cache [13] consisting of one pri-
vate bank per core, each configured to store 512 B. Each private bank fetches instructions from a
larger, shared cache of 4 KiB, improving the performance of applications using the Single Program
Multiple Data paradigm.

In addition, each core features a data interface that connects it to the rest of the system
through dedicated demultiplexers for direct access to the system’s Tightly-Coupled Data Mem-

ory (TCDM) and all other memory-mapped peripherals. The TCDM comprises a parametric num-
ber of 32 bit word-interleaved memory banks featuring single-cycle access latency. A banking
factor of 2 (i.e., the number of memory banks is twice the number of cores) is typically used to
minimize the memory banks contention probability, guaranteeing data sharing overhead smaller
than 5%, even for highly memory-intensive workloads. If a collision occurs, then round-robin ar-
bitration guarantees fairness and avoids starvation.

Along with the connection to the TCDM, the cores have access to both memory-mapped devices
within the cluster and the host domain through a peripheral interconnect. One of the core-local
peripherals is the Direct Memory Access (DMA) unit, capable of up to 64 bit/cycle data transfers
in either direction, full duplex between the external larger memories in the host subsystem and
the cluster’s local TCDM.

Finally, the cores directly connect to an event unit [26] responsible for synchronization barriers
within the cluster. Each core attempts to read from the corresponding register within the event
unit and only receives a response once all cores request the same barrier address. Furthermore,
the event unit manages interrupts within the cluster, masking and forwarding incoming interrupt
signals to the responsible core.

To ensure the cluster can easily access the host system, the cluster has both an input and an
output AXI port connected to an AXI interconnect. Through this interconnect, a host can access
the cluster’s internal memory and peripherals for configuration. To ensure proper operation, the
instruction cache, the DMA, and the cores through the peripherals interconnect have access to the
host system’s memory.

The PULP ecosystem offers open-source software for parallel code execution on the multi-core
cluster [41]. For various host systems, the software is provided to configure and boot the acceler-
ating cluster and basic low-level drivers that allow for parallel software execution. The software
ecosystem also provides a variety of parallel applications and benchmarks, enabling fast develop-
ment of custom workloads.

3.2 On-Demand Redundancy Grouping

The baseline of the work described in this article is the On-Demand Redundancy Grouping

(ODRG) [44], which consists in a wrapper that allows for TCLS grouping of the cluster cores. We
have extended the ODRG by also allowing DCLS grouping and implementing hardware extensions
for fast fault recovery and re-synchronization of the redundant cores. Furthermore, we extended
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Fig. 1. Integration of the HMR unit within the PULP cluster.

the previous work with a faster split-lock mechanism that allows for rapid runtime-selectable
reconfiguration of the cluster. This allows the execution of dedicated portions of code that can be
defined as critical in one of the available redundant modes while operating in individual mode, or
vice versa, a non-critical portion of code while operating in a reliable mode.

3.3 System-level Integration

We focus on implementing modular redundancy within the PULP cluster to safeguard the individ-
ual processor cores’ correct operation. For this purpose, our design approach and experimental
evaluations assume that the modules outside the cores, particularly the TCDM and the instruction
memories, are reliable and protected by dedicated safety-critical techniques, such as ECC encod-
ings and memory scrubbers. In the HMR cluster, the cores are grouped into lockstep, either in
DCLS or TCLS. All inputs and outputs to the cores pass through a HMR unit surrounding the clus-
ter cores, as shown in Figure 1, where the HMR unit is integrated in the PULP cluster described in
Section 3.1. In a PULP cluster with 12 cores, the HMR unit can easily divide all cores into groups of
2 and 3 for DCLS and TCLS, respectively, without remainder. Should a different number of cores
be chosen, the respective mode will be unavailable for the remaining cores.

To allow access to its configuration registers, the HMR unit exposes a peripherals memory port
connected to the peripherals interconnect in the PULP cluster. Through this interconnect, any
core within the cluster and any controller outside the cluster with access to the host memory port
can configure the HMR unit. Furthermore, this memory port also allows the readout of all other
memory-mapped registers within the unit, such as the current reliability state and error statistics
measured within the unit.

3.4 Hybrid Modular Redundancy Block

Modular redundancy requires multiple hardware instances performing the same operation to en-
sure correct execution, with the result being compared in a DMR case or voted in a TMR case. For
reliable calculations, all inputs of two or three cores are directly connected with each other, ensur-
ing that the cores receive identical signals for subsequent processing. The outputs of the cores are
then connected to dedicated checkers or majority voters to ensure matching calculations or detect
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Fig. 2. Dual-Core Lockstep Mode (DCLS-mode) grouped cores.

any faults that might have occurred and then apply a recovery. When grouped, the locked cores
behave within the system as a single virtual core.

While the cores are protected in case a fault occurs, the checkers and majority voters may also be
vulnerable to soft errors. To mitigate this, we assume the cores implement additional protections
for the bus, for example using ECC, being checked on a protocol level within the protected core
region. Thus, any error occurring within the checkers and majority voters will result in a bus error,
which can then be corrected.

3.4.1 Dual-Core Lockstep. When configured in Dual-Core Lockstep Mode (DCLS-mode),
the cores in the PULP cluster are paired, identifying one main core and one helper core, as shown
in Figure 2. From a system perspective, one core is disabled to no longer act on the system’s inter-
connect, while the other continues processing based on both cores’ execution.

The cores of each group are configured to receive the same input information, so they are ex-
pected to generate the same output results. The outputs of each core in a group are then propagated
to a bitwise checker that detects whether the results produced by the two cores are different. If the
results of the two cores match, then the checker selects only the result of the main core as an effec-
tive output of the pair, propagating it to the rest of the system. However, in case of a mismatch, the
checker raises an error signal, indicating that a fault affected the status of one of the two cores in
the group. Since it is impossible to know which core produced the correct output in DCLS-mode,
the checkers gate their outputs toward the system to avoid fault propagation. Furthermore, the
error is directly signaled to the system to start a recovery procedure.

3.4.2 Triple-Core Lockstep. In the Triple-Core Lockstep Mode (TCLS-mode), three cores are
grouped, identifying one main core and two helper cores, as shown in Figure 3. As in DCLS-mode,
the inputs from the system are shared among the cores in the group, ensuring that they operate
on identical data and control signals. However, unlike in DCLS-mode, the outputs of the cores are
connected back to the system through bitwise majority voters. Logic to disable the connection is
unnecessary, as the voter properly selects the correct output. Each majority voter compares the
outputs from the grouped cores and raises an error signal only if it detects a mismatch between
them. Unlike DCLS-mode, since it is possible to vote over the results of three cores in TCLS-mode,
the state of the faulty core can be restored using the state of the other two non-faulty cores. While
not advisable with high error rates, letting the two non-faulty cores continue their operation in
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Fig. 3. Triple-Core Lockstep Mode (TCLS-mode) grouped cores.

lockstep without correction can be enabled within the HMR unit, delaying the faulty core’s re-
synchronization. However, if a second mismatch is detected, then the grouped cores must enter a
re-synchronization routine immediately.

3.4.3 Parametrization. While the HMR unit offers both DCLS-mode and TCLS-mode configu-
rations, the hardware can be parametrized to disable these different modes or enforce them per-
manently. This means that the HMR unit can offer either only DCLS-mode, only TCLS-mode, or
both, supporting configuration switching with the split-lock explained below. If a desired instan-
tiation does not require split-lock functionality, then DCLS-mode or TCLS-mode can be enforced
permanently. However, these configurations were not investigated in detail.

The HMR unit is designed to be agnostic to the cores, requiring proper configuration to adjust
to the core’s interface. We tested it with the CV32E40P [22] core, the default for the PULP cluster
and the configuration used here, and the Ibex [15] core.

3.5 Split-Lock Mechanism

Locking cores together into redundant configurations permanently is limiting for some application
domains that might tolerate the occurrence of faults and require higher performance. For example,
a satellite must satisfy tighter resilience constraints during orbital maneuvers than during image
processing for the satellite’s payload. Thus, the proposed PULP cluster can be configured before
startup to work in the independent mode, DCLS-mode, or TCLS-mode, following the grouping pro-
cedure shown in Figure 4. This allows any application running on the host subsystem to configure
the cluster for its purposes and reliability requirements after a cluster reset and before its boot
sequence, locking the execution for the accelerated application into the specified reliability mode.

The main differentiator of the cores in the cluster is their respective identifier (ID). It starts at
zero and is incremented for each additional core, allowing for easy identification of work sections
in a parallelized task. To keep this convenience when the reliability modes are enabled, the DCLS-
mode and TCLS-mode grouping of the cores is performed in an interleaved fashion, as shown in
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Fig. 4. Split-Lock configurations using available multiplexing in a six-core example.

the six-core example depicted in Figure 4. Figure 4(b) (DCLS-mode) shows that core 0 is grouped
with core 3, while in Figure 4(c) (TCLS-mode), it is grouped with core 2 and core 4. This results in
preserving the lowest core IDs when enabling all cores in the DCLS-mode or TCLS-mode reliabil-
ity configurations, keeping a simple parallelization software scheme. Furthermore, each reliability
group can be configured independently, allowing some cores to execute a reliable application with-
out impeding the others from operating in independent mode.

Changing the reliability mode is also possible at runtime, allowing the cores to switch config-
urations based on the demands of the software application executed thereon. When starting in
the individual configuration, the application can explicitly declare a mission-critical section with
a portion of code that must be executed reliably. Alternatively, when starting in the reliable con-
figuration, the application can declare a performance section with a portion of code that does not
require stringent reliability guarantees. This allows a system to make use of the tradeoffs between
reliability and performance on a single SoC with minimal configuration overheads.
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3.5.1 Mission-Critical Section. The mission-critical section is a temporary reliable state of execu-
tion where two or three cores operate in lockstep, while otherwise remaining in the independent
configuration. It is designed such that all cores assisting the main core for reliable execution only
pause their own thread, returning to it after the mission-critical section completes. As the cores’
internal registers (Program Counter (PC), Register File (RF), and Control and Status Regis-

ters (CSRs)) are used during the reliable execution, the helper cores’ state is temporarily saved to
the stack in the TCDM, allowing them to retrieve it later.

To enter the mission-critical section, the main core executes a custom software routine, shown in
Listing 1, that writes the desired state (DCLS-mode or TCLS-mode) into the configuration register
within the HMR unit. This triggers an interrupt in the cores that have to participate in the group,
indicating they must start the execution of a mission-critical section. To ensure the cores are awake
and available to serve it, the interrupt is routed through the cluster’s event unit waking up the
cores even if they are asleep waiting for a barrier. The interrupt service routine outlined in Listing 2
stores the internal state of the cores onto the stack in the TCDM. The internal state is represented
by 30 modifiable registers of the Register File (RF), excluding the Stack Pointer (SP), and by
specific CSRs, such as the MEPC, which stores the last Program Counter (PC) executed before
that interruption.

Once the entire state is stored onto the stack, the SP is stored in a memory-mapped register
within the HMR unit, indicating that this unload phase is complete, and the reload phase can start.
After storing the state, the cores enter a synchronization barrier and are locked together, ensuring
they all continue as one. Here, it is also possible to trigger a synchronous clear towards the locked
cores to bring the internal flip-flops of the cores to their default value without polluting the reset
network. As the SP storage register is linked to the core’s ID, the grouped cores that share the
same ID after grouping read the SP register and load the state back from the stack in parallel.
After completion, the interrupt service routine is exited into the mission-critical section outlined
by the software.

To exit the mission-critical section, the locked cores write the new desired state (i.e., independent
mode) to the HMR unit configuration registers. This write operation frees all the cores from their
locked state, so the main core can continue its execution, as its internal state is still consistent. How-
ever, the helper cores must return to the state before the mission-critical section entry. Therefore,
the HMR module synchronously clears the helper cores bringing them back to the boot sequence,
where they use their memory-mapped SP register to reload their state back from the TCDM.

3.5.2 Performance Section. The performance section allows an application typically requiring re-
liable execution to forego the stringent requirements and temporarily leverage the higher parallel
performance possible with independent cores. It is designed to allow the main thread to continue
processing, with the assisting cores branching from the main thread temporarily, after which the
temporary threads are resolved at the end of the performance section.

i n t m i s s i o n _ c r i t i c a l _ s e c ( i n t ( ∗ f n _ h a n d l e ) ( ) ) {
e n a b l e _ l o c k s t e p ( ) ;
/ / I n t e r r u p t l o c k s c o r e s t o g e t h e r
i n t r e t = f n _ h a n d l e ( ) ;
d i s a b l e _ l o c k s t e p ( ) ;
return r e t ;

}

Listing 1. Mission-Critical Section Wrapping Function.

void s y n c h r o n i z a t i o n _ i r q ( void ) {
s t o r e _ s t a t e _ t o _ s t a c k ( ) ;
s t o r e _ p c _ t o _ r e g ( c o r e _ i d ( ) ) ;
b a r r i e r ( ) ;
/ / C o r e s a r e l o c k e d t o g e t h e r
/ / S y n c h r o n o u s C l e a r P o s s i b l e
r e l o a d _ p c _ a n d _ s t a t e ( c o r e _ i d ( ) ) ;
asm v o l a t i l e ( " mret " ) ;

}

Listing 2. Mission-Critical Section Entry

Interrupt Service Routine.
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Fig. 5. Finite State Machine (FSM) of the TCLS-mode controller.

To enter the performance section, the cores split apart by a single write to a configuration register
in the HMR unit. While the main core can continue the main thread, the newly separated cores
simply update their SP to an independent region and also continue the application. Differentiated
based on the core’s ID, the separated cores operate on their own stack to avoid interfering with
the main thread’s stack.

Once the performance section is complete, the main core stores its internal state, and all cores
enter a synchronization barrier to be re-grouped. The state of the separated cores is abandoned,
as the section is only intended to be temporary to provide additional performance. Once locked
together after the synchronization barrier, the cores load the main core’s state in lockstep, similar
to the entry of the mission-critical section described above, and continue the application.

3.6 Fault Recovery

In the DCLS-mode and TCLS-mode outlined in Section 3.4, a fault would not immediately impact
the system as the outputs of the cores are either gated in DCLS-mode or voted in TCLS-mode.
However, further execution may not be possible, as the outputs remain gated in the DCLS-mode,
and any additional errors in another core of the group in TCLS-mode may cause complete failure.
To avoid this scenario, the possibly corrupted state within the cores must be corrected, and the
locked cores must be re-synchronized. It is also essential to guarantee that the system recovery
can be performed in time to avoid critical tasks from failing. On-board computers execute critical
tasks that must be guaranteed to complete in very limited time intervals [58]. Consequently, if
incoming faults corrupt the system’s status, then ensuring a minimal time to recovery to meet
real-time operations’ constraints is fundamental.

3.6.1 TCLS-Mode Software Re-synchronization Routine. When an error occurs in TCLS-mode
affecting a single core, the cluster can continue operating, as the voters overrule the invalid outputs
of the erroneous core. Furthermore, in TCLS-mode, the three cores provide redundant internal
state information, allowing the system to recover to a fully functional and correct state without
additional hardware. This implies storing the internal state of one of the non-faulty cores into the
stack placed in TCDM during the unload stage and then reloading the state back to all three cores
during the reload stage, similar to the mission-critical section.

To do this, as shown in Figure 5, the TCLS-mode FSM of the HMR unit enters the unload state
and sends an interrupt to the cores through the event unit, triggering an interrupt service routine.
This routine stores the internal state of the non-faulty cores (i.e., PC, RF, and CSRs) into the stack.
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Fig. 6. Implementation of the rapid recovery hardware extension, highlighting (a) the grouped cores, and (b)

the rapid recovery region containing the ECC-protected status registers and the finite state machine of the

rapid recovery routine.

During the execution of the unload routine by all three cores, the bitwise voter scans the contents
of these cores and stores only the state of the non-faulty cores in memory. Then, the SP is stored
in the same memory-mapped register mentioned in the mission-critical section, which is located
within the HMR unit. This indicates to the TCLS-mode FSM that the unload stage is complete,
allowing it to enter the reload state. On this transition, the TCLS-mode FSM can also trigger a
synchronous clear toward the locked cores if configured.

To refill the cores with the correct state, the cores use the memory-mapped SP register to reload
the main core’s state stored in memory back into the locked cores. Furthermore, the cores can be
cleared again if another fault happens during the reload phase, avoiding the execution of another
unload operation, since a safe state was already stored in memory. To properly execute this routine
even after a clear, the boot sequence of the cores directly checks the SP register to see if the stored
value is not zero. If its content is not zero, then that value is used by the cores as a reload SP. How-
ever, if the register content is zero, then the cores continue with a normal boot sequence. Therefore,
once the reload is complete, the software stores back a zero value to the SP register in the HMR
unit, switching the TCLS-mode FSM back into a nominal run state. The cores then execute an mret
instruction, returning to the application running before the fault recovery interrupt was triggered.

3.6.2 Hardware-based Re-synchronization and Rapid Recovery Extension. The software-based
unload and reload procedures execution can be further improved by integrating dedicated hard-
ware for rapid recovery with minor modifications to the processor core’s architecture. As in the
software-based recovery mechanism, rapid recovery relies on the fact that the state of each core is
defined by its PC, RF, and CSRs. Instead of copying the state of the cores to memory and exploiting
a software-based interrupt service routine, we extended the HMR unit by introducing a hardwired
recovery engine for each group of cores. Figure 6(a) shows the cores grouped in DCLS-mode or
TCLS-mode, connected to a bitwise checker or a majority voter, as described in Section 3.4. The
rapid recovery region, depicted in Figure 6(b), comprises four main modules: recovery PC, recovery
RF, recovery CSRs, and a rapid recovery controller.

During normal processing without any errors, a backup of the main core’s PC, RF, and CSRs
content is copied into the registers of the rapid recovery region. This operation is done each cycle,
as the core’s interface was modified to expose the write ports of PC, RF, and CSRs to propagate
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them to the backup registers. Hence, the backup write operation is accomplished in a single cycle.
Furthermore, the recovery PC, recovery RF, and recovery CSRs are protected with internal ECC
encoding/decoding, configurable through parameter selection at design time.

If the checkers or voters detect a mismatch, then they raise an error signal that blocks write
operations to the registers in the rapid recovery region, ensuring their content is not corrupted by
a faulty state. The same error signal triggers the rapid recovery controller that starts the recovery
routine, depicted in Figure 6(b). The error flag from the checker or voter sends the FSM of the rapid

recovery routine from the Idle state to the Clear state. This transition raises a synchronous clear
signal to the faulty group, which brings the internal flip-flops of the cores to their default value
without polluting the reset network. Then, the recovery routine jumps into the Halt state, where
a debug request signal is raised towards the faulty cores, forcing them to enter the debug mode.
Shortly after they receive the debug request, the cores raise the halt response signal toward the
rapid recovery controller. In debug mode, the cores are halted and allow the recovery hardware to
access their internal registers without interference.

Once the faulty cores have raised the halt response signal, the recovery routine jumps into the
Restore state. In this state, the PC, RF, and CSRs content of the faulty cores is reloaded from the
recovery PC, recovery RF, and recovery CSRs. This process is executed sequentially, restoring the
content of all 31 modifiable registers of the RF, exploiting its two write ports in parallel. The PC
and the CSRs are reloaded in parallel to the RF.

The same hardware introduced to enable the rapid recovery can be used to speed up the process
of entering a mission-critical section and exiting the performance section. The recovery PC, recovery
RF, and recovery CSRs are used to back up the state of the main core continually so that this state
can be used to enter the routine safely. As the helper cores software is designed to be executed
in order in the mission-critical section, they still require their state to be saved to the stack in the
TCDM. Therefore, the main core immediately enters the barrier once the interrupt occurs, while
the helper cores store their state to the stack and enter the barrier afterward. After all the cores
have entered the barrier and are locked together, the rapid recovery hardware executes its recovery
routine, synchronizing the state of the locked cores to continue into the mission-critical section or
return to the reliable mode after the performance section.

4 EVALUATION

4.1 Experimental Setup

Our evaluation setup consists of a PULP cluster featuring 12 CV32E40P cores explained in Sec-
tion 3.1, with an integrated HMR unit as explained in Section 3.3. To evaluate the cluster’s per-
formance in different modes, the cluster was locked into the respective configuration before boot,
avoiding unnecessary mode-switching overhead within the measurement. All performance evalu-
ations were conducted in RTL simulation using QuestaSim, gathering performance data by using
performance counters within the RTL or using simulation traces. We evaluated the split-lock and
fault recovery performance by entering a mission-critical section or performance section twice to
warm up the instruction caches and then collected the results corresponding to the hot cache
measurement. For implementation purposes, we target GlobalFoundries 22 nm technology using
Synopsys Design Compiler for synthesis (slow corner at ftarg = 430 MHz, VDD = 0.72 V, T =
−40 ◦C, 125 ◦C) and Cadence Innovus for full-cluster Place & Route in the same operating point.

4.2 Physical Implementation

Figure 7(a) shows the post-layout implementation of our redundant PULP cluster with all redun-
dancy modes and rapid recovery extension enabled, where we highlighted the cores with even
and odd identifiers separately. Figure 7(b) shows the area occupation and the related overheads of

ACM Transactions on Cyber-Physical Systems, Vol. 9, No. 1, Article 8. Publication date: January 2025.



8:18 M. Rogenmoser et al.

Fig. 7. Physical implementation of the fault-tolerant PULP cluster.

all the available PULP cluster configurations over the standard implementation, while Figure 7(c)
shows the cluster area breakdown. In the chosen corner, the PULP cluster occupies 0.660 mm2,
where almost 27% is the RISC-V cores, and around 29% is the instruction cache. The HMR unit, the
wrapper in which we encapsulate all redundancy features, accounts for 9% of the entire cluster
area.

Figure 7(d) shows the area breakdown of the HMR unit, highlighting that the rapid recovery ex-
tension accounts for 79% of it. The TMR voters and DMR checkers account for 10% and 5% of the
area occupation, respectively, while the shared control logic accounts for a 7% area overhead. The
HMR unit is designed in a parametrized fashion, so it is possible to instantiate the unit without the
hardware enhancement features for rapid recovery, allowing a software-based recovery routine
only. As shown in Figure 7(b), the area overhead of the HMR unit with only software recovery
features is limited to almost 1% of the PULP cluster area, at a high cost in fault recovery perfor-
mance. The fault-tolerant cluster could be synthesized at up to 430 MHz operating frequency in
the selected corner with no timing impact over the baseline implementation.

4.3 Performance Evaluation

4.3.1 Compute Performance. To evaluate the processing performance of the proposed fault-
tolerant cluster, we initially target a highly parallel matrix-matrix multiplication benchmark. For
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Table 2. Summary of the Performance Provided by the Proposed PULP Cluster in

All the Redundant Available Configurations

Base DMR TMR DMR-R TMR-R

Rapid Recovery

MatMul Performance [MOPS @ 430 MHz] 1,165 617 414 617 414
SW-based MatMul Performance [MOPS @ 430 MHz] 1,165 576 351 — —
CFFT Performance [MOPS @ 430 MHz] 989 531 385 531 385

Recovery Latency [cycles] — — 363 24 24

Mission—Critical
entry

[cycles]
— 534 410 397 310

exit main — 22 23 22 23
exit help — 147 165 184 182

Performance
entry

[cycles]
— 134 82 125 82

exit — 373 311 183 94

evaluation, a size of 24×24×24 was chosen, meaning 2 × (24 × 24 × 24) = 27,648 Ops, for optimal
parallelization in all configurations. Furthermore, a highly parallel, quantized Complex Fast

Fourier Transform (CFFT) was evaluated, representing a typical workload for a S-CPS, e.g.,

used in radar processing. A length of 2,048 was chosen, which amounts to 10 ×
n log2(n)

2 = 112,640
Ops. Table 2 summarizes the performance achieved by the fault-tolerant PULP cluster, showing
that at 430 MHz our fault-tolerant cluster delivers a matrix-matrix multiplication compute
performance of 414 MOPS in TCLS-mode, which increases to 617 MOPS in DCLS-mode and 1,165
MOPS in independent mode with all 12 cores available. Similarly, for the CFFT, the TCLS-mode
achieves a compute performance of 385 MOPS, increasing to 531 MOPS in DCLS-mode and 989 in
independent mode. This performance boost of 1.8–1.9× for DCLS-mode over the independent
mode, and 2.5–2.8× for TCLS-mode over independent mode justifies the choice to enable quick
switching between different modes to balance the trade-off between performance and fault
resilience. Furthermore, the hardware enhancements introduced for the rapid recovery do not
affect the compute performance of the PULP cluster.

To compare our hardware-based solution, we implemented a software-based redundant execu-
tion of the same matrix-matrix multiplication kernel utilizing the parallel cores in the PULP cluster
for reliability. In the software-only approach, cores are similarly grouped (e.g., core 0 and core 6
in a DMR approach), operating on the same chunk of the kernel data. At the end of the compu-
tation, the two cores check each other’s results, raising an error in case of inconsistency. If the
check results in no error, then only one of the two cores (core 0, for example) validates the result
storing the chunk in the memory. The use of software redundancy introduces significant overhead
in designing the software, as it needs to be accounted for in each application manually. Further, it
introduces a significant performance overhead due to memory contention (multiple cores access-
ing the same resources) and due to the mutual checking mechanism, resulting in 7% performance
overhead during DMR execution and 11% overhead in the TMR case over the hardware lockstep
approach. In addition, if the execution is corrupted in the DMR software, then the only way to re-
cover from the fault is to repeat the computation, introducing additional non-negligible overhead
that varies with the size of the executed kernel. Moreover, the overhead due to mutual checking
in the software-only redundant execution depends on the size of the result.

4.3.2 Recovery Performance. The software-based recovery routine, described in Section 3.6.1,
required 363 cycles to execute a recovery in TCLS-mode, as shown in Table 2. Figure 8 highlights
that this is split between the unload section, requiring 247 cycles, after which it executes a
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Fig. 8. Cycle count breakdown of the fault recovery and split-lock overheads.

synchronous clear of the core. Another 116 cycles are required for the reload phase, reloading
the cores’ state from memory. The rapid recovery hardware contributes positively by introducing
a 15× speed-up during the fault recovery, thus reducing it to just 24 cycles. This recovery time
initially requires 4 cycles to set up the rapid recovery controller, start the recovery routine,
synchronously clear the cores, and send them the debug request. Additional 4 cycles are needed to
receive the debug response from the cores, and 16 cycles to restore the PC, RF, and CSRs in parallel,
after which they will continue processing. Furthermore, the rapid recovery hardware also allows
for fast fault recovery in DCLS-mode, requiring the same fixed 24 cycles. The cycle-by-cycle
backups of the cores’ status make it possible to roll back the cores’ execution to the closest safe
state in time, restarting the execution from the last PC that entered the execution stage.

4.3.3 Split-lock Performance. We evaluate the performance of the proposed split-lock mecha-
nism by measuring the cycles required to enter or exit a mission-critical section for the main and
helper cores as well as a performance section, as shown in Table 2. The entry measurement starts
from the point the main core initiates the entry into the relevant section to the point the internal
code is being executed.

For the mission-critical section, Figure 8 shows that the main core first sets up the registers for
the intended mode within 87 cycles, during which time the helper core(s) can continue processing.
At this point, the interrupt is issued to all cores, launching them into the unload stage, where the
cores save their state to memory and enter a barrier, requiring 198 cycles. Finally, during the reload

phase, the cores reload the main core’s state from memory in the locked configuration, requiring
126 cycles, after which the cores execute the mission-critical section code. When exiting the mission-

critical section, the main core goes directly into the subsequent software, requiring only 23 cycles to
set the configuration and return. However, the helper cores need to execute the reload procedure,
requiring 147 cycles to continue the previously interrupted thread.

For the performance section, Figure 8 shows lower entry and exit cycle requirements than the
mission-critical section. Notably, entry into the performance section only requires 82 cycles of setup.
This is due to the cores only splitting apart and, if needed, updating a SP, not fully reloading a
known state as they can keep the current execution state. Furthermore, the performance section
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exit drops the state of the assisting cores, relying fully on the main core’s state, thus requiring
significantly fewer cycles than the mission-critical section.

Introducing the rapid recovery hardware helps speed up entering a mission-critical section as the
software reload stage can be replaced with a 24-cycle hardware fill from the continuously backed-
up main core, meaning ∼ 25% less than the software-based approach for a 1.3× speedup. Similarly,
exiting a performance section also makes use of the continually replicated main core state, leading
to a 3.3× speedup. Exiting a mission-critical section or entering a performance section behaves the
same way as in the software-based approach.

4.4 Reliability Assessment

With the HMR implementation outlined in this work, any error within a single core propagating
to its outputs will be detected when mismatching with the paired cores, and corrective action will
be taken. Furthermore, with the rapid recovery extension enabled, core-internal signals backing
up the RF are also checked, reducing the likelihood of latent errors within the cores’ states. While
it aims to detect and correct all possible SETs happening at the cores’ interface or within the
cores themselves, the proposed redundancy approach does not tackle SEUs and single hard errors
that might corrupt the data and instruction memory hierarchy, which we thus assume to be
reliable.

To test the behavior when a fault occurs, a single bit of the cores’ interface signals was inverted
using a force command during the execution of a test within an RTL simulation. With the
cores in the locked state, this confirms that errors were detected and that the designed corrective
action was initiated. Furthermore, select state bits within the cores’ RF were flipped to confirm
the proper behavior of the recovery implementations. All faults injected into the system were
detected and corrected or overwritten before use, thus always leading to the correct termination
of the running application.

The design was further subjected to a more extensive fault injection campaign, where all
registers within a core were randomly subjected to faults. Running 7,717 individual RTL simu-
lations of the matrix multiplication performance benchmark in the TCLS-mode configuration
with software recovery, a single register was picked and flipped for each simulation run. All
simulations terminated successfully, with 12% of injected errors leading to a recovery, meaning
the other faults were masked.

Other research has conducted extensive fault investigation of the CV32E40P core used in our
system [6], showing that many injected faults do not affect the program execution, with the most
critical module being the controller module. As only 12% of injected errors lead to corrective ac-
tion, this confirms the results of Asciolla et al. [6], where 44%–100% of injected errors lead to no
correction, depending on the component.

4.5 Recovery Use-case Analysis: Satellite Onboard Image Processing

One of the most common use cases of multi-core S-CPS is satellite onboard image processing.
Satellites’ onboard sensors generate a large amount of data that heavily loads the data link and
delays processing. When images captured onboard need to be processed through complex deep
learning algorithms, the satellite first transmits images to the cloud computing data center of the
ground station. Then, the data center operates on the received data using deep learning models
and distributes the processing result to the user [54]. To reduce the overhead given by raw data
transmission, the data processing can be directly moved onboard a spacecraft, only sending valu-
able information over the communication link. This requires the onboard processing systems to
offer enough performance to process data while also offering reliability with quick recovery from
incurring faults.
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Fig. 9. PULP cluster performance degradation at increasing fault rate.

Figure 9 shows the performance degradation of our radiation-tolerant cluster when affected by
multiple faults in all the available redundancy configurations. We considered a condition where
the incurring faults happen during the execution time of a given application, with an increasing
fault rate. In TCLS-mode, if a fault affects one of the three grouped cores, the other two continue
their operation. After some time, if another fault happens and affects another of the cores of the
same group, then it forces the entire group to perform a recovery. However, in DCLS-mode without
rapid recovery, the cluster operation is restarted at each fault occurrence.

The analysis conducted shows that the worst-case scenarios are the software-based recovery
procedures. In the DCLS-mode case, a performance drop of 50% happens with ∼2 × 104 faults/s
injected. In the TCLS-mode, the same performance drop happens with around 2 × 106 faults/s.
When using the rapid recovery extension, the increased fault rate reduces the performance of the
computing cluster much slower, as shown by the DCLS rapid and TCLS rapid curves in Figure 9.
The rapid recovery feature allows for more than 6× performance speedup during fault recovery
over the software-based procedure at 106 faults/s, with the performance of the DCLS rapid case
remaining almost constant. Similarly, TCLS rapid delivers 3× speedup over the software-based re-
covery with 107 faults/s injected. Interestingly, the DCLS rapid performs better than TCLS rapid
until the fault rate reaches around 3 × 107 faults/s. As the fault rate increases further, the per-
formance in TCLS rapid is the best, because, with TCLS, we do not necessarily need to recover
immediately from a fault. If one of the three grouped cores is faulty, then the computation can
continue with the other two cores, and a re-synchronization is only needed if another fault affects
the same group of cores. In the DCLS rapid case, a re-synchronization is needed as soon as a fault
happens. With rapid recovery features, we could observe a 50% performance degradation with a
fault rate of around 2×107 faults/s and 4×107 faults/s for DCLS rapid and TCLS rapid, respectively.
Furthermore, the conducted analysis shows that the proposed fault-tolerant PULP cluster allows
for higher computing performance depending on the criticality of the application.

In independent mode, we only have two ways to determine that a fault happened. The first case
is instructions faults, meaning incoming faults compromise the executed instructions sending the
victim core in an unknown state. In this case, the faulty core stalls, and an external watchdog
restarts the cluster operation. The second scenario is that of data faults. Suppose a fault affects
the calculation of the cluster cores. In that case, we can only identify that an error happens if the
host core knows the computation results a priori and can verify the results produced by the cluster
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computation. Both these two scenarios imply a significant overhead, similar to or worse than the
DCLS software-based recovery.

The analysis conducted so far helps understand the behavior of the system when exposed to
varying fault rates. The fault rate corresponding to the worst-case estimation for a low-earth orbit
device exposure to cosmic rays is in the order of 1.1—1.7 × 10−3 faults/s (meaning 100/150 fault-
s/day) and can vary with the flying orbit of the system and with the technology node [17, 18].
Furthermore, the probability that faults happening in sequence affect the same group of cores is
low. In this scenario, the probability that the chip is corrupted by only one single fault during the
entire execution of an application is high, even if the application runs for several seconds. If the
fault hits one of three cores configured in TCLS with or without rapid recovery, then this fault may
not affect the execution time of the application. Here, the two remaining cores can continue their
operation without interruption until another fault hits the same group.

However, deeper considerations are needed if the system is configured in DCLS. With rapid

recovery, a single fault recovery has no impact on an application that runs for more than thousands
of clock cycles (meaning at least 2 μs at the considered frequency). The motivation is that the
rapid recovery extension guarantees 24 clock cycles (approximately 56 ns at 430 MHz) to complete
the entire recovery procedure. Thus, if an application lasts several seconds, then the DCLS rapid
configuration does not introduce any significant degradation in the execution time.

The same does not hold in the case of DCLS. In this configuration, the only way to recover from
a fault hitting a group of cores is to restart the application execution. The consequence is that the
time to recovery varies depending on two factors: the moment the fault occurs during execution
and the duration of the application. The moment the fault corrupts the executed application (if at
the beginning, in the middle, or at the end) impacts the time to recovery significantly. In the worst
case, the fault happens close to the end of the execution. In this situation, the time to recovery
equals the time of the application itself, because it must be repeated almost entirely. The second
factor, the execution time of the application (hundreds of microseconds or tens of seconds), further
affects the time to recovery. A critical operation may have a strict deadline that is only slightly
longer than the required computation time. In this case, the unpredictability of the recovery time
can severely impact the real-time capabilities of a system, potentially leading to a failure of the
mission. The ISO 26262 standard provides a definition for the Fault Tolerant Time Interval

(FTTI), which is the duration required to identify a fault within the system, initiate a response to
the fault, and return the system to a safe state prior to the occurrence of a hazardous event. FTTI
is composed of three components: the time needed for fault detection (Diagnostic Test Interval),
the time taken to respond to the fault (Fault Reaction Time), and the time required to re-establish
a safe operational state (Safe Tolerance Time) [40]. The precise definition of these parameters is
contingent on the specific application executed by the system and should be minimized to ensure
the system operates safely across various scenarios.

In Figure 10, we show how the recovery cost from incurring errors affects the execution of an
application when the error rate ranges between 10−3 faults/s and 1 faults/s. We show the recov-
ery cost through a runtime overhead expressed in seconds, highlighted on the color bar on the
right, and such overhead is computed taking into account a minimum of 10−3 faults happening
per application execution, on average.

For the DCLS configuration, we have considered that the incurring faults happen in the middle
of the execution, which is the fault occurrence expected value. The consequence is that for every
fault affecting the system, the overhead introduced for the recovery is half the execution time.
Under these assumptions, the plots show that the PULP cluster configured in DCLS without the
rapid recovery has a minimum runtime overhead of 10 μs. In particular, at a 1 × 10−3 faults/s
rate, if the executed application requires 1–100 s, then the runtime overhead equals the execution
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Fig. 10. PULP cluster recovery cost from incurring faults in the available redundant modes.

time of the given application, hence being not suitable for real-time executions. Conversely, when
configured in DCLS rapid, TCLS, and TCLS rapid, there is a wide range where the recovery cost is
negligible. The result is that the runtime overhead due to the recovery is always lower than 10 ms,
also at higher fault rates. It is crucial to highlight that the rapid recovery feature enables the DCLS
configuration to align with real-time constraints. This allows for a balance between computational
performance and the capacity for real-time fault recovery, facilitating the reduction of the FTTI. It
is important to note that the rapid recovery feature makes it possible for the DCLS configuration to
meet real-time constraints, allowing for a trade-off between computing performance and real-time
fault recovery capabilities.

5 STATE-OF-THE-ART COMPARISON

Table 3 shows the details of our implementation alongside the State of the Art. Compared with
ARM, their TCLS [32] implementation features a split-lock mechanism that is based on resetting
the system to configure it in independent or TCLS-mode. Furthermore, the recovery routine they
propose takes 2351 clock periods to conclude, meaning 6.5× slower than our software-based TCLS-
mode. ARM’s DCLS [31] also features split-lock functionalities decided during system reset. Our
split-lock allows for higher flexibility and performance, making the cluster capable of runtime
switching between independent and DCLS-mode or TCLS-mode in 681 and 597 clock cycles, respec-
tively, with further 1.17× and 1.08× reduction with the rapid recovery hardware support. Moreover,
ARM’s TCLS implementation introduces 27% area overhead over the single core implementation,
while the HMR unit with rapid recovery features proposed in this work introduces just 9% area
overhead over the baseline implementation.

Kempf et al. [34] propose a dual-core adaptive runtime-selectable lockstep processor based on a
LEON core with internal modifications for instruction comparison. The fault recovery is software-
based, with a time-to-recovery that is application dependent. Our rapid recovery hardware exten-
sion, however, allows for fixed 24 cycles to recover from occurring faults. Also, the area overhead
of the solution proposed by Kempf et al. accounts for 21.3% in terms of CLBs over the regular LEON
implementation, while our full HMR unit accounts for just 9% of area overhead over a standard
12-cores PULP cluster, with a similar dual-core configuration needing only 8.4%.

CEVERO [49] proposes a DCLS system with no split-lock capabilities and with a similar rapid

recovery hardware extension to ours, with a recovery procedure that takes 1.67× longer than
ours. Furthermore, CEVERO disregards copying the CSRs, which are fundamental in defining the
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Table 3. State-of-the-Art Comparison Table for Qualitative Comparison on the Top Side and Quantitative

Comparison on the Bottom Side

ISA
Reliability Fault Split- Area Recovery Frequency Area Open-
Method Recovery Lock Increase Cycles [MHz] [mm2] Source

This Work RISC-V

DCLS-mode
SW

✓

1.4% –

430

0.608

✓
HW 7.8% 24 0.657

TCLS-mode
SW 1.8% 363 0.605

HW 8.3% 24 0.654

ARM DCLS [31] ARM DCLS SW ✓1 — App. dep. — — ✗
ARM TCLS [32] ARM TCLS SW ✓1 27% 2351 314 3.640 ✗
Shukla and Ray [48] RISC-V DCLS HW ✓1 17.9% 1 41 0.223 ✗
Kempf et al. [34] SPARC DCLS SW ✓ 21.3%2 — 100 — ✗
CEVERO [49] RISC-V DCLS HW ✗ — 40 — — ✓
SHAKTI-F [28] RISC-V block-level DMR HW ✗ 20.5% 3 330 0.325 ✗
Gkiokas and Schoeberl [25] RISC block-level TMR HW ✗ 15%2 0 50.56 — ✗
Duck Core [38] RISC-V ECC HW ✗ 0.7%2 3 50 — ✗
SafeDE [8] RISC-V diverse redundancy HW ✗ 0.79%2 — — — ✓
SafeDM [9] RISC-V diverse redundancy HW ✗ 3.4%2 — — — ✓

1 Mode switching only possible during reset. 2 Overhead in CLBs or LUTs.

complete recovery state of the core, and the backup copies of PC and RF are not protected by error
correction, meaning there is no guarantee that the backup state is reliable.

Shukla and Ray [48] present a quad-core RISC-V-based processor re-configurable for DCLS op-
eration, introducing up to 17.9% area overhead over the base implementation, while our HMR unit
offers more flexibility by introducing just 9% area overhead over a standard 12-cores PULP cluster.
In addition, Shukla and Ray rely on saving just the last executed PC for the recovery, which is
insufficient to determine the entire state of the grouped cores.

In Table 3, we also compare our design with other works, such as SHATKI-F [28], Duck Core [38],
and Gkiokas and Schoeberl [25]. The first two works propose modifications to RISC-V cores’ in-
ternal microarchitecture for pipeline rollback. However, the third proposes extending a RISC ar-
chitecture with triple repetition of all the pipeline stages until the execution stage. The results
produced by the three execution stages are then voted and propagated to the memory and write-
back stages of the pipeline. The latter two pipeline stages do not enforce any redundancy technique
to guarantee consistency, thus leaving the memory and write-back stages unprotected. The pro-
posed solutions show a valuable approach that leads to just 3-to-0 clock cycles to perform a fault
recovery, allowing for a single core to be reliable without the need for redundant grouping, thus
saving resources. In contrast, the extensive modifications required by the internal architecture of
the core can significantly change the behaviour, compromising its formal verification.

We also compared our work with SafeDE [8] and SafeDM [9], proposing hardware monitors
to enforce diverse redundancy in a multicore RISC-V system, tackling the coverage of common
cause failures in redundant threads. In SafeDE, the only way to understand if the diversity exists
in the executed thread is to compute the distance, in terms of instructions count, between the head
and the trailer core, with the trailer core being stalled for the required clock cycles to respect the
diversity constraint. However, there is no description of how to mitigate the case in which one of
the two executions is corrupted by a fault, so we assume that the two cores are reset and forced to
re-execute the code. Similar considerations apply to SafeDM, where it is unclear if a fault between
the two redundant executions can even be detected.

Finally, Table 3 also shows qualitative comparisons to the industry-standard approach of Rad-
Hard technology augmented with ECC for memories. This approach, adopted by Gaisler [29],
BAE [10], Ramon Chips [24], and the DAHLIA project with the NG-ultra [14], significantly sim-
plifies integration of reliability. However, these devices generally feature lower performance and
lower efficiency than counterparts built on commercial technologies and often come at a significant
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price premium due to the use of Rad-Hard technology. Furthermore, in contrast to our solution,
they offer no way to disable these reliability methods in case they are not needed, sacrificing perfor-
mance in case they are still used in these cases. If a large-scale device deployment requires certain
nodes with reliability and certain nodes without, then either different devices need to be used,
requiring additional development overhead, or certain nodes pay in performance, efficiency, and
cost. Finally, architectural solutions can more easily benefit from advances in technology, as these
can more easily be ported to the most modern commercial technologies, not requiring additional
development of new radiation-hardened libraries and design kits.

6 CONCLUSION

In this work, we enhanced a PULP cluster with fault-tolerant capabilities introducing a novel Hy-
brid Modular Redundancy approach. Our solution allows for flexible on-demand dual-core and
triple-core lockstep grouping with dynamic runtime split-lock capabilities and hardware/software-
based recovery approaches, being the first system to integrate similar functionalities on an open-
source RISC-V-based compute device for finely tunable reliability versus performance trade-offs.
The hardware-based recovery provides rapid fault recovery in just 24 clock cycles with just ∼ 9%
area overhead over the baseline implementation, while the software-based recovery takes 363 clock
cycles introducing just 1.3% area overhead. The proposed runtime split-lock mechanism allows
for entering and exiting one of the available redundant modes with minimal performance loss,
allowing execution of mission-critical portions of code or sections requiring performance while
otherwise in reliable mode with <300 and <200 cycles of configuration overhead, respectively.
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