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Abstract. Isthere a statistical difference between Naive Bayes and Ran-
dom Forest in terms of recall, f-measure, and precision for predicting soft-
ware defects? By utilizing systematic literature review and meta-analysis,
we are answering this question. We conducted a systematic literature re-
view by establishing criteria to search and choose papers, resulting in five
studies. After that, using the meta-data and forest-plots of five chosen
papers, we conducted a meta-analysis to compare the two models. The
results have shown that there is no significant statistical evidence that
Naive Bayes perform differently from Random Forest in terms of recall,
f-measure, and precision.

Keywords: Random Forest - Naive Bayes - Defect Prediction - Software
Defect Prediction - Meta-analysis.

1 Introduction

A defect that causes software to behave unexpectedly in a way that does not
meet the actual requirements is known as a software defect . Software defects
can be heavily influential, which gives rise to disasters. Nowadays, software sys-
tems are increasing steadily in size and complexity . Industry has developed
sophisticated software testing methodologies . To ensure quality, newly de-
veloped or modified engineering products are often subjected to rigorous testing.

However, the nature of software testing is time-consuming and resource-
hungry, typically the software testing process takes up approximately 40%-50%
of the total development resources, 30% of the total effort and 50%-60% of the
total cost of software development . Over the past two decades, a variety
of machine learning approaches have been employed to detect software defects
in an endeavor to reduce, to minimize cost and automate the task of software
testing [3].

In a typical workflow for building an ML defect prediction model, the data
usually comes from the version control system and contains the source code
and commit messages. Accordingly, an instance can be labelled as defective or
non-defective. The instances in the data set are then constructed based on the
acquisition of tags and other messages in the version control system, and a defect
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prediction model can be built by using a set of training instances. Finally, the
prediction model can classify whether a new test instance has a defect or not
|16]. Our focus is on comparing prediction methods based on the following two
ML models: Naive Bayes (NB) Random forest (RF) |11]

In this paper, we present a systematic literature review and meta-analysis of
two machine learning methods for software defect prediction. Our motivation is
to help researchers and practitioners in the field of software defect prediction to
build a better understanding of these two algorithms that have been applied from
a very early stage. The goal is to find out if there is any significance performance
difference between NB and RF on software defect prediction in terms of precision,
recall and f-measure.

The remaining sections of this paper are organized as follows: In section [2]
related works are outlined. Section [3]describes the methodology, systematic liter-
ature review and meta-analysis. Section [d] presents the result and the discussion.
Section ] outlines the conclusion.

2 Related Works

Software defect prediction is executed using some software related data, that
consists of information about the code for software development, i.e. lines of code,
number of methods, inheritance etc. In the paper [9], researchers have discussed
the effects of the metric set on software defect prediction, which summarizes
that, if we precisely simplify metrics/features of our dataset, then the simplest
model will perform better for software defect prediction, meaning that the feature
selection plays an important role in software defect prediction.

Machine learning models [5] are used for performing software defect predic-
tion. The researchers [23] discussed the techniques for building an ideal model
capable of detecting unseen defects in software. Software defect prediction models
only focus on training on a specific domain of data, i.e., open-source projects,
whereas an ideal model is trained on commercial projects. Moreover, prepro-
cessing (i.e feature selection, multi-co-linearity) of the dataset for training, can
improve the performance of the defect prediction model significantly |23].

Meta-analysis is the procedure of combining different studies for finding out
whether the experiments performed in different studies |13| follow the same
distribution or not. It helps in validating the results in different studies. The
limitations of meta-analysis for defect prediction [20], resulted in a guide for
future researchers for meta-analytical studies on software defect prediction.

Software defect prediction can vary based on the knowledge and skills of the
researcher [19]. In [19], a meta-analytical experiment helped in finding bias in the
results of software defect prediction, comparing 4 different groups (Classifier’s
effect, Dataset effect, effect of metrics and effect of researchers). The results
showed that the effect of the classifier on the result was smaller than the effect
of the researcher on the study result.

Soe et al. [22] performed experiments on 12 different datasets, in nine datasets
RF performed better than NB with a marginal difference, in one the accuracy
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was the same, and in one NB outperformed RF with a difference of 0.07%. The
accuracy of NB on the PC3 dataset was i.e 45.8%, while RF achieved 89.76%,
which made a huge difference of 43.89%, because of these differences the re-
searchers stated that Random Forest is better. We are testing the claim of |22],
using meta-analysis and systematic literature review.

3 Methodology

Our proposed methodology is presented in Fig. |I} It contains two main stages:
A) Literature Review and B) Meta-analysis. The following sections outline the
details about each stage.

Research Questions Searching for Performing

Hypothesis definition related Studies |y | Meta-Analysis
Studies Selection

Search Strategy oS
definition Data Extraction

Fig. 1: Methodology Overview

3.1 Literature Review

To test our aforementioned hypothesis using a meta-analytical approach and
address the research questions, we conducted a systematic literature review.

Research Questions and hypothesis definition: Research questions (RQ)
helps in steering research to valuable and constructive conclusions [2]. We ap-
ply PICOC(Population, Intervention, Comparison, Outcomes, and Context) 17|
approach to produce five main research questions, which drive the analysis ap-
plication of machine learning techniques (i.e naive Bayes, Random forest) in
software defect prediction.

RQ1. Which repositories are popular for software defect prediction?

RQ2. What kinds of datasets are the most commonly utilized in prediction of
software defects?

RQ3. What are the programming languages which commonly in datasets for
software defect prediction?

RQ4. What are the common methods that are used to predict software defects?

RQ5. What comparison metrics are commonly used for comparing the software
defect prediction performance?
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Search strategy: Before beginning the search, it is important to choose a suit-
able combination of databases to enhance the chances of discovering extremely
relevant articles. Digital libraries are the databases where the papers are pub-
lished, it is an important step to decide which libraries to choose. To have the
broadest set of studies possible, it is important to search for literature databases
that offer a broad perspective on the field. We used Google Scholar (GS), Re-
search Gate (RG), Springer (SP) as search databases.

Based on our research questions we formulated the following query string:
(software OR applicati* OR systems) AND (fault* OR defect* OR quality OR
error-prone) AND (predict* OR prone* OR probability OR assess* OR detect*
OR estimat® OR classificat*) AND (random* OR forest) AND (naive OR bayes)

The human behavior may differ based on their own selection criteria, so the
search string was adjusted based on the trends being used for searches, also the
original one was kept. After the search string was adjusted to suit the specific
requirements of each database, the databases were searched by title, keyword,
and abstract. Search results limited to publications published from 1999 to 2021
were retrieved. Only English journal papers and conference proceedings were
included.

Study selection: We will discuss the tools and techniques used for selecting
the studies for performing the meta-analytical study. Also in this section we will
explain the process of filtering retrieved studies requires outlining inclusion and
exclusion criteria. To eliminate bias in the systematic literature review proce-
dure, we defined the inclusion and exclusion criteria using PICOC approach in
advance.

— Inclusion Criteria:
We included studies that

e are discussing NB and RF models in software defect prediction.

e are with publicly available datasets for software defect prediction.

e benchmarked performance with appropriate metrics for comparison.
— Exclusion criteria

e Studies that do not include our research objects.

e Studies with unpublished datasets.

e Studies that are with no validation of experimental results or experimen-

tal process.
e Non-peer-reviewed studies.
e Systematic review studies.

Initially, the literature reviews and non peer-reviewed papers were removed.
We created groups in Mendeley|25| to collaborate on the screening of studies.
Two reviewers independently reviewed all the works, decisions on whether to
screen a study were made according to established exclusion and inclusion cri-
teria. When reviewers disagree, a discussion will occur and an explanation for
screening will be provided. If there is uncertainty for the final decision, then the
literature will be included for analysis.



Meta-analysis for software defect prediction 5

Selection results: We have collected 62 research studies based on our search
query from different databases. On this stage we applied screening based on
title(Removal of papers with unrelated titles) and removal of duplicates.

Assessment criteria: We utilized a brief checklist inspired by Ming’s |15] work
to determine whether the study provides adequate contextual and methodolog-
ical information, to interpret if the study is sufficient to answer the research
questions. After a pilot test, we fine-tuned the criteria for our research questions
using the following different stages.

— Stage 1: Context Criteria
e The study’s objective and domain should be clearly stated.
e The programming language for benchmarking must be specified.
e The source information of publicly available dataset should be provided.
Stage 2: Model building Criteria
e The features used for training(e.g, software metrics), must be explicit.
e The dependent variable predicted by the models should be stated clearly.
e The granularity of the dependent variable should be reported, i.e., whether
the predicted outcome is a statistic on LOC, modules, files, or packages.
Stage 3: Data Criteria
e There should be a report or reference about data collection in order to
have a confidence on the dataset.
e The data transformation or pre-processing techniques should be clearly
stated in the study.
— Stage 4: Predictive performance Criteria
e The prediction model must be tested on unseen data after training.

Assessment results: We performed full-text analysis on each study to keep
paper, which discussing Naive Bayes and Random Forests. We excluded the
studies which were not discussing the specific metrics(i.e. recall, precision, f-
measure).

Data Extraction: We carried out a pilot test on three randomized studies
to observe if data extraction meets the needs of analysis. Two group members
separately designed the table headers, after the pilot test, they discussed and
combined the two tables to ensure the structure consistency. The data was ex-
tracted according to the established table structure, the consistency of data was
compared to ensure that no mistakes were made in the extraction process.

3.2 Meta-Analysis

In meta-analysis, firstly, we find out the outcome of a study, and based on this
outcome, statistics are calculated for each study. Secondly, we combine the statis-
tics of all studies to estimate the summary by using the weighted average of each
study. Based on the number of experiments, and the publishing year, the study is
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given weights or other factors, i.e. study with fewer experiments will get a lower
weight etc. |24]. To understand meta-analysis, we need to define a few terms,
which are as follows:

— Effect Size: The measure of an outcome to validate/invalidate the hypoth-
esis. We used mean-difference because our study is based on the recall score.

— Forest Plot: The Forest plot indicates the variability in the results, based
on the forest plot we decide the presence of heterogeneity.

— Heterogeneity: The validation criterion to decide whether to employ meta-
analysis, i.e. high heterogeneity means the studies are not linking up, and
it leads to halt in meta-analysis. In our case, low heterogeneity can be later
visualized in the forest plots.

— Effect Model: We utilized two effects models, i.e. fixed and random. We
will discuss them in the next section.

Fixed vs Random Effect Models Fixed effect model is used for best estima-
tion of the effect size, it is presumed that all studies have a single effect. Whereas
random effect model is used for average effect, in random effect it is assumed
that each study has a different effect [24]. In order to estimate the individual
effects of a assessment criterion and the difference between the experimental and
control groups, we calculate the effect size. The below formulas from [4] are used
for calculation of the Effect Size g and its standard deviation SEj:

g=Jxd (1)
j is Hedge’s correction factor: J =1 — 4#%1 and df = NumberofStudies — 1 d
is Cohen’s standardized difference of the sample means:
X1 —Xo
d=—— 2
Swithin @)

Here X; and X» are the means of the control group (Naive Bayes) and the
experimental group (Random Forest) respectively, with Syithin being the pooled
within-groups standard deviation (with an assumption that o; = 03):

_ 2 _ 2
Swithin = \/(nl 1) Sl b (n2 1) SQ (3>

n1+n272

where 57,55 are the standard deviation of control group and experimental group
and ny,ny are the number of studies of control group and experimental group
respectively.

The variance and standard deviation of each Effect Size g is: V, = J? x V and
SEy = \/Vg

where Vj is the variance of Cohen’s d .Here ,again mni,n, are the number of
studies of control group and experimental group respectively:

ni + no d2

Va= 4
d ning + 2(n1 +TL2) ( )
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Finally, each study’s weight is calculated as: W;* = Vl and Vi =V, + T2
95
where Vj, is the within-study variance for a study i and T is the between-
studies variance. In this study, 72 is estimated with 72 using the DerSimonian

and Laird method [7]

4 Results and Discussions

The results section is discussing the detailed analysis of the discovered literature,
then the answers to the research questions, and at the end of the section we
discussed the meta-analytical results, presenting the meta-data and forest-plots.

4.1 Literature Review

We found 62 studies, the repository representation is as follows, 47.37% from
PROMISE, 42.10% from NASA and 10.53% from OSS. The answers to the re-
search questions are as follows:

RQ1: Which repositories are popular for software defect prediction?
There were two types of repositories, public and private, in most of the
studies the three repositories were discussed, PROMISE, NASA being
public and OSS being private. When we analyzed the results, we found
out PROMISE, NASA are commonly used, because of public availability.
RQ2: What kinds of datasets are the most commonly utilized in prediction of
software defects?
It can be visualized from the fig [ﬁg7 that the researchers mostly used
PC3, KCI, PC1, PC4. There is a marginal difference between the usage
dataset, also the datasets are used in a combination with other datasets,
but we can see that jEdit, KC3 and ANT were least commonly used.
RQ3: What are the programming languages which commonly in datasets for
software defect prediction?
In the studies we observed that there were only four languages used, while
Java and C were most common, whereas Per]l was the least used Fig[3]

Fig. 2: Most common datasets Fig. 3: Dataset languages

42

Count
Count
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What are the common methods that are used to predict software defects?
As our research query only pinpoints the Naive Bayes and Random Forest,
so these were the most common, besides these models we found out that
Linear Regression and Decision Tree are also commonly used and Multi-
layer perceptron was least used in Figlh

What comparison metrics are commonly used for comparing the software
defect prediction performance?

The top discussed metrics are Accuracy, F-measure, Recall, and precision,
one of the reason of these being top was the search query, and it is a
known fact that accuracy is the common metric when we discuss ML
models. Whereas, it was interesting to observe that precision was used
fewer times, the least used metrics were MAE and ROC (Figure[d).

Fig.4: Common Metrics Fig.5: Common Methods

Count

Count

4.2 Meta-Analysis

Meta-analysis is performed on the data we retrieved after literature review, the
studies selected for meta-analysis are presented in Table [} In the table, NB
experiments represents the number of experiments performed for Naive Bayes,
and RF for Random Forest. Y represents the presence of a specific measure in
the study, and N means absence.

. NB RF .. F- Total |Total
Title | Year Experiments|Experiments Recall| Precision Measure|Models|Metrics
S1 [10][{2017 4 4 Y Y Y 11 |4
S2 |18]{2018 7 7 Y Y Y 6 |5
S3 [6] [2018 3 3 N N Y 4 |2
S4 1] |2019 24 24 Y Y Y 10 |6
S5 |21| 2020 3 3 Y N N 5 |2
Table 1: Meta-Data
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Further, we drew forest plots to analyze the meta-data. Forest plot consists
of 10 columns, where each row represents a study, the authors are the identifiers.
Total is the number of experiments in the study, and mean and SD refer to the
mean and standard deviation of that performance measure. The Standardized
Mean Difference refers to the standardized difference between the Mean per-
formance of both groups, and the values are in SMD column. The positions of
the shaded rectangles represent the standardized mean differences for a study
instance, while their size represents the effect weights.

95% CI represents the confidence interval, verifies the hypothesis for SMD.
Weights are the contribution of the study to the meta-analysis. Diamond repre-
sents the combined effect of all the studies. Heterogeneity identifies the model
(random or fixed effect). Test for overall effect shows overall effect based on
degrees of freedom. The forest plots are represented in Figl] Fig[7] and Figl§

NB RF Standardised Mean
Study Total Mean SD Total Mean SD Difference SMD 95%-Cl Weight
Igbal AAftab SAli U et al. 24 0.60 0.3221 24 0.65 0.3123 —. -0.14 [-0.71;0.43] 68.3%
Kakkar MJain SBansal A et al. 7 0.85 0.1163 7 0.84 0.1273 —_— 0.08 [-0.97;1.12] 20.2%
Alazzam IAlsmadi IAkour M 4 0.90 0.0503 4 089 0.0455 ——— = 0.11 [-1.28;1.50] 11.5%
Random effects model 35 35 -0.07 [-0.39; 0.26] 100.0%
Prediction interval [-1.12; 0.98]
Heterogeneity: 12 = 0%, 12 = 0.0011, p=0.91
Test for overall effect: t, = -0.90 (p = 0.46) -1 -05 0 05 1

Fig. 6: Forest plot for precision

NB RF Standardised Mean
Study Total Mean SD Total Mean SD Difference SMD 95%-Cl Weight
Igbal AAftab SAli U et al. 24 0.63 0.3320 4 0.58 0.3952 = 0.13 [-0.44; 0.69] 30.0%
Kakkar MJain SBansal A et al. 7 0.95 0.0195 7 0.99 0.0069 —i— —-2.56 [-4.09; -1.03] 23.4%
Alazzam |Alsmadi IAkour M 4 0.93 0.0208 4 0.97 0.0153 —-2.00 [-3.96; -0.05] 20.2%
Khakhar&Dubey et al. 6 0.37 0.3993 6 0.20 0.2060 —— 0.47 [-0.68; 1.63] 26.3%
Random effects model 41 41 -0.84 [-3.24; 1.55] 100.0%
Prediction interval [-7.44; 5.76]
Heterogeneity: 12 = 80%, 1 = 1.7867, p < 0.01
Test for overall effect: t3 = -1.12 (p = 0.35) -6 -4 -2 0 2 4 6

Fig. 7: Forest plot for recall

The standardized mean difference in the study is represented by the horizon-
tal line of a forest plot. When the horizontal and vertical lines of a forest plot
intersect, it means that there is no statistically significant difference between
the research groups. These horizontal lines create a diamond, that symbolizes
the combined impact of all the studies. There is no statistically significant differ-
ence between the groups for the studies when the diamond intersects the vertical
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RF NB Standardised Mean
Study Total Mean SD Total Mean SD Difference SMD 95%-CI Weight
Igbal AAftab SAli et al. 24 0.59 0.3565 24 0.59 0.3130 = 0.00 [-0.57;0.57] 33.5%
Kakkar MjJain SBansal A et al. 7 0.91 0.0787 7 0.89 0.0688 — 0.25 [-0.80; 1.31] 29.4%
Alazzam IAlsmadi IAkour M 4 0.93 0.0316 4 0.80 0.0351 ———— 3.38 [0.68;6.09] 14.9%
David BTracy HJean P et al. 3 0.50 0.2193 3 0.33 0.1154 0.78 [-0.99; 2.55] 22.3%
Random effects model 38 38 0.75 [-1.34; 2.84] 100.0%
Prediction interval [-5.03; 6.53]
Heterogeneity: 12 =520, 12 = 1.3741, p=0.10
Test for overall effect: t3 = 1.14 (p = 0.34) -6 -4 -2 0 2 4 6

Fig. 8: Forest plot for F-measure

line. From the forest-plots above, we can observe that all the diamonds are inter-
secting the vertical line, meaning that, the effects of Naive Bayes and Random
Forests on software defect prediction are the same. The implementation details
are publicly available in Githulfl

5 Conclusions

In this study, we thoroughly reviewed literature assessment and performed a
meta-analysis to determine if naive Bayes and random forest are more effective
at predicting software problems. We collected the related studies, and presented
statistics about databases, datasets, languages, repositories, machine learning
models, comparison metrics. We retrieved 62 studies that address Naive Bayes
and Random Forest, and five of them were chosen for meta-analysis based on
our criteria. We conclude from the meta-analysis that there is no statistically
significant difference between random forest and naive Bayes in terms of recall,
precision, and f-measure for software defect prediction.
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