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ARTICLE INFO ABSTRACT
Keywords: According to both academic and industry perspectives, the Fourth Industrial Revolution has brought about a
Industry 4.0 paradigm shift in the manufacturing sector enabling companies to enhance their competitiveness in the global

Industry 5.0

market. To achieve this goal, manufacturing companies will need to undertake a deep digital transformation,
Communication and networking

primarily by introducing advanced Information Technology (IT) into traditionally less digitalized departments,
IT/OT integration such as shop floors, where Operational Technology (OT) currently dominate. For the full achievement of
Cyber-physical systems Industry 4.0 revolution objectives, practitioners believe in the strong requirement of a progressive and tight
oT integration between IT and OT departments. In the depicted scenario, communication technologies are expected
to play a pivotal role in facilitating the integration process, but other more recent and advanced IT have also
proven helpful. In particular, the topic of IT/OT integration has attracted significant attention from various
research communities that have sought to identify both the opportunities and challenges associated with its
implementation. Although some good surveys of those works have appeared in the literature, to the best
of our knowledge, no comprehensive review has yet been conducted that is fully dedicated to the topic of
IT/OT convergence. In this paper, we propose a holistic approach to examine the various dimensions of
IT/OT integration, which we classify into five interconnected realms, Communication, IT-Driven Support to
OT, Human Centricity, Advanced Industrial Control Systems, and cybersecurity. Furthermore, we develop a
realm-oriented taxonomy to organize the surveyed works in a structured manner, offering readers a clear
overview of the current state of the literature, along with insights into unexplored opportunities and future
directions for IT/OT integration.
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1. Introduction

Since the introduction of the term Industrie 4.0, which originated in
Germany in 2011 (Industry, 0000), central and regional governments,
standardization bodies, and research communities around the world
have been sustaining and promoting a deep digitization of factories.
Industrie 4.0 characterizes itself as a movement of innovative thoughts,
ideas, and technologies aimed at revolutionizing the industrial sector.

The Industry 4.0 (I4.0) revolution calls for a paradigm shift that
involves the extensive adoption of Information and Communication
Technologies (ICTs) in all factory departments — from business opera-
tions to production lines — to radically transform production processes
and the delivery of products and services. 14.0 fosters a deep change in
the rigid organization model of the factory. The International Society
of Automation (ISA) 95 (ISA, 0000) model characterizing the third in-
dustrial revolution imposed a hierarchical organization of departments,
restricting interactions to within the same layer. With the advent of the
fourth revolution, the ISA 95 pyramid is replaced by a flat organization,
where boundaries between departments are blurred and smart “things”
are free to interact in an all-connected factory.

Many standardization initiatives are independently contributing to
the definition of architectural models where connected and interacting
industrial objects will populate the factories of the future (IEC 62264-
1:2013, 2020; RAMI, 0000; IIC IIRA, 0000; Wiibbeke et al., 2017).
In the envisioned landscape, a gradual yet decisive integration of
the Information Technology (IT) and Operational Technology (OT)
layers is anticipated. This process, commonly referred to as IT/OT
integration, emphasizes the narrowing of both physical and concep-
tual gaps between the two domains. While IT focuses on managing
and processing production data for business-oriented purposes, OT is
dedicated to controlling physical processes and equipment. Historically,
IT and OT have operated in isolation, with IT prioritizing scalability
and interoperability, and OT emphasizing real-time control, reliability,

and safety. This separation has led to limitations in their ability to sup-
port fully connected and intelligent industrial environments. Achieving
the all-connected factory objective heavily relies on Communication
Technologies (Cruz et al., 2016; Rao and Prasad, 2018; Time-Sensitive
Networking (TSN), 2020; Nguyen-Hoang and Vo-Tan, 2019), both mod-
ern and legacy, which are tasked with providing the communication
framework necessary for implementing IT/OT integration. Establishing
a data path that bridges the boundary between IT and OT departments,
or even extends beyond the company’s borders, will enable innovative
and profitable applications like asset predictive maintenance and smart
supply chain. Together with Communication Technology, more recent
and advanced Information Technology (Qi and Tao, 2019; Aazam et al.,
2018; Liu et al., 2021; Antonino et al., 2022) has matured for adoption
in OT-bound processes, establishing itself as a key enabler of the afore-
mentioned integration. In such a challenging scenario, which envisions
breaking down OT barriers in favor of a progressive convergence and
integration of the OT and IT worlds, the surface for potential cyber-
attacks expands significantly, emphasizing the urgent need for more
robust mechanisms to ensure security of assets and safety of human
workers as a top priority (Paes et al., 2020; Karampidis et al., 2019).
With regard to humans, beyond the obvious emphasis on protecting the
workforce in close contact with operating machines, there is significant
interest within the research communities in evaluating the potential
impact of human contributions on achieving integration goals (Huang
et al., 2022; Carayannis et al., 2024; Castillo et al., 2021).

Recent literature surveys have highlighted research efforts that
partially address the challenges and opportunities that arise from the
integration of the IT and OT layers (ABB and Microsoft, 2019). Some
tackle the topic of integration solely from the communication perspec-
tive, mainly addressing the contribution to the integration brought
about by modern industrial communication protocols and standards
(Ahmadi et al.,, 2018; Li et al.,, 2017; Aceto et al., 2019). Others
have identified works that foster the convergence in layers above the
communication one. Among these, Raptis et al. (2019) and Wortmann
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et al. (2017) point out the importance of data management strategies and
models to fulfill industrial needs such as smart maintenance, prognostic,
anomaly detection, and task scheduling. In Qi and Tao (2018), authors
stress the boost given by the Big Data and Digital Twins paradigm
towards the realization of strong integration of factories’ business and
operational departments. Some works collected and analyzed research
contributions asserting that the foundation for IT/OT integration must
be established at the shop floor level, through the modernization and
digitization of physical assets that implement industrial control (Hofer,
2018; Xu et al., 2018). Finally, there are a number of literature surveys
that deal with security concerns raised when the physical and cyber
world integrate (Figueroa-Lorenzo et al., 2020; Bhamare et al., 2020).
The reader may refer to Section 5 for a comprehensive and detailed
review of literature surveys on the topic of IT/OT integration.

Despite the abundance of surveys in recent literature, to the best
of our knowledge, no effort comprehensively explores the implications
of IT and OT integration within modern industry. Unlike previous
surveys, in this work we adopt a rigorous and systematic approach that
drives the reader through the many facets of integration opportunities
and issues. Firstly, we provide insights on the historical and techno-
logical landscape upon which this integration is grounded. Secondly,
inspired by the depicted context, we devise a taxonomy that helps us
categorize all surveyed works and identify their contribution to the
integration topic along specific dimensions of the problem. According
to the taxonomy structure, a relevant number of literature proposals
address integration at the Communication layer, others propose to
favor the convergence of IT/OT with solutions supported by the most
recent and advanced IT (see IT-driven support to OT), while some
contribute to the discussion with works targeting Advanced Industrial
Control Systems. The proposed taxonomy also includes a Cybersecurity
category, which encompasses contributions addressing security and
safety challenges emerging from IT/OT integration, as well as a branch
dedicated to works focusing on Human-centric aspects. Finally, based
on the results of the conducted study, we provide the reader with a
synoptic view of the state of the art and delineate future directions.
It is important to note that, in this paper, the term convergence refers
to the process that leads to the integration of IT and OT within the
Industry 4.0 landscape. Given the close affinity between the two con-
cepts, the terms integration and convergence will be used interchangeably
throughout the remainder of the paper.

Fig. 1 depicts the structure and organization of the paper. In Sec-
tion 2, we illustrate the review methodology that guided the review of
the literature. In Section 3, we provide a thorough description of the
research background. In Section 4, we propose an analysis of the 14.0
standardization initiatives in the perspective of IT/OT convergence.
In Section 5, we review the recent literature and motivate the need
for this survey. In Section 6, we introduce the taxonomy adopted to
frame and structure the body of literature in the field. Sections 7, 8,
9, 11 and 10 deep dive into all taxonomy branches. In Section 12, we
discuss the results of the research conducted and give an overview of
the investigation areas. Finally, we conclude the work in Section 13.

2. Research method

This section outlines the research method that was used to carry out
the systematic literature review presented in this work. The purpose
of the paper is to provide the reader with a clear understanding
of the problem and to identify the most urgent directions for re-
search on IT/OT convergence in modern industry. The four-step process
developed to achieve that objective is described below.

Review of recent literature. This step focuses on gathering works pub-
lished in the last decade and a half that address the various aspects
of IT/OT integration. Initially, we concentrated on survey papers,
i.e., works that, like ours, aim to collect and classify existing research
and proposals related to IT/OT convergence. This twofold strategy
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allowed us to (i) reconstruct the landscape of studies connected to our
work and (ii) collect references to the underlying research proposals.
After analyzing existing surveys, we extended the review to include
research contributions not cited in prior surveys. In order to identify the
scientific works most relevant to our objectives, a search was conducted
across the major publishers and indexing platforms (Scopus, Google
Scholar, ACM Digital Library, IEEE Xplore Digital Library, Elsevier Sci-
enceDirect, SpringerLink, etc.), using the keywords “IT/OT integration”
and “IT/OT convergence”. Given that the digital transformation in
the industrial domain is generally recognized to have begun around
fifteen years ago (Industry, 0000), all works published before 2010
were excluded from the analysis.

Review of standardization initiatives. This step consisted in reviewing all
main industrial standardization efforts, at both national and interna-
tional levels. These initiatives are particularly relevant, as they define
the guidelines and roadmaps that shape and accelerate the digital
transformation of the modern industry. The objective of this step is
to gather widely recognized insights from international standardization
bodies in order to establish a theoretical foundation for the conceptual
framework to be defined in the subsequent phase.

Designing of a conceptual framework. Building on the collected mate-
rial, we introduced a systematic approach to the problem of IT/OT
integration by defining a comprehensive taxonomy. The taxonomy,
structured into realms and branches, provides an organizing framework
to categorize and interpret contributions retrieved from the literature,
thereby serving as the conceptual backbone of our study.

Outlining directions for future research. Building on the systematic lit-
erature review conducted in the previous step, this phase involved a
synthesis aimed at producing a synoptic overview of the main research
activities carried out across the various realms of IT/OT integration, as
well as highlighting those areas of integration that remain insufficiently
explored.

3. The narrowing gap between OT and IT in modern industrial
control systems

In this section, we provide an overview of the basic components and
technology of the industrial process automation and delve on how the
latter is expected to evolve in the light of the new directions indicated
by the fourth revolution.

Automation of industrial production is one of the fundamental
mandates of the third industrial revolution. Industrial Control Systems
(ICSs) were pivotal in driving such automation. ICSs are computerized
systems used to monitor and control industrial processes, machinery,
and infrastructure in sectors such as manufacturing, energy, transporta-
tion, and utilities. ICSs receive data from remote sensors measuring
industrial process variables, compare the collected data with desired set
points, and trigger command functions to control the process through
the final control elements, such as valves. In the following, we explore
the technological background that ICSs are built upon, discuss the evo-
lution pattern of modern ICSs and dwell on the technology integration
process that enables and supports such evolution.

ICSs are at the core of Operational Technology (OT) departments.
OT mainly concerns with mechanical assets within production facilities
mapped on the lower layers of pyramidal structure of automation
presented and standardized by ISA95 (Foehr et al., 2017). According to
Gartner (When IT, 0000), ...OT is hardware and software that detects or
causes a change, through the direct monitoring and/or control of industrial
equipment, assets, processes, and events.... OT supports the implemen-
tation of closed-loop control of working machines through “vertical”
(i.e., tightly-coupled) HW/SW systems that leverage sensors/actuators
deployed in the proximity of machines. In such systems, both sensed
data and control signals travel on protected and reliable industrial
networks that guarantee high data throughput and very low commu-
nication latency as requested by real-time and computation-intensive
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tasks that control the production process. Furthermore, as human work-
ers operate in close contact with the production machines, machine
faults that might compromise workers health must be predicted and
corrected in an timely way. The task-specific nature of OT systems
and their employment in mission-critical domains have historically
overshadowed innovation and interoperability (that are instead funda-
mental features of IT-centric systems) in favor of reliability, robustness,
and workers’ safety.

Key components of an OT system include: Supervisory Control and
Data Acquisition (SCADA), used to monitor and control industrial pro-
cesses and collect real-time data from sensors, devices, and machines;
Programmable-Logic Controllers (PLCs), industrial processor adapted for
the control of production processes, such as assembly lines, machines,
robotic devices, etc.; Remote Terminal Units (RTUs), devices that in-
terface with sensors and other equipment in the field and transmit
the data back to a central control system; Industrial Networks (INs),
connecting the various components of an ICSs and allowing them to
communicate and exchange data (common industrial network protocols
include Modbus, Profibus, and Ethernet/IP); Distributed Control Systems
(DCSs), similar to SCADA systems but typically used for more complex
and larger-scale industrial processes.

In the hierarchical and rigid vision of the ISA95 automation pyra-
mid, Information Technology (IT) mostly occupy the top two layers.
IT deal with gathering, storing, and analyzing data produced by work

machines in the shop floor. IT embraces applications, frameworks,
and telecommunication assets that support the management of en-
terprise resources/data and business activities. Historically, in the IT
layers service requirements have been more relaxed than in OT. Data
processing occurs offline and is usually accomplished by means of
software tools like Manufacturing Execution Systems (MES), Manu-
facturing Operations Management (MOM) and Enterprise Resource
Planning (ERP) (ISA, 0000). MES enable the monitoring of raw ma-
terials and production processes, improving plant performance and
containing management costs. ERP aims to optimize the business per-
formance of the company by providing support to plant scheduling,
supply chain management, inventory maintenance, and customer ser-
vices provisioning. MOM systems communicate with ERP and translate
production orders into commands for operators, machinery, and assem-
bly lines, with a focus on optimization efficiency. Nowadays, MOM
and ERP tend to be more interlaced (Li et al., 2020) and encompass
new analysis tools equipped with Artificial Intelligence (AI) capabilities
in order to face the lack of flexibility and boost the adaption to new
business needs and models.

The clear IT/OT separation is a strong founding principle of ICSs. In
spite of the many advancements done by emerging IT in non-industrial
sectors — of which agile/interoperable communication protocols and
flexible computing paradigms are just a few examples — industry prac-
titioners have refrained from largely adopting such technologies in the
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lower layers of the pyramid, mainly because of the impact that such
adoption could generate on the system’s robustness, reliability, and
security. In the last decade, the flourishing of cultural and technological
initiatives is driving a new industrial revolution that, leveraging the
extraordinary evolutionary path of IT, is fostering a new concept of
factory better known as “all-connected factory”. According to this vi-
sion, the progressive penetration of IT into the OT environments neatly
split the ISA95 pyramid in more flattered structure where industrial
assets (sensors, machines, production lines, business processes) are fully
integrated with IT layers and virtually capable of interacting with each
other across all factory layers (RAMI, 0000). In the prospected frame-
work, IT is expected to provide additional functionality and services
to support the management of ICSs. In that regard, key aspects are
considered:

» Network infrastructure. This includes the possibility of estab-
lishing wired or wireless connections, configuring routers and
switches, and ensuring reliable and secure communication be-
tween industrial devices, processes, etc.

Remote Monitoring and Control. IT enables remote monitoring
and control of industrial assets/processes by leveraging technolo-
gies such as Cloud Computing and the IoT.

Data management. IT enables the (real-time) collection, stor-
age, analysis, and visualization of data generated by industrial
processes. Such enhanced capability of handling data will serve
the purpose of monitoring and optimizing industrial operations,
and facilitates the integration of operational data with the busi-
ness systems for decision-making such as, e.g., predictive main-
tenance of shop floor machines, design of a resilient and robust
supply-chain.

Legacy System Integration. Legacy OT environments often rely
on proprietary protocols, rigid architectures, and physically iso-
lated networks, limiting interoperability and scalability. IT in-
troduces standardized communication frameworks, middleware
solutions, and secure IP-based networking to seamlessly connect
legacy systems, and sensors with cloud platforms, Al analytics,
and enterprise IT systems.

Cybersecurity. It refers to the availability of robust security
measures (such as firewalls, intrusion detection systems, etc.) to
protect the production environment against unauthorized access,
data breaches, and other correlated risks.

The penetration of IT into OT is progressing steadily but surely. A
clear example of this evolution can be seen in SCADA systems, which
have undergone three distinct generations. This evolution is slowly
turning the traditional ICS in Cyber Physical Systems (CPS) over time
(Rajkumar et al., 2010; Lee and Seshia, 2017; Alur, 2015). CPS, in
industrial context, are advanced systems that integrate computational
algorithms with physical industrial processes. They use sensors, actu-
ators, and communication networks to monitor, control, and optimize
operations in real time, enabling seamless interaction between digital
technologies and physical machinery. CPS are central to modern in-
dustrial innovations like smart factories, predictive maintenance, and
real-time process optimization (Shi et al., 2011; Cogliati et al., 2018;
Jiang, 2017). The mentioned evolution is replacing isolated, deter-
ministic control with interconnected systems leveraging IoT, Al, and
Cloud/Edge computing for real-time decision-making and adaptability.
The result is a flexible, scalable industrial environment that enhances
efficiency, predictive maintenance, and security, enabling smart fac-
tories and Industry 4.0. This transformation is further explained and
addressed in Section 9.

The technologies and the paradigms which concretely enable the
integration of IT and OT worlds are deepened in the following section,
while in the next one we present a real example of the potential benefits
brought by the IT/OT integration in the modern factory.
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3.1. Technology enablers

The integration of IT and OT layers in industrial systems is enabled
by a range of emerging technologies and methodologies. This section
presents a non-exhaustive list of key enablers, organized chronologi-
cally by their appearance, that support the integration scenarios envi-
sioned by Industry 4.0. The discussion covers computing paradigms,
methodologies, and specific technologies that facilitate this conver-
gence. Fig. 2 provides a synthesized overview of these enablers along
with their principal features that contribute to the integration objective.

Cloud Continuum (CC) (Qi and Tao, 2019; Jiang and Wan, 2021)
is a novel compute provisioning paradigm that seamlessly integrates
and combines benefits of various technologies such as Cloud, Fog,
and Edge Computing with IoT nodes. This continuum allows indus-
tries to leverage the best aspects of each layer—scalability, low la-
tency, and control—based on their specific needs. CC is emerging
as a revolutionary paradigm for industrial operations that sustains
seamless integration of IT and OT layers. On the one hand, Cloud Com-
puting meets many industrial production requirements by providing
on-demand services, great scalability, a pay-per-use model, available
resources sharing, accessibility through broad network access. By lever-
aging the flexibility, data centralization, connectivity, security, and
collaboration benefits of Cloud Computing, organizations can achieve
enhanced operational efficiency and improved decision-making capa-
bilities, thus unlocking the full potential of IT/OT integration (Pittala
et al., 2024). The central control plane provided by the cloud improves
the coordination between IT and OT components, supporting holis-
tic and integrated operations. Cloud Computing also encourages the
adoption of software development paradigms (e.g., Service Oriented
Architectures(SOA) Niknejad et al.,, 2020; Garcia-Dominguez et al.,
2013), communication protocols (REST, MQTT Mqtt, 0000, AMQP
Amgp home, 2008), and virtualization practices (for both computing
resources Queiroz et al., 2023 and network infrastructures Chi et al.,
2022) that are expected to streamline the integration process and
promote better alignment between IT and OT objectives. On the other
hand, industrial Edge/Fog computing models (Aazam et al., 2018) focus
on positioning computational resources as close to data sources as pos-
sible. In production environments, they offer significant enhancements
to cloud-based smart manufacturing processes. In IT/OT converging
networks, the vast amounts of data generated by sensors and devices
can make cloud transmission expensive and inefficient. The additional
layer introduced by Edge/Fog brings highly sought-after capabilities
such as real-time data processing and agile decision-making, made
possible by the low latency and high throughput inherent to these
architectures. These compute provisioning models offer a scalable and
adaptable architecture, allowing edge devices or fog nodes to be de-
ployed effortlessly to meet evolving requirements without the need
for significant infrastructure modifications. The “local” processing also
strengthens cybersecurity, as sensitive industrial data remains within
the local network, minimizing exposure to external threats and ensuring
compliance with strict security and privacy regulations.

Modern IIoT protocols are by many believed to play a central
role in building the pathway to the IT/OT integration (Bosi et al.,
2020; Stratogiannis and Gkiala-Fikari, 2018; Nguyen-Hoang and Vo-
Tan, 2019). With the development and deployment of applications
based on IIoT protocols, companies can build their own bridge between
IT systems and OT equipment endpoints. IIoT protocols enable the
interoperability between different devices, systems, and applications
in both IT and OT domains providing standardized ways for devices
and systems to communicate and share data, regardless of the un-
derlying technologies and platforms. Furthermore, the employment
of pub/sub messaging pattern allows for real-time and event-driven
communication, making it well-suited for capturing and responding to
operational needs in industrial settings. The Message Queuing Teleme-
try Transport (MQTT) (Mqtt, 0000) protocol is a lightweight, highly-
scalable publish/subscribe messaging protocol, built on top of the
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Fig. 2. ICT technologies enabling the integration.

TCP/IP stack, based on the hierarchical topic definition. It offers dif-
ferent quality of service policies for messaging delivery. Advanced
Message Queuing Protocol (AMQP) (Amqp home, 2008) is another
well-known application-layer IIoT protocol that provides interoperabil-
ity in the IT/OT integration industry by defining a common schema
for representing a wide range of commonly-used application types. The
performance and reliability of message delivery make this protocol fit
many industrial use cases such as monitoring resources and integrat-
ing legacy systems. Constrained Application Protocol (CoAP) (Coap
home, 0000) is a web-transfer, REST-based protocol built on top of
UDP that enhances the network performance of constrained devices.
With its versatile integration capabilities and diverse implementations
addressing various use cases, the CoAP protocol is well-suited for
connecting IT and OT layers in industrial environments. OPC Unified
Architecture (UA) (OPC UA) (Unified architecture, 2019) is one of the
main platform-independent protocols employed in the shop floor for
the communication of work machines through both Client/Server and
Pub/Sub models. OPC UA offers robust authentication and cybersecu-
rity mechanisms thus serves as a de facto standard in modern IT/OT
integration scenarios.

Software-Defined Networking (SDN) and Network Function Vir-
tualization (NFV) enable easy and flexible management of commu-
nication networks, providing agility and end-to-end control over in-
dustrial infrastructure deployments (Cruz et al., 2016; Shrestha and
Lin, 2020; Yannuzzi et al., 2017). By leveraging the SDN paradigm,
companies will progressively abandon the IT and OT silos approach
in favor of an integrated common networking environment. SDN is
expected to supersede VPN-based mechanisms, that are known to intro-
duce non-negligible latency and hinder the management of resources
in full autonomy. Network segmentation offered by SDN will allow

companies to carry out agile provisioning of enterprise-level services
that are requested in modern industrial scenarios. NFV provides Virtual
Network Functions (VNF) that enhances the reliability and robust-
ness of currently operating services and hides away the complexity of
managing the underlying network. When employed in synergy, SDN
and NFV allow organizations to build more dynamic, adaptable and
responsive networks that can support the integration of IT and OT
systems (Kupzog et al., 2020). For instance, the combination of SDN
and NFV enables the creation of virtual network segments that can
be dedicated to specific OT applications, providing better control and
security (Mamduhi et al., 2022). Both IT and OT departments can
deploy network services on existing Commercial Off-The-Shelf (COTS)
hardware without dedicated network assets, thus making a step forward
to a reliable integration of the two worlds.

The recent advancement of software analysis leveraging Artificial
Intelligence (AI) techniques has facilitated their adoption in pro-
duction plants (Ameri et al.,, 2024; Deng et al.,, 2022). Plant and
product analysis are crucial enablers of many widely used Al-based
features provided by IT/OT integration, such AD, PM, ZDM. In this
context with AI/ML techniques we mean all Al-driven and learning-
oriented approaches, spanning from ML to Reinforcement Learning,
including Federated Learning, Deep Learning, Distributed Learning, etc.
Integrating AI/ML techniques into IT/OT systems allows organizations
to harness real-time data from operational processes for data-driven
decision-making and performance optimization (Liu et al., 2021). These
techniques can help uncover patterns, anomalies, and correlations that
traditional analytics might miss. By continuously analyzing data and
feedback, AI/ML algorithms can adjust system parameters, optimize
processes, and enhance overall performance over time. This adapt-
ability is especially valuable in dynamic IT/OT convergent industrial
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environments where conditions and requirements may change fre-
quently. AI/ML enable predictive and prescriptive analytics, which
are crucial for proactive maintenance, quality control, defectiveness
control, waste control, and operational optimization (Gahlawat et al.,
2023; Hicham et al., 2023). Furthermore, in IT/OT convergent net-
works, AI/ML approaches, i.e. federated learning ones, can enhance
cybersecurity by detecting and mitigating threats in real-time, helping
the improvement of the resilience and security of IT/OT infrastructure
(Bhamare et al.,, 2020; Anjum et al., 2025; Belenguer et al., 2023;
Nuaimi et al., 2023).

IT/OT integration necessitates a modern cybersecurity approach,
primarily to safeguard work stations from external threats (Paes et al.,
2020; Bhamare et al., 2020). Industrial environments face a growing
number of cyber threats, including malicious attacks, ransomware, and
unauthorized access. Strengthened cybersecurity measures are essen-
tial to safeguarding critical infrastructure, systems, and sensitive data
against these risks. In the modern IT/OT paradigm, operations and
processes depend on key assets such as control systems, industrial ma-
chinery, and network infrastructure. A breach of these assets can lead to
serious repercussions, including production downtime, safety risks, and
financial losses. Comprehensive cybersecurity strategies protect these
assets through measures such as access controls, network segmentation,
intrusion detection systems, and encryption. Beyond access control,
cybersecurity plays a critical role in monitoring machine-to-machine
communications and detecting anomalies that may arise in automated
exchanges. Such deviations can indicate potential attacks aimed at
causing unintended machine behavior, which could ultimately result
in hazardous situations for workers (Karampidis et al., 2019). Im-
plementing cybersecurity policies could require collaboration between
IT and OT teams, who are thus encouraged to share knowledge and
efforts to identify and mitigate potential security risks. In the past few
years, many have employed blockchain networks in order to improve
10T features (Huo et al., 2022). The decentralization, non-repudiation,
and reliability of blockchain networks bring powerful features to IloT-
connected devices by adding distributed secure storage, non-tampering
proofs, decentralized collaborative manufacturing, and efficiency in
access control.

The spread of modern cellular networks, such as the 5G and
beyond-5G technologies (Rao and Prasad, 2018; Ghildiyal et al., 2023),
will offer companies a powerful and reliable radio communication
means to support processes that require communication latency in the
order of milliseconds as well as a complete coverage of the factory
premise. The 5G networking supports three communication modes po-
tentially suitable for industrial production scenarios: enhanced Mobile
BroadBand (eMBB), massive Machine-Type Communication (mMTC),
and Ultra-Reliable Low-Latency Communications (URLLC) (Pei et al.,
2025). Modern cellular networks provide a ubiquitous and reliable
wireless communication infrastructure that can connect a variety of
devices and systems, facilitating the seamless integration of IT/OT
layers within firms. The ensured high bandwidth and low latency are
essential for OT applications, enhancing operations and enabling faster
decision-making in the IT layers (Ambrosy et al., 2022). The security
of modern cellular networks is improved with encryption and authen-
tication mechanisms to protect data and prevent unauthorized access,
ensuring the safety and security of critical systems. The scalability
and flexibility of mobile networks allow them to easily adapt to the
changing needs of IT and OT systems, enabling quick and efficient
deployment of new applications and services and scaling the IT/OT
infrastructure as needed. Additionally, the network slicing feature
introduced by 5G will support the coexistence of multiple data flows
with diverse timing requirements, which is a key requirement for the
integration of OT and IT systems (Afolabi et al., 2018).

The deterministic features of the Time-Sensitive Networking (TSN)
standards (Time-Sensitive Networking (TSN), 2020) will play a key role
in enabling successful IT/OT integration within production facilities.
TSN technology is considered a critical enabler of this integration, as
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it facilitates seamless interaction between IT and OT assets. While IT
systems typically use standard Ethernet communication, OT systems
demand real-time communication with stringent timing requirements,
which TSN effectively supports. TSN grants deterministic communica-
tion over Ethernet by introducing different traffic flows sharing the
same physical link. Time awareness of TSN protocols enables real-time
capabilities that operational assets in production plants need, while
keeping the benefits of best-effort communications used for the purpose
of typical IT tasks like offload information processing (Khona, 2017).
The filtering policies regulate the priority of the packets at every layer,
whereas the network configurations (Central Network Controller or
CNC and Centralized User Configuration or CUC) allow scheduling for
transmissions and receptions, by enabling a reliable and fine-grained
configurable communication path inside converging environments.

In Industry 4.0/5.0 settings, DevOps (Antonino et al., 2022) (De-
velopment and Operations) and MLOps (Faubel et al., 2023) (Machine
Learning Operations) are gaining momentum as methodologies that
enhance efficiency and responsiveness of dynamic industrial processes.
DevOps is a typical IT collaborative approach that, in a modern in-
dustrial environment, integrates software development and operational
technology teams to automate and optimize the deployment, moni-
toring, and maintenance of industrial systems, improving efficiency,
reliability, and real-time responsiveness. MLOps, a specialized exten-
sion of DevOps, addresses the challenges posed by integrating machine
learning into production environments. It focuses on operationalizing
machine learning models, automating processes related to training,
testing, deployment, and monitoring. In Industry 4.0, where data-
driven decision-making is crucial, MLOps ensures seamless integration
of machine learning models to optimize tasks like predictive main-
tenance and quality control. Combined, DevOps and MLOps create a
powerful framework that enhances the efficiency, agility, and respon-
siveness of industrial processes by streamlining software development,
deployment, and the integration of machine learning models.

Finally, the following sub section presents a concrete modern indus-
trial scenario in which the integration of IT/OT layers plays a pivotal
role and most of the described enablers are involved.

3.2. IT/OT integration in industrial manufacturing: a sample scenario

Since the advent of the third industrial revolution, data from in-
dustrial production lines have gained increasing relevance with a view
on cost cutting, production processes optimization, and increase of rev-
enues (Zawra et al., 2019). Traditional industrial deployments are used
to keep the worlds of automation (OT layer) and ICT services (IT layer)
isolated, with no or few chances of interactions. This practice hinders
the companies from fully exploiting the real potential of production
data, effectively renouncing to maximize the efficiency of production
processes, minimize energy consumption, rationalizing man-machine
time, and the improving the quality of the human operator’s work.

In traditional industrial manufacturing settings, companies are used
to adopt old and ineffective machine maintenance procedures (LLC,
2021). Many production plants rely on reactive, run-to-fail mainte-
nance processes, i.e., they perform repairs only after equipment has
broken. This approach proved inefficient, because it triggers unplanned
machine downtime that eventually cause waste of money to the com-
pany. In order to mitigate such inefficiencies, companies started adopt-
ing practices that mainly leverage historical machinery data or machine
data sheets for scheduling periodical repairs, thus preventing potential
breakages (hence the term preventive maintenance) and prolonging the
assets’ lifespan. In spite of the benefits brought by the preventive
approach, manufacturers still have to invest time and resources for
periodically repairing equipment, independently of its actual remain-
ing useful life, which anyway does not provide strong guarantees of
avoiding breakage and production downtime. Forbes reports 82% of
companies have experienced at least one unplanned downtime incident
over the previous three years. Such a problem is estimated to costs
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industrial manufacturers $50 billion per year. In the case of automotive
industry, manufacturers lose on average $22,000 per minute when the
production line stops (LLC, 2021; LLC., 2022). Another serious issue
in the industrial manufacturing sector is the inability of companies to
detect the degradation of product quality in a timely manner. Not being
able to detect potentially defective products may cause a waste of raw
material, production line capacity, and workforce time. Last but not
least, it has a huge impact on the environment in terms of, e.g., waste
of electricity and pollution due to disposal of the defective product.

In the two depicted scenarios, the lack of accurate and timely
information on crucial production process variables (such as the ac-
tual state of health of machinery and the compliance of the work
piece with the product layout) prevent companies from taking effective
counteractions that could effectively mitigate the process performance
degradation. IT offer to manufacturing companies the opportunity to
build such information. With regards to the machine maintenance
scenario, sensors can be placed near the machinery to monitor data
related to the machinery’s health and continuously transmit this infor-
mation from the shop floor to computing premises (e.g., Fog/Cloud).
To support the data shipment process, robust and mature technologies
like the SDN/NFV can be leveraged that enable the quick set-up and
easy operation (e.g., real-time adjustments to network configurations
to prioritize anomaly detection signals) of a common network in-
frastructure spanning both OT and IT; on top of that infrastructure,
standardized, industry-oriented communication protocols like the OPC
UA will guarantee a reliable, timely and end-to-end data transport.
Once they have reached the destination, the collected (Big) data are
used to train ML/DL models capable of detecting anomalous behaviors
of wearing parts, thus predicting potential upcoming breakages with a
certain level of confidence. Should the anomaly detection have mission-
critical requirements, the predictive models could be set to run close
to the machine premises (e.g., on Edge devices), so to minimize the
communication delay between the sensors and the models that con-
sume the sensed data. By combining fresh insights on the machinery
health with machinery’s historical production data, the company will
be able constantly monitor the machinery’s remaining useful time and
devise more precise and sustainable maintenance plans. The discussed
maintenance scenario implements two innovative and well-known in-
dustrial practices known as Anomaly Detection (AD) and Predictive
Maintenance (PM) respectively. AD is employed to detect at run-time
anomalous behaviors in the production process or, as discussed above,
in the industrial asset, thus allowing the company to promptly adjust
deviations from the production target. PM is a technique that employ
both historical and production machinery data to evaluate the current
health state and alert the operator before a failure occurs (Bellavista
and Di Modica, 2024).

In a similar way, the product optimization scenario could take advan-
tage of the mentioned ITs (IIoT, Big Data, Al, Cloud/Edge, SDN/NFV)
to enforce fine-grained control over the production quality. In the
literature, the methodology that aims to achieve a defect-free produc-
tion process is referred to as the Zero Defect Manufacturing (ZDM)
(Caiazzo et al., 2022; Venanzi et al., 2023a). ZDM is a novel approach
to manufacturing that exploits AD and PM techniques, along with
DT and DevOps, to implement defect-free production processes. More
in detail, ZDM exploits the DT-based techniques to reproduce the
machinery and process in virtualized environments; then, prediction
of anomalies and/or failures is achieved through AD and PM algo-
rithms. Once an anomaly, defect, or failure is predicted, new settings
and process configurations can be deployed to the real machine to
counteract process deviations, utilizing DevOps practices. ZDM achieve
extremely high-efficiency production processes, by tearing down wastes
and maximizing company profits. To summarize, the convergence of
IT/OT layers fills the gap between a massive amount of data generated
by the industrial assets/processes and their actual full exploitation.
In the proposed scenario, it enables AD, PM, and ZDM techniques
which boost the efficiency of production lines, minimize the wastes,
and prevent financial losses for the company by exploiting advanced
monitoring, digital twinning, and ML/DevOps procedures.
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4. IT/OT convergence in standardization activities

In the past decade, various countries have launched standardization
initiatives addressing the business and technological aspects of the
Industry 4.0 transition. These initiatives are helping to facilitate the
successful IT/OT convergence process, which is seen as a prerequisite
for the transition. In this section, we will briefly introduce the most
authoritative initiatives and examine the specific standards that address
the convergence topic.

The European Reference Architectural Model Industrie 4.0 RAMI 4.0
(RAMI, 0000) proposes a structured approach to the development of an
14.0 platform. Not only RAMI 4.0 fosters a higher degree of interaction
between OT and IT departments; it also promotes the opening of
enterprises’ boundaries to better sustain the business objectives. In
such perspective, IT will play a pivotal role. The model develops on
a three-dimensional map, depicted in Fig. 3, structured as follows:

* Hierarchy level. This dimension provides a functional description
of components acting in the factory, such as field and control
devices, stations, work centers, and the enterprise as a whole.
The last element in this axis is the Connected World, that under-
lines the importance of extending the factory environment to the
external world.

Life cycle & value stream. This is the key axis focusing on the
whole production cycle of a smart product, and it describes the
current lifetime point and location of an object. This layer is also
a key connection point between enterprises, in the sense that a
product in Instance phase in a company could be an input to the
Type phase of a product in another company. This aspect helps
the enterprises to identify interconnections and dependencies of
a product with respect to other companies.

Layers. This dimension provides the classic layered approach to
the design of the IT architecture that facilitates the development
of novel solutions by splitting complex technological issues into
smaller and simpler problems.

In particular, the Layers axis remarks the central role of corporate
assets by defining the I4.0 Component concept, an interactive entity
representing a physical asset in the digital world capable of exchanging
data with both intra- and inter-factory business processes. Through the
Layer axis, RAMI proposes an architectural view of the factory digitiza-
tion process, as outlined in Fig. 4. The RAMI perspective tears down the
barriers that take IT and OT apart, and fosters a progressive integration
of physical assets into the digital world where they are expected to
provide enhanced economic value for all the stakeholders. In the RAMI
view, key aspects of the convergence process are the digitization of
physical assets (via the Integration layer) and the Communication layer
among 14.0 Components.

With the Made In China (MIC) 2025 initiative (Wiibbeke et al.,
2017), inspired by the Germany’s 14.0, China formalized its 10-year
industrial plan for the 10 most important production sectors in the
region. The strategy focuses on the implementation of smart man-
ufacturing techniques improving efficiency, quality and productivity
inside the factory’s shop floor. As the actuation of the initiative en-
visions enhanced interconnection and factory digitization, information
technologies and IoT play a crucial role to connect SMEs production
chains with the global production network. The target of the plan is the
whole production industry, including all stakeholders, from technical to
managerial departments, whereas the demand is the formalization and
the adoption of international technical standards.

In this context, the committee defined the Intelligent Manufacturing
System Architecture (IMSA) specification. IMSA is a framework that
provides a structured approach to integrating advanced technologies
into manufacturing systems. It emphasizes interoperability, modularity,
and scalability to enable efficient, flexible, and intelligent production
processes. By leveraging technologies such as IoT, Al, and real-time
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data analytics, IMSA supports the seamless coordination of resources,
systems, and workflows to optimize manufacturing operations and
adapt to dynamic market demands.

The three-axes reference model is substantially similar to the RAMI
4.0. The lifecycle axis refers to value creation activities, covering the
whole life of a product. The system hierarchy axis identifies the entities
involved in the manufacturing process through five layers: equipment,
control, workshop, enterprise and cooperation. The intelligent functions
axis identifies the smart manufacturing functions that need to be im-
plemented within the factory, such as self-sensing, self-adaptation, pre-
dictive maintenance, accomplished through the exploitation of modern
information and communication technologies. The IMSA architecture
aims for cross-boundary integration in the intelligent manufacturing
sector.

As shown in Fig. 5, with focus on the Intelligent Functions axis of the
three-axes architecture, the Interconnection and System Integration layers
are responsible for the integration and connection of the industrial
asset with the control and management enterprise software. With that
vision, the ambition of the MIC initiative is to harmoniously integrate
into the same loop the complex IT business processes of control and
management of the plants with the hardware technologies of the OT
domain.

The American Industrial Internet Reference Architecture (IIRA) ini-
tiative (IIC IIRA, 0000) promotes the Industrial Internet concept to
bring industrial control systems online, so as to form large end-to-end
systems connected with people and fully integrated with business pro-
cesses. Given the great variety of tools and standards inside industrial
production environments, the IIRA specification deliberately presents
a high-level description of the entities involved, proposing common
architecture patterns fitting all industrial sectors. The specification
strongly stresses the concept of convergence of the IT and OT layers at
various points, underlining that the latter needs to be considered a
common and required practice for enabling the transition to the new
industrial automation. Viewpoints are the core layers of the IIRA model
architecture, each of them conventions framing the description and
analysis of specific system concerns. The Viewpoints of this reference
architecture are depicted in Fig. 6.

The Business Viewpoint is focused on the values and objectives of
business departments and stakeholders, such as the expected return
of investment, the costs concerning the maintenance, and the product
liability. The Usage Viewpoint relates to the operational aspect of using
an IIoT system. The usage viewpoint is about concerns of entities
external to a system. In this operational context, the user is defined
as an entity that intentionally interacts with an IoT system (can either
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be a human or a digital system). The Functional Viewpoint addresses the
concerns related to the functional capabilities and structure of an IIoT
system and its components. This is a starting point for conceptualiz-
ing a concrete functional architecture. Among the proposed industrial
internet viewpoints, the Functional is the one that mostly addresses
the IT/OT integration of the layers in production plants. In Fig. 7, we
depicted the functional domains included in the Functional Viewpoint of
the IIRA architecture (Business, Information, Operations, Application
and Control) and highlighted the functions that mainly contribute to
the IT/OT convergence (red boxes). The Functional Viewpoint fosters
a large use of IT both in business department and in the production
control. Similarly to the RAMI model, IIRA recognizes asset digitization
and communication as two paramount aspects of the transformation.

10

It also stresses issues arising with the transformation, which mainly
concern systems safety and resilience.

Finally, we remark that all the mentioned standardization initia-
tives have cybersecurity as a central and cross-cutting concern for the
implementation of the I4.0 transition.

5. Related work and motivation

The maturity of the I4.0 vision has favored the spread of studies,
research, surveys, and roadmaps addressing various aspects of the new
industrial revolution and focusing on the technologies that are speeding
up SMEs’ transition to digital (Bittighofer et al., 2018; Trotta and
Garengo, 2019; Abraham et al., 2016; Lu, 2017). After a thorough
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exploration of the body of literature in the field, we discovered that
no survey explicitly assigns the IT/OT integration a pivotal role in the
industrial digital transition. Yet, we found many research efforts that
either touch on the integration topic or implicitly deal with its related
implications.

In this section, we review the collected surveys in the aim of
highlighting their contribution to the object of investigation and iden-
tifying important aspects not being covered instead. We make use of
an evaluation grid to better define the extent to which each survey
covers the IT/OT integration subject. With respect to prior surveys,
ours proposes a complete, multi-dimensional analysis of the integration
topic and performs a comprehensive systematic review of the literature
in the field.

The surveys comparison grid depicted in the Table 1 builds upon
the following analysis dimensions: (i) Enabling technologies: this refers to
the presence in the survey of a thorough discussion of the technologies
that are expected to produce an impact on the integration process; (ii)
Standardization activities: this point refers to the presence of a review
of past and ongoing standardization activities that are expected to
support the integration; (iii) Taxonomy: this dimension accounts for
the proposition of a taxonomy that frames the integration topics in a
structured way and, accordingly, categorizes the literature works; (iv)
Covered topic: this dimension accounts for specific integration area(s)
covered by surveys. Regarding the latter point, we propose to consider
the super-categories that populate the first layer of our taxonomy,
which are Communication, IT-driven support for OT, Advanced Industrial
Control, Cybersecurity and Human Centricity respectively. In our opinion,
those categories are general and broad enough to make an exhaustive
coverage of the integration knowledge domain. The reader will find
more insights on the taxonomy design in Section 6.

Communication and networking are two relevant research areas
that can provide a strong contribution to the integration of IT/OT lay-
ers. In that regard, the majority of literature proposals focus on either
field machinery communication or modern IT-oriented communication

11
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protocols . According to authors of Ahmadi et al. (2018), wireless pro-
tocols and sensor networks are fundamental within CPS management
and communication. They provide an overview of wireless connections
based on classic network metrics such as reliability, throughput, and
latency. The work analyzes the requirements of most CPS deployed in
production plants and considers common IT wireless protocols such as
Zigbee, Bluetooth, Wi-Fi, LoRaWAN, Passive Optical Networks (PONs),
and Mobile Cellular Networks. From the literature analysis, the wireless
communication technologies that meet the requirements imposed by
converging CPS systems are PON and 5G, because they possess network
features that fulfill CPS requirements. A communication-centric view of
the integration is presented as well in Li et al. (2017), where authors
also provide a novel architectural perspective of the industrial inter-
net in modern factories. According to this work, the novel industrial
architecture shall include a “cross-layer” concept, namely the cyber-
security, and 5 layers: connection, conversion, cyber, cognition, and
configuration respectively. The layers implement a retroactive loop:
the connection, conversion, and cyber layers gather data from work
machines, the cognition layer elaborates such information and hands
it over to the configuration layer, which retroactively commands the
physical tier based on the taken decisions. Much attention is given to
the connection layer, for which authors provide a thorough description
and a comparison of many protocols like the Fieldbus CAN, Profibus,
WirelessHART and CC-Link. Long range wireless technologies such as
5G, NB-IoT, and LoRa are also discussed in the paper as enablers of the
IT/OT integration. This survey emphasizes the “everything-connected”
concept fostered by many standardization bodies as one of the pillars
of future production facilities.

In Aceto et al. (2019), authors explicitly point out that in the
integration between OT and ICT a prominent role is played by the
networked assets and by the employment of recently developed IP pro-
tocols and IoT applied to the industry. In the first part of the work, the
authors list in chronological order the government initiatives promot-
ing the digital transition, without providing though a deep analysis of
each specific initiative’s contribution. They identify many terms strictly
related to the Industry 4.0 transition, such as smart manufacturing,
smart factory, CPPS, and Industrial Internet. The work continues with
the description of ten Industry 4.0 enabling technologies. Then, they
describe various communication standards such as TSN, 6LoWPAN,
CoAP, and MQTT, which contribute to transforming the current concept
of production site into the modern one pushed by industry 4.0.

The integration of IT and OT layers may raise the level of context
awareness within the production environment. Such a knowledge in-
creases with the volume of operational data collected from OT and pro-
vides the companies with a complete view of their assets status as well
as of the production processes in place. Many research communities
are exploring the multifaceted adoption of Big Data in contemporary
industrial settings, focusing on data-centric management, Big Data-
driven production supervision, and data lifecycles in smart factories
(Raptis et al., 2019; Qi and Tao, 2018; Tao et al., 2018). Data-centric
management techniques, derived from extensive Big Data analyses, are
integral in transitioning to Industry 4.0, notably impacting industries
like oil and gas, healthcare, automotive, and marine. They act as cata-
lysts for smart maintenance, prognostics, anomaly detection, and task
scheduling (Raptis et al., 2019). Other research delves into Big Data
techniques in production line management, emphasizing the contribu-
tion that Digital Twin techniques can bring to implement novel Big Data
analysis patterns, which eventually pushes industrial production to
a Manufacturing-as-a-Service model that supports products throughout
their lifecycle (Qi and Tao, 2018). Here, data lifecycle management
serves as a crucial foundational engine. Despite the acknowledged
importance of these methodologies, companies recognize non-trivial
challenges in widespread Big Data adoption, including the lack of clear
standardizing communication protocols ad of uniform data formats,
and call for ensuring network reliability of the factory-to-cloud path
(Tao et al., 2018).
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Literature surveys addressing IT/OT convergence: a comparison table.
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Ahmadi et al. (2018)

Li et al. (2017)

Aceto et al. (2019) . .
Raptis et al. (2019)

Qi and Tao (2018)

Tao et al. (2018)

Oztemel and Gursev (2018)

Moghaddam et al. (2018) .

Wortmann et al. (2017)

Lu (2017)

Hofer (2018) .

Jbair et al. (2018)

Xu et al. (2018)

Arica and Powell (2017) .
Lu and Weng (2018) . .
Ebrahimi et al. (2018) .
Figueroa-Lorenzo et al. (2020)

Gawanmeh and Alomari (2018)

Alcaraz and Lopez (2022)

Bhamare et al. (2020)

Conti et al. (2021)

Alves et al. (2023)

Adel (2022)

Xu et al. (2021)

Mourtzis et al. (2022) .
Nahavandi (2019) .
Our survey . . .

The industrial landscape is renowned for its diversity, making it
imperative to establish a unified IT/OT integration paradigm. This calls
for the development of high-level architectures and the implementation
of standards, guidelines, and prototypes within manufacturing environ-
ments. A pivotal initial step is defining goals that address critical facets
of Industry 4.0, including standardization, resource management, and
security (Oztemel and Gursev, 2018). The study in Moghaddam et al.
(2018) puts the focus on the integration concept by elucidating the
Industry 4.0 Component. This approach aligns with the guidelines out-
lined in the RAMI4.0 standard and draws a comparison with the IIRA
model. Authors mention IBM 4.0 and NIST Service-Oriented architec-
tures as exemplars of successful smart manufacturing implementations
characterized by autonomous and self-contained services.

Model-Based System Engineering (MBSE) emerges as a pivotal
methodology in the Industry 4.0 transition, facilitating the integration
of IT and OT layers through the establishment of an integration tier
connecting automation systems and stakeholders’ processes (Wortmann
et al., 2017). This study meticulously categorizes around two hundreds
contributions based on the primary Industry 4.0 concerns addressed
through MBSE tools. This categorization combines considerations and
techniques utilized for describing the application domain, including
various versions of UML, OWL ontologies, systems, and domain-specific
modeling languages.

Another branch of the integration-related research addresses the
domain of industrial control systems. Specifically, novel CPS architec-
tures interacting with modern IIoT assets are proposed to improve the
performance of control systems already in place like the SCADA and the
DCS. In Hofer (2018), authors have collected studies that focus on the
adoption of alternative CPS architectures to implement the servitization
demanded by modern factories. Most of the analyzed works advocate
that interconnecting CPS/IoT with ICT services is the key to achieve
significant improvements of the product’s life-cycle.

Some have reviewed literature works that pursue the adoption
of cloud paradigms such as PaaS and IaaS to put IT computation
capabilities at the service of OT processes (Jbair et al., 2018). Others
focus on the seamless integration of physical industrial resources and
IT processes to bring efficiency and raise profit of modern production
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plants. Again, IIoT is appointed to be the key to integration that modern
industries need to use to make their production plants more efficient
(Xu et al., 2018). MES systems too can play a crucial role in IT/OT
integration but, unfortunately, there is no such a generic MES that
fits every industrial use case. In the literature, many have proposed
methodologies to guide the choice of proper MES and ERP tools with
the support of a well-organized taxonomy (Arica and Powell, 2017).

Speaking of taxonomy, some literature works propose conceptual
frameworks that aim to help the reader gain a comprehensive view
of the industrial digital transition and, more specifically, of the IT/OT
integration.

Authors of Lu and Weng (2018) delve into the semantic alignment
of “Industry 4.0” and “smart manufacturing” terms. This work proposes
a comprehensive examination encompassing market dynamics, as well
as an assessment of the progress in key technologies, presented through
a correlation matrix. In the proposed analytical framework, 19 pivotal
technologies have been discerned, each intricately associated with the
layers comprising the architecture of smart manufacturing, namely:
sensor, integration, intelligence, and response tiers. Ebrahimi et al.
(2018) addresses vertical and horizontal integration within production
plants. This strategic approach facilitates predictive methodologies,
paving the way for eventual self-organization and self-optimization
of resources. The analysis delves into a specific use case within the
automotive industry, outlining a domain for crafting a roadmap that
guides automotive companies through the transition to Industry 4.0. In
summary, the authors advocate that successful Industry 4.0 adoption
necessitates automotive companies to prioritize the integration of IT
and OT domains, emphasizing the integration of respective company
departments.

On of the most interest-drawing branch of IT/OT integration, es-
pecially from the companies point of view, is Information Security.
The integration of IT/OT layers bring new risks for equipment in-
tegrity and information confidentiality. The growth of the IACS attack
surface requires the revision of existing security protocols and the
development of new mechanisms that allow a secure and resistant
connection between IT and OT in order to implement remote moni-
toring and actuation. Most works propose to enhance security of IIoT
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and CPS systems deployed in manufacturing sites by targeting the
vulnerabilities of communication protocols employed to exchange data
between IIoT assets and monitor/control software (Figueroa-Lorenzo
et al.,, 2020; Gawanmeh and Alomari, 2018). Within the proposed
Vulnerability Analysis Framework (VAF), a methodology is offered
to analyze potential eavesdropping of sensible data in CPS scenarios,
which is considered the most frequent and dangerous breach in manu-
facturing environments. This kind of breaches could lead to the forgery
of commands and configurations that remote control platforms send to
the production sites with uncountable damages to the production lines
and the company. The security threats to which the Digital Twins are
exposed are of paramount importance when they need to be deployed
in industrial environments. The aspect attracting the research attention
the most is the interactions between the digital model and its physical
counterpart. A taxonomy defining the security threats on this topic aims
to increase companies awareness and to take adequate countermeasure
(Alcaraz and Lopez, 2022). Speaking of industrial cybersecurity, two
more research directions are worth mentioning. One focuses on using
machine learning techniques for identifying deviations from normal
system operations, particularly in control and process levels. The other
involves categorizing ICS architectures, testbeds, datasets, and inter-
connections of distributed protocols with the purpose of understanding
attack and defense mechanisms related to IT/OT integration. Overall,
the consensus is that IDS emerges as the most effective strategy for
safeguarding ICS against cybersecurity threats (Bhamare et al., 2020;
Conti et al., 2021).

In the transformative landscapes of Industry 4.0 and the evolving In-
dustry 5.0, characterized by the rapid integration of digital and physical
systems, the concept of human-centricity emerges as a guiding principle
to ensure that technological advancements prioritize the needs, experi-
ences, and capabilities of individuals within the industrial ecosystem
(Alves et al., 2023). In this context, human-centricity encompasses
a multifaceted approach that spans user experience design, training
and skill development, collaborative decision-making, safety and well-
being, and change management (Adel, 2022). At its core, human-
centricity recognizes that successful integration of IT and OT systems
relies not only on technological prowess but also on the empowerment,
engagement, and support of human operators and stakeholders (Xu
et al., 2021). In the symbiotic collaboration between humans and
machines promoted by Industry 5.0, human-centricity assumes even
greater importance (Mourtzis et al., 2022; Nahavandi, 2019). In this
regard, IT/OT integration aims to empower human operators to work
alongside advanced technologies, leveraging their creativity, intuition,
and expertise to drive innovation and problem-solving.

5.1. Filling the gap

Notwithstanding the indisputable research value of the explored
surveys, which have been of great inspiration to our study, we believe
that the state of the art is still missing a comprehensive systematic
review of the integration topic.

Some relevant works (Aceto et al., 2019; Oztemel and Gursev, 2018;
Lu, 2017; Lu and Weng, 2018) address many key aspects concerning
the 14.0 transition, but in doing so they tend to be dispersive. While
they deal with concepts and issues of smart interconnected factories, they
fail to provide a clear taxonomy that frames such concepts. Because
of the broadness and complexity of the industrial landscape, we argue
that vertical approaches focusing on specific aspects are more effective
in handling the challenging problems posed by the digitization process
in industrial production environments. Although our approach touches
on all enabling technologies of the digital transition, it digs more
into IT/OT integration aspects. We also provide an orderly taxonomy
that provides researchers and professionals with a technological path
toward factory digitization, taking into account all fundamental aspects
of this transition.
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Many works deal just with issues of IIoT communication protocols,
disregarding fundamental functional aspects such as management, pro-
cessing, and storing of the data (Hofer, 2018; Xu et al., 2018; Ahmadi
et al., 2018; Li et al., 2017). Ahmadi et al. (2018) presents an overview
of wireless technologies used in manufacturing environments, whereas
our survey adopts a broader perspective by considering all the major
14.0 enablers. Li et al. (2017) and Aceto et al. (2019) report on the state
of the art of the industrial internet and communication technologies for
14.0, but do not present a well-defined taxonomy of the references and
technologies involved in the transition process.

Some have proposed surveys on specific industrial control aspects
such as MES (Arica and Powell, 2017), MBSE (Wortmann et al., 2017)
or DT (Qi and Tao, 2018), while others discuss of technological enablers
and reference models, omitting to touch on protocols, requirements,
and strategies adopted at the lowest layers, thus providing only a partial
perspective of the integration (Moghaddam et al., 2018; Moufaddal
et al.,, 2019). Most of mentioned works address just the first layer of
our taxonomy; we propose a deeper and more structured analysis of
all integration concepts at all different architectural layers. Authors
of Oztemel and Gursev (2018) and Moghaddam et al. (2018) propose
a comprehensive analysis of the standardization initiatives and the
related principles put forward, but they do not consider the impact of
their adoption in manufacturing settings where the IT/OT integration
is taking place. In Raptis et al. (2019) and Tao et al. (2018), authors
address data processing issues but ignore important aspects like data
ingestion and security, which are paramount in IT/OT integration.

Figueroa-Lorenzo et al. (2020), Gawanmeh and Alomari (2018) and
Bhamare et al. (2020) focus on cybersecurity aspects. Some of them
deal with the security of communication protocols (Figueroa-Lorenzo
et al., 2020), while others (Bhamare et al., 2020; Conti et al., 2021)
focus exclusively on safety, targeting industrial testbeds and machine
learning techniques respectively. Being security a crucial aspect in
industrial environments, we claim it must be addressed across all
the building layers. In our work, we collected notable contributions
discussing cybersecurity implications in the implementation of IT/OT
integration, thus considering security as a cross-layer feature.

Finally, Lu and Weng (2018) and Ebrahimi et al. (2018) report on
the benefits of IT/OT integration in specific business sectors, while
Jbair et al. (2018) invokes the integration to solve individual use cases.
Our survey does not focus on vertical application areas,rather, it aims
to depict a global picture of all the benefits of IT/OT integration at both
IT and OT levels.

6. IT/OT convergence: a comprehensive conceptual framework

We present a novel conceptual framework that depicts the state of
the art of the IT/OT convergence topic in a systematic way. The frame-
work grounds on a realm-oriented taxonomy that walks the reader
through the convergence issues, threats, and opportunities under the
perspective of technologies and paradigms that characterize IT and OT
domains. We designed and proposed this novel framework to offer a
fresh perspective on IT/OT integration and industrial digitalization.
Our formulation builds upon the traditional layered architectures de-
fined in established industrial standards (as discussed in Section 4).
These standards typically adopt a rigid stack-oriented view, where
each layer is presented as clearly separated and functionally isolated.
However, this hierarchical representation does not adequately capture
the reality of modern industrial ecosystems, where digitalization is
ubiquitous and the integration of technologies, processes, and actors
is increasingly pervasive. To overcome this limitation, we introduce
the novel concept of realms. Unlike layers, realms are conceived as
coexisting at the same level, inherently multi-connected, and mutu-
ally influencing each other. This perspective more faithfully reflects
the cross-domain interactions that characterize IT/OT integration in
practice. We propose a framework (Fig. 8) in which Communication
and IT-Driven support to OT realms emerge as central pillars that
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Fig. 8. IT/OT integration realms: the taxonomy’s root concepts.

interact extensively with all other realms, including Human Centric-
ity and Advanced Industrial Control Systems domains. At the same
time, Cybersecurity is not confined to a single domain but rather
acts as a transversal dimension, influencing, and being influenced by,
all the others. This realm-oriented vision is directly validated by our
survey of the state of the art: works nominally framed within one
area (Human Centricity, or Advanced Industrial Control Systems) often
leverage concepts, methods, or technologies from other areas, thereby
underscoring the need for a more flexible conceptual framework. More-
over, transversal topics such as artificial intelligence, communications,
and cybersecurity naturally manifest across multiple realms. For in-
stance, Al-driven solutions for process optimization not only rely on
communication infrastructures and IT applications but also influence
human-machine interaction and PLC operations. Similarly, cybersecu-
rity cannot be confined to a single domain: ensuring resilience requires
coordinated measures that span networks, applications, devices, and
human practices. By explicitly modeling these overlaps and interde-
pendencies with tangent realms, the realm-oriented framework com-
plements and extends existing industrial models. It provides a more
integrative conceptual foundation that captures both the structural
dimensions inherited from standards and the pervasive cross-cutting
challenges, such as Al and cybersecurity, that define real-world IT/OT
integration.

The realm-oriented perspective introduced in Fig. 8 provides only
the first level of the taxonomy, which will be further developed and
enriched in Sections 8, 7, 9, 11 and 10 with relevant studies found in
the literature. Each of the mentioned sections concludes with a brief
analysis of the works reviewed under the specific theme addressed. For
a more in-depth and comprehensive discussion of the survey’s overall
findings, readers are directed to Section 12. The figure depicting all
taxonomy roots, branches and concepts can be found in Appendix
A. The proposed taxonomy is strongly inspired by the research di-
rections outlined by the most authoritative industry standardization
movements. The three-axis vision provided by RAMI 4.0 and the lay-
ered viewpoints of the IIRA model guided us in the definition of a
multi-tiered taxonomy. Following those standards approach, we make a
clear separation between physical-related concepts characterizing shop-
floor environments and higher-level concepts strictly pertaining to the
office floor. Similarly to the Functional viewpoint of the IIRA model and
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the Communication layer in the Layers axis of RAMI 4.0 standard, we
provide for an intermediate tier encompassing concepts representing
communication-related aspects. Finally, taking again inspiration from
the multi-dimensional view of IIRA and RAMI 4.0 standards, we define
the cybersecurity realm as a whole-englobing realm since it represents
all the security aspects which are trasversal to all other realms of IT/OT
integration in the modern industrial scenarios.

The proposed taxonomy consists of four main root concepts, namely
Communication, IT-Driven support to OT, Advanced Industrial Control
Systems, Human Centricity, and an additional one that cross-cuts each
of the above, i.e. Cybersecurity. In their turn, all concepts are further
broken down into finer categories so that a hierarchical structure is
eventually proposed.

The survey revealed that the Communication realm plays a key
and dominant role in IT/OT convergence. For that reason, we inten-
tionally address it first (see Section 7). The Communication realm
includes works that focus on the development of increasingly config-
urable, performing, and robust communication networks. This taxon-
omy emphasizes the central function of secure and reliable network
communication to encourage the spread of approaches that facilitate
IT/OT convergence within production sites. The implementation of
these characteristics in the networks of the IT domain is transferred
to the production plants that undertake the transition to Industry 4.0,
contributing to the advancement of industrial communication protocols
in the OT domain. As depicted in Fig. 9, it comprises Northbound and
Southbound categories. The communication-related taxonomy not only
contains the works linked to the modern networking protocols that over
the last few years have contributed to the spread of IIoT devices that
are of enormous support to IT/OT convergence, but it also comprises
the latest innovations in the field of network solutions employed in
sectors that have critical applications, which must comply with very
strict requirements and respond in real-time. The Northbound category
describes solutions based on the use of IIoT hardware, the IoT protocols
themselves, and the use of modern software-based networks in the
industrial field. The latter Southbound category comprises approaches
working at the lowest levels of communication, e.g., innovative wired
and wireless protocols for both deterministic and non-deterministic
purposes. The IT-Driven support to OT realm deals with technolo-
gies that address data management in converging environments (see
Section 8). As shown in Fig. 10, the realm is further decomposed into
the Processing strategies category, encompassing all data management
solutions like, e.g., those Al-based or the ones leveraging semantics,
and the Provisioning models category, that encompasses architectural
solutions exploiting modern computing paradigms to build convergent
systems.

The Advanced Industrial Control Systems realm encloses all lit-
erature contributions approaching the transition to the convergent
world through innovative proposals for the management and control
of production plants and industrial assets (see Section 9). This cate-
gory, illustrated in Fig. 11, includes complex systems like Distributed
Control and Software-defined Control. These classes embrace all con-
tributions that pursue the IT/OT convergence objective by proposing
enhancements of components already employed in production sites
such as Architectures Systems and On Premise industrial controllers
(e.g., softwarized PLCs).

The Human Centricity realm includes literature contributions that
focus on the novel aspect of IT/OT convergence, where humans are
seen as a key element of the factories of the future (see Section 11).
In this context, the integration and collaboration between humans and
machines represent the true added value for this new concept of in-
dustry. The taxonomy, depicted in Fig. 13, encompasses new industrial
frameworks, addresses modern work approaches for advanced industry
scenarios (i.e., Lean Production and Sustainable Manufacturing), and pro-
poses the innovative concept of Society 5.0. Finally, Human Centricity
includes the most tangible example of Human-Machine integration,
i.e., the Collaborative Manufacturing.
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Fig. 9. Communication taxonomy.

The vast majority of the surveyed works, independently of the
category they belong to, argue that cybersecurity is an urgent matter
that converging IT/OT systems must face with. To his end, we envi-
sioned a Cybersecurity realm cross-cutting all taxonomy realms (see
Section 10). Specifically, considering the typical hierarchical structure
of company departments, at the lowest layers it is imperative to protect
M2M communication and ensure the safe functioning of work machines
so as to minimize the risk of harm to both people and the surrounding
environment, as well as leakage of information. At the highest layers,
where the data is gathered from both OT and IT departments, a correct
management of information needs to be enforced along with a clear
identification of the rights of actors/stakeholders to access sensitive
data. In Section 10, the ordering adopted to present the taxonomies
(Communication, IT-Driven support to OT and Advanced Industrial
Control Systems) will be retained to describe the cybersecurity topics,
i.e., firstly the Communication-related concepts, secondly those con-
cerning the IT-Driven support to OT and finally those pertaining the
Advanced Industrial Control Systems.

7. Communication taxonomy

Communication is crucial in IT/OT integration, as it facilitates the
bi-directional data flows between managerial and operational depart-
ments. A significant portion of the literature reviewed in this survey
falls under this category, indicating that communication is a primary
concern of research communities that focus on IT/OT integration. We
distinguish between works addressing higher-level aspects of commu-
nication, such as transport protocols and networking, and those dealing
with field connectivity.

The Communication taxonomy is depicted in Fig. 9. The North-
bound branch encompasses several protocols and data pathways facil-
itating the communication from the lower tiers to the higher tiers of
industrial system architectures. This branch addresses modern indus-
trial settings and include all the proposals that aim to bridge industrial
edge nodes (OT level) with factory in-sight servers or cloud systems,
whether they are private or public. On the other hand, the Southbound
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branch includes protocols enabling communication in-the-field. Such
connectivity facilitates the transmission of data, commands, signals
from central systems to individual machines, sensors, or controllers on
the factory floor, supporting the coordination and control of industrial
processes. Literature dealing with field protocols falls in this category.
In both branches, we initially introduce key concepts, then further
categorize each branch into more fine-grained classes, and ultimately
delve into relevant studies within each class.

7.1. Northbound

In order to address the relevant concepts of the Northbound branch,
we resort to a layered approach that recalls the ISO/OSI stack. We break
down the Northbound branch in three categories where, communication-
wise, the IT/OT integration is addressed at application, transport
and networking level respectively. Top-down, the resulting taxonomy
break-down will further include the Interaction branch, collecting pro-
posals that target both plain client-server (C/S) interaction and IIoT
message-based protocols, the Transport branch, comprising literature
that addresses innovative ways of dealing with data transport, and the
Networking branch, which basically gathers proposals addressing the
virtual networking topic.

7.1.1. Communication pattern

Communication protocols play a significant role in Industry 4.0,
serving as key components in the integration of OT and IT. In this
taxonomy branch, we break down the research efforts addressing in-
novative interaction approaches in the peer-to-peer (P2P) and the
message-brokered categories, respectively. The former envisage direct
and synchronous interactions between the communicating parties (to
which many refer to as the ‘“client-server” way), while the latter
basically prescribe asynchronous, event-based interactions mediated by
third-party broker (which is also known as the “publish-subscribe”
approach).

Synchronous communication is at the base of most IT distributed
systems where smaller software units (components) communicates with
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each other according to a request-response pattern. Particularly, syn-
chronous communication is commonly used in Service Oriented Archi-
tecture (SOA) (Group, 0000) implementations, with services that rely
on higher-level communication protocols such as SOAP (Consortium,
0000) or the Representational State Transfer (REST) (Fielding, 2000).
SOA has been adopted extensively in the last two decades as the
architecture of choice for structuring distributed computing systems
in general, including industrial systems (Zhang, 2019; Candido et al.,
2009; Morariu and Borangiu, 2012). The mentioned communication
protocols supports the adoption of the SOA paradigm along the OT-IT
path, as witnessed by the many efforts being reported in the litera-
ture (Siqueira and Davis, 2021). While SOAP has been the preferred
choice of the first wave of SOA industrial solutions (Cagnin et al.,
2018; Ferrer and Lastra, 2017), which featured the employment of
service monoliths, with the advent of the micro-services architectural
styles REST has emerged as lightweight protocol that perfectly fulfills
the interaction needs of micro components in integrated industrial
environments (Bigheti et al., 2019a; Mena et al., 2019).

Within the OPC UA architecture (OPC UA) (Unified architecture,
2019), a protocol was proposed for exchanging data both within the
shop-floor (e.g., from PLC to HMI) and between the OT and IT de-
partments. OPC UA operates using a client-server architecture, where
servers are responsible for gathering and organizing data from var-
ious sources, and clients perform operations such as reading/writ-
ing data, subscribing to data updates, and invoking methods exposed
by the server. The standard guarantees support for both P2P and

publish-subscribe communication patterns. Also, OPC UA is commu-
nication protocol independent, as it provides mappings to several com-
munication protocols like TCP/IP, UDP/IP, WebSockets, AMQP and
MQTT.

Message-based protocols such as MQTT (Mqtt, 0000), CoAP (Coap
home, 0000) and AMQP (Amgp home, 2008) have drawn the atten-
tion of industry for a twofold reason: they enforce a loose coupling
between the operational and business layers and enhance the scala-
bility of machinery in production settings. Adaptability, performance
and compliance to standards are key features that have pushed prac-
titioners to extensively adopt these IIoT protocols in the transition
process to Industry 4.0 and 5.0. The TRIDENT framework, proposes
a strategy to translate the variety of protocols into a common model
(Benedick et al., 2019). The framework implements three main steps:
the definition of a common model, the development of wrappers, and
the creation of applications. The work defined two operation modes
to test the last step of the methodology, an OPC UA application to
test the client-server mode, while MQTT, the O-MI (Open Messaging
Interface), and O-DF (Open Data Format) protocols to test message-
oriented operations. Integration wise, a strong requirement is the need
of message-based mechanisms that can effectively help ingesting and
lively processing the big amount of data originating from the OT level.
The framework developed in Bosi et al. (2020) proposes an open-source
platform capable of interacting with shop-floor machines powered with
IIoT protocols such as MQTT and AMQP. The tests demonstrate that,
by virtue a microservices-based architecture and the use of message-
oriented protocols, the framework can acquire data from the work
machines in (near) real-time and offer selective access mechanisms
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for various Industry 4.0 stakeholders. An illustrative example of in-
tegration in industrial environments can be found in the smart grid
vertical, where the WiseGRID project (Stratogiannis and Gkiala-Fikari,
2018) seeks to connect smart grid components and IoT devices for
monitoring and control purposes. The WiseGRID project aims to define
business models and integration strategies for contemporary European
smart grids. In this initiative, authors leverage the MQTT and AMQP
protocols to enable the integration of both legacy assets and modern
IT devices and software. Finally, Nguyen-Hoang and Vo-Tan (2019)
proposes an original heterogeneous IoT gateway capable of providing
interoperability between field buses (CAN, Modbus, RTU/TCP) and the
modern protocol suite (e.g., MQTT, AMQP, and CoAP). The proposed
gateway is built on top of Linux-based software like Docker and Node-
Red and allows the fast deployment of containers that integrate the
dialects of different protocols. Latency in reading/writing PLC registers
is used as an indicator of the communication network performance,
while measurements are carried out on a cloud-based platform.

7.1.2. Transport

In the context of IT/OT networking, researchers often explore the
TCP/IP stack and associated standards, with the purpose of making
innovative proposals at the transport layer. While most of efforts at-
tempt to find innovative solutions that leverage connection-oriented
and reliable type of communication channels, others have explored
connection-less approaches (i.e., UDP-based) that strive to guarantee
close-to-real-time performance.

The Multipath TCP (MPTCP) (Internet Engineering Task Force (IETF),
2024) specification proposes to modify the original TCP layer of the
TCP/IP protocol suite to improve redundancy and network resiliency.
TCP multipath as a message transport solution that can stimulate
the development of advanced and distributed industrial applications
whose software components can be deployed both in OT (i.e., close
to machines in the field) and in IT settings (i.e., in relatively remote
Fog or definitely remote Cloud). In this scenario, TCP multipath en-
hances the robustness and resiliency of TCP-based interactions between
“distant” components. Unlike the original TCP protocol’s single-path
strategy, MPTCP employs a multi-path approach, allowing the transport
connection to concurrently utilize multiple network paths. A notable
work proposes the adoption of DQN to reach human-level intelligence
in managing complex networks in scenarios where IT and OT layers
converge. More in detail, a DQN agent is capable of analyzing and
learning from network traffic and interacting with the MPTCP settings
to adopt the best policy and derive the best route to send packets,
augmenting the network efficiency and its performance (Pokhrel and
Garg, 2021). Morawski and Ignaciuk (2021) argue that, despite the
concurrent use of a few transmission channels offered by MPTCP
enhances the quality of service and reliability of communication,
scarce attention has been paid to the energy issues suffered by such
approach especially in resource-constrained devices populating the IIoT
domain. They developed a systematic tuning procedure for improving
the energy efficiency of MPTCP data transfer, and thoroughfully tested
it to show that it can help boost the overall MPTCP performance, both
in terms of energy saving and throughput stability. In the literature,
some works exist that leverage Al, and specifically DRL, to support
reliable and fast data transfer over converging networks such as the
WiFi and the 5G (Xu et al., 2019; Wu et al., 2020). Stemming from the
consideration that all of those DRL-based approaches suffers from long
(re)training time, authors of Pokhrel et al. (2021) propose the design
of a novel distributed transfer learning (TL) framework to maximize
MPTCP communication networking performance for the 14.0 environ-
ment. Experimental results prove that the proposed novel architecture
is capable of instantly adapting to changing network constraints and
dramatically evolving topology, which are typical of 14.0 integrated
network scenarios.

QUIC is a transport protocol originally developed by Google (Lan-
gley et al., 2017) and recently standardized by the IETF (Iyengar and
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Thomson, 2021). In addition to addressing significant TCP limitations
for the Industrial Internet of Things (IIoT), such as more precise packet
acknowledgment and re-transmission, QUIC also provides additional
benefits particularly relevant for industrial scenarios, as they contribute
to lower latency while still ensuring reliable and secure communica-
tion. Authors of Fernandez et al. (2021) analyze the performance of
QUIC as a transport alternative for Internet of Things (IoT) services
based on the Message Queuing Telemetry Protocol (MQTT). Experi-
ments were carried on for a variety of wireless access networks, which
included WiFi, cellular and satellite. To demonstrate the feasibility of
MQTT-on-Quic in industrial scenarios, authors set-up an three-layered
IIoT infrastructure scenario featuring communicating parties at the
Things, Fog and Cloud levels respectively. Results obtained in terms
of overall end-to-end delay under tough conditions (e.g., lossy chan-
nels, high frame error rate) were compared with that exhibited by
the traditional TCP/TLS approach. The tests proved that QUIC clearly
outperforms TCP, especially for connections with low RTT and high
packet erasure rates. QUIC also yields a more predictable behavior,
with much less variability in the results. Supported by these results,
authors conclude that QUIC is an appropriate communication protocol
to guarantee robust, secure, and low latency communications over IIoT
scenarios.

7.1.3. Networking

As companies seek to implement the transition to the “all-connected
factory” fostered by 14.0, SDN and NFV emerge as crucial enablers. The
flexibility offered by both technologies creates an environment where
IT and OT systems seamlessly coexist. SDN operates as the control plane
in network management, overseeing infrastructure, running services,
and delivery policies from a holistic perspective. Through directives
to the SDN controller, dynamic adjustments to network parameters
can be made, tailored to the specific needs of supporting applications.
NFV replaces physical hardware for network functions with virtualized
alternatives, offering flexibility in deployment. This allows entities
like routers, load balancers, and firewalls to operate within virtual
machines. The adoption of NFV allows organizations to achieve cost
savings by deploying adaptable virtualized functions rather than in-
vesting in dedicated hardware. The advent of these technologies has
opened the door to several research developments that investigate the
profitability of harnessing them in the OT world. The main research
directions target the employment of SDN and NFV paradigms to define
new conceptual frameworks and innovative working models.

Software-Defined Cloud Manufacturing (SDCM) is a new concept
derived from the combination of SDN and the Cloud-Based Design
and Manufacturing (CBDM), a new model widespread with the new
Industry 4.0 vision. In the SDCM architecture, there is a clear sep-
aration between hardware and software planes. The hardware layer
is distributed and comprises physical assets, while the software plane
consists of a virtual layer where business applications operate. Addi-
tionally, there is a control plane within the software layer that abstracts
the complexity of underlying networks and protocols, providing a user-
friendly interface for application developers operating in the virtual
layer (Thames and Schaefer, 2016).

Digital IoT Fabric (Yannuzzi et al,, 2017) is a framework that
aims to brings IT capabilities near the industrial production plants.
It exploits the powerful features of the ETSI’s NFV MANO and the
OpenFog architecture. The model proposed in this framework allows
for the uniform management of fabric resources, regardless of whether
the software is a control program running in the fog or cloud, or a
network function. It effectively implements orchestration, monitoring,
and network virtual functions to bridge the gap between IT and OT
layers seamlessly.

The advancement of intelligent industrial environments through the
integration of innovative features based on the SDN and NFV paradigms
is a promising avenue for research. Specifically, features such as in-
dustrial traffic flow management, dynamic network and Service Level
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Agreement reconfiguration through QoS adjustments, and the deploy-
ment of dynamic security policies are drawing considerable interest
within the research community (Shrestha and Lin, 2020; Kupzog et al.,
2020; Sadi et al., 2024).

7.2. Southbound

This section introduces the second portion of the Communication
taxonomy, depicted in the bottom of Fig. 9. A common feature of most
communication protocols, claimed by many literature works, is the
integration of OT Fieldbus protocols with those that emerged and are
widespread in the IT world. In this section, we provide an overview of
both ultra-reliable Mission Critical protocols and robust Wireless protocols
used in modern production facilities. Contextually, we report literature
works in the field.

7.2.1. Mission-critical protocols

The TSN standard developed by the IEEE 802.1 working group
(Time-Sensitive Networking (TSN), 2020) responds to the need of
making the resources connected to the network aware of the timing,
thus enabling precise synchronization among them.

TSN and the IEC/IEEE 60802 protocol (the TSN profile for Indus-
trial Automation) enhance Ethernet communications by offering time
synchronization, increased network reliability, efficient traffic shaping,
and minimal latency. However, there are still concerns about adopting
TSN due to the complexity of configuring it in large and dynamic
network topologies and issues related to protocol security (Lo Bello and
Steiner, 2019).

Despite the security concerns, TSN is largely considered a promising
research direction in mission-critical communication protocols fields,
especially when used alongside other popular field protocols such as
OPC-UA, where time-constrained task are carried over TSN, while
latency-tolerant ones can be run over other protocols. This helps to
standardize the approach to industrial communication layers (Bruckner
et al., 2019).

To tackle the complex matter of network devices’ configuration,
some works leverage Configuration Agents to continuously monitor
the network status and to dynamically change network configuration
whenever requested. Configuration Agents are meant to be deployed
on smart switches or more in general on fog nodes. Among the others,
two main works pursuing this direction are worth mentioning: the
first proposes NETCONF protocol (developed by Internet Engineering
Task Force (IETF)) as a standard modeling language to model managed
objects, while the latter focus on allowing the user to define and
manage different streaming polices though the introduction of a User
Network Interface (Gutiérrez et al., 2017; Pop et al., 2018).

Making wireless communication protocols sensitive to time require-
ments is a crucial step toward achieving converging industrial sce-
narios. Recent research suggests that leveraging 5G technologies and
mmWave communication offers a promising solution to address time
sensitivity. Beyond wired Ethernet-based deployments, recent research
has increasingly focused on the integration of TSN with 5G and emerg-
ing 6G networks, aiming to extend deterministic communication into
mobile and flexible industrial environments. The combination of TSN
and 5G enables Ultra-Reliable Low-Latency Communications (URLLC)
services while preserving precise time synchronization and bounded
latency. One line of work introduces a simulation framework that
bridges TSN and 5G domains by addressing two critical aspects: syn-
chronization across heterogeneous segments and QoS-aware flow map-
ping, showing how translator elements defined in 3GPP specifications
can ensure deterministic performance in smart manufacturing scenar-
ios (Da Silva et al., 2025; Agusti-Torra et al., 2025). Still, a new
standardization effort is deemed necessary for industries to securely
adopt wireless protocols for time-critical applications (Cavalcanti et al.,
2019).
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Time Slotted Channel Hopping (TSCH) is a medium access control
(MAC) protocol standardized in the IEEE 802.15.4e amendment (Std,
2020; Teles Hermeto et al., 2017). It is designed to provide highly
reliable, deterministic, and energy-efficient communication, making it
well-suited for industrial applications and, in our opinion, one of the
most promising wireless protocol in the modern converging scenarios.
In TSCH, the communication is organized into discrete time slots, each
long enough to accommodate the transmission of a data frame and
its acknowledgment. These time slots are grouped into a repeating
schedule, ensuring deterministic behavior. Devices communicate based
on this schedule, which eliminates contention and ensures collision-
free operation. To enhance reliability, TSCH employs channel hopping,
where the communication channel used in each time slot is deter-
mined by a pseudo-random sequence. This mechanism mitigates the
effects of interference and multipath fading, which are prevalent in
industrial environments. TSCH serves as the foundation for higher-layer
protocols like 6TiSCH, which integrates TSCH with IPv6, in the aim
of enabling the adoption of IPv6 in industrial standards and boosting
the convergence of OT networks with IT systems in modern industrial
scenarios (Jin et al., 2016; Tabouche et al., 2023; Pettorali et al., 2024;
Minet et al., 2017). In industrial automation, a trend involves establish-
ing precise communication schedules between devices using protocols
like WirelessHART and ISA 100.11a, fostering reliable connections
in low-power networks. The 6TiSCH working group concentrates on
implementing TSCH in industrial scenarios, integrating IPv6 over IEEE
802.15.4 to create secure and reliable networks since 2014 (IP, 0000).

The 6TiSCH provides the ultra-low-power consumption and high
reliability features of TSCH to the upper layer of IPv6 stack, allowing
the researcher to re-design the architectural stack of the protocols
and showing how the advancements in some layers (e.g., the intro-
duction of WirlessHART and ISA100.11a protocols) can support the
accomplishment of the IT/OT integration (Dujovne et al., 2014).

The research community is exploring the adoption of 6TiSCH in
industrial environments with particular focus on distributed scheduling
approach employed in factory automation. One of the most notable
approaches proposes a decentralized traffic-aware scheduling algorithm
(DeTAS) deployed on an industrial open wireless sensor networks
(OpenWSN). This protocol aims to fulfill some important convergence
requirements, i.e.: (a) extremely low-latency from data production to
data ingestion at the application level, (b) minimum medium usage,
by alternating sending and receiving cells in TSCH protocol (Accettura
et al., 2015).

7.2.2. Non mission-critical protocols

IEEE 802.11ax and IEEE 802.11ay are two protocols of the IEEE
family that strive to mitigate the uncertainty of wireless connections,
thus increasing the confidence of companies that intend to implement
IT/OT convergence by adopting wireless connection-based protocols.
The IEEE 802.11ay protocol (Standard, 2020b) proposes an enhance-
ment of the IEEE 802.11ad WLAN specification, which defines wireless
communication at 60 GHz. It operates at frequencies higher than
the 802.11ax, therefore has a larger bandwidth but is less prone to
overcome obstacles such as walls or architectural barriers. The IEEE
802.11ax (Standard, 2020a) (also known as Wi-Fi 6) aims to attain
the determinism of wireless networks through the use of the multi-user
version of OFDM technology to access the medium, i.e. the Orthogonal
frequency-division multiple access (OFDMA).

The primary spectrum-based categories are unlicensed and licensed.
The unlicensed spectrum includes new low-power wide-area (LPWA)
protocols like Long Range (LoRa) and Sigfox, the Bluetooth standard
and its variant Bluetooth Low Energy (BLE), and IEEE 802.15.4. The
licensed spectrum encompasses all 2G, 3G, 4G, and 5G protocols for
industrial communication. To evaluate these protocols and highlight
their features and optimal use cases, in Liu et al. (2019) an appropriate
framework is proposed. This framework enables network architects to
consider all factors affecting network performance at each level of
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industrial systems An example of framework is proposed to measure
the performance of a Cloud-Based SCADA system that uses Modbus
communication in various plant scenarios (Yi et al., 2017).

In addition to the discussed frameworks, research also focuses on
deploying RFID sensor networks (RFID-SNs) in modern industrial net-
works within production plants. The study uses a real smart grid cabin
on Favignana island (Italy) as a testbed for detecting anomalies in
the electrical system, preventing unauthorized access, and managing
complex events. The adaptability of the hierarchical RFID sensor system
highlights its versatility in collecting and analyzing extensive statistical
data for various industrial applications (Amendola et al., 2017).

7.3. Communication layer wrap-up

In Table 2, we propose a list of the surveyed works along with
the specific taxonomical concepts addressed in the IT/OT convergence
framework. Row-wise, the solid dot (s) identifies the main concept a
work primarily focuses on, while hollow dots (o) indicate concepts that
are marginally touched. The same approach will be used in Sections 8.3
and 9.3, where synoptic tables are shown for literature contributions
covering IT support to OT and advanced industrial control aspects
respectively.

As the reader may notice, the protocols designed to support mission-
critical and non mission-critical communication among IoT devices
are extensively proposed in modern industrial networking scenarios.
The strict requirements imposed by OT push for the development of
deterministic network technologies. Among those, TSN seems to be the
most promising one and is believed to smooth out the technological
discrepancies between OT and IT. On the wireless front, 6TiSCH has
emerged as a promising IP-capable protocol that promotes a substantial
form of convergence.

On a higher level, message-brokering is gaining ground as the most
suitable interaction model in the ecosystem of digital objects that
populate the factory of the future. While its adoption in OT has been
historically “confined” to data exchange among devices populating
the shop-floor (e.g., through CoAP, MQTT), at IT level asynchronous
messaging is more and more harnessed to implement invocation of
service functions in microservice-powered applications. As proposed
by some literature efforts, the asynchronous interaction way natively
adopted in OT can be the key for extending the service computing
to OT environments. Indeed, message-brokering promises to offer the
right level of decoupling that irons out technology discrepancies of
communicating peers. It is also worth noticing that many proposals
indicate the cloud continuum provisioning model as an enabler of the
convergence.
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It is no surprise that, for the majority of works, cybersecurity is a
huge concern in consideration of the potential cyberattacks that could
threat the communication path between IT departments and shop-floor.
This specific topic will be thoroughly addressed in Section 10. Finally,
despite network virtualization techniques have become very popular in
telco environments, SDN/NFV do not seem to have received the same
attention in industrial settings. Our study has revealed that a more solid
security framework could help boosting a wider adoption.

8. IT-Driven support to OT taxonomy

In modern industrial environments, production plants produce huge
amounts of data. These volumes are mostly heterogeneous in both
formats and data sources, thus requiring standardized procedures to
process them and generate value for the companies. From those big,
heterogeneous and apparently unrelated data, both OT and IT depart-
ments can gain high-level insights to make informed decisions and
implement secure digitization of the plants.

In this section, we explore branches of the literature that propose
methodologies, techniques, tools, and infrastructures commonly used
in IT and ICT that, when applied to modern industrial OT, enable the
integration, processing, and smart management of heterogeneous data
and production processes, ultimately optimizing the factory production
at a reduced cost. Fig. 10 depicts the expanded tree of the IT-Driven
support to OT root concept. On the one hand, we surveyed the literature
works that have borrowed data representation and processing tech-
niques from IT to propose innovative approaches aiming to improve
the performance of industrial processes at OT level. On the other
one, we sought for proposals that stress the opportunity of adopting
innovative IT computing models and infrastructures to further support
OT digitization.

8.1. Processing strategies

The upper branch of the IT-Driven support to OT sub-tree collects
works mostly addressing data processing techniques. Processing strate-
gies can be conveniently split in two major branches:Model-Driven,
which comprises proposals privileging approaches requiring the full
knowledge of the domain and the dynamics of targeted systems, and
Data-Driven, collecting efforts that build up the domain knowledge by
exploiting the variety and volume of data collected from the field.
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8.1.1. Model-Driven

Industrial automation is pervaded by model-centric processes where
automated decisions are driven by heterogeneous data produced by a
great variety of sources. In regards to technology interoperability, both
departments and stakeholders have shown great interest in exploiting
semantic technologies and ontology-driven solutions to improve in-
terdepartmental and inter-enterprise collaborations (Lin and Harding,
2007; Sampath Kumar et al.,, 2019). In industrial contexts, besides
the OWL Web Ontology Language-based solutions (Schevers and Dro-
gemuller, 2005), the Common Information Model (CIM) conceived by
the Electric Power Research Institute (EPRI) seems to be a good and
flexible candidate language to build common power system models
on which electric sector operators and device and plant designers
can work together (Britton and deVos, 2005; Khare et al., 2011).
The electric field is a very fruitful ground for the research on data
semantics and ontologies, indeed, smart grid and power production
facilities are drawing the interest of the community. In this field, the
need emerged of adopting common data models on which to build a
convergent architecture that bridges IT and OT layers. The WiseGRID
project is a European initiative targeting the definition of a business
model and of a data model for modern European smart grids. Its goal
was to design a harmonized model among all the entities through the
identification of all data flows inside the production plant. To iron out
the data heterogeneity, a model with common entities was adopted,
such as those taken from the Open Automated Demand Response
(OpenADR), which provided non-proprietary interfaces to interconnect
Distributed Energy Resources (DER) management software and con-
trol devices. In this context, it was proposed the employment of the
Universal Smart Energy Framework (USEF) to enhance the flexibil-
ity of the data model and the common language Device Language
Message Specification/Companion Specification for Energy Metering
(DLMS/COSEM) to define the rules for data exchange among IT and OT
company departments (Stratogiannis and Gkiala-Fikari, 2018). Similar
approaches have been followed in two national initiatives targeting
electric grids and power production plants, in Turkey and in Slovenia
respectively (Dogdu et al., 2014; Souvent et al., 2019). In the first
one, the crucial role of modern Decision Support Systems (DSS) for
the technological progress of smart grids was explored, asserting that
these systems not only produce economic benefits for end-users, but
also enhance understanding of the relationship between consumers and
the Distribution Service Operator (DSO). More in detail, this work
investigates the standards that model the information space, IEC 61850
and [EC 61970, then it focuses on the integration of business tools such
as Geographic Information Systems (GIS), Automated Meter Reading
(AMR), and Outage Management Systems (OMS), that turn electric
grids in actual smart ones. The secind work focuses on the use of CIM-
based architecture for integrating the IT/OT layers in power production
facilities in Slovenia. The main purpose of the standards belonging
to the CIM family, namely IEC61970, IEC61968, and IEC62325, is
to unify tools and information at IT and OT levels under a common
schema, thus building a shared service-based architecture for data
exchange. This work proposes an integration platform that includes
an Integration bus, CIM repository, Interfaces to integrated systems,
and an Implementation process. The CIM repository centrally stores
unique identifiers and network topology, while the interfaces integrate
existing systems such as GIS, Distribution Management Systems (DMS),
and Meter Data Management System (MDMS). This approach reduces
the risk of multiple specific integrations, preventing the undesirable
“spaghetti architecture” side effect in IT/OT integration.

Modeling resources through semantic techniques and ontology-
based approaches is a valuable way to achieve integration also from
other perspectives. Semantic techniques can be used for abstracting
away network complexity and decouple W3C Web of Things (WoT)
existing applications from the networking layer in TSN-based envi-
ronments (Sciullo et al., 2020). This work fosters the management of
QoS at the application level and the semantic configuration of TSN
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networks, which would bring the same advantages of the CUC/CNC
TSN mechanism in the management of communication by defining a
series of URI schemas to cover the use cases of the OPC UA com-
munication and the NETCONF configuration protocol. In this spe-
cific case, new terms are introduced within the W3C specifications,
WoT Architecture and WoT Thing Description (TD), facilitating smart
management of enterprise networks. Devices, portrayed as semantic
“Things”, need to advertise their capabilities by being annotated with a
Quality of Service (QoS) attribute. This enables applications following
the WoT approach to understand operation requirements and reserve
communication streams accordingly. On the same page, another rele-
vant research work proposes a Ontology-based Resource Management
Framework (ORMF) as a way to achieve integration. This framework
provides a unifying ontology for IoT systems and the Software-Defined
Data Centers (SDDC) (data centers providing resources, networking
storage, computation, and orchestrating multi-cloud and multi-site
infrastructures), that allows a common dialect on resource management
and allocation in IT/OT convergent environments. The proposed uni-
fied ontology results from the integration of different ontologies, such
as the OpenloT Ontology, the Semantic Sensor Network (SSN) ontology,
and the Cloud Computing Ontology (CoCoOn). This framework aims
to deliver several benefits for IT/OT convergence, including improved
overall security through the application of IT policies to OT environ-
ments and streamlined device onboarding using a unified ontology.
This approach ensures consistent device descriptions across both IT and
OT layers. Moreover, adopting an ontological approach eliminates the
need to develop interfaces and bridges from scratch to connect IT and
OT systems (Koorapati et al., 2018).

The digital twin paradigm has gained prominence as organizations
seek to bridge the IT/OT gap (Bokhtiar Al Zami et al., 2025; Ren
et al., 2025). While it is possible to encounter many Digital Twins (DTs)
definitions declined into diverse industrial research fields (Grieves and
Vickers, 2017; Grieves, 2011; Grieves and Vickers, 2016), the research
community agree that DTs are virtualized computerized counterparts
of physical systems that continuously exchange data to stay as much
synchronized as possible and keep the digital model adherent to reality
(Negri et al., 2017; Khan and Ahmad, 2025). From the implementation
point of view, a DT may be of one of the following types: physical-
model DT, which is a type of digital twin powered by physics-based
models (i.e., derived from physical laws and expressed in terms of
mathematical equations) to simulate the behavior and performance of
a physical asset or system; data-driven DT, which depends primarily on
historical data and relies on machine learning to derive a system model
(Chen et al., 2025). While we are aware of this dual implementative
approach, since most of the literature works follow the first one in
our taxonomy, we opted for collocating the DT concept under the
Model-driven category.

In industrial scenarios, DT-based systems are used to monitor pro-
duction line/machine health (or more generally for managing the
complex product lifecycle) by mirroring the behavior of both physical
industrial assets and processes (Fantozzi et al., 2025). To properly
simulate the production process, DTs face a well-known issue of in-
dustrial environments, i.e., data sharing across diverse departments.
DT systems have to overcome lack of standardization, implementation
costs, interaction with employees, and the strict industrial regulations
(Singh et al., 2018; Editorial, 2020). DTs can also be utilized to improve
factory efficiency and enhance the resilience and security of production
lines and machinery. They achieve this by offering a safe and secure
platform for integrating IT and OT systems. These systems provide
accurate models and simulations of the factory, either from a specific or
holistic perspective, enabling the analysis of cyber-attacks, behavioral
deviations, and unexpected production scenarios. This capability sup-
ports the development of the “Factory of the Future” (Dietz and Pernul,
2020; Bécue et al., 2020).

As mentioned earlier, DTs can be the virtual replica of several enti-
ties inside the industrial environments. This concept perfectly fulfills
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the needs of predictive maintenance applications. Being a replica of
the real production environments, the digital model can be used to
monitor the behavior of OT assets and enforce proactive corrective
actions to preserve or prolong the machine health (Akira Kanazawa,
2019). In Borghesi et al. (2021), DTs are implemented as distributed
components deployed over a continuum of resources spanning factory-
owned Edge machines and the Cloud. In the Cloud, authors leverage
AI/ML techniques to train predictive maintenance models with histori-
cal data gathered from the shop floor. Trained models are then shifted
to the Edge where they are fed with fresh sensed data. The connection
between the physical assets and their digital counterpart is guaranteed
by a data pipe that originates from the field sensors, crosses the Edge,
and terminates in the Cloud.

8.1.2. Data-Driven

The lower branch of the IT-Driven support to OT sub-tree addresses
all those works focusing Data-Driven approaches. Under this hat, many
techniques have been proposed that try to equip machines with human-
intelligence capabilities. ML is a subset of Al techniques that, by means
of supervised and unsupervised learning approaches (such as the Rein-
forcement Learning (RL)), can easily transfer knowledge to the machine
and update it without having to redesign the system. In production
sites, multi-layered Artificial Neural Networks (ANN), trained with
advanced techniques such as Deep Learning (DL), Federated Learning
and Deep Reinforcement Learning (DRL), are employed to track IIoT
devices and react to anomalous events as humans would do (Chen et al.,
2019; Yang et al., 2020; Niu et al., 2025).

Across a variety of applications, data-driven approaches in Industry
4.0 and 5.0 focus primarily on enhancing efficiency, enabling dy-
namic reconfiguration of components or systems, and monitoring and
controlling products and production processes. In complex industrial
scenarios, such as oil and gas (O&G) or automotive sectors, Al and
its techniques, like Machine Learning (ML), play a crucial role. These
methods analyze current data flows in the context of historical data
to generate predictive insights. These insights contribute to improve
system efficiency and enable a more effective management of industrial
IIoT assets (Stracener et al., 2019; Colombi et al., 2024; Keller, 2019).

Machine learning techniques like Deep Learning (DL) and Rein-
forcement Learning (RL) are being increasingly applied to this field,
driving advancements in areas such as predictive maintenance, qual-
ity control, process optimization, anomaly detection, and autonomous
control (Gahlawat et al., 2023; Hicham et al., 2023; Nian et al., 2020;
Kegyes et al.,, 2021). DL is a powerful technique for anomaly de-
tection in industrial settings. Advanced neural network architectures
have been designed to effectively identify deviations from normal
operating conditions or product specifications. This approach has gar-
nered significant attention and adoption in both research and industry,
leading to promising solutions that enhance the accuracy and effi-
ciency of anomaly detection systems across various industrial sectors
(Sajitha et al., 2024; Ameri et al., 2024). DL-based reconfiguration is
a topic which is largely getting adopted in industry especially when
the reconfiguration targets the industrial networks. DL technique can
be applied to provide support services and reconfiguration to that
industrial networks in a very mobile and dynamic scenario such as
Non-Terrestrial Networks (NTN) in mines, disaster recovery, and/or
crisis management sites. For example, DL techniques applied to NTN
can assist space-borne and airborne platforms in adapting their char-
acteristics to potential interferences, attenuations, and fading, due to
wireless long-range connections (Michailidis et al., 2020). RL and Deep
Reinforcement Learning (DRL) are widely adopted in the advanced
industrial scenarios to enhance decision-making, process control and
cyber-security and privacy at OT level. RL turns out to be particularly
effective for decision-making and process control activities, where these
algorithms are capable to learn from the specific environment, opera-
tional conditions, or even ever-changing requirements for optimizing
the decision-making process or the whole production phases (Deng
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et al., 2022; Liu et al., 2021). Another application of DRL algorithms
in industry focuses on detecting intrusions or malicious attacks. These
techniques can dynamically reconfigure or adapt security policies to
prevent smart device hijacking and neutralize attackers. A practical
example of applying DRL is its use in DQN-based algorithm to identify
the optimal attack transition policy used to hijack the IT/OT devices
in smart grid environments. This technique managed to equalize the
performance of graph-search approaches, without having to physically
observe the system under attack (Liu et al., 2020).

MLOps is a new paradigm that enables the fast development, re-
configuration and deployment of industrial, microservice-based ap-
plications in predictive manufacturing, predictive maintenance, and
smart monitoring scenarios (Bachinger et al., 2024). MLOps is a very
promising research topic that includes challenging open issues like the
management of ML models between cloud and industrial edge, and
the hoe to integrate ML models and their continuous deployment with
industrial processes and applications (Bustamante et al., 2023; Faubel
et al.,, 2024). A more tangible example is given in (Venanzi et al,,
2023a), where MLOps is used to measure the drift of industrial process
or product parameters and trigger the re-deployment of new ML model,
microservices’ configurations, or appliances settings configuration to
adjust the running industrial process.

8.2. Provisioning models

Compute provisioning models such as the Cloud, Fog and Edge
create a convenient and flexible environment where traditional OTs and
modern ITs can converge to provide enhanced efficiency, productivity,
and smart decision-making. The Cloud has become an appealing model
to industry for its capabilities of accommodating in a prompt and
flexible way several industrial workloads, such as near-to-real-time
monitoring of machines, collecting and centralizing vast amount of
data sensed from the field, running off-line and on-line analytics such
big data (Al Jawarneh et al., 2025). On the other end, Fog and Edge
computing in the industrial context promise to extends cloud comput-
ing capabilities to the edge of the network, closer to the devices and
systems that generate data, thus enabling real-time processing, reduced
latency, and improved security for critical industrial applications.

In our taxonomy, the category representing such models is depicted
in the bottom end of Fig. 10. The literature proposes solutions (frame-
works, middlewares, etc.) that take advantage of the benefits offered
by the mentioned provisioning models, both individually and in a
combined fashion that practitioners usually refer to as Cloud Continuum
or Compute Continuum. The Cloud Continuum enables organizations
to dynamically place workloads and data across distributed infras-
tructure, from centralized cloud data centers to on-premises systems
and edge devices, based on factors like latency, cost, compliance, and
performance needs. This approach provides flexibility, scalability, and
interoperability to support diverse and evolving business and techno-
logical requirements. In the following, we report a synthetic description
of some representative works in the field.

8.2.1. Cloud Computing

Modern 14.0 realities need a flexible and cost-effective approach
to the manufacturing process, due to the shorter product cycles and
time-to-market schedules, as well as competition with global partners.
Employees, customers, and supply chain players demand continuous
and remote connections to business activity, in order to have a more
informed and controlled knowledge base on which to build precise
decision-making engines. Cloud computing, with its private, public,
or mixed arrangements, is capable of giving this kind of connec-
tions and flexibility and it has been the preferred solution in the last
years for the manufacturing sector, enough to be labeled with the
term Cloud Manufacturing (Li and JOrn, 2013; Tao et al., 2014). The
even stricter requirements in terms of performance, high information
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availability, security, and confidentiality have favored “in-home” de-
ployment solutions, such as those based on the employment of edge
computing resources within the production sites to support the work
machines flexibly (Chen et al.,, 2018; Li et al.,, 2019; Qi and Tao,
2019). The Service Oriented Architecture (SOA) paradigm has spread
in the industrial sector to help IT departments to develop and main-
tain services that support production and business processes. SOA is
often applied to manufacturing (Lilan et al., 2007). Employing service-
oriented platforms in manufacturing improves flexibility in terms of
the coexistence of different kinds of services, IoT assets, and inter-
operability among machines and nodes from different vendors and
support for different protocols (Candido et al., 2009; Venanzi et al.,
2021, 2020). The combination of the SOA paradigm with a continu-
ous integration and developments (CI/CD) techniques puts the basis
for a plug-and-play IT architecture capable of meeting the market
demand because of its high degree of flexibility (Garcia-Dominguez
et al., 2013; Morariu and Borangiu, 2012). The employment of Cloud
Computing paradigm in industry leads the research community to think
about platforms for bringing cloud services into industrial plants. The
platforms, addressing the servitization of the production plants, can
provide cross-organizational services that can be offered to many stake-
holders in the I4.0 value chain. Numerous global initiatives, including
Industrie 4.0, EFFRA, and the RAMI 4.0 framework, aim to advance
platforms for industrial plant management. Notable IoT platforms, like
Microsoft IoT Azure and AWS IoT Core, offer pre-packaged services,
particularly in machine learning. Additionally, digital manufacturing
platforms provide diverse data management services. The emergence of
these platforms highlights the necessity for programmatically integrat-
ing IT and OT levels, offering a centralized approach for companies to
manage equipment and information in corporate production environ-
ments (Gerrikagoitia et al., 2019; Tazzioli et al., 2023; Venanzi et al.,
2023Db).

In addition to global initiatives that promotes Cloud platform for
industries, several research projects aims to design and develop cloud
continuum frameworks to facilitate the transition towards 14.0/5.0.
ArrowHead, ArrowHead Tools, and Disrupt are just three of the large
plethora of the European projects targeting the IT/OT integration. From
these projects, many valuable outputs emerged that were eventually
deployed in real industrial scenarios. DISRUPT focuses on facilitating
the transition to 14.0 through a data drive system that supports real-
time decisions in response to disruptive events such as the failure of a
production line or a delay in the raw materials provisioning. It focuses
on designing a reference architecture facilitating IT/OT convergence,
addressing decision-making and task scheduling in manufacturing. This
proposed architecture supports real-time analysis, vertical/horizontal
integration, and stakeholder involvement in product lifecycle man-
agement. Comprising five layers, Physical, Virtualization, Operational,
Decision, and Visualization, it converges various technologies in the
industrial environment. The architecture manages assets, aggregates
data, homogenizes information, processes data through manufacturing
knowledge modeling, and displays insights to end-users based on access
policies (Kavakli et al., 2018). Arrowhead, and Arrowhead Tools are
two European projects that promote the adoption of a microservice
SOA-based framework to build, implement and deploy Automation and
digitalization solutions in European industrial scenarios by enhancing
component integration, standardization, and interoperability between
industrial plant assets and IT services. This framework has found a
wide adoption by many relevant industrial scenarios into partners’
factories. More in details, Eclipse Arrowhead Framework has been used
for critical IIoT applications within 14.0 contexts which deployments
typically present interoperability, management, and third-party device
integration issues, requiring human intervention along the engineering
process of the systems (Montori et al., 2023, 2021). As it emerged
in even in Arrowhead context, interoperability inside CPS systems is
considered the key enabler of IT/OT convergence. This interoperability

22

Journal of Network and Computer Applications 245 (2026) 104373

is often provided by employing the SOA approach to tackle the hetero-
geneity of communication between IT and OT layers, and it drives to
an higher level decoupling between the products and the production
lines, which then put the basis for the production of new products with
no changes made to the control production tools (Zhang, 2019).

8.2.2. Fog computing

Many industrial innovation projects and research directions are
targeting the adoption of fog computing paradigm for achieving the
IT/OT convergence in modern 14.0/5.0 scenarios. Digital IoT Fabric
is a converged platform for bridging the IT/OT gap inspired by the
ETSI NFV MANO and OpenFog reference architectures. The Digital IoT
Fabric platform can orchestrate applications at the edge and cloud
sides, by spanning multiple fog nodes at the plant level in order to
bring IT capabilities to the OT environment. The employment of fog
computing and NFV aim to overcome the heterogeneity given by the
proliferation of proprietary protocols and hardware and improve the
management of highly distributed resources with limited computational
powers (Yannuzzi et al., 2017).

Another fog computing platform, inspired by the European initiative
Fog Computing for Robotics and Industrial Automation (FORA), aims
to provide deterministic communications, and smart resource manage-
ment to industrial environments. The architecture’s fog nodes run in
both IT and OT domain applications and are connected to each other,
to sensors/actuators, and to the cloud. The fog architecture is capable
of mediating the divergences between IT and OT application require-
ments by leveraging on the protocols interoperability (such as OPC UA,
MQTT, CoAP), fast resource provisioning, and network determinism
(i.e., TSN) (Pop et al., 2021).

TSN is a core communication technology for fog architectures,
especially if they are deployed on nodes distributed into OT and IT do-
mains. A relevant research proposes a fog-based architecture in which
computational and storage capabilities are integrated into fog nodes
connecting to each other by way of a deterministic TSN connection. The
proposed fog architecture has two key features: replacing ProfiNet/RT
with TSN for a reliable cloud connection, and implementing slicing
techniques for running different applications on shared resources in
spatial-temporal isolation (Barzegaran et al., 2020).

Meeting deadlines is crucial in industrial settings. If, on the one
hand, TSN to pursue this goal in terms of communication, on the
other one additional efforts are required to take care of scheduling
aspects and process priority policies. These aspects are paramount
for providing acceptable Quality of Control for industrial time-critical
and non-critical applications. To this end, a research study proposes
a simulated annealing-based metaheuristic to schedule the tasks in
the most suitable fog node and use an Earliest Deadline First (EDF)
scheduling policy tested in different fog deployments. This approach
identifies the fulfillment of all timing requirements, both time-critical
and non time-critical (Barzegaran et al., 2019).

8.2.3. Edge Computing

Edge Computing has seen significant adoption in industrial sce-
narios to address the high bandwidth and low latency demands of
modern smart industrial applications. It has emerged as a key en-
abler for IT/OT convergence in industrial environments. A primary
advantage of Edge Computing is its ability to drastically reduce la-
tency, which is critical for time-sensitive decision-making processes and
enhancing communication. It introduces determinism in IT/OT con-
vergence scenarios, ensuring reliable and predictable communication
flows essential for industrial operations. Thing-edge-cloud Collabora-
tive Computing Decision-making (TCCD) is a method that employs edge
computing as interconnection technology between OT and IT layers
to meet customized time production needs and for providing real-time
data collection, computation resources, and storage directly at manu-
facturing sites. TCCD aims to improve delivery deadline meetings by
adapting and customizing the production to customer’s orders through
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Table 3
Literature contributions to ‘IT-Driven support to OT’. Symbols:  denotes substantial focus; o indicates marginal discussion.
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an highly dynamic supply chain. Edge computing has a pivotal role in
TCCD being the enabler that allows to overcome the uncertainty of the
production systems (Jiang and Wan, 2021).

Edge computing enables real-time data processing and provides very
low latency at the very edge of the network. These features are essential
in Industry 4.0/5.0 environments since they enable the migration of
the services by-need and with a drastically reduction of downtime.
Stateful services are becoming increasingly important in Industry 4.0,
their adoption spans from decision-making applications up to anomaly
detection and predictive maintenance. Supporting the stateful service
migration in modern industrial environment enabled by the adoption
of edge computing paradigm is a challenging research direction. Some
relevant works addressed this topic by proposing a modification of the
core of Kubernetes, a world-wide recognized, open-source microser-
vices orchestrator, to efficiently migrate stateful services in modern
industrial environment targeting the minimization of the service down-
time and the service continuity (Bellavista et al., 2024b,a; Tazzioli
et al., 2024).

Edge computing is used in a smart industrial scenario to also over-
come the uncertainty of 14.0/5.0 networks. Huawei and Festo provide
tools to enableedge architecture for deterministic communications. The
edge environment is enriched with deterministic IP routers that emulate
the co-existence in the 4.0 scenarios of many flows with different poli-
cies, priority, deadlines, and requirements typical of vPLC applications.
This kind of deployment, based on edge computing to provide deter-
ministic communications, allows us to provide very bounded latency
and jitter values to VPLC scenarios by allocating the routes and the
bandwidth for the different flows mixed in the same network (Badar
et al., 2019).

8.3. IT-Driven support to OT layer wrap-up

We provide some synthetic considerations on the literary works
that have tackled IT/OT convergence from the IT layer perspective.
Surveyed contributions are reported in Table 3. The study revealed that,
while model-driven techniques are basically adopted with the purpose
of supporting the industrial control, more and more researchers explore
strategies driven by the Big Industrial Data to extract insights useful to
improve the performance of industrial processes under multiple aspects.
Most of DT-based solutions for the IT/OT convergence purpose focus
on software simulations of the industrial processes and assets. Some
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build data-driven DTs that leverage Al to enforce the control and opti-
mization of industrial production. ML/DL approaches are embraced to
process, validate and extract knowledge from raw data for the purpose
of automating IloT-driven processes. On the other side, Cloud/Edge and
modern service-oriented paradigms promise more agile and versatile
management of the production plants. The surveyed works pursue the
IT/OT convergence goal by proposing multi-level architectures that
envision a remote cloud layer to offload heavy computation and data
aggregation that cannot be handled on the company premises. Finally,
the edge layer enables the management of services and applications
with strict requirements. Often, the Edge is where a tight integration
between IT and OT takes place.

9. Advanced Industrial Control Systems taxonomy

In Section 3, we discussed the role of ICSs in driving the industrial
production automation and remarked that such systems are expected to
evolve with the advent of I4.0. In this section, inspired by the proposals
found in the recent literature, we illustrate a conceptual framework
that captures the advancements made in the industrial control field that
contribute to a concrete integration of IT and OT.

The devised taxonomy on Advanced ICS is depicted in Fig. 11. After
a careful analysis of surveyed literature, we identified two main trends
which reflect the research interest over the industrial control topic:
the study of more flexible way of implementing the control functions
and the study of enhanced industrial control architectures that cope
with the distributed nature of control components in complex CPSs.
On the one hand, the advent of more robust and flexible software
frameworks and tools has encouraged researchers to propose the adop-
tion of “softwarized” control components to replace or complement
traditional control hardware. In this context, we found numerous efforts
discussing the potential of implementing softwarized control functions
both within and beyond the shop floor. (better known as remote control).
On the other hand, following the latest evolution in SCADA systems,
several lines of research are exploring advanced and distributed control
architectures, which call for greater openness in OT and effective IT/OT
interoperability.

9.1. Software-defined Control

The upper part of Fig. 11 depicts the branch of the taxonomy
that collects research works proposing the softwarization of industrial
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control components. Due to their high re-programmability, PLCs are
the core components of the industrial automation that lend themselves
to softwarization. By the term Virtual Programmable Logic Controller
(VPLC), practitioners refer to a software-based version of a traditional
hardware PLC that is capable of running on general-purpose computing
platforms such as PCs, servers, or virtual machines. In 14.0 scenarios,
the adoption of VPLC brings considerable benefits such as, to name
a few, ease of system reconfigurability, scalability to control system
growth, remotization of control functions, and tighter and better in-
tegration with IT systems. In the following, we report literature works
suggesting the adoption of VPLC and advocating their deployment both
within and outside of the factory premises.

9.1.1. On Premise

Notwithstanding the mentioned benefits, there are some critical OT-
level challenges that need to be overcome for the VPLC to be considered
a viable and reliable solution. One of them is the need to preserve de-
terminism, i.e., the ability to control and keep communication latency
and jitters as low as possible. In that regard, a critical aspect is choice
of a suitable software virtualization technique that can guarantee a low
impact on the VPLC performance in terms of reaction time. The Virtual
Machine approach could turn out to be excessively onerous for real-
time environments. Some tried to overcome the virtualization limits by
working on hypervisors. More in detail, the research focuses on real-
time hypervisors for running VPLC instances. The proposed architecture
is a convergent system in which PLCs’ real I/O is separated from
the control logic, which is managed by the VPLC entities, while the
connection and the routing are entrusted to an SDN-enabled Ethernet
network deployed within the plant (Cruz et al., 2016). The performance
of the system proved acceptable, but the need for further investigation
on still stays on. Under this perspective, a valuable work proposed
new deterministic IP networks (IETF Deterministic Networking (Det-
Net) working group) to guarantee real-time industrial Ethernet (RTE)
communications at the OT level. The work aimed to prove the goodness
of the protocol in a mixed traffic scenario on a single deterministic IP
network by incorporating the sensitive VPLC I/0O traffic with general-
purpose traffic (i.e. connecting IP cameras) to the routers (Badar et al.,
2019).

To better comply with OT real-time constraints, researchers have
started looking into more lightweight virtualization techniques such
as the containerization. In Tasci et al. (2018), the proposed project
modularizes real-time control applications and relies on a hardware ab-
straction layer to improve portability (separating domain logic from the
platform or hardware-specific code) and flexibility. The authors show
the ability of their middleware to cope with the real-time constraints
of typical industrial environments thanks to the employment of Linux
machines with specific kernel configurations. In addition to virtualized
PLC control functions, data acquisition procedures are also important
to keep the latency low (Bigheti et al., 2019b). Data Acquisition service
(DAQ) transparently offers higher-level applications a data acquisition
service that uses underlying hardware modules allocated in the process,
while a softwarized PLC (SoftPLC) is responsible of controlling 1/0Os.
As a result, applications do not need to comply with /O hardware
specifications or with the code (software) necessary for obtaining the
required variables. Finally, SoftPLC, based on the OpenPLC project,
combines the features of a PLC with the benefits of an open hardware
and software architecture (openplc, 0000).

9.1.2. Off Premise

Being VPLC a servitization of physical PLC functions, it can poten-
tially be deployed anywhere, even outside of the production premises.
In the literature, some have explored the opportunity of implementing
remote control by way of VPLCs deployed on remote cloud resources.
A VPLC deployed in the cloud will suffer all the inherent well-known
disadvantages of the cloud approach, which in shop floor control con-
text can result to be even more impactful. Unscheduled disconnections
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along with the non-real-time communication path of cloud deploy-
ments is probably the biggest issue that undermines the feasibility of
remote VPLC. To face this issue, in the literature two directions have
been proposed: (i) an hybrid mechanism that switches to local control
(e.g., in a local cloud/edge) when remote access to the virtual control is
denied; (ii) a PLC-as-a-service implementation that exploits a real-time
hypervisor to mitigate the latency which is mainly due to poor resource-
sharing mechanisms (Gilani et al., 2016; Givehchi et al., 2014). Both
these approaches have been successfully tested in two real industrial
deployments. Nevertheless, from the tests it emerged that VPLC are
unfit to serve hard real-time scenarios.

9.2. Distributed Control

SCADA systems have evolved through three different generations
(Cai et al.,, 2008; Ujvarosi, 2016). The first generation of SCADA
(1960-1970) was mainly characterized by monolithic deployments. In
the second SCADA generation (also called “distributed”, 1970-1990),
the introduced novelty was the possibility of decentralizing the con-
trol function. Finally, in the third generation (so called “networked”
SCADA) industrial systems have been re-shaped into the actual net-
worked remote systems. In there, the main improvement is the adoption
of open system architectures enabling access to SCADA functionalities
across a WAN, rather than just inside the plant’s LAN, thus enhancing
the flexibility, reliability and robustness of the control also in case
of disasters. Vendors produce RTUs/PLCs with ethernet connectivity
and the employment of COTS components in the system makes it
easier for the customers to add third-party peripheral devices, such as
monitors, hard drives, and printers. SCADA systems also take advantage
of the advent of well-known IT standards, such as the IEC 61131-
3 (IEC, 0000), which delivers specifications concerning the control
programming languages.

Similarly to SCADA, Distributed Control Systems (DCS) are com-
puterized control systems used for automated process control. DCS
are designed to control complex, large-scale processes within a single
facility or plant. In DCS many control loops are implemented, in which
autonomous controllers are distributed throughout the system, but
there is no central operator supervisory control. SCADA and DCSs have
very similar objectives and implementation strategies. While SCADA
systems are more prone to data gathering and supervision, DCSs work
best in terms of real-time control and operation (Zawra et al., 2019;
Sindelaf and Novak, 2012; Lobur et al., 2011; Pariyani et al., 2016).
As evidenced in the remainder of this section, the depicted evolution
has contributed to a slow but progressive opening of the shop floor to
the IT world.

The Distributed Control taxonomy is depicted in the bottom of Fig.
11. This class includes both open and interoperable control architec-
tures and protocols that are expected to support IT/OT interoperation.

9.2.1. Architectures

Among the innovative approaches that have tackled the grid mod-
ernization journey, the Advanced Distribution Management Systems
(ADMS) stand out as aggregate infrastructures encompassing multiple
sub-systems such as Distributed SCADA (DSCADA) system, OMS, GIS,
and DMS (Cochenour et al., 2014; Agalgaonkar et al., 2016). Due to
their integration capabilities, these systems are being deeply investi-
gated in modern industry 4.0 (Jamei et al., 2016; Hozdi¢ et al., 2020;
Meliopoulos et al., 2013).

In this context, the integration of ADMS/SCADA systems represents
a step further towards the transition to a smart grid deployment.
The ICT technological advancement and in the spread of ADMSs the
factors that made the integration of the IT and OT layers possible,
and the development of architectures providing this type of integration
allows to overcome the many issues that might occur in the IT/OT
convergence implementation in smart grid and smart industrial plants
(Ahmed and Roy, 2016; Lim et al., 2016).
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9.2.2. Protocols

The integration of SCADA with both industrial legacy systems and
IT-layer tools, such as SAP, MES, and ERP, is one of the fundamental
challenges for embarking on a path of convergence of the IT/OT layers.
In this field, such integration can be conveyed by the adoption of lasting
and compatible standardized protocols, such as those implementing the
IEC 61850 and/or the IEC 104 directives, instead of proprietary ones, or
the adoption of middlewares for enabling the communication between
IT applications and OT field devices, for example, to translate protocols
and commands (Garimella, 2018; Park and Wook Jeon, 2019). The
integration of control systems such as SCADA/DCS with the whole
software set used at the IT level highlights the importance of dealing
with security practices for IT/OT integration. An approach described
in literature adopts the Hofstede’s organizational culture theory for
integrating modern systems. This theory foresees the adoption of a
framework for cross-cultural communication that relates the corporate
departments with the cultural classes according to Hofstede’s theory.
This approach shows that modern integration systems must plan to
aggregate the knowledge of the workers of both departments to im-
plement a successful strategy for cybersecurity and for all the concerns
of IT/OT convergence (Murray et al., 2017).

9.3. Advanced Industrial Control Systems wrap-up

Table 4 provides a synthetic view of the literature works addressing
the Advanced Industrial Control Systems. Most of the works propose
solutions based on the distributed management of the assets available
in the production sites.

On one side, the scientific community that investigates production
plant control puts much focus on software programmable controllers,
so to study their behavior through simulations and determine the right
deployment for new use cases such as the employment of deterministic
communication and SDN/NFV at lower layers. While PLC virtualization
is widely adopted, most related works favor on-premise deployment
of virtualized PLCs over off-premise alternatives. This preference likely
stems from a lower trust level put by companies in sharing critical core
data/resources over widely accessible networks.

On the other side, recent technological advancements in Industrial
Control Systems (ICS) aim to facilitate IT and OT management and
convergence. This is achieved through the use of Advanced Distribution
Management Systems (ADMS), advanced SCADA systems, and inter-
operable strategies, such as those suggested by standardized protocols
and tools designed to overcome hardware vendor-specific limitations.
Despite these efforts, vendor-specific approaches remain a significant
challenge, often slowing down the progress of IT/OT convergence. The
use of interoperability protocols, like the OPC UA and the IEC 61850,
is the main trend in connecting the components of the shop floor with
each other and with complex ICS.

Table 4 might seem to suggest a lack of emphasis on information
security. However, these works primarily focus on systems that are
either on-premise or operate within secure company networks, such as
private LANs or VPNs, where security measures are inherently managed
within the controlled environment. As reported in Section 10, several
works address cybersecurity from the ICS systems perspective.
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Fig. 12. Cybersecurity taxonomy.

10. Cybersecurity taxonomy

Our survey has revealed that cybersecurity is a consistently em-
phasized concern among researchers. Regardless of the specific aspect
of integration being addressed, there is a shared understanding that
any advancements aimed at bringing IT and OT closer together must
confront the security challenges inherent in such convergence (see
Tables 2—4).

Security and safety are critical priorities in the industrial sector.
Industrial sites and factory plants generate highly sensitive information
and house critical assets essential to the business operations of any
company. Ensuring the confidentiality, integrity, and availability of
data exchanged in OT is crucial for employee safety and enterprise pri-
vacy. Traditionally, the OT layer operated in isolation from enterprise
networks, restricting potential attacks to physical or close-proximity
scenarios. However, the convergence with the IT layer has significantly
expanded the attack surface, resulting in a growing number of cyber-
attacks targeting ICSss like SCADA/DCS systems (https://us-cert.cisa.
gov/ics). Protecting enterprise assets and maintaining controlled access
are among the most pressing concerns in 14.0/5.0 (Internet of Things
(IoT), 2021; Filkins et al., 2019; Casola et al., 2022; Fortinet, 2019).

While the works discussed in the previous sections have addresses
security only superficially, this section discusses state-of-the-art re-
search that places security aspects of the integration at the core of the
investigation. To present these works systematically, we approach the
cybersecurity literature from three essential perspectives, each referring
to a foundational concept of our taxonomy tree. Ultimately, in our
taxonomy, cybersecurity is not considered an individual realm but
rather a concept that permeates and cross-cuts the integration domain
presented thus far (see Fig. 12).

10.1. Communication

A closer interaction between IT and OT layers introduces the po-
tential for IT-specific security threats to impact the physical world.
This propagation can be critical, exposing the supply chain, production
lines, and enterprise systems to significant risks. To address this issue,
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the research community is actively investigating potential attacks and
vulnerabilities that could propagate to the OT domain.

The first line of defense in protecting industrial shop floor entities
is adopting a security-by-design approach, as advocated by GDPR and
Network and Information Security (NIS) directives. This approach em-
phasizes integrating cybersecurity considerations when purchasing or
redesigning IT or OT systems. A widely recognized best practice for
designing convergent IT/OT networks involves segmenting the network
into logical realms and defining strict rules for data and entity access
and communication within each segment. Additionally, the deploy-
ment of next-generation firewalls (NGFW) is essential. These advanced
firewalls can identify OT application protocols by passively analyz-
ing network traffic, including encrypted traffic. They also provide
critical features such as network filtering, physical device profiling,
and classification, ensuring enhanced security for IT/OT convergent
infrastructures (Heritage, 2019; Internet of Things (IoT), 2021; Fortinet,
2019).

In addition to designing the communication architecture, a critical
focus is placed on communication protocols and encryption, partic-
ularly when extending communication to remote industrial sites and
assets. Industrial DERs is an example of a remote asset working on
MODBUS that might suffer security threats. A valuable solution pro-
vided by technological advancements to ensure low-overhead end-to-
end AES encryption on MODBUS communications is the deployment
of hardware cryptographic acceleration chips at both ends of the com-
munication. This approach helps secure the transmission and prevent
exposure of MODBUS data. Generally, modern IloT devices and assets
are capable of supporting low-level security features, but implementing
these security measures can be challenging due to the fluid nature
of device security boundaries and the inherent dynamism of IIoT de-
vices. This makes securing encryption processes in such environments
a complex task (Hupp et al., 2020; Leander et al., 2019).

Overall, the convergence of IT and OT brings security risks because
of the multitude of heterogeneous technologies, protocols, standards,
and buses involved. In Figueroa-Lorenzo et al. (2020), a framework is
proposed that help operators assess the security of industrial plants and
enterprise systems, thus boosting the adoption of security practices to
modern 14.0/5.0 oriented factories (Figueroa-Lorenzo et al., 2020).

10.2. IT-Driven support to OT

The first approach to maintaining the security and boundaries of
a company’s domain is to apply a set of security and privacy best
practices and strategies. The initial step in this direction is to edu-
cate and train employees on cybersecurity to safeguard both IT and
OT layers, as well as on security policies for sharing information
between departments. IT departments need to be aware of the func-
tionalities of the underlying devices, while OT personnel should be
educated on the security practices that the IT world has extended
to all network-connected devices. To bridge the knowledge gap and
gain a comprehensive understanding of the different strategies used to
protect the IT and OT layers, the Industrial CyberSecurity 4.0 (InCyS
4.0) research program offers open-source educational materials and
high-quality courses aimed at enhancing employees’ cybersecurity skills
(Yonemura et al., 2018; Karampidis et al., 2019).

Secondly, the best widespread recognized way to protect the mod-
ern industrial systems is to adopt the so-called “defence-in-depth”
strategy. It is a multi-layered holistic approach to secure an integrated
industrial IT/OT convergent architecture. This strategy adopts several
different methods, such as antivirus/malware software, secure/bio-
metric authentication, use of demilitarized zones, firewalls, intrusion
detection systems (IDSs), etc., which together can provide a strong
defense path across all levels (Paes et al., 2020; Filkins et al., 2019).

To avoid the installation of complex and expensive firewalls, in
modern industrial scenario a data diode technique can be used. This
technique exploits a single-direction serial data channel connecting
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devices at different levels. A transmit hardware is the only connection
between the transmitter gateway and the receiver gateway, there is no
receiving line so there will not be any exchange of data back into the
control system (Manson and Anderson, 2019).

A further step towards achieving full cybersecurity in modern indus-
trial environments envisage leveraging techniques and practices of Big
Data processing. In this direction, many proposals suggest ML-based
techniques to improve the overall system security. In particular, the
adoption of ML techniques found room in advanced Intrusion Detection
System (IDS) systems applied to ICS, where ML models are instru-
mented to analyze the network traffic and detect malicious behaviors.
This approach is promising but still suffer of training dataset problems.
Since there still is a relatively low number of attack samples compared
to the massive amount of normal traffic flowing through the network,
traditional ML algorithms can lead to many false negatives (Bhamare
et al., 2020).

One more interesting IT-driven solution for industrial cybersecu-
rity is the blockchain. Blockchain offers flexibility across multi-layer
architectures and can be applied to a wide range of heterogeneous
devices. However, its adoption may lead to performance and scalabil-
ity issues, potentially slowing down systems. Additionally, blockchain
alone cannot replace other essential security mechanisms such as fire-
walls, encryption, and authorization; these must still be implemented
alongside blockchain to ensure comprehensive security. Among others,
a Direct Acyclic Graph (DAG) structured blockchain proved to be
the best option in modern industrial IT/OT converging environments
(Ram Kumar et al., 2020; Minoli and Occhiogrosso, 2018).

Finally, implications for industrial security might be also caused
by flaws present in the design of new products. There are safety
guidelines that address this aspect from a semantic perspective (Giehl
and Wiedermann, 2018).

10.3. Advanced Industrial Control Systems

The integration of information technology, physical, and cyber com-
ponents increases the complexity of the CPS system, sometimes making
it a highly distributed system exposed to severe security risks. On this
direction, a taxonomy can help companies to undertake the transition
to an IT/OT convergent scenario, in terms of knowledge of the domain,
the main threats, their consequences, and possible countermeasures to
take (Murray et al., 2017; Gawanmeh and Alomari, 2018).

The first effective defense for industrial control systems is to detect
malicious behavior through an IDS. A valuable solution could involve
deploying an IDS on a fog node close to the OT level, incorporating both
signature-based and anomaly detection sub-components. The signature-
based component functions similarly to antivirus software, relying on
predefined rules, and triggers an alert when a violation occurs. In
contrast, the anomaly detection component can identify deviations
from normal behavior, helping to detect new, previously unknown
threats (Colelli et al., 2019).

In OT, a critical cybersecurity concern lies in the low-level com-
munication protocols which are typically based on a request/response
approach. These protocols can expose vulnerabilities to three types of
attacks: man-in-the-middle (MITM), denial of service (DoS), and PLC
reprogramming attacks. In these protocols, malicious actors could inter-
cept and decrypt packets exchanged at the data link and network layers,
potentially executing more sophisticated attacks like ARP poisoning.
To counter these risks, one of the most promising solutions is the
deployment of a network Intrusion Detection System (NIDS) to detect
malicious traffic between authorized entities. Deep Packet Inspection
(DPI) tools and firewalls are also employed to protect the traffic based
on TCP/IP, whereas data diodes can be useful to build a one-way
gateway for data and commands sent to the PLCs (Rosa et al., 2019).
The last aspect of I0/OT convergent systems that can expose vulnera-
bilities to malevolent agents is the integration and the interoperability
of legacy systems, devices and protocols. Legacy devices have limited
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Literature contributions to ‘Cybersecurity’. Symbols: « denotes substantial focus; o indicates marginal discussion.

[#1 IT-Driven support to OT Communication Advanced ICSs Cybersecurity HC
Processing strategies Provisioning models Northbound Southbound Software-defined Control Distributed Control
Model-Driven  Data-Driven  Cloud Fog Edge Comm. Pat. Transp Net MC Non MC Off Premise On Premise  Architectures Protocols

Sandberg and Hunter (2017)

Manner (2019)

Prinsloo et al. (2019) o o o o

Hassanzadeh et al. (2020) o o o o o o

Murray et al. (2017) o o

Paes et al. (2020) o o o o

Hupp et al. (2020) o

Bhamare et al. (2020) o ) o

Colelli et al. (2019) o o o o

Yonemura et al. (2018)

Giehl and Wiedermann ° °

(2018)

Sajjadi and Niknia (2013) o

Karampidis et al. (2019)

Leander et al. (2019) o o

Rosa et al. (2019) o o o

Manson and Anderson (2019) o

Heritage (2019) o

Minoli and Occhiogrosso o

(2018)

Ram Kumar et al. (2020) °
computation power, and adding security mechanisms might cause a

P . ( )

non-negligible overhead. Client/server legacy protocols could be prone
to tampering from external malicious agents, because of the clear-text Frameworks

communication and open ports. As a viable solution to these integration
issues, companies should equip devices and update protocols with
encryption/authentication features, otherwise it is better not to expose
them (Manner, 2019; Sandberg and Hunter, 2017).

Finally, three valuable vertical examples, targeting controls of water
supply, power grid management, and industrial 3D printing domain,
are worth mentioning. In all verticals, it is stressed the importance of
detecting malicious behaviors at OT level through continuous mon-
itoring and an adaptive security approach. By constantly observing
the system and adjusting security measures in real-time, it becomes
possible to detect and mitigate threats promptly, minimizing the impact
of potential attacks on critical industrial operations (Hassanzadeh et al.,
2020; Sajjadi and Niknia, 2013; Prinsloo et al., 2019).

10.4. Cybersecurity wrap-up

In Table 5, we reported an analysis of the literature addressing
cybersecurity in modern industrial systems. From those studies, it has
become evident that companies require a holistic approach to address
cybersecurity challenges in IT/OT convergence scenarios. A significant
obstacle to implementing IT/OT convergence lies in the need for de-
partments to adapt to new responsibilities that were previously outside
their purview. This is particularly true for OT departments, which
traditionally operated independently of IT with their own established
security protocols. Achieving integration between IT and OT divisions
is essential to foster a shared understanding of security measures within
the convergent system, thereby breaking down organizational silos.
Furthermore, effective collaboration among OT software developers,
machine vendors, and network architects is crucial for safeguarding
production assets.

Many approaches focus on assets used in production sites and com-
plex industrial control systems, emphasizing the analysis of networking
protocols and their associated vulnerabilities. The reports also highlight
the importance of protecting legacy equipment still in use at production
sites while ensuring its seamless integration during the transition.
Addressing this challenge is an area where IT techniques show promise,
aiming to fulfill the security requirements for information exchange
between IT and OT departments. Among the surveyed works, a few
contributions stand out for addressing the need for employee upskilling
and reskilling during the Industry 5.0 transition, which prioritizes
human centrality, sustainability, and resilience as its core pillars.
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Fig. 13. Human centricity taxonomy.

11. Human centricity taxonomy

In the rapidly evolving landscape of the modern industry, the con-
cept of human centricity has emerged as a focus area. Human centricity
in industrial contexts prioritizes the needs, capabilities, and well-being
of workers, integrating human factors into the design and implemen-
tation of technologies and processes. This approach contrasts with
traditional models that often emphasized efficiency and productivity
at the expense of the worker’s satisfaction and safety.

The integration of IT and OT layers in modern industrial scenarios
presents significant opportunities for enhancing industrial efficiency
and innovation. However, ensuring a human-centered integration is
essential for achieving sustainable and ethical advancements. Human
Centricity is one of the pillars of the Industry 5.0 paradigm, which
addresses the complex interplay between technology and human factors
in the aim of creating integrated IT/OT systems that not only drive
industrial progress, but also support and enhance the human workforce
at their core (see Table 6).

We conducted a literature review to identify and analyze proposals
that highlight and discuss the central role of the human being in the
digital transformation processes shaping the industrial sector. For the
surveyed works, we propose the classification depicted in Fig. 13.

The first research thread focuses on the definition of a novel con-
cept that embraces both the Industry and the whole modern society,
i.e., Society 5.0 (S5.0) (Huang et al., 2022; Nair et al., 2021; Kasinathan
et al., 2022). Society 5.0 aims to integrate advanced IT technologies
like AL IoT, and robotics into all aspects of the human life, with
the purpose of guaranteeing a balanced, inclusive, and sustainable
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Literature contributions to ‘Human Centricity’. Symbols: « denotes substantial focus; o indicates marginal discussion.

[#1 IT-Driven support to OT

Communication

Advanced ICSs Cybersecurity HC

Processing strategies Provisioning models

Northbound

Southbound Software-defined Control Distributed Control

Model-Driven  Data-Driven  Cloud Fog Edge

Comm. Pat.

Transp

Net MC Non MC Off Premise On Premise  Architectures Protocols

Huang et al. (2022) o

Nair et al. (2021) o o o o o
Kasinathan et al. (2022) o o
Mourtzis et al. (2022) o o o o
Grosse et al. (2023)

Carayannis et al. (2024)

Ivanov (2023) o

Longo et al. (2020) o

Modoni and Sacco (2023) . o

Castillo et al. (2021)

Kadir et al. (2018)

Sahan et al. (2023)

Adel (2022) o o
Weiss et al. (2021)

Javaid et al. (2022)

Cohen et al. (2022)

Adriaensen et al. (2022)

Liu et al. (2024) o

Souza et al. (2022)

Moraes et al. (2023)

Eriksson et al. (2024)

Rahardjo et al. (2024) o o
Rannertshauser et al. (2022) o

society. Central to this vision is the collaboration between humans
and machines as a key to enhance human creativity, quality of the
decision-making, working conditions, as well as fostering innovation.
This approach ensures that technological advancements expand their
boundaries to benefit society as a whole, addressing challenges like
aging populations, environmental sustainability, and economic inequal-
ity, while promoting overall well-being. In this context researchers have
highlighted challenges, opportunities and impact of this concept on
modern industries (Mourtzis et al., 2022; Grosse et al., 2023).

In the context of S5.0, researchers have proposed frameworks that
provide guidelines for integrating techno-centric and human-centric
innovations. Specifically, these guidelines illustrate how the synergy
between IT-driven technological advancements and human-centricity
principles can bring a significant added value (Carayannis et al., 2024;
Ivanov, 2023). This added value has been proved by two relevant
studies in literature. The first one propose a Value Sensitive Design
(VSD) approach based on human-machine symbiosis in the Factory of
the Future. The proposed solution enables and supports the human op-
erator in designing and developing their industrial project through the
Augmented Reality. The second one authors developed a human digital-
twin-based platform that promotes harmonization and orchestration
between humans and machines through the monitoring, simulation,
and optimization of their interactions, thus enhancing performances
and efficiency (Longo et al., 2020; Modoni and Sacco, 2023).

The collaboration between Humans and Machines, meant as Robots,
is central to the Human Centricity principle. The research threads that
investigate Cobots (Collaborative Robots) addresses all the scenarios in
which robots and humans work side by side in a shared workspace. Un-
like traditional industrial robots, which typically operate in isolation to
ensure safety, cobots are equipped with advanced sensors and Al-based
capabilities that enable them to interact safely and efficiently with
human workers (Castillo et al., 2021; Kadir et al., 2018; Sahan et al.,
2023). Some research efforts in the field explore the socio-technical
environment of Industry 4/5.0 involving cobots at the individual, team,
and organizational levels (Adel, 2022; Weiss et al., 2021). In such
environments, cobots are often deployed in assembly lines, in picking
station for collaborative loading and unloading of objects, and/or in
environments dangerous for the humans (Javaid et al., 2022; Cohen
et al., 2022; Adriaensen et al., 2022; Liu et al., 2024).

Along with the technological advancement of the production lines,
in human-driven activities of modern industrial environments the con-
cept of lean production has taken place. Lean production is a systematic
manufacturing methodology aimed at minimizing waste and maximiz-
ing efficiency within production processes. Key principles of Lean Pro-
duction include identifying customer value, mapping the value stream,
ensuring smooth production flow, employing a pull system driven by
demand, and pursuing continuous improvement. This methodology
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boosts productivity, reduces costs, and enhances product quality (Souza
et al., 2022; Moraes et al., 2023), aligning seamlessly with the goals
of Industry 5.0. These principles have been extensively studied and
applied across various industrial contexts. Recent research delves into
the complexities of managing concurrent organizational changes during
digital transformation toward Industry 5.0. A notable study investi-
gates how Lean Production practices and Industry 4.0 technologies
can coexist to improve manufacturing operations in the Industry 5.0
era. Similarly, a recent sustainable innovation framework (SIF) has
been proposed, leveraging inductive and integrative approaches based
on Lean Production and Industry 5.0 technologies to achieve process
excellence. The application of Lean Production emphasizes the critical
role of operators and engineers in production processes, optimizing
workflows, routines, decision support, and information exchange. One
prominent area of implementation is production planning, where this
approach helps overcome errors arising from misinterpretations due to
human cognitive biases (Eriksson et al., 2024; Rahardjo et al., 2024;
Rannertshauser et al., 2022).

12. Final discussion and lesson learnt

This section presents a critical examination of the survey’s qualita-
tive and quantitative findings. In addition, it underscores several key
challenges related to IT/OT integration, which, in our view, deserve to
be prioritized within the future research agenda.

The taxonomic approach discussed in Sections 7-11 provides the
reader with an overview of the state of the art on the broad theme of
IT/OT convergence. According to the followed approach, each research
contribution belongs to one specific branch of the taxonomy tree, but
it can also touch on topics addressed by other branches. In Table B.7,
we propose a comprehensive view of all the surveyed works. Each
row depicts a contribution along with the taxonomy concepts that the
contribution itself either addresses as a primary concern or just touches
on.

At first glance, if we just consider primary concerns, the majority
of collected works fall under the Communication and IT-Driven support
to OT branches, proving that these are the realms where research com-
munities are pushing hard towards the achievement of convergence.
These taxonomies almost double the count of papers found in the
Advanced Industrial Control Systems branch. Such a strong polarization
also suggests that the integration process is receiving little push from
OT-focused research. The reason lies in the skepticism exhibited by
the OT research communities towards fully opening the OT boundaries
to external systems, despite the wide range of technologies, tools, and
solutions provided by IT to strengthen cybersecurity.

On the Communication side, there is an abundance of integration
solutions that rely on Communication pattern mechanisms (mostly
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based on IIoT protocols) (Figueroa-Lorenzo et al., 2020; Stratogian-
nis and Gkiala-Fikari, 2018; Bosi et al., 2020; Benedick et al., 2019;
Nguyen-Hoang and Vo-Tan, 2019). IIoT protocols are known to of-
fer an asynchronous transfer of data among decoupled systems, thus
implementing some form of loose integration between participants.
Some of the works falling in the mentioned category also rely on the
Cloud Computing paradigm to implement their proposed solutions.
With a count of 36 papers, the Communication pattern leaf is the
most numerous in the Communication taxonomy. A handful of works
explore the problem at the Transport layer (Pokhrel and Garg, 2021;
Internet Engineering Task Force (IETF), 2024; Samitier, 2017; Felser
et al.,, 2019), while a few have devised innovative solutions in the
Networking layer (Yannuzzi et al.,, 2017; Shrestha and Lin, 2020;
Kupzog et al., 2020; Thames and Schaefer, 2016) by leveraging the
configurability and adaptability features of software-based networking
to build a common communication framework where IT and OT can
converge. Again, while virtual networking is extensively adopted in
many verticals, in the industrial sector the opening and sharing of OT
networks with IT departments is still contrasted.

In regards to Southbound, literature efforts are almost evenly split
between Mission-critical protocols (Lo Bello and Steiner, 2019; Bruck-
ner et al.,, 2019; Cavalcanti et al., 2019; Gutiérrez et al., 2017; Pop
et al.,, 2018; Dujovne et al., 2014; Accettura et al.,, 2015) and Non
mission-critical protocols (Liu et al., 2019; Amendola et al., 2017;
Yi et al., 2017) environments. In particular, Mission-critical protocols
protocols are an interesting topic for researchers, who claim that IT can
provide valid support to the time-critical processes that run in work
machine contexts.

Researchers are calling on both model-driven and data-driven com-
putation strategies to devise effective solutions that support the con-
vergence of OT and IT. Many are experimenting with AI/ML/DL to
propose smart systems and applications that can improve the produc-
tion process (Borghesi et al., 2021; Akira Kanazawa, 2019; Gahlawat
et al., 2023; Hicham et al., 2023; Nian et al., 2020; Kegyes et al.,
2021; Sajitha et al., 2024; Ameri et al., 2024). Most of these solutions
focus on solving issues of OT assets, such as anomaly detection and
predictive maintenance, while a few extend the potential of Al to
more sensitive phases of production, such as the control loop. Although
there has been some openness from factory owners to share machine
(big) data for feeding these applications, they remain reluctant to tear
down shop floor boundaries to accommodate incoming stimuli from
the external environment. In that respect, the Edge provisioning model
seems appealing not only for the capability of supporting mission-
critical applications (Jiang and Wan, 2021; Bellavista et al., 2024b;
Tazzioli et al., 2024), but especially for the guarantees that sensitive
data never leaves the factory premises. Despite they are unfit for
dealing with delay-sensitive applications, the Cloud/Fog remains the
only viable path when huge and scalable computing power is requested,
like in the case of running complex model-driven Digital Twins (Dietz
and Pernul, 2020; Bécue et al., 2020) or training DL models (Deng
et al., 2022; Liu et al., 2021; Sajitha et al., 2024; Ameri et al., 2024).
Semantics are believed to be among the technologies called upon to
favor IT/OT convergence. Among the surveyed works, one proposes
to unify some existing ontologies to build a more comprehensive one
capable of covering the broad domain of resource management and
allocation in IoT environments (Koorapati et al., 2018). Some explore
the opportunity of leveraging semantics in the Power Grids vertical
domain (Stratogiannis and Gkiala-Fikari, 2018; Dogdu et al., 2014;
Souvent et al., 2019) with the purpose of having a common ground
on which heterogeneous process control systems can exchange data (in-
deed, in the table Advanced Distribution Management Systems (ADMS)
is indicated as a minor focus). Finally, network level QoS is explored
by introducing a semantic representation of the capabilities of Things
that expose their services on the network (Sciullo et al., 2020).

Compared with the above-mentioned taxonomy branches, the
smaller number of literary works targeting the Advanced Industrial
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Control Systems highlights that the exploration of integration solutions
at the shop floor layer is lagging behind.

The integration of legacy systems and protocols employed on the
shop floors is a very requested feature in the 14.0 transition (Givehchi
et al., 2017; Bellavista et al., 2019; Bosi et al., 2019). Unfortunately,
most of OT assets were not designed to be connected to any net-
work so they cannot interact with modern communication protocols
largely deployed in IT environments. The research community seems
cautious about proposing remotely deployed Software-defined Control
controllers (only two contributions were found in that respect), while it
seems keener to advise on-premise softwarized controllers, as witnessed
by a handful of papers (Badar et al., 2019; Cruz et al., 2016; Bigheti
et al., 2019b; Tasci et al., 2018). Some have tackled the integration
problem from a higher perspective, claiming that the convergence
towards IT needs to be realized by means of ADMS (Ahmed and Roy,
2016; Lim et al., 2016), which are information aggregators by nature
and are indeed prone to integration. Finally, a few works investigated
the interoperability of industrial protocols in SCADA environments
as an enabler of the convergence aforementioned (Garimella, 2018;
Murray et al., 2017; Park and Wook Jeon, 2019). For sure, one of the
barriers preventing the extensive digitization of assets operating on the
shop floor is the potential cyber-attacks that could be unleashed by
letting IT penetrate OT.

Human centricity, a cornerstone of Industry 4.0 and 5.0, marks a
paradigm shift by prioritizing human needs and well-being in indus-
trial advancements. By integrating IT and OT systems, human-centric
frameworks like Society 5.0 leverage technologies such as Al IoT,
and robotics to address societal challenges like aging populations and
environmental sustainability, while enhancing decision-making and
innovation (Huang et al., 2022; Carayannis et al., 2024; Grosse et al.,
2023). Tools like Value Sensitive Design (VSD) and human digital
twins exemplify this principle. VSD enables augmented reality-based
design, while digital twins harmonize human-machine interactions,
improving efficiency and collaboration (Longo et al., 2020; Modoni
and Sacco, 2023). Similarly, collaborative robots (cobots), equipped
with advanced sensors and Al, facilitate safe and efficient human-robot
collaboration in shared workspaces, transforming tasks from assembly
lines to hazardous environments (Castillo et al., 2021; Longo et al.,
2020). Lean production principles further support human-centricity by
minimizing waste and enhancing production planning, aligning with
Industry 5.0’s goals of sustainability and process excellence. Recent
studies demonstrate how these methodologies coexist with Industry
4.0 technologies to optimize workflows and mitigate human cogni-
tive biases (Souza et al., 2022; Eriksson et al., 2024). In conclusion,
human-centricity harmonizes technological advancements with human
needs, fostering inclusive, ethical, and efficient industrial transforma-
tion. By embedding these principles into processes and addressing soci-
etal challenges, Industry 5.0 positions workers as central to sustainable
industrial innovation.

Finally, it is worth mentioning the most critical aspect that the
integration process has been facing, i.e., the security to build around
production data and the safety to be assured for OT assets and the work-
force. Cyber-security is a topic that deserves the attention of around
90% of the surveyed proposals, independently of whether security
was dealt as a major or as a minor target, thus witnessing that the
concern of research communities towards security and safety threats is
huge (Paes et al., 2020; Bhamare et al., 2020; Manson and Anderson,
2019; Ram Kumar et al., 2020; Minoli and Occhiogrosso, 2018; Giehl
and Wiedermann, 2018; Karampidis et al.,, 2019; Yonemura et al.,
2018; Filkins et al., 2019; Heritage, 2019; Fortinet, 2019; Internet of
Things (IoT), 2021; Hupp et al., 2020; Figueroa-Lorenzo et al., 2020;
Leander et al.,, 2019; Hassanzadeh et al., 2020; Sajjadi and Niknia,
2013; Colelli et al., 2019; Gawanmeh and Alomari, 2018; Manner,
2019; Rosa et al., 2019; Sandberg and Hunter, 2017; Murray et al.,
2017; Prinsloo et al., 2019). What emerged from this survey is that,
despite several promising proposals being made, further investigation
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and experimental initiatives need to be taken to guarantee that security
mechanisms developed by IT communities can assure the same quality
level in environments subject to severe risks like the industrial control
systems, where an undetected intrusion could lead to dire consequences
for the factory assets and for people at work. The feeling we have at the
end of the study is that if big to mid companies have many resources
to invest in cyber security, small companies might not be able to afford
it, and therefore are not yet ready for a full transition to digital.

We conclude with some synthetic considerations on the current sta-
tus of integration and the main future research perspectives. We have
observed an abundance of works that address communication aspects to
enable IT/OT integration. Despite the research value of the analyzed re-
search proposals, we believe that the presence of many legacy industrial
control systems and the widespread spread of proprietary communi-
cation protocols still constitutes a big barrier to integration, so more
attention must be put on the topic. A lot of proposals, both directly and
indirectly, push for enhancing cybersecurity as a key to easier integra-
tion of the factory departments. The feeling is that comprehensive and
viable defensive approaches have not yet been devised. The abundance
of operational data made available at the business departments, along
with the strong support of robust and mature Information Technologies
like, e.g., semantics, Al, and Edge/Cloud computing, enables a looser
yet effective form of integration between the OT and IT environments.
Edge computing, in particular, enables the execution of softwarized
industrial appliances (e.g., virtual PLCs) within the factory domains and
meets the strict requirements of trustworthiness, security, and mission-
criticality that are imposed in industrial settings. Finally, a strong need
has emerged to retrain employees of the IT and OT departments to raise
awareness over the convergence aspects. Convergence inevitably leads
to adopting practices and technologies unusual for those environments.
It is therefore compulsory that the two departments build a shared
knowledge base and reach a common understanding of the convergent
system, which is no longer confined to separate areas of the company.

13. Concluding remarks

The momentum gained by the fourth industrial revolution is wit-
nessed by the innumerable initiatives run by authoritative standardiza-
tion bodies to push new standards that could be adopted worldwide,
huge investments made by national and regional governments to sup-
port the digitization of the factory of the future, and an intense research
activity carried out by a number of diverse communities. The Industry
4.0 revolution is expected to bring new business opportunities to man-
ufacturing companies, provided that the latter is keen to undertake fast
digitization of their assets through enabling IT like 5G, Al, IoT, Edge
and Cloud, to name a few.

While IT has seamlessly integrated into companies’ managerial de-
partments, offering robust support for business processes, its adoption
in operational departments has been hindered primarily by security
and safety concerns. Research communities are actively exploring the
opportunities that a gradual IT/OT convergence could bring to the in-
dustrial manufacturing sector and have proposed numerous innovative
approaches to accelerate this integration process. In this paper, we pro-
pose a systematic survey of all efforts found in the literature that deal
with theoretical, technical, and practical aspects of IT/OT integration.
Unlike existing surveys, we have devised a taxonomic perspective that
allowed us to organize the collected works in a conceptual framework
that reflects the range of technologies currently in use or expected to
be adopted in the near future, in both IT and OT departments (see Fig.
B.14). Furthermore, to complete the overall convergence picture, we
also presented an overview of the main national and international stan-
dardization initiatives that are sustaining IT/OT integration. Finally,
we devoted one section of the paper to deliver a synthetic view of
the surveyed works and made final considerations on the technological
trends that are receiving much attention from the community with
regard to the convergence topic. In this way, our survey proposes
a valuable roadmap inspiring researchers and practitioners in IT/OT
convergence implementation, establishing the trends of this important
evolution driving the Industry 4.0 transition.
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Appendix A. Glossary

Acronyms

AD Anomaly Detection.

ADMS Advanced Distribution Management Systems.
Al Artificial Intelligence.

AMQP Advanced Message Queuing Protocol.
AMR Automated Meter Reading.

ANN Artificial Neural Networks.

BSP Balancing Service Providers.

CBDM Cloud-Based Design and Manufacturing.
CI/CD Continuous integration and developments.
CIM Common Information Model.

CNC Central Network Controller.

CoAP Constrained Application Protocol.
CoCoOn Cloud Computing Ontology.

COTS Commercial Off-The-Shelf.

CPPS Cyber Physical Production Systems.

CPS Cyber Physical Systems.

CRM Customer Relationship Management.
CUC Centralized User Configuration.

DCS Distributed Control Systems.

DER Distributed Energy Resources.

DF Digital Factory.

DL Deep Learning.

DLMS/COSEM Device Language Message Specification/Companion
Specification for Energy Metering.
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DMS Distribution Management Systems.

DNN Deep Neural Network.

DNP Distributed Network Protocol.

DPI Deep Packet Inspection.

DQN DeepQ-Network.

DRL Deep Reinforcement Learning.

DSCADA Distributed SCADA.

DSO Distribution Service Operator.

DSS Decision Support Systems.

DT Digital Twins.

eMBB enhanced Mobile BroadBand.

EPRI Electric Power Research Institute.

EPS Electric Power Systems.

ERP Enterprise Resource Planning.

GIS Geographic Information Systems.

HRM Human Resource Management.

14.0 Industry 4.0.

IACS Industrial Automation and Control Systems.
ICSs Industrial Control Systems.

IDS Intrusion Detection System.

IEC International Electrotechnical Commission.
IETF Internet Engineering Task Force.

ITAF Industrial Internet Architecture Framework.
IIC Internet Industrial Consortium.

IIoT Industrial Internet of Things.

IIRA Industrial Internet Reference Architecture.
IMSA Intelligent Manufacturing System Architecture.
IN Industrial Networks.

IoS Internet of Services.

IoT Internet of Things.

ISA International Society of Automation.

ISO International Organization for Standardization.
IT Information Technology.

ITU International Telecommunication Union.
IVI Industrial Value Chain Initiative.

MDMS Meter Data Management System.

MEC Multi-access Edge Computing.

MES Manufacturing Execution Systems.
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MIC Made In China.

MIS Manufacturing Information Systems.

ML Machine Learning.

mMTC massive Machine-Type Communication.
MOM Manufacturing Operations Management.
MPTCP Multipath TCP.

MQTT Message Queuing Telemetry Transport.

NFV Network Function Virtualization.

NTN Non-Terrestrial Networks.

OMS Outage Management Systems.

OPC UA OPC Unified Architecture (UA).

OpenADR Open Automated Demand Response.
OPEX OPerating EXpense.

ORMF Ontology-based Resource Management Framework.
OT Operational Technology.

PCS Process Control Systems.

PLC Programmable-Logic Controller.

PLM Product Lifecycle Management.

PM Predictive Maintenance.

RAMI 4.0 Reference Architectural Model Industrie 4.0.
RES Renewable Energy Sources.

RL Reinforcement Learning.

RTU Remote Terminal Unit.

SCADA Supervisory Control and Data Acquisition.
SDCM Software-Defined Cloud Manufacturing.
SDDC Software-Defined Data Centers.

SDN Software-Defined Networking.

SGAM Smart Grid Architectural Model.

SOA Service Oriented Architecture.

SoC System-on-Chip.

SSN Semantic Sensor Network.

TCCD Thing-edge-cloud Collaborative Computing Decision-making.
TSCH Time Slotted Channel Hopping.

TSN Time-Sensitive Networking.

TSO Transmission System Operators.

URLLC Ultra-Reliable Low-Latency Communications.
USEF Universal Smart Energy Framework.

VNF Virtual Network Functions.

WoT Web of Things.

ZDM Zero Defect Manufacturing.
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Appendix B. General surveyed works table and IT/OT integration

taxonomy map

See Table B.7 and Fig. B.14.
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Fig. B.14. IT/OT integration taxonomy.
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Table B.7
Comprehensive view of the surveyed works, with main () and marginal (o) topics addressed per work.
[#1 IT-Driven support to OT Communication Advanced ICSs Cybersecurity HC

Processing strategies Provisioning models Northbound Southbound Software-defined Control Distributed Control

Model-Driven  Data-Driven Cloud Fog Edge Comm. Pat. Transp Net MC Non MC Off Premise On Premise Architectures  Protocols

Koorapati et al. (2018)
Dogdu et al. (2014)
Sciullo et al. (2020)
Souvent et al. (2019)
Dietz and Pernul (2020)
Akira Kanazawa (2019)
Singh et al. (2018)
Editorial (2020)

Bécue et al. (2020)
Borghesi et al. (2021) .
Stracener et al. (2019)

Keller (2019)

Bustamante et al. (2023)

Faubel et al. (2024)

Venanzi et al. (2023a)

o o o o

000000
o0 o0 o

« e e e 0000
© o000 o0
o

Sajitha et al. (2024) and .
Ameri et al. (2024)

Michailidis et al. (2020)
Deng et al. (2022)

Liu et al. (2021)

Liu et al. (2020)
Gerrikagoitia et al. (2019) . o o

Kavakli et al. (2018) and .
Montori et al. (2021)

Montori et al. (2023) .
Jiang and Wan (2021) .
Barzegaran et al. (2020) o o o . o o o o
°
°

Pop et al. (2021) o
Barzegaran et al. (2019)

Tazzioli et al. (2024) and o . o o
Bellavista et al. (2024a)

Bellavista et al. (2024b) o o . ° o

Badar et al. (2019) . ° ° o

Stratogiannis and o . o o
Gkiala-Fikari (2018)

Bosi et al. (2020) o . o o o o

Benedick et al. (2019) .

Nguyen-Hoang and Vo-Tan o . o
(2019)

Pokhrel and Garg (2021) o o . o

Morawski and Ignaciuk . o o
(2021)

Xu et al. (2019) °
Wu et al. (2020) o
Pokhrel et al. (2021) o
Langley et al. (2017)

Fernandez et al. (2021)

Yannuzzi et al. (2017)

Shrestha and Lin (2020)

Kupzog et al. (2020)

Thames and Schaefer (2016)

Lo Bello and Steiner (2019)

Bruckner et al. (2019) o o

Cavalcanti et al. (2019) and
Gutiérrez et al. (2017)

oo o0 o
s e e s 000

o

o

o000 o0 o0

o
o

Pop et al. (2018) o o
Vilajosana et al. (2020)

Dujovne et al. (2014)

Accettura et al. (2015)

Yi et al. (2017) ° °
Liu et al. (2019) ° o
Amendola et al. (2017) o . o
Badar et al. (2019) o o o o

Cruz et al. (2016) B °

Bigheti et al. (2019b)
Tasci et al. (2018)
Gilani et al. (2016)
Givehchi et al. (2014)
Ahmed and Roy (2016) o
Lim et al. (2016) o

Garimella (2018) ° °
Murray et al. (2017) o
Park and Wook Jeon (2019) o o .

Sandberg and Hunter (2017), .
Yonemura et al. (2018),

Karampidis et al. (2019) and

Manner (2019)

o o0 o0 o
o

o
o
0 e e e e

o0 o0 o

oo s e
o

Prinsloo et al. (2019) o o o . o
Hassanzadeh et al. (2020) o o o o o o .
Paes et al. (2020) o o o o .

Hupp et al. (2020) and ° .
Heritage (2019)

Bhamare et al. (2020) o o o .
Colelli et al. (2019) ° ° ° ° .

Giehl and Wiedermann B . °
(2018)

Sajjadi and Niknia (2013) o

Leander et al. (2019) o o
Rosa et al. (2019) o o o
Manson and Anderson (2019) o

(continued on next page)
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Minoli and Occhiogrosso o
(2018) and Ram Kumar
et al. (2020)

Huang et al. (2022) and °
Longo et al. (2020)

Nair et al. (2021) o o o o o

Kasinathan et al. (2022) and o o
Adel (2022)

Mourtzis et al. (2022) o o o o
Ivanov (2023) o

Modoni and Sacco (2023) o .

Castillo et al. (2021)

Kadir et al. (2018), Sahan
et al. (2023), Javaid et al.
(2022), Moraes et al. (2023),
Eriksson et al. (2024), Souza
et al. (2022), Grosse et al.
(2023) and Carayannis et al.
(2024)

Weiss et al. (2021) and
Adriaensen et al. (2022)

Cohen et al. (2022)

Liu et al. (2024) o
Rahardjo et al. (2024) o o
Rannertshauser et al. (2022) o

Data availability

No data was used for the research described in the article.
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